
electronics

Article

Hardware Support to Minimize the End-to-End Delay
in Ethernet-Based Ring Networks

Tomás P. Corrêa 1,* and Luis Almeida 2

1 Electrical Engineering Graduate Program, Federal University of Minas Gerais,

Belo Horizonte 31270-901, Brazil
2 CISTER, Instituto de Telecomunicações, FEUP-University of Porto, 4200-465 Porto, Portugal; lda@fe.up.pt

* Correspondence: tc.ufmg@gmail.com

Received: 29 August 2019; Accepted: 25 September 2019; Published: 28 September 2019
����������
�������

Abstract: Ethernet is a popular networking technology in factory automation and industrial

embedded systems, frequently using a ring topology for improved fault-tolerance. As many

applications demand ever shorter cycle times and a higher number of nodes, the popular ring

endure to remain as a valid topology. In this work, we discuss the factors that determine the

ring network delay and show how they affect the network cycle time. Since increasing the link

capacity has limited reach, we explore a time-triggered protocol that brings the nodes forwarding

delay near to the physical layer delay. Additionally, we propose hardware accelerators based on

FPGA technology that minimise the packet reception delay from physical reception to delivery to an

application handler, preserving Ethernet layers and being compatible with its standard. This paper

explains the accelerators concept and implementation, presents measurements using standard Media

Access Control implementations, and shows the solution effectiveness with experimental results.

We achieved a delay, from physical reception to the triggering of a user-level handler, of 1.1 µs

independent of the packet length.
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1. Introduction

In last years, the number of applications requiring high-speed communications, such as

motion control [1], Modular Multilevel Converters (MMC) [2,3], power train or chassis control [4],

has increased. Those applications demand short update cycles of less than 200 µs and represent a

challenge to the communication network design.

The network topology, one of the designer’s degrees of freedom, has a strong impact on the

number and length of the communication links, on the network delay, and the tolerance to failures.

Among the topologies that can be considered (e.g., star, tree, ring, bus and hybrid, see Figure 1), the

ring topology is often the preferred one, because it has clear benefits in network cabling, reducing the

number of links and their length, thus simplifying deployment and maintenance. Moreover, the ring

topology is the simplest one that offers two disjoint paths between any two nodes, so it is tolerant to

single node or link failures. However, the ring structure implies longer delays than other alternatives,

such as a tree topology, and fails to reach the required performance as the number of nodes increases.

In this work, we discuss the factors that determine the ring network delay and show how they

affect the network cycle time. As shown below, increasing the link capacity has limited benefits, thus,

when performance is at a premium, a co-design between the control and the communication might be

necessary. We also explore a time-triggered protocol and the synchronisation of the nodes physical

layer (PHY), such that the forwarding delay of a packet passing through an active node is reduced to
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Looking carefully at Equation (1), we can see that different aspects influence the MCT. When the

goal is to reduce it, the designer needs to consider several dimensions—the link technology (relates to

Tbyte, Tf w, Pmax), the protocol (relates to Pmax, Poverhead, and Tf w), and the application (relates to P and

κ)—to reach the least MCT possible, as we explain next.

3.1. Link Technology

Link technology, and more specifically speed, is likely the first digital communication aspect that

comes to mind when the designer wants to reduce communication delay and increase throughput.

The link technology has direct influence on the time to transmit one byte (Tbyte) and may limit the

maximum amount of data a node can transmit at once (even when the link can continuously transmit

data, the protocol might still impose a finite Pmax). The third variable that the link technology influences

is the forwarding delay (Tfw), but the technical literature has little on how the link capacity affects this

parameter. Before we investigate this relation, let us first discuss how link speed and forwarding delay

limit the reduction of the MCT.

Consider the ring MCT expression in Equation (1). Note that its first two terms depend on the

time spent in transmitting an entire frame (the “frame” delay), which is related to the link transmission

rate. The last term in Equation (1) depends on the forwarding delay incurred when packets cross active

elements in the network (the “propagation” delay). Both frame and forwarding delay depend directly

on the link technology.

To better understand their impact, we represent the MCT in a bi-dimensional space of latency

versus bandwidth. There, we can identify two regions: the bandwidth dominated region, in which the

frame delay represents most of the MCT; and the latency dominated region, in which the propagation

delay represents most of the MCT [14]. The boundary between those two regions corresponds to a

situation in which both effects have equal influence on the MCT and it is defined by Equation (4).

Often, applications have a payload proportional to the number of nodes (P = κ · PBytes/node) or

such dependency is a good approximation. If we neglect the protocol overhead (in an efficient

protocol it should represent a small fraction of the payload) then the critical forwarding delay

(Tcritical
fw ), defined as the forwarding delay that equals the frame delay, becomes proportional to the

communication bandwidth and payload per node Equation (5). Note that the number of nodes in the

network becomes irrelevant.

(

P + Poverhead

)

· Tbyte =κ · Tfw (4)

Tcritical
fw =Tbyte · PBytes/node (5)

Figure 3 shows a plot of Equation (5) in logarithmic scale for 4, 8, and 16 Bytes/node.

The bandwidth and the latency dominated regions are, respectively, below and above the critical

forwarding delay line. As the bandwidth increases, the critical forwarding delay falls accordingly.

For example, when increasing the bandwidth from 100 Mbit/s to 1 Gbit/s, the critical forwarding

delay falls from around 300 ns to near 30 ns.

In practice, the forwarding delay is lower bounded by the PHY transceivers that impose

minimum latencies larger than the corresponding critical forwarding delays, particularly for higher

link bandwidths. This is due to physical limitations of their internal analog and digital circuitry,

since they become more complex to support the higher speeds. To observe this fact, we plot in

Figure 3 the typical forwarding delays of Ethernet PHY transceivers (combined Tx + Rx latency)

for three bandwidths (10, 100 and 1000 Mbit/s). For completeness, we also plot the latencies of the

Serialiser/Deserialiser (SerDes) transceivers provided by Xilinx for high-speed technologies such as

Serial RapidIO, Interlaken, PCI Express 2.0 and SATA, namely GTP, GTX and GTH. As it can be seen,

for bandwidths higher than Fast Ethernet, all transceivers fall in the latency dominated MCT region.
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applications considered here. The internal delay takes place as the node moves data internally

and the protocol stack processes the packet.

In Ethernet, the next layer above the physical one is the Media Access Control. It performs,

together with the Logical Link Control, the functions of the Data Link Layer, as described by the Open

Systems Interconnection (OSI) model. Its main functions are [22]:

1. Data encapsulation (transmit and receive):

(a) Framing (frame boundary delimitation, frame synchronisation);
(b) Addressing (handling of source and destination addresses); and
(c) Error detection (detection of physical medium transmission errors).

2. Media Access Management:

(a) Medium allocation (collision avoidance); and
(b) Contention resolution (collision handling).

Therefore, it is the MAC sublayer that defines the Ethernet packet format, including its fields

and size, the addressing possibilities (unicast, multicast, and broadcast), the order of bit transmission,

and the mode of operation (half- or full-duplex). It is also responsible for generating and verifying

the Frame Check Sequence (FCS), for supporting nodes segregation in a same physical network with

VLAN tags, and for enforcing the minimum and maximum frame length, the interframe gap, and the

media access rule—Carrier Sense Multiple Access with Collision Detection (CSMA/CD, ignored in

full-duplex mode).

MAC Implementations and Delay Measurements

To verify the impact of the MAC in the communication delay, let us use the concrete case

of the Zync SoC that combines an ARM processor with an FPGA fabric and offers the designer

three MAC implementations, namely the Gigabit Ethernet MAC (GEM), the Ethernet Lite, and the

Tri-Speed MAC (TEMAC). A previous work [11] found Ethernet Lite delays to be lower than GEM,

but it had no information on the TEMAC, which we include here. These three different MAC

implementations are representative of different classes that can be found in a variety of devices.

For example, Texas Instrument’s Keystone architecture, employed in the C667x and C665x multicore

processor families, uses a MAC peripheral that has a local First In First Out (FIFO) buffer and transfers

the information from/to the main memory using a Direct Memory Access (DMA) engine [23], as with

the Zynq GEM.

The test setup employed was a Zynq SoC board (Trenz TE0729) and carrier board (Trenz TEB0729)

running a modified version of the Echo Server demo application. It was connected to a host PC

that sends packets with the desired characteristics. We designed a capture unit in VHDL to count

the number of clock cycles between two different events, such that we could measure the packets

timing with an adequate resolution (10 ns). When measuring the incoming delays, the trailing edge

of the signal that the PHY sends to the MAC when receiving a packet (RX_DV) causes the capture

unit to start counting and a software-controlled output stops it. When measuring outgoing delays,

the software-controlled output triggers the start and the rising edge of the signal that the MAC sends

to the PHY to start transmission (TX_EN) stops it. We verified the capture unit measurement by

connecting the start and stop signals to an oscilloscope. For every test run, the program logged

512 measurements and sent them to the host PC for processing.

Figure 5 shows the mean value and deviation for each measurement point (64, 256 and 1024 Bytes

packet payload) and for each MAC alternative, where “EL,DM” stands for Ethernet Lite with

Device Memory and “EL,SO” with Strong-Ordered memory models [11]. For the incoming packets,

the measurements were taken from the moment the MAC received a packet to the moment the

processor: (i) finished copying the respective data to the final memory destination; and (ii) when

entering an UDP receive callback function, assuming it is an UDP packet (as commonly used in

real-time applications) and that the receiver suffers no interference from higher priority tasks.
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The main signals involved in the EDC operation are shown in Figure 9, captured with Vivado

Integrated Logic Analyser. The rising edge of mii_rx_dv marks the start of packet reception (t = 0).

The accelerator monitors the incoming data and waits for the start of frame delimiter to collect them

into a 32-bit word and write it to the FIFO (t = 92), which happens every time the signal fifo_WrEn is

high. Once the FIFO reaches the almost full level (fifo_AlmostFull, t = 356), the controller triggers a

write burst (16 Bytes, in this case) using the AXI Master Burst IPIF. This happens when ip2bus_mstwr_req

goes high and, after some handshake, data are read from the FIFO (fifo_RdEn). Note that the AXI

master has a unique address phase (the master assigns an address when axi_awvalid is high) followed

by a write phase in which several words are written to the memory in a burst (when axi_wvalid and

axi_wready are high).

Figure 9. Capture showing EDC internal signals while receiving a packet with 64 Bytes. X-axis in

samples, sampling period equal to 10 ns.

As the IPIF reads data from the FIFO faster than the PHY writes, the FIFO comes out of the almost

full condition. While data are arriving, the FIFO gets filled again and triggers write transactions

a number of times. Once the reception of the packet completes (mii_dv falling edge, t = 608),

the controller performs the last bursts to empty the FIFO (t = 707).

Simultaneous to the EDC operation, the MAC receives the packet and stores it internally. If the

MAC has identified a valid packet with a correct Frame Check Sequence (FCS), it flags an interrupt

and the processor switches context to service it. At the entrance of the Interrupt Service Routine,

the processor checks the fields extracted by the PI. Then, in the case of a high-priority packet,

the processor jumps directly to the user callback function. Note that this sequence keeps the frame

checking and the protocol stack processing, but the system does them on-the-fly together with moving

data to the final destination. As a consequence, the time to complete the transfer and to enter the user

callback is independent of the packet length. This is visible in the results shown in Figure 10 and,

comparing with the other MACs, in Figure 5 (EDC).

Since the EDC writes data to a given memory region when packets arrive and we are unable to

control when they will come, the system must take care of data consistency. One solution is to use a

pool of memory regions where the EDC writes incoming data, and employ buffers descriptors (similar

to the ones implemented in a DMA engine) to control the state of each region and hold a pointer

to them. A simpler solution is to prevent the EDC from writing new data to the memory while the

processor is using it or, in other words, to pause EDC while a packet is being processed. In this case, it

is necessary to have a minimum interval between packets to ensure that, while the EDC is paused, no

high priority packet will arrive and pass through the long latency path, i.e., MAC → protocol stack →

user callback.
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