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“We've always defined ourselves by the ability to overcome the impossible. And we count
these moments. These moments when we dare to aim higher, to break barriers, to reach
for the stars, to make the unknown known. We count these moments as our proudest
achievements. But we lost all that. Or perhaps we’ve just forgotten that we are still
pioneers. And we’ve barely bequn. And that our greatest accomplishments cannot be
behind us, that our destiny lies above us.”

(Interstellar)



Resumo

A Internet dos Drones (IoD) é uma tecnologia emergente que permitird uma nova era
de servigos e aplicagoes de drones. No entanto, muitas barreiras e desafios permanecem
até que possamos controlar uma rede IoD complexa. A comunidade cientifica ainda esté
discutindo, estudando e investigando a melhor forma de implementar essa rede para tornar
o ToD viavel, confidvel e eficiente. Além disso, os principios que norteiam as redes sem
fio terrestres e mesmo as redes tradicionais de VANTs (Veiculos Aéreos Nao Tripulados)
nao se aplicam ao IoD principalmente porque permite que drones distintos realizando
diferentes aplicagoes compartilhem o espaco aéreo.

Primeiramente, esta tese discute, explora e estuda os desafios da IoD através da
Computacao Urbana. FKEssa analise pode trazer insights sobre a organizacao do espago
aéreo e os protocolos de comunicacao IoD, porque revelam a dimensao, as necessidades e os
desafios desse ambiente. Em seguida, propomos e estudamos uma arquitetura topologica
do espago aéreo e das vias aéreas para construir um ambiente de acesso coordenado para
drones. Discutimos a aplicacao de entrega por drone no contexto do IoD e apresentamos
diretrizes de decisao sobre quando usar a entrega por drone e quando optar por entregas
tradicionais. Apresentamos um método para gerar planejamento de trajetoria para cobrir
0 espago aéreo organizado em vias aéreas.

Em seguida, estudamos os protocolos de roteamento para IoD considerando a
topologia estabelecida. Propomos um protocolo de roteamento geocast para loD para
disseminar mensagens de alerta em situagoes imprevisiveis que possam ocorrer na rede.
Além disso, propomos um protocolo IoD usando a abordagem IoD definida por software
para controlar e permitir maior programabilidade e adaptabilidade da rede. Adicional-
mente, exploramos a colaboragao de IoD com outras redes por meio de dois protocolos
hibridos. Primeiramente, propomos um protocolo para unir redes IoD e redes de 6nibus.
As redes de 6nibus apresentam alta previsibilidade, permitindo que os drones aproveitem
os Onibus para preencher lacunas em sua comunicagao quando a rede IoD ¢é escassa. Por
fim, propomos um protocolo para um cenério futuristico em que redes veiculares, IoD e
Internet of Flying Cars (IoFC) colaboram em situagdes especificas como, por exemplo a
disseminacao de mensagens de emergéncia.

As solugoes desenvolvidas foram comparadas com trabalhos relacionados através
de simulacoes em um simulador que permite a criacao e gerenciamento de vias aéreas.
Os resultados sao promissores e mostram o potencial de métodos de planejamento de

caminhos e protocolos de comunicagao desenvolvidos em diferentes cenarios. Finalmente,



apresentamos as proximas etapas a serem desenvolvidas. Em resumo, esta tese fornece
procedimentos e discussoes que podem orientar o desenvolvimento futuro para superar

barreiras relacionadas a problemas fundamentais em IoD, como comunicagao e mobilidade.

Palavras-chave: internet dos drones; protocolos de roteamento; drones.



Abstract

The Internet of Drones (IoD) is an emerging technology that will enable a new era of
drone services and applications. However, many barriers and challenges remain until
we can control a complex IoD network. The scientific community is still discussing,
studying, and investigating the best way to implement this network to become the IoD
viable, reliable, and efficient. Furthermore, the principles that guide terrestrial wireless
networks and even traditional Unmanned Aerial Vehicle (UAV) networks do not apply
to IoD mainly because it allows distinct drones performing different applications to share
the airspace.

First, this thesis discusses, explores, and studies the challenges of IoD through
Urban Computing. This analysis can bring insights into the design of the IoD airspace
organization and communication protocols because they reveal the oD environment di-
mension, needs, and challenges. Then, we propose and study a topological architecture
of airspace and airways to build a coordinated drone access environment. We discuss
the drone delivery application in the context of IoD and present decision guidelines on
when to use drone delivery and when to opt for traditional deliveries. Also, we present a
method for generating path planning to cover airspace organized in airways.

Next, we study the routing protocols for IoD regarding the established topology.
We propose a geocast routing protocol for IoD to disseminate alert messages in unpre-
dictable situations that may occur in the network. Furthermore, we propose an IoD proto-
col using the Software-defined IoD approach to control and allow greater programmability
and adaptability of the network. In addition, we explore IoD collaboration with other
networks through two hybrid protocols. First, we propose a protocol to join IoD and bus
networks. Bus networks feature predictability allowing drones to take advantage of buses
to fill gaps in their communication when the network is sparse. Finally, we propose a
protocol for a futuristic scenario in which vehicular networks, IoD and Internet of Fly-
ing Cars (IoFC) collaborate in specific situations such as the dissemination of emergency
messages.

The developed solutions have been compared with related works through simula-
tions in a simulator that allows the creation and management of airways. The results are
promising and show the potential of path planning methods and communication protocols
developed in different scenarios. Finally, we present the next steps to be developed. In
summary, this thesis provides procedures and discussions that can guide future develop-

ment to overcoming barriers related to fundamental problems in IoD, such as communi-



cation and mobility.

Keywords: internet of drones; routing protocols; drones.
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RRPR Reliable Predictive Routing.

SBD Schedule by Distance.

SDDN Software-Defined Drone Network.
SD-UAVNet (Software-Defined UAV Network.
SDIoD Software-Defined Internet of Drones.
SDN Software Defined Network.

SDVN (Software Defined Vehicular Network.
SRCM Semi-Random Circular Movement.

ST Smooth Turn.



TD Task Drones.

TZ Transmission Zone.

UAS Unmanned Aircraft System.
UAV Unmanned Aerial Vehicle.
UC Urban Computing.

URLLC Ultra-Reliable and Low-Latency Communication.

V2D Vehicle-to-Drone.
V2V Vehicle-to-Vehicle Communication.
VANET Vehicular Ad hoc Network.

VNT Vehicular Transport Protocol.

ZOA Zone of Approaching.
ZOF Zone of Forwarding.
ZOR Zone of Relevance.

ZSP Zone Service Provider.
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Chapter 1

Introduction

The rapid advance of ubiquitous wireless connectivity and sensor miniaturization has pro-
vided new scenarios for applying Unmanned Aerial Vehicle (UAV), also known as drones.
In the past, drones were mainly used in military applications, like surveillance, recon-
naissance, and strike [1]. However, with the popularization of UAVs, public interest has
been growing for other purposes, such as rescue operations, agriculture, communication
resilience in disasters, public safety, transportation management, monitoring, emergency
assistance, and possibly the most promising among them: drone delivery service |1, 2, 3, 4].

Considering that all applications need to use the airspace simultaneously, Gharibi
et al. [5] proposed the Internet of Drones (IoD), an architecture to organize access to
the airspace. Moreover, the IoD is part of Internet of Things (IoT), which means that
the ToD can collect and transmit data. Recently, the United States Federation Aviation
Administration (FAA) [6] showed interest in remotely tracking the drone’s location. This
may indicate that the UAVSs’ capacity to connect to the Internet will have an increasingly
vital role in enhancing the safety and security of people and can be the future to implement
UAV applications in urban areas.

An essential step to be solved to make the IoD possible is the communication
between the network components. In IoD, it is essential to communicate with drones
whenever they perform tasks that need some sort of coordination, management, and
synchronization, for instance. The specific characteristics of UAV networks, such as 3D
mobility, the high speed of nodes, and the irregular UAV distribution, must be considered
in the design of a routing protocol in the area [7]. IoD differs from other UAV networks
by enabling the drone organization in airways. In addition, it needs to manage different
applications that may vary at different levels, ranging from drone hardware to network
topologies. And all these drones must be able to share the same airspace in a coordinated
and fair way. Considering this new world IoD has a gap in fundamental network problems
like communication and mobility that need to be explored and overcome.

Furthermore, the IoD utilization generated data gathered across various applica-
tions, including urban sensing, rescue operations, agriculture, communication resilience
during disasters, public safety, transportation management, monitoring, emergency as-

sistance, and drone delivery services, holds the potential to enhance Urban Computing
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(UC) applications. Urban Computing benefits from a large amount of data generated in
urban centers to improve people’s lives [8]. oD is a new way of creating new and com-
plementary data to existing ones and providing services through drones. However, prior
to commencing data collection with IoD, it is imperative to design routing protocols that
are well-suited to this extensive-scale scenario. IoD is still at the beginning of its develop-
ment and has many steps and challenges to be overcome. Thus, there is a great research

opportunity in several segments related to IoD and the connection between loD-UC.

1.1 Thesis Statement

Thesis Problem: The deployed of IoD faces numerous challenges. There are
substantial gaps in the existing literature concerning fundamental aspects of IoD, in-
cluding both intra and inter-communication, as well as mobility within an environment
where multiple applications operate concurrently. Intra-communication pertains to inter-
actions between drones, while inter-communication involves communication between IoD
and other networks. The unique characteristics of this scenario, encompassing dynamic
network topology, airspace utilization, uniform UAV distribution, rapid node speeds, and
limited energy resources, necessitate the development of new protocols and path planning
methods to address these gaps effectively. Moreover, drones possess significant potential
as data sources for enhancing Urban Computing (UC) applications. Therefore, our pri-
mary objective is to resolve communication and mobility challenges to actualize the use
of drone data within the realm of UC.

Proposal: In this thesis, we aim to design and propose routing protocols and path
planning methods for IoD within diverse scenarios. This endeavor is aimed at address-
ing communication and mobility challenges associated with IoD to ultimately enrich UC

through the integration of IoD data.

1.2 Objectives

The main objectives of this thesis are to propose topologies and frameworks for
organizing the airspace, develop protocols for efficient data dissemination Intra-IoD and

Inter-IoD, and collect data to enhance UC applications. Specifically, we aim for the design
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of protocols to focus on sparse and emergency scenarios. In addition, we seek to develop
the protocols so that they can collaborate with the UC.

The design of protocols for IoD must consider the aspects that make this envi-
ronment unique such as the airways, demanding collaboration between drones, energy
constraints, fair use of airspace, and collaboration with UC. Furthermore, the IoD proto-
col development should consider factors like collision avoidance and traffic and congestion
management in a 3D scenario. The well-known and well-investigated wireless ad-hoc net-
work issues have different dimensional and complex aspects in the IoD scenario. Therefore,
these elements compose a singular environment in IoD that needs to be explored.

In general, we seek to explore the distinct aspects of IoD and use them as ad-
vantages for communication protocol design. Additionally, we intend to understand how
IoD can collaborate with other networks and vice versa. Many aspects mentioned also
influence the drones’ mobility and path planning. Therefore, we plan to identify and
propose solutions to two fundamental problems: communication and mobility. We intend
to explore and advance the state of the art in Intra-network and Inter-network communi-
cation protocols. We intend to overcome barriers related to path planning in airways in a
multi-drone and multi-application environment. Also, we intended to explore the relation

of IoD-UC considering the communication and mobility aspects.

1.3 Contributions

Currently, UAV protocols have not been designed considering the IoD. To over-
come this gap, we developed protocols for different scenarios as shown in Table 1.1. The
protocols are mainly distinguished by the scenario and context in which they are inserted.
The Geocast Routing Protocol for the Internet of Drones (IoDGR) and Position-based
Routing Protocol for Software-Defined IoD (PSDIoD) protocols are Intra-network proto-
cols while Delay-tolerant Internet of Drones Protocol in a Multi-vehicle Scenario (IoDMix)
and Altitude-based Routing Protocol for Hybrid Aerial-terrestrial Networks (ARAT) are
Inter-network protocols.

In the following, we list the contributions made in this thesis.

e Two routing protocols for IoD: This contribution proposes two Intra-IoD proto-
cols. The first, [oDGR, seeks to solve the problem of geocast message dissemination
in emergence scenarios (see Figure 1.1 - [oDGR). Specifically, we use the airways
topology and the path planning of drones to improve the rate of delivery of packages.

The second PSDIoD considers a scenario where Zone Service Provider (ZSP) can
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Table 1.1: Protocols developed comparison

Protocol Context Description Application Scenario

IoDGR Intra-IoD  An airway-aware geocast protocol Sparse network and emergence situa-
tion

PSDIoD Intra-IoD Position-based protocol ZSPs can direct communicate with
Drones forming an IoD Defined Net-
work

ToDMix Inter-IoD A store-carry-forward protocol Collaboration between IoD, Public

Transportation Network (PTN), Bicy-
cle Sharing Networks (BSN) and Vehic-
ular Ad hoc Network (VANET)

ARAT Inter-ToD An altitude-based routing protocol Collaboration between IoD and other
aerial networks in an emergence situa-
tion

communicate directly with drones (see Figure 1.1 - PSDIoD). Thus, the protocol

takes advantage of this factor to disseminate messages between drones;

e Two routing protocols for joint IoD and Other Networks: This contribution
proposes two Inter-IoD protocols. The first, loDMix, performs cooperation between
drones, PTN, BSN and VANET to fill the communication gaps in scenarios where
the IoD network is not connected (see Figure 1.1 - loDMix). The second ARAT
considers a cooperation scenario between Vehicular Ad hoc Network (VANET) and
Aerial networks. Specifically, an emergency occurs and the only way to deliver a

message to the ZSP is to send it to a robust node in the aerial network (see Figure
1.1 - ARAT);

e Airways Path Planning for IoD : This contribution proposes an airspace and
airway topological architecture in IoD. Airspace and drone organization influences
the development of network protocols. Therefore, we propose the airways organiza-
tion in urban spaces parallel to the landways to delimit where the drones can pass.
Also, we propose the airspace organization in layers so that other aerial networks

can share the airspace with loD;

e IoD guidelines for deciding when to use drone delivery and when to use
traditional deliveries: This contribution conducts an analysis of drone delivery
within the IoD context, comparing it with conventional deliveries. To be specific,
we simulate real traditional deliveries within the IoD scenario to gain insights into
the circumstances where each delivery method is more advantageous, depending on

the specific environmental conditions.
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Figure 1.1: Protocols Developed Overview
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1.4 Thesis Organization

This thesis is organized as follows.

e Chapter 2: shows the IoD concepts. Specifically, we contextualize the IoD pro-
prieties, the relation between IoD and other networks, and the challenges of design

protocols for IoD;

e Chapter 3: brings an IoD analysis through UC concepts and applications. First,
we discuss how IoD and UC are connected. After, we propose a framework for UC in
the IoD context. We also present IoD-UC applications and highlight the challenges

and important issues in the field;

e Chapter 4: introduces airspace and airway topological architecture to organize
the airspace for allowing multiple drones and applications at the same time. We
devise an analysis of drone delivery within the IoD context, comparing it with
conventional deliveries, and propose guidelines based on the insights. Also, we
design a Coverage Path Planning for the IoD scenario (CPP-IoD). We present IoD
guidelines for deciding when to use drone delivery and when to use traditional

deliveries;

e Chapter 5: focus on the IoD routing protocols development. We present two
protocols the first one considers a geocast scenario. The second one focuses on a
Software Defined Network approach. Specifically, we introduce the Software-defined

Internet of Drones concept and present a protocol for this environment;

e Chapter 6: present the design of two hybrid protocols that involve ToD and other

networks. The first one is a store-carry-forward protocol that creates a collaboration
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between IoD, VANET, PTN and BSN. The second one considers a futurist scenario
where IoD collaborates with UAVs and other aerial networks;

e Chapter 7: highlights the results of this thesis and its future work.
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Chapter 2

Internet of Drones

In this Chapter, we present the basic concepts related to IoD. In Section 2.4, we detail IoD
properties regarding topology and mobility. Section 2.6 discuss the partnership between
IoD and Other Networks, considering VANETs, PTNs, and IoT. In Section 2.5 we present
the import issues related to protocols design for IoD. Specifically, we discuss the physical,
MAC, Network, Transport, and Application layers. Finally, a final discussion is given in
Section 2.7.

2.1 Introduction

Gharibi et al. [5] conceptualized the term IoD as an architecture allowing coor-
dinated air space for UAVs. However, oD is more comprehensive than Garibit et al.’s
definition. Two factors are fundamental in characterizing if a network is integrated into
the Internet of Drones. First of all, at least one node needs to be a drone. Secondly,
the network needs to have access to the Internet. This connection can exist in many
forms: the UAV can have a connection with the Internet; the base station can have a
connection with the Internet; or one node of the network (drone or base station) can have
a connection with other devices that have access to the Internet.

Other devices may be part of the IoD, but the typical nodes that integrate this

network are:

e Drone or UAV: The main object in IoD is a flight device with no onboard pilot
[9, 10]. Drones come in various sizes and configurations. Usually, in single missions

are used the large ones while in swarms are used the small ones [1].

e Base Station: The node responsible for controlling or/and aiding the drone in a
mission. Also, this node can receive data collected for further analysis. In some
cases, such as Flying Ad hoc Network (FANET), a drone can play the role of a base
station [1].
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Since drones are an emerging technology, different terms have been used in UAV
studies. Even the term drone has different interpretations. In its original signified, a
drone refers to an Unmanned Aerial Vehicle (UAV). However, the term drone has recently
evolved into a more generic term, meaning any unmanned robot [11]. Despite this, we
refer to drones only as air vehicles in this work. Accordingly, studies have used the terms
drone and UAV to refer to IoD mobile air nodes |1, 12, 13].

Also, it is possible to find the term Unmanned Aircraft System (UAS) to refer to
drones [14]. Fahlstrom and Gleason [14] considered that a UAS usually comprises more
elements than an air vehicle, such as one or more base stations and a data link. In other
words, the system consists of all the elements necessary to carry out a mission [15|. Thus,
UAS is the same as the IoD if some node has Internet access.

With the popularization of UAVs, there was a surge of applications in different
areas, including surveillance, public safety, transportation management, search and rescue,
monitoring, and emergency assistance |1, 2, 3, 4]. With so many application possibilities
came the need to connect drones to a network [16]. Thus, terms such as “Internet of
Flying Things” (IoTF) [15, 17| and “Internet of Drones” (IoD) [5] emerged. Pigatto et
al. [15] define IoTF as integrating flying things in the Internet of Things (IoT) paradigm.
There is a tendency to connect all objects on the Internet, forming an IoT ecosystem. As

shown in Figure 2.1, [oTF is a subarea of this ecosystem in which UAVs belong.

Figure 2.1: IoD and IoT related terms

Internet of
Things

Internet of
Mobile Things

Internet of
Flying Things

Internet of
Drones

Source: Elaborated by the author

[oTF encompasses any element able to fly, including manned flying objects. UAV-
IoT [4, 18] is another terminology for integrating UAV with IoT. In this case, only un-
manned aerial vehicles are considered. IoD [5] can be seen as an architecture responsible
for coordinating the access to the air space for UAVs. However, as mentioned, this term
is broader and represents any UAV network that can access the Internet, thus being a

subarea of [0T, as depicted in Figure 2.1.
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2.2 The Name of the Game

This section considers two main aspects. Firstly, we discuss the terminologies
associated with various UAV networks found in the literature. Subsequently, we explore
the fundamental elements constituting UAV networks using a notation. This analysis

involves an investigation of the similarities and distinctions between these networks.

2.2.1 A Systematic Terminology of UAV Networks

The potential of drone networks to perform various applications has received inter-
est from academic and corporate circles over the years. Such networks can feature diverse
architectures, organizations, and components, leading to the use of multiple terminologies
to refer to them [1, 5, 14, 19, 20, 21, 22|. Figure 2.2 depicts the terminologies considered
in this work. Notice that different UAV networks can be present in various areas such as
rural, industrial, urban, and port. We detail each term in the sequence.

However, the studies in the literature consider some similar aspects when dis-
cussing the characteristics of a given UAV network, converging in five main terminologies.
Table 2.1 summarizes the main characteristics of each terminology. In a nutshell, UAV
networks commonly vary regarding their domain, the number of UAVs as aerial nodes,
the need for path planning that a UAV has to perform its task, in what altitude UAVs are
allowed to fly, the scenarios that the network can be applied, and the third-party networks
that the related terminology can be integrated with. We discuss each term thoroughly,

including its aspects, as follows.

e Internet of Flying Things (IoFT) |23, 24, 25, 26] extends the concept of IoT
by establishing dedicated Internet access and collaborating with different types of
flying vehicles, such as manned and unmanned ones. Therefore, UAVs play a vital
role in this concept. Zaidi et al. [23] discuss that IoFT follows a flying-cloud com-
puting layered architecture where UAVs have a front-edge layer to communicate
with the cloud layer through a communication layer. This communication layer can
be deployed as a fog-computing layer that can communicate to the Cloud via the
Internet or with the UAVs using a wireless connection. In IoFT, UAVs commonly
act as sensor nodes, gathering and sending data through the Internet [24]. For
instance, IoFT allows drones and other aerial devices to collect data from surface

buoys in Underwater Wireless Sensor Networks (UWSNs) guided by satellites and
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Table 2.1: Summarization of the main characteristics of each discussed terminology
‘ Terminologies ‘
Design criteria  Internet of Flying Ad hoc  Drone/UAV- Internet of Unmanned
Flying Things Network based network  Drones (IoD) Aircraft/Aerial
(IoFT) (FANET) Vehicle System
Domain Broadest (all Temporary Single-user large-scale Specific missions
flying things) networks operations networks with
UAVs as aerial
nodes
Number of Large compared Large/medium Varies according  Large Small

UAVs

to other nodes

compared to
other nodes

to the application

Path planning

Depends on the

Dynamic, based

Depends on the

Coordinated by

Pre-planned path

application on the remote controller, the infrastructure for specific
application needs  commonly for multiple mission
drones
Flying Altitude Varies greatly Low to medium Low Low to medium Low to medium

depending on the
flying nodes

Typical All environments ~ Temporary Single-purpose All environments  Single-purpose
Scenario networks in applications but focusing on applications
environments urban centers assisted by
with urgent needs multiple UAVs
Network Satellites, HAPs,  Constrained by Based on a Any third-party Based on a
Integration Terrestrial and the applications ground control network ground system
Oceanic-based needs network connected to the

networks

Internet

High Altitude Platform Stations (HAPs) [25].

e UAV /Unmanned Aircraft System refers to a self-organized architecture model

divided into two main layers: the aerial and the ground layers. UAVs compose
a set of aerial nodes that exclusively collaborate with different terrestrial network
devices |27, 28]. Furthermore, the connection with the Internet is not mandatory in
networks covered by this terminology, differing from IoF'T. UAV /Unmanned Aircraft
Systems have a plethora of applications. For instance, an urban surveillance service
primarily relies on drones while being supported and managed by grounded base

stations without sharing the gathered data with the Internet through the Cloud [29].

e Drone-based/UAV-based networks are organized similarly to UAV /Unmanned
Aircraft Systems. However, the nodes consist exclusively of UAVs in such a way
a remote part controls them, or their trajectory is predefined [27, 30]. These net-
works are deployed for services operated by UAVs solely, such as aerial cinematog-
raphy [31]. The deployment of a Drone-based/UAV-based network demands precise
orchestration among the UAVs’ mobility and well-defined trajectory [30], which
are essential characteristics of these networks. Furthermore, the drone’s resource
allocation must be provisioned following the current weather conditions and en-
vironmental communications interference. Considering the previous terminologies,
a drone-based/UAV-based network is part of the UAV/Unmanned Aircraft Sys-
tem [14].
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Figure 2.2: Examples of application scenarios for each terminology
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e Flying Ad hoc Network (FANET) exhibits an Ad Hoc structure, obligato-
rily, having different aerial nodes, such as weather balloons, drones, or flying vehi-
cles [32, 33]. However, the aerial nodes are not connected to the Internet, which
differs this type of network from an IoFT architecture. Due to the large number of
applications that can operate following the FANET concept (e.g., Searching & Res-
cue in remote areas) [34], different routing protocols [32] and mobility models [33]
have been designed for this network. These mobility models directly affect the mod-
eling of the communication protocols since they impact how the UAVs (and other

aerial nodes) will move to perform a given task [33].

e Internet of Drones (IoD) as the nomenclature suggests, is an architecture com-
posed exclusively of drones as aerial nodes so that they must be connected to the
Internet [5]. As drones are a type of unmanned flying vehicle, IoD is a subset of
IoFT [35]. An essential characteristic of IoD is the concept of well-defined “aerial
routes” dedicated to the drone’s flight, named airways. This concept is based on the
aerial navigation system of large-scale aviation but in a constrained environment,
such as an urban region. Therefore, IoD is a proper architecture for urban sensing,

representing a sustainable way to collect data from a given environment.

Figure 2.2 depicts examples of application scenarios where each terminology can
be deployed. However, they are not limited to the provided examples. As previously dis-
cussed, the terminologies cover various environments and domains. A drone-based/UAV-
based network refers, in a nutshell, to constrained UAV network infrastructures for specific
domains in which the UAV trajectory is predefined or controlled remotely by an operator.
FANETS are robust architectures composed of different aerial nodes (including UAVs) so
that the network topology and communication occur in an ad hoc manner. IoD represents
a new mobile network paradigm where UAVs compose a set of nodes sharing both the

airspace and communication channels to perform their tasks connected to the Internet.
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UAV /Unmanned Aircraft Systems are composed of UAVs that exclusively compose an
aerial layer of nodes, connecting with the nodes in the ground layer to assist with some
tasks, such as aerial surveillance. IoFT, in turn, is an extension of the [oT paradigm that
considers different aerial nodes connected to the Internet to gather and spread data, such
as UAVs, HAPs, and satellites.

To provide a broader understanding of the terminologies, Figure 2.3 provides a
Venn diagram showing their relationships. The first point that differentiates the terms is
the type of mobile node. In some cases, such as FANET and IoFT, other nodes beyond
drones can be part of the network. We classify IoD as a subset of IoF'T because the
former focuses explicitly on network nodes comprising drones. The second point that
distinguishes the terms is the connection with the Internet. IoD resides at the intersection
of IoFT and UAV Systems since a UAV System becomes part of loD when connected to
the Internet.

Figure 2.3: Venn diagram representing the relations among the terminologies of UAV
Networks

nmanned Aircraft System
UAV System

Source: Elaborated by the author

Drone-based Networks, as a part of loD, consist of multiple interconnected drones
linked to the Internet. Without this connection, Drone-based Networks are considered
only part of UAV Systems. FANETS represent a specific type of a Drone-based Network
and can be regarded as constituents of both IoD and UAV Systems. IoD is only considered
when the FANET is connected to the Internet. Moreover, FANETSs may include nodes
that are not drones, thereby falling exclusively under the category of IoFT.
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2.2.2 Discussion about the elements of UAV networks

In this section, we considered the literature and presented the essential elements
of UAV networks and their terminologies. Table 2.2 shows how these networks can be

defined following the considered notation. We discuss in detail these aspects as follows.

Table 2.2: General structure of UAV-based networks

. Nodes Infrastructure Environment
Network Mobile Nodes N ‘ aN ‘ BS e ‘ P ‘ il ‘ p 7 ‘ e
IoFT N=DUAN >1|>0|>0 Y >1|Y|N|Y|N|Y Y|N
FANET N=DUAN >1| - |>0]|Y|N| 1 |Y|N|Y|N|Y Y| N
Drone/UAV-based Network N=D >1 Y|N| 1 Y Y |N
UAV /Unmanned Aircraft System | N =D >1|>0|>0|Y|N|>1|Y|N|Y|N|Y Y| N
IoD N=D >1|>0|>1 Y >1|Y|N Y Y Y

2.2.2.1 Fundamental Elements of UAV Networks

Drones in civil environments evolved from a unique UAV controlled by a human
to a group of cooperative UAVs. Due to this evolution, several architecture arrangements
for UAV-based networks emerged, such as the B5G architecture [19] and the Internet of
Drones [5]. Therefore, these architectures present different components and requirements
in different scenarios.

Despite their differences, drone-based architectures have some fundamental com-
ponents that serve as the groundwork for their deployment. These components can be

described using the following notation:

e Network nodes (sets):

— D: network nodes composed of drones, uniquely;

— AN aerial network nodes that are not drones, such as high-altitude balloons

and vertical take-off and landing vehicles;
— GN: ground network nodes, such as related sensors, vehicles, and other devices;

— BS: base stations related to the deployed network.
e Network Infrastructure:

— 14c: it represents the connection to the Internet, which can be Y for yes and N

otherwise;
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— CP: set of communication protocols involved in the network. For instance,
a network n; can use the MAVLink protocol, while a network ny, can use
UAVCan [36];

— ml: it indicates the presence of middleware layers when the UAV network

collaborates with third-party networks, which can be Y for yes and N otherwise;

— cc: it indicates the use of a cloud, which can be Y for yes and N otherwise.
e Environmental Policies:

— fz: it indicates whether regulations/restrictions related to the drone flying

zones (e.g., military zones and airports) are in place (Y) or not (N);

— as: it indicates whether the airspace has airways to fly (Y), including their

traffic policies, or not (N).

2.2.2.2 Discussion Regarding the Types of Nodes

Table 2.2 shows that any network requires at least one mobile node, i.e., > 1 in
column N. The type of mobile node varies according to the terminology, although most
networks are solely composed of drones. Other aerial nodes (e.g., high-altitude balloons)
can belong to IoFT and FANET rather than drones. Although drones are the primary
devices, ground nodes, such as terrestrial sensors, can also be present (> 0 in column GN),
except for FANETSs and Drone-based Networks that do not have. Similarly, base stations
can manage/coordinate the network (column BS, value > 0), being always present in IoD
(value > 1).

2.2.2.3 Discussion Regarding the Infrastructure

The connection to the Internet is a central component to differentiating the nomen-
clatures (column ic), being mandatory for [oFT and IoD since most applications receive
and send information from the Internet, such as weather conditions. This connection is
not required for other approaches, but it can exist. For instance, weather balloons of a
FANET can feed the data of a climate website. Also, any network has at least one ar-
rangement of communication protocols to interconnect the nodes. For instance, FANET

has a single set of communication protocols since it is an ad hoc network [20]. Hence, all
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nodes use the same protocols (i.e., 1 in column CP). In comparison, drones of an ToD net-
work can offer services to ground nodes using 6LoWPAN while using different protocols
to communicate with the base stations and receive navigation directives (> 1 in column
CP).

Another essential component is the presence of middleware to allow collaboration
with third-party networks. Although this element is not mandatory for any infrastructure
(Y | N in column ml), this is not a part of drone/UAV-based networks because the provided
services are restricted to drones. These premises are valid in a cloud service (column cc).

However, IoD must consider the fundamentals of this paradigm [5].

2.2.2.4 Discussion Regarding the Environment

Regardless of the network, there is a minimum regulation involving flying zones
(column fz). These regulations range from basic flight authorizations (e.g., flight al-
lowance over national parks) to navigation regulations, such as maximum allowed speed
and the sharing of drone identification with government authorities [37, 38]. They im-
pact the airspace organization based on the environment where the network will operate.
Commonly, the networks consider the airspace free-to-fly. Hence, there are no policies
regarding a shared space, except for collision avoidance mechanisms managed by the
hardware of each drone [35]. Considering the current growth of DaaS applications, a
collision represents a severe risk to deploying UAV networks in dense environments, such
as urban centers [37]. IoD is the only paradigm to define controlled airspace to fly, ex-
pressed through the concept of airways (column as, value Y). However, airspace can be
controlled using airways or another element in all other types of networks, where the fly-
able airspace is a graph whose edges represent the airways, and the nodes represent both

aerial waypoints and Pols, including free-to-fly areas [35].

2.3 Requirements of the Next Generation of UAV
Networks

The growth of drones has been witnessed across various areas, including urban

centers, rural areas, and industry. In urban environments, drones already provide some
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services, such as aerial photography and surveillance [39]. Also, some applications are
currently being tested in terms of viability, for instance, delivery of goods [40]. In rural
areas, drones have transformed agriculture practices by providing farmers with aerial
data on smart crops, irrigation needs, and pest management [35]. Additionally, industries
have embraced drones for tasks like aerial surveillance, monitoring of pipelines and power
lines, and assessing hard-to-reach areas in sectors such as oil and gas, construction, and
mining [35].

Given the prospected scenario, these services will compete for the use of airspace
and also will collaborate intelligently, representing the next generation of UAV networks.
They will have increased autonomy, enhanced communication capabilities, improved drone
coordination, and seamless integration with other emerging applications [41]. As technol-
ogy continues to evolve, these networks hold immense promise for shaping the future of
aerial operations across various sectors.

In this direction, the next generation of UAV networks will demand various re-
quirements to meet the provided service. In this section, we present these fundamental
requirements. Table 2.3 summarizes how the mentioned terminologies address each re-
quirement, identified by a label referred to throughout this section, facilitating a compre-

hensive discussion.

Table 2.3: Requirements of the next generation of UAV-based networks and their relations
with the terminologies

Requirements
. Airspace Fair Use of Network Drones Energy Securit;

Network Terminology Org. Airspace Mgmt Collaboration ngft Privac);//

RAI [RA2 | RBI [RB2 | RB3 | RC1 [ RC2 [ RC3 | RD1 - RD3 [ RD4 [ RD5 | RE1 [ RE2 | RF1 [ RF2
IoFT v v v v v v v v v v v v v v v
FANET v v v v v v v v v v v v
Drone/UAV-based Network v v v v
UAV /Unmanned Aircraft System | v v v v v v v v v v
IoD v v v v v v v v v v v v v v v

2.3.1 Airspace Organization

Just as the growth in the number of ground vehicles demanded new regulations
and changes in the road network, the expansion of the use of drones also points in the
same direction. The design of strategies for the airspace organization can ensure the
safe and efficient operation of UAVs [42]|, where establishing dedicated airways helps
mitigate potential conflicts and collisions between UAVs. By designating specific flight
corridors and altitudes, the network can handle effective traffic management, facilitating

the integration of drones [43]. Indeed, the level of this organization is linked with the
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robustness and density of drones sustained by the environment.

The airspace organization can be treated differently for urban and non-urban en-
vironments. In scenarios with sparse traffic, such as non-urban environments, we might
have a free flight of aerial nodes [5]. In this case, the network considers the whole airspace
available for drones performing their services. Therefore, drones must manage themselves
and deal with potential collision situations. Some networks (e.g., Drone/UAV-based,
UAV/Unmanned Aircraft Systems, and FANETS) commonly assume this organization
since the provided services are more restricted. On the other hand, free flight is not rea-
sonable in urban IoD/IoFT due to limited airspace, obstacles such as buildings, and the
high level of vehicle congestion that do not contribute to easy flight management [5, 43|.

Therefore, the next generation of UAV networks will require a suitable airspace
organization according to the robustness and the demands of the provided services. The

related requirements are presented as follows.

e RA1 — Aerial Zones: Although airspace continues “free-to-fly”, there are geo-
graphic boundaries involved with the provided service, where drones must be granted
access. For instance, given a drone-assisted network coverage application, drones
can be grouped to cover different regions [44], imposing a geographic delimitation
for each one. Many applications, such as search and rescue [45], precision farming
[44], spraying [46], and aerial imagery [45], to name a few, need a more flexible flight

to attend to the mission’s goal;

e RA2 — Airways: A direct way of airspace organization is the use of airways, as
proposed for ToD [5, 38, 43, 47|. Airways can be established together with aerial
zones, restricting the airspace where drones can fly and even the direction of a flight.
This approach is suitable for urban areas, where it is possible to have many drones
sharing the airspace [43]. Different proposals for organizing airways are found in
the literature. For instance, Labib et al. [43] pointed out that each airway has its
characteristics (velocity limits, flight headings, and maximum traffic capacity). The

advantages of this approach are detailed in the sequence.

— Clarity of the UAV flight zone: An UAV network can face challenges with pub-
lic opinion due to the fear of having multiple drones flying over people. Thus,

airways can make clear where drones can fly, helping with IoD acceptance.

— Collision avoidance: Airways promote a predictable scenario about the drone’s
flight. Thus, it is reasonable to assume that airways can mitigate potential

drone collisions, considering their rules of use [47].

— Laws and regulations: The use of airways can make the creation of aerial
regulations easier. Airways should address altitude limits, flight paths, and

specific areas designated for drone activities [35].



2.3. Requirements of the Next Generation of UAV Networks 44

2.3.2 Fair Use of the Airspace

Currently, the limited presence of drones operating within a specific geographic
area mitigates the need for airspace competition management. However, this issue poses
a significant challenge for environments with a great concentration of flying nodes. There-
fore, formulating strategies to tackle a fair use of airspace is crucial to ensure equitable
access to airspace resources and promote the efficient and safe coexistence of diverse drone

operations [5]. Promoting a fair use of the airspace involves the following requirements:

e RB1 — Airspace allocation: This strategy represents the primary approach to
promoting fair use of airspace by different drone companies, mitigating congestion,
collisions, and conflicts. For instance, at some significant events, like football or
concerts, we can have a lot of people concentrated in the same place. This situation
can overload the cellular network, and it is possible to use drones as relay nodes to
allow everyone to communicate. A company can allocate the airspace in the region
during the events to allow this service. The airspace allocation can grant exclusive

flight access to a group of drones in a given area at a specific time interval.

e RB2 — Congestion control: Similar to strategies taken by road-based naviga-
tion applications (e.g., Waze and Google Maps), congestion control aims to miti-
gate bottlenecks over the available airspace to fly. Considering the widespread of
UAVs, aerial congestion control can be designed in scenarios where the network
can collect data from the aerial nodes and create policies to manage aerial zones
dynamically [35]. The management includes (but is not limited to) the restric-
tion/allowance of flying zones, the definition of a maximum number of UAVs inside
a region, and the creation/removal of airways. The guidelines to elaborate policies
can consider different environmental aspects, such as the risk of aerial attacks [47]
and the sensing of preferable routes to the UAVs [48];

¢ RB3 — DaaS priority: Even defining airspace allocation and congestion control
strategies, some UAV applications surpass any defined policy due to the priority
of the provided service. Analogous to road networks, emergency vehicles (e.g.,
ambulances) have priority over cars, trucks, and other common vehicles. Likewise,
emergency /authority drones (e.g., providing health or police-assisted services) must
prefer to fly freely over the airspace or also close to a specific region. This priority
can be established using only the path planning (e.g., using priority constraints in
the path planning [49]) or considering airways and aerial zone specifics for priority

drones.
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2.3.3 Network Management

Efficient network control is indispensable in any UAV network and can be achieved
through effective management practices. In the context of UAV systems, the responsibility
for management primarily rests with base stations that oversee the entire mission of a UAV
group [25]. On the other hand, FANETS typically adopt a more centralized management
approach, where one of the drones assumes the role of the base station and manages
the other nodes in the network [20]. IoD needs a more intricate management strategy
involving UAV communication and navigation policies. IoFT and IoD are specifically
designed for large networks with many nodes [5, 35|. Consequently, their management
approach tends to be distributed rather than centralized, unlike other terminologies that
cater to smaller networks with centralized management.

Furthermore, UAVs have been deployed as Access Points (AP) and radio towers
within the lower-altitude tier of B5G aerial access networks, enabling wireless and comput-
ing services to ground users. Likewise, they can act as a bridge between High-altitude Plat-
forms (HAP) (e.g., satellites or stratospheric balloons) with the ground [50, 51|. Therefore,
besides managing the UAVs, the next generation of UAV networks also requires intelligent
and collaborative management with the abovementioned paradigms. These requirements

are listed as follows.

e RC1 — Network interoperability: This requirement ensures that UAVs can col-
laborate and share information with ground base stations, control centers, HAPs,
and water surface devices [52|. Therefore, UAVs can effectively provide the re-
sources and capabilities of an integrated network, leading to improved operational
efficiency, extended communication range, and the facilitation of novel applications
embracing aerial, ground, and underwater networks [50]. These issues encompass
the integration with B5G and 6G technologies, benefiting from Ultra-Reliable and
Low-Latency Communication (URLLC) [51|. In this context, UAVs represent a
promising set of devices for deploying Mobile Edge Computing (MEC) that en-
ables computation, storage, and networking resources to be located closer to mobile
devices at the network’s edge. By bringing computing capabilities closer to the
end-users and devices, UAVs can reduce latency, improve efficiency, and enable new

applications and services in collaborative mobile networks [50|;

e RC2 — Topology changeability: The next generation of UAV networks should
exhibit the flexibility to adapt to changes in the network topology, environmental
dynamics, and evolving user requirements [33|. Indeed, UAVs move fast through the
airspace, which can affect deeply the nodes’ connection and, therefore, the network

topology [5]. Hence, the network enables it to efficiently respond to dynamic factors
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such as varying network conditions and geographic changes from collaborative net-
works [50]. The modeling of Software Defined Networks (SDNs) represents a proper
strategy to handle the fast topology changes caused by the UAV’s mobility [53, 54].
Likewise, the literature presents some efforts in the design of topology-based and

routing protocols considering drone dynamics [32, 33, 34];

¢ RC3 — Communication compatibility: For successful integration with ground
and HAPs networks, it is crucial to ensure compatibility in communication proto-
cols, frequencies, and standards [35, 55|. The network must establish smooth and
uninterrupted communication links with both networks, allowing for efficient col-
laboration and data sharing [41, 56]. The literature presents some efforts toward
the compatibility and interoperability between different networks. For instance, the
FlyNet system architecture [41] aims to support the composition of edge-to-core
(i.e., end-to-end) platforms to support UAV-assisted applications, mainly in scien-
tific domains. This architecture covers different categories of components (e.g., edge
devices, edge servers, and core computing), providing guidelines to deploy the infras-
tructure, pursuing minimum latency and network compliance. Due to the plurality
of communication protocols as well as strategies of data transmission, standardized

network management solutions are significant challenges to be addressed.

2.3.4 Collaboration with Drones

Employing UAVs in mobile networks offers a significant advantage in facilitating
extensive collaboration among diverse nodes, enabling effective communication and service
provisioning [35|. This advantage stems primarily from the inherent attributes of drones,
including their dynamic mobility and Line of Sight (LoS) communication capabilities.
This collaboration can occur in two directions: among the UAV nodes in the network and
nodes from different network paradigms (e.g., aerial and grounded networks). We discuss

each direction as follows.

2.3.4.1 Collaboration Among Drones

Independent of the case, the network nodes collaborate. In all scenarios, drones are

expected to collaborate through the exchange of messages or by altering their trajectories
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to assist other nodes in the network [35]. A coordinated exhibition of drones, aka “ballet
of drones”’[57|, is a noteworthy example of their collaboration. The requirements related

to collaboration are beyond drone synchronism, including;:

e RD1 — Routing: Drones can collaborate to facilitate the network message’s ex-
change, which allows for the transmission of pertinent information across the net-
work. There are many protocols available for routing between drones [7]. For
instance, geographic routing is typically used to disseminate emergency messages in
the network [58]. Also, it is common to use delay-tolerant protocols, considering that
in some cases, the network can be sparse, and it is necessary to find another node
to forward the message due to the high dynamic node connectivity [59]. Therefore,

suitable routing protocols must be applied to cover this requirement [60];

e RD2 — Collision avoidance: Regardless of the node type, airspace organization,
or network management, nodes are expected to collaborate to prevent collisions
among themselves or other objects [61]. To this end, drones may transmit messages
containing obstacle alerts, alter their course and speed, and maintain a safe distance
from other nodes to uphold the physical integrity of the network. The literature
offers numerous strategies for implementing collision avoidance, including a method
based on a thin-plate splines algorithm [62|, which aims to minimize deformation
of the swarm’s formation while navigating around obstacles, approaches leveraging
deep reinforcement learning [61], and methods such as rapidly-exploring random
trees (RRT), among others [63];

e RD3 — Goal achievement: In a drone network, objectives are frequently accom-
plished through the collaborative efforts of multiple nodes. For instance, a search
and rescue operation may require the participation of several drones to ensure swifter
and more effective coverage of the search area. Drones can either collaborate on a
particular task to attain the mission objective [64], such as in scan activities, or each
drone can operate distinct tasks contributing towards the common goal [65]. For
instance, in an urban sensing application, a drone can collect data about the traffic,
and others can collect data about air quality. Although the tasks are distinct, the

common goal is to extract data from the city.

Collaboration can manifest at varying degrees in scenarios with multiple node
types. For instance, some messages may be routed across all network nodes, while others
may only be restricted to drone-to-drone communication. Such management decisions
may hinge on the mission objective. Regarding airspace management, where a constant
flow of drone traffic is expected, collaboration can also play a key role in maintaining
network efficiency. In IoD, for instance, an alert message may be disseminated to all

drones in a particular area in case of a security threat (e.g., the detection of smoke). The
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affected drones can then alter their routes accordingly. Other forms of collaboration in

networks with a high and continuous volume of vehicle traffic, as is typical of IoD, include:

¢ RD4 — Weather information: One of the significant challenges of drone net-
works is the influence of the weather. In certain countries, regulations stipulate
that drone operations are contingent upon weather conditions aligning with the
manufacturer’s specifications [66]. Drones can access this information and decide to
interrupt a mission. In IoD, this information can be received in real-time, and drones
can automatically determine what to do in case of bad weather [5]. In some cases, a
drone that has access to the Internet can forward this message to other drones that
are not connected to the Internet. Adhering to drone legislation necessitates flexi-
bility in deployment schedules to accommodate potential weather-induced delays or
cancellations, extending beyond the manufacturer’s defined operating parameters
[66]. Thus, drones can collaborate by passing on news related to the weather so

that it is possible to maintain the security of the network [5];

e RD5 — Traffic congestion avoidance: One way of organizing many drones in a
network with continuous traffic is using airways. When planning the path planning
of drones, it will be necessary to consider the airways with the highest flow so it will
be possible to avoid vehicle congestion on the airways. This type of collaboration
must happen between all services and applications. Strategies used in vehicular
networks to avoid traffic congestion [67, 68, 69| can be considered. For instance,
real-time path planning can alleviate traffic congestion in an urban environment
[67]. In the case of drones, real-time path planning can be more advantageous,
considering that the “human factor” in vehicular networks can alter the route more.

For instance, a person can make additional stops or change the final destination.

2.3.4.2 Collaboration Between Drones and Third-party Networks

Besides the collaboration among the drones themselves, UAVs can contribute to
other mobile network paradigms in the air, on the ground, and even underwater [51, 52|.
Drones and HAPs can establish resilient communication networks over vast regions.
Drones can perform as relays, exploiting their agility and adaptability to bridge com-
munication gaps and establish connectivity in remote or challenging-to-access areas (also
representing a collaboration with ground networks) supported by HAPs [70]. Moreover,

drones started collaborating with terrestrial vehicles as an active modal in parcel delivery
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systems, operating in the last mile [71|. The air-to-ground collaboration mediated by
drones fosters data exchange, real-time monitoring, and distributed computing.

UAV networks might also collaborate with underwater networks, mainly UAV-
assisted data acquisition systems [52]. In this environment, sensor nodes are spread
underwater, sending data through acoustic signals to surface buoys. Thus, drones fly
over the buoys to gather data and transmit it to the responsible network authority.

The requirements related to this type of collaboration deepen the ones presented
in the previous section, in which routing protocols (RD1) represent a crucial aspect of
promoting the collaboration, as well as the deployment of aerial policies to organize the
airspace better (RD2, RD3, and RD5).

2.3.5 Energy-related Management

Maintaining a continuous flow of drones is crucial to providing a high QoS. How-
ever, this aspect represents a significant challenge for many applications due to their
limited energy. To address this issue, investing in developing hardware solutions to in-
crease the drone’s energy capacity could be a viable solution [72]. Additionally, it is
essential to consider energy efficiency in developing applications, methods, and protocols.
Nevertheless, given the energy restrictions of drones, completing missions may require

alternative approaches, leading to two requirements:

e RE1 — Mobile recharge/piggybacking stations: To extend the drone’s range
and carry out longer missions, it is essential to plan for recharge stops. These stops
can be made at recharge stations, enabling the drone to cover greater distances.
Studies in the literature seek to develop methods for distributing these points into
suitably located charging stations [73, 74]. Two objectives are explored: the number
of stations to be deployed and minimizing distances traveled [73|. Different station
locations are explored, such as building tops |75] and buses [76]. In addition, taking
a ride on other vehicles such as buses, trucks, and trains can further increase the

drone’s coverage and range [40], even with stops for recharging its battery [77];

¢ RE2 — Collaborative multi-modal mission: To ensure the successful comple-
tion of tasks, it is important to plan them considering the impossibility of recharges.
In this case, the UAV network can plan a collaborative mission with a subsequent
UAV or even with another modal, such as public transport or trucks [78]. For
instance, drones can provide a last-mile delivery service, being responsible for car-

rying the package on the last part of the trip [79]. Coordination between different
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modes has been the biggest challenge in this requirement [78]. This problem is
modeled as mixed-integer linear programming (MILP), an NP-hard problem [80].
Different algorithms are used to solve it, such as the greedy heuristic algorithm [80],
an adaptive extensive neighborhood search (ALNS) [81], a combination of column
generation (CG), and the logic-based Benders decomposition for designing a hybrid

algorithm [82], among others.

Recharging stations can play an essential role in IoD. They can be strategically
placed in buildings for easy drone access. Another suggestion is to add recharge points
to the vehicles used for transporting drones, allowing the drone to partially or entirely

recharge its battery during the ride.

2.3.6 Security and Privacy

As the growth of UAVs takes place, there is an expansion in the requirements
for security and privacy, extending beyond the single UAV’s perspective and encompass-
ing a broader scope [83]. Indeed, security and privacy requirements are mandatory for
all networks, but UAV networks have particular aspects that demand attention. Hence,
ensuring standard security requirements, such as the encryption of the communication
channel, preventing unauthorized access, maintaining fault tolerance, and managing bat-
tery efficiency, is insufficient to provide a proper level of security/privacy for the next
generation of UAV networks [56, 83, 84].

We discuss the critical requirements as follows.

¢ RF1 — Third-party data protection: Given that drones will compose an in-
tegrated and collaborative environment, drones can carry sensitive information of
network users. For example, delivery drones need to know personal information,
such as the delivery address and who the delivery is destined for. A drone with
a hospital delivery address could carry medicine, blood, vaccines, or other medical
material [85]. In this scenario, an attacker could obtain the delivery address using
Software/Hardware exploitation [86, 87|. With the delivery address and through
inference attack [37, 88|, it could determine what type of cargo that drone is carry-
ing and, in this case, decide to divert the drone from the route and steal the cargo.
Hence, security /privacy requirements must protect related third-party users/clients.
These requirements can be ensured by designing lightweight authentication proto-
cols, well-defined flight policies, and applying data anonymization or obfuscation

techniques based on a required level of data utility [37, 38].
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e RF2 — Emergency control: This requirement involves the actions taken by drones
as a device and by the network to mitigate the side effects of emergencies. Thus,
the network must ensure protocols for emergency landing, fail-safe mechanisms,
autonomous return-to-home, and navigation guidelines in case of loss of connec-
tion [89]. Most of these situations involve the drone finding a location for an emer-
gency landing. In this concept, it is necessary to automatically recognize a landing
site considering nearby points, maneuver towards it, and perform a safe landing
given the emergency scenario [90, 91]. In this context, Convolutional Neural Net-
works (CNNs) are attracting significant attention from the academic community to
generate models that analyze images in real-time to identify safe landing locations

90, 91, 92, 93].

2.3.7 Discussion about the Requirements

In this section, we discuss the interrelation between the requirements presented
previously. Considering that the next generation of UAV networks is expected to have a
large number of drones, the complexity of managing those requirements is challenging. In
many cases, the demands are related and affect each other in a complicated way to consider
individually. For instance, achieving proper airspace organization, network management,
and effective collaboration between drones contribute to ensuring fair use of the airspace.
Furthermore, energy-related management is directly linked to network management.

In some cases, network management is responsible for addressing energy-related
issues. For example, in a given scenario, the base station might be tasked with network
management and path planning, needing to consider the energy capacity during the path
planning process. Another energy-related aspect is collaboration, where the interaction
between drones and third-party networks can influence energy consumption. Drones can
take a ride in other vehicles, such as trucks and buses, so collaboration also affects en-
ergy [94].

Airspace organization also influences other requirements. Well-planned airspace or-
ganization facilitates fair airspace usage and streamlines network management processes.
Moreover, security and privacy aspects are impacted by all the other demands. For in-
stance, inadequately established airspace organizations can lead to security vulnerabilities
leading to collisions of drones. Similarly, energy is another crucial requirement tied to the
operation of a drone. Also, collaboration among different drone companies can potentially
lead to data breaches, whose privacy can be exploited by adversaries. Hence, it is evident

that every requirement in UAV networks is closely linked to security and privacy concerns.
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2.4 IoD Properties

The drone is a type of vehicle, as a FANET is a subgroup of a Vehicular Ad hoc
Network (VANET), which in turn is part of a Mobile Ad hoc Network (MANET) [1, 95].
Table 2.4 presents the main differences between IoD and the other networks. The signifi-
cant difference between UAV networks and IoD is that in IoD, almost all characteristics
are variable and depend on the mission. The variability extends to attributes such as
topology, which can shift markedly based on the drone’s mission objectives. For example,
when monitoring traffic at an intersection, the topology may display less rapid dynamics
than instances involving a police drone engaged in a pursuit. In addition, IoD diverges
notably from conventional UAV networks in its capacity to access the Internet. Further-
more, IoD can exhibit an airway-oriented structure, necessitating congestion control, and

coordination mechanisms to regulate drone movements effectively.

Table 2.4: Comparison of MANET, VANET, UAVs Networks and the Internet of Drones

MANET VANET UAVs Networks Internet of Drones
Nodes Mobile Vehicles and UAVs and base UAVs and base stations
devices road side units stations
Topology Random, Star and ad-hoc  Star, mesh, ad-hoc Star, mesh, ad-hoc; delimited
ad-hoc with airway or not
Topology Dynamic Dynamic Dynamic or Dynamic or stationary; depends
changes stationary; depends on the mission and the number
on the mission of airways (if airway-based)
Mobility Slow High High and slow; High and slow; depends on the
Speed depends on the mission, the type of UAV and
mission and the type  the airway speed limit (if
of UAV airway-based)
Mobility Usually Highways or Predetermined path Predetermined path or not;
Model random roads or not airways or free flight
waypoint
Management High and self- High and High and High and self-configuring or low
complexity  configuring self-configuring  self-configuring or low and non self-configuring;
and non depends on the mission; it is also
self-configuring; expected to control multiple
depends on the drone networks at the same time
mission (high difficulty of control)
Energy Usually Car or own Own battery and Own battery and lifetime usually
battery battery lifetime usually low low, but it expected the
powered possibility of recharging the

nodes during the mission

Changes in topology are much more variable in UAV Networks than in MANETSs

and VANETSs. Usually, the topology in ad-hoc networks is very dynamic. In UAV net-
works, the changes can be more frequent due to factors such as the need to recharge, the

occurrence of a malfunction, and the constant variation of UAVS’ relative positions [1].
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The topology issues also apply to IoD. Besides, IoD may influence the topology due to
the airways (when airway-based) or no-fly zones (e.g., airports, governmental buildings,
and environmental protection areas). UAVs must follow predefined rules related to fly re-
gions. Therefore, network topology changes are associated with existing airways or no-fly
zones. In single-UAV and star networks, the topology tends to be more stable and even
stationary, but the network is still subject to the factors mentioned above.

The node’s mobility speed is a characteristic that influences the topology dynam-
icity. While in MANETS the speed usually is slow, in VANETS, the speed is considered
high. However, in IoD, the speed has a considerable variation due to the type of drone
and the mission specificity, which can be low or high. Also, the possibility of moving in
three dimensions is a factor that is different from other ad-hoc networks. A central differ-
ence affecting mobility is that VANETSs have a predictable way of moving since staying
on streets and highways is mandatory. On the other hand, it is possible to have both
predetermined and non-predetermined paths in UAV networks. Airways can influence
speed and direction.

When the dynamicity of nodes forces the network to organize and re-organize
frequently, the management complexity is usually high. The control can be higher in
IoD due to the possibility of controlling multiple drone networks. Another point that
can influence the control complexity, mainly in large drone missions, is energy. Drone
commonly has a low lifetime battery compared with vehicles and other mobile devices,
which can affect the available time and the success of a mission. However, the possibility
of recharging the nodes is expected in extended missions in IoD. In the following sections,

[oD network topology types and IoD drone mobility models will be discussed in detail.

2.4.1 IoD Topology

Integration of both single-UAV and multi-UAV networks can be seamlessly incor-
porated into the IoD. IoD constitutes a network that comprises multiple sub-networks or
swarms of drones. Each swarm can be driven by distinct objectives, such as delivery or
monitoring tasks, among others. Alternatively, disparate swarms can also share a common
goal yet lack the need for mutual collaboration. For instance, two companies engaged in
drone-based goods delivery share the overarching objective of delivering goods; however,
they operate independently without collaborative efforts to achieve this shared goal. Con-
sequently, subgroups of drones within IoD may either cooperate or operate autonomously
to attain specific aims. Nonetheless, a crucial prerequisite for their inclusion within the

IoD is obligatory cooperation concerning network traffic management.
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This entails averting collisions and congestion, overseeing the routing of network
administration packets, and ensuring impartial utilization of the airspace. Several preva-
lent topologies are often employed in multi-UAV networks, including star, multi-star,
mesh, and hierarchical mesh configurations [1]. Another noteworthy network architecture
is the ad-hoc network, denoted as FANET (Flying Ad Hoc Network), characterized by
its absence of a fixed topology. After this overview, we will delve into the definitions of

single and multi-UAV networks.

e Single UAV Networks: The simplest UAV network. It is composed of one UAV

and a controller;

e Multi-UAV Networks: The network consists of more than one drone. In addition,
one or more base stations can be part of the network. Different topologies are
adequate for multi-UAV networks, such as star, mesh, and FANET, as shown in

Figure 2.4.

Figure 2.4: UAV Networks taxonomy
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Source: Elaborated by the author

Multi-UAV networks have the advantage in some factors compared with Single
UAV networks, such as allowing greater agility in solving tasks, greater survivability,
extended scalability, and low cost for maintenance of small UAVs compared to large UAVs
[95]. On the other hand, they are more complex to manage. Following, we explained the
concepts related to star, mesh, and FANET networks. FANETs will be highlighted due

to these networks’ prominence in recent years [95, 96].
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e Star: All UAVs must be directly connected with one or more base stations, as
shown in Figure 2.4. Moreover, UAVs routed every communication among them
through the ground nodes|1, 97]. A similar variation is a multi-star topology. In
star topology, the UAVs form groups, and just one node of each is connected to the

base station [1];

e Mesh: In mesh networks, the UAVs are interconnected and communicate with each
other by a hop or multi-hop without ground control intermediation, as depicted in
Figure 2.4 [97]. However, few drones are connected to the base station [1]. A
mesh network variation is a hierarchical mesh network. In this case, the drones
form groups. Besides the UAV-to-UAV communication inside the groups, they have

inter-group communication, and there is a hierarchy among them,;

e FANET: When a UAV network is ad-hoc, it is called a FANET. The UAV com-
munication is through the UAV-to-UAV data links instead of UAV-to-infrastructure
data links [95]. If a node disconnects from the network or does not establish a com-
munication link with the infrastructure, the operation will still work using the other
UAVs. Specifically, if needed, any UAV can connect with the base station. FANET's
are distinct from mesh networks, in which specific and predetermined nodes can es-

tablish this connection.

All the mentioned topology types can coexist within the IoD. Thus, it is possible
to have a fleet of UAVs running the star topology and another using the mesh topology.
And all of them are part of the IoD and need coordination to work in the same air
space and share information that can keep the network secure. For instance, information
regarding the traffic (e.g., block areas and traffic congestion), weather, and alerts about

some situations (e.g., disasters, attacks).

2.4.2 ToD Mobility

Real-life UAV mobility has two classifications: a predetermined path and a non-
predetermined path. On the non-predetermined path, it is possible to have a pilot control-
ling the UAV or a random flight. On the predetermined path, we have two possibilities.
First, it is possible to prepare the entire route before the flight. Second, the UAV receives
the route in real time during the flight. In the latter case, we have the whole path be-
fore the mission begins. However, the system provides the UAV just a part at a time.

In the literature, some mobility models are used to simulate UAV mobility in ToD [98].
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Bujari et al. [98] classified the UAV mobility models into five categories randomized, time-
dependent, path-planned, group, and topology-control-based mobility models. Table 2.5
summarizes the description and scenario of the use of the mobility models more suitable
for UAVs.

The first category (randomized mobility models) allows mobility to be random
regarding speed, direction, and time. Some possibility of this group is Random Walk,
Random Waypoint, and Random Direction. In the first, a new speed and random direc-
tion are chosen at each constant time t. In the second, a new random destination and a
uniformly distributed speed are selected every time the mobility node reaches a destina-
tion. Finally, in the third, a new direction is chosen when the mobile node reaches the
simulation’s edge. Despite these possibilities, Bujari et al. [98] mention that these options
are not suitable for UAVs, meaning they do not represent a real-life drone movement.
However, the Manhattan grid model described in Table 2.5 can be used in some cases in
UAV applications.

The second category, time-dependent mobility models, represents the models that
try to perform a smooth change of direction and speed, such as the Gauss-Markov, and
Smooth Turn models, described in Table 2.5. Although these models try to avoid sharp
changes, they still are not entirely adequate to represent real-life UAV movements. How-
ever, Bujari et al. 98] point out that in search and rescue missions and reconnaissance and
patrolling by UAV, these mobility models are suitable, for instance, in a random search
on a specified target area.

The third category contains the path-planning mobility models, such as Semi-
random Circular Movement and Paparazzi model, described in Table 2.5. Path planning
is one of the most used mobility models in real-life tests of UAV applications. The fourth
category is group mobility, such as the Column and Pursue model. These models move
the UAVs intending to complete missions quickly and efficiently. For example, if organized
in columns, UAVs cover a search area more rapidly in search and rescue missions.

The last category contains topology-control-based mobility models. In real-time
mobility, the speed and direction are controlled in real-time by the control station. The
necessity of real-time controlling can be related to maintaining a fully connected network
of UAVs at all times so that the UAVs can talk with any other [98]. Another case is
the Internet of Drones scenario, proposed by Gharibi et al. [5]. In IoD, the drones
might receive only a part of the entire path due to airway restrictions, and each period
they receive a new segment of the path. Another instance in this category is multi-tier
mobility. The multi-tier mobility considers different types of UAVs flying at different
altitudes. This mobility model also can be used to simulate the IoD architecture [5].
All the models mentioned are suitable for non-airway-based scenarios. However, Smooth
Turn and Paparazzi models are not adequate for airway-based environments. On the

other hand, Collum and Pursue are adaptable to work in the airways.
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Table 2.5: Suitable Mobility Models for Simulate UAV Movement

Mobility Model

Description

IoD Mobility Model Use Scenario

Randomized Mobility Models

Manhattan Grid

The Manhattan Grid (MG) mobility
model uses a grid road topology, which
aims to describe movement in an urban
area where the street layout is very reg-
ular

This model imposes geographic restric-
tions on mobility. It is suitable for an
application that simulates the UAV air-
way.

Time-dependent Mobility Models

Gauss-Markov

The Gauss-Markov (GM) mobility
model uses several parameters to gen-
erate dynamic trajectories with time-
varying velocity and direction [99].

It can be applied in scenarios where it
is necessary simulated the UAVs flight-
ing in airways or free flight. However,
this model cannot reproduce a typical
behavior of UAVs, such as turns [98].

Smooth Turn

In the Smooth Turn (ST) mobility
model, each UAV selects a point in the
space and then circles around it un-
til the UAV chooses another turning
point.

It can be used to represent a random
mobility model for UAV and can be ap-
plied in scenarios where it is necessary,
for example, a random search. Also,
that is unsuitable for airways.

Path-planned Mobility Models

Semi-Random Circular Movement

The Semi-Random Circular Move-
ment (SRCM) mobility model simu-
lates UAVs turning around a specific
point.

It is applicable in scenarios where the
UAV needs to scan or surveillance a
specific area. Also, it is not proper for
airways.

Paparazzi

The Paparazzi  Mobility  Model
(PPRZM) is a stochastic mobility
model based on a state machine con-
taining six-movement pattern states:
Stay-At, Eight, Oval, Scan, and
Way-Point [100]

This model is adequate for cases in
which is needed to determine the paths
that the UAV will follow. However,
this model is not applicable for airways-
based scenarios.

Group Mobility Models

Column In the Column Mobility Model This model can be used in many scan-
(CLMN), each mobile node moves ning and searching applications scenar-
around a reference point placed on ios. Also, it is applicable in airway-
a given line, which is moving in a based scenarios. However, the UAVs
forward direction [98]. must follow the airways to flight

Pursue In the Pursue Model (PRS), the mo- This model is used, for example, in

bile node pursues a specific target using
simple relative motion.

police pursuits or applications related
to entertainment such as cinema and
photography. Also, it is applicable in
airway-based scenarios if the UAV pur-
sues a target using the airways.

Topology-control-based Mobility Models

Real-time

UAVs receive their paths in real-time
from the control station.

Used for UAV real-time path control,
mainly when network or mission con-
straints have to be continuously satis-
fied. It also can be used in an applica-
tion that simulates the UAV airway.

Multi-tier

There are different types of UAVs flying
at different altitudes [13]

Used in heterogeneous networks that
need mobility models that incorporate
multiple mobility patterns [13]. One
use case is the IoD architecture pro-
posed by [5].
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2.5 Protocols Design for IoD

This section discusses critical aspects of the design of IoD protocols. Because IoD
is an emerging area, the standards for each step of the protocol stack are still developing.
The protocols for IoD have two categories: Control and Management Communication
Protocols and Other Communication Protocols. Gharibi et al. [5] defined a layered archi-

tecture for IoD management. The architecture is composed of the layers:

e Application: applications must consider the architecture structure to use the ser-

vices provided by IoD;

e Service: responsible for providing a common platform for broadcasting messages

related to network management;

e End-to-end: responsible for end-to-end control, routing, handoff, and notification

of congestion;

e Node-to-node: responsible for node-to-node control, broadcast node-to-node, plan
pathway, notify congestion, manage emergencies in drone software and hardware,

refuel;

e Airspace: liable for the network control, planning of trajectories, informing the
weather condition, preventing collisions between aircraft, having the map of the

places where the drones can fly, and periodically receiving the drone position.

The architecture of the Gharibi et al. [5] is related to the primary communica-
tion requirements in a drone network. As shown in Figure 2.5, this architecture seeks to
support Control and Management Communication. Protocols in this category must be
related to air traffic control, drone command and control, and support "sense and avoid"
communication [101]. The IoD architecture is still being improved. Therefore, the devel-
opment of protocols for it is still a big gap. As the IoD is established and the architecture
is put into practice, the development of protocols for network management and control is
expected to evolve.

The other types of network communication protocols are related to TCP /IP. Each
protocol stack layer must be changed to be more suitable for IoD. However, there is a
clear relationship between the two protocol stacks, as shown in Figure 2.5. Regardless of
the layer, some points must be considered when developing protocols for IoD. Specifically,
high node mobility, airways, energy-efficient, fairness, collaboration, location, and security.
These aspects are described in Table 2.6. Thus, this section highlights the requirements

for creating specific and efficient IoD protocols.
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Figure 2.5: Overview of IoD architecture [5] and IoD protocol stack
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2.5.1 Physical Layer

The physical layer protocol must consider 3D movement and high node mobility.
Experimental communication between the drone and other devices such as remote control,
base station, and IoT devices use radio waves. Communication for control and video
transmission generally uses ISM (Industrial Scientific & Medical) frequencies that are
not licensed, and the most used are 900 MHz, 1.3 GHz, 2.4 GHz, or 5.8 GHz [102]. The
5.8 GHz band is more common for video due to its short wavelength and significant data
rate transfer capability [102].

As drone is an emergent technology, communication standards mostly related to
drone-to-drone communication are still in development. Due to the lack of standards,
currently, applications have been using different protocols in drone-to-drone communica-
tion, such as LTE (Long Term Evolution), WiFi, Bluetooth, and WAVE (Wireless Access
in Vehicular Environments). The diversity of protocols is also because there are many
types of UAVs, and each supporting different technologies. Also, it is necessary to choose
the protocol according to the applications. For instance, LTE has a wide coverage area,
but the energy consumption is higher, which is a problem considering that drones have
a limited battery capacity. On the other hand, Bluetooth consumes less energy, but the
transmissions are more subject to interference [35].

The Institute of Electrical and Electronics Engineers (IEEE) is developing future
UAV standards. Due to this fact, commercial Drones do not have any specific commu-
nication interface for D2D communications [103]. IEEE started a project that seeks to
standardize several drone-related issues. The IEEE P1920.1 standard defines air-to-air
communications for self-organized ad hoc aerial networks. Another standard is P1920.2,

which proposes the protocol for exchanging information between the vehicles for Un-
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Table 2.6: Requirements for Protocols design for IoD

Requirements

Description

High nodes mobility

The protocols must consider the high mobility of the
nodes. This factor provides frequent disconnections of
nodes and changes in network topology.

Airways

The use of airways is a scenario that may exist in IoD.
This factor provides a more controlled environment for
the mobility of drones. Thus, the design and adaptation
of protocols must take into account this unique charac-
teristic.

Energy Efficient

Energy is a crucial issue in IoD. The drones usually have
a limited battery. Therefore, developing protocols in this
scenario must consider energy.

Fairness

As ToD is expecting a large number of drones flighting
at the same time, fairness is an essential issue that pro-
tocols must guarantee for the proper functioning of the
network.

Collaboration

In IoD, the collaboration between drones must be essen-
tial in the development of protocols. Whereas, drones
must communicate with each other to send out conges-
tion and collisions.

Location

In IoD drone location is an essential factor for network
management. Through it, it is possible to avoid conges-
tion and collisions of UAVs. Thus, this is a factor that
is import consider in the development of protocols. It
is also important that this location is not given only by
Global Positioning System (GPS), but also by prediction
algorithms.

Security

With a large number of drones connected to the network
at the same time, security is an essential requirement in
the development of protocols. It is important to consider
both physical (e.g., collision avoidance, physical attacks)
and data and information security that drones may be
carrying.

manned Aircraft Systems.
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2.5.2 MAC layer

MAC protocols should consider the different kinds of applications that can be
suitable for ToD. Like other networks, in ToD, the MAC layer must also provide reliable,
fair, and efficient channel access [104]. Researchers have proposed modifications to these
protocols to make existing MAC protocols workable for UAV networks [105]. However,
these protocols do not work correctly on UAV networks. Both traditional protocols for
omnidirectional and directional antennas have challenges to overcome. In the case of
Omni-direction, some issues are a short transmission range, high energy consumption,
restricted network capacity for simultaneous communications, difficulty in providing fair
channel access to all users, limited spatial reuse and packet transmission, and limited
security[105].

In the case of directional, some challenges are the hidden terminal problem, failure
to respond as the receiver beamformed in another direction due to repeatedly trying to
transmit to an intended receiver(deafness), head-of-the-line (HoL) blocking, the retirement
of useless packets resulting in the channel under-utilization (MAC-layer capture) [105].
These questions about using existing MAC protocols for UAVs are detailed in [105], a
survey about MAC protocols for UAVs.

The challenges related to the MAC layer and UAV networks mentioned by Vashisht
et al. [105] are fairness, security, energy-efficient, location awareness, and collaboration
task allocation. The same points are essential to IoD architecture. IoD can enable a
scenario in which there will be a large number of drones flying and communicating at the
same time. As a result, attaining fairness is expected to be even more challenging in IoD,
as there will be more contending nodes. Another critical issue is security. The IoD enables
the sharing of air space by different companies that provide various services. Consequently;,
the greater the number of applications and services, the greater the sensitivity of the data
that can be accessed. Therefore, security becomes even more challenging and necessary
in MAC protocols.

IoD also aims to be a structure allowing drones greater energy autonomy. Thus, the
protocols must have energy efficiency as a requirement. IoD also intends to enhance the
integration of drones with other networks, such as vehicles and IoT devices. Therefore, the
development of MAC protocols for these cases is also essential. Finally, MAC protocols
for IoD must be explicitly developed for scenarios in which the IoD architecture considers
the existence of airways. The use of airways can help predict and estimate the location
of drones. When developing MAC protocols considering these characteristics, obtaining

more optimized and reliable protocols may be possible.
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2.5.3 Network layer

Routing protocols for IoD must consider specific requirements to provide reliable
communication. Some of them are the high mobility of the nodes and the frequent topol-
ogy changes [7]. Another important point is mobility. Specifically, if the drone flight
or not over an airway. As mentioned before, in our definition, if the UAV can access
the Internet, it must be part of the loD. However, some architectures, such as Gharibi’s
definition [5], consider that the IoD must have airways to control access to the airspace.

Therefore, we have two categories of routing protocols:

e Non-airway-based protocols: These are the protocols developed without considering
the airways. Most protocols developed for UAVs did not consider the existence of
airways when they were being designed. However, they can be used for IoD that
does not have the airway requirement, and also they can be potential protocols for

airway-based IoD;

e Airway-based protocols: These are the protocols developed considering the existence

of the airways since the beginning of the development of the protocol.

These two categories can support the unicast, multicast, geocast, and broadcast
paradigms. In the unicast paradigm, a source node must transmit to a destination node
via multi-hop wireless communication. In the multicast/geocast paradigm, a source node
must transmit to a group of nodes. In geocast, the group of nodes is in a specific ge-
ographical position. And in the broadcast paradigm, the source nodes must transmit
information to all their neighbors at the same time.

Due to the similarity of IoD with MANETs and VANETS, researchers are study-
ing the applicability of the routing protocols developed for these networks for possible
use in aerial networks [1]. However, IoD has specific requirements that can differentiate
how these existing routing protocols perform in aerial networks. Specifically, the energy
constraint, the frequent disconnect of the nodes, the mobility patterns and speed, inter-
mittent link management, and the access control to the airspace are factors that influence
the performance of routing protocols. Considering this fact, many routing protocols de-
veloped for MANETSs and VANETSs were modified for UAVs. Also, new routing protocols
were proposed [1, 7, 106].

As previously discussed, it is evident that as the future envisions a substantial
proliferation of UAVs engaging in diverse services and competing for airspace, the imper-
ative arises for the coordination and regulation of this aerial domain. A viable approach
to address this challenge involves implementing airways [5]. Establishing airways intro-

duces a structural constraint on UAVs, potentially necessitating adaptations to prevailing
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routing protocols to optimize operational efficiency. The incorporation of airways offers
a potent mechanism for the control and coordination of airspace activities. However, the
integration of airways introduces a novel dimension that many extant routing protocols
have yet to consider. The presence of airways endows an airway-based IoD with certain
similarities to VANETSs. It’s essential to acknowledge that the nodes in this IoD scenario
are characterized by swifter movement and more frequent disconnections, setting it apart

from conventional VANET scenarios.

2.5.4 Transport and Applications layers

Like VANETSs, IoD also has the issue of poor performance of UDP and TCP
protocols [104]. The reason is mobility at high speed and frequent topology changes.
Researchers have proposed modifications for TCP and UDP protocols to overcome these
issues. For instance, the use of Space Communications Protocol Specification (SCPS) -
Transport Protocol (SCPS-TP)! for FANETSs has been mentioned in [107]. This stack
protocol is an extension and modification of TCP /IP.

For airway-based IoD, protocols developed and used for VANEts, such as Vehicular
Transport Protocol (VNT) [108] and Mobile Control Transport Protocol (MCTP) [109],
could be tested and adapted, if necessary, to be suitable for IoD. Despite the mentioned
transport protocol options, IoD requires new approaches not based on traditional trans-
port protocols. Developing trusty transport protocols is a challenging design problem
since IoD is an emergent area with unique characteristics.

IoD requires the precise coordination of drones. The application layer needs to
prioritize and minimize the end-to-end communication delay. So, the application protocol
does not compromise the smooth functioning of the network. In addition, drones may be
performing critical tasks involving life issues. Consequently, risk and emergency messages
may be traveling on the IoD. In the same way that ambulances have priority on land
traffic, some drones and some types of messages may require greater urgency than others.

Another issue is that the application protocols must be built to optimize the send-
ing and collection of data considering the energy cost. Many applications related to drones
perform data collection that can generate a significant expenditure of space and energy
(such as videos and photos). Considering this factor, seeking solutions to minimize these

effects is necessary.

Thttps: / /www.iso.org/obp/ui/#iso:std:45986:en
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2.6 Joint IoD and Other Networks

In future smart cities, it is reasonable to assume that distinct networks will col-
laborate between them to improve network communication and safety. Prior studies have
discussed how drones can aid VANETSs [110, 111], Public Transportation Network (PTN)s
[112], and Internet of Things (IoT) [12, 75, 113, 114|However, to the best of our knowledge,
this work is the first to discuss how IoD and Terrestrial Networks can form heterogeneous
networks to collaborate and benefit from each other, leveraging future services and appli-
cations for their users.

The integration and connection of autonomous vehicles have been explored exten-
sively to make Intelligent Transport System (ITS) viable. Shortly, smart cities will have
a reliable and autonomous intelligent transport system. In addition, different types of
vehicles are expected to be integrated. People move around using distinct transportation
modes such as buses, cars, and bicycles, and the choice depends on certain conditions
such as weather, availability, and costs. Analogously, the integration between networks
depends on several factors. Specifically, availability, cost, energy expenditure, weather
conditions, network coverage, to name a few.

Another issue is that when people move from an origin to a destination, the path
can be composed of several transportation modes. Especially, a person can travel a stretch
of the route by bus, another by subway, and another by bicycle. Thus, the integration
between networks can occur in the same way. More than one network can cooperate
depending on the situation and conditions at a given time. In this Section, we highlight
how IoD and heterogeneous networks have the synergy to improve network connectivity,

energy consumption, routing, and data delivery.

2.6.1 Characteristics to Consider

Understanding the characteristics of each network allows intelligent integration so
that there are mutual benefits. Thus, it is necessary to know each network’s features,
such as connectivity, energy consumption, resilience capacity, and the most appropriate
scenarios.

VANETS are networks that, over time, may have certain predictability of behavior.
For instance, at lunchtime, we have flows of vehicles more significant than during the night.
Therefore, flows vary according to the hour and day of the week. Another point to consider

is, for example, holidays. Thus, it is possible to know on which days a sparse or dense flow
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of vehicles is expected. PTNs, on the other hand, are much more predictable networks.
Although they vary in the same way as VANETSs, they have greater predictability, as it
is possible to know the path of each vehicle on the network and in what period this will
occur.

The connectivity of an IoT depends on the application and the type of node in-
volved. It is possible to build IoT networks with a plurality of node types. If nodes are
static, connectivity will be more predictable. On the other hand, if nodes are mobile,
connectivity will depend on factors such as node speed, the number of nodes, and their
area of operation to determine whether or not they are connected. In the case of IoD,
network connectivity is not predictable as nodes move quickly and can connect and dis-
connect frequently. However, considering a scenario in which drones provide services, such
as delivery, and there is a continuous flow of drones, it is possible to predict the behavior
of the network over time, using similar characteristics of VANETS, such as time of day
and day of the week.

Considering the characteristics of each network, the integration between them can
increase connectivity by improving communication performance, particularly in cases
where one node cannot reach another due to a sparse network, node disconnection, or
failure. In addition, each network has different coverage. For example, VANETSs are
present on streets, avenues, and highways. PTNs are also present on streets and avenues.
However, they depend on the time of day to function. IoD, probably will have better
coverage in urban areas,as there is a greater demand for services (such as deliveries).
However, IoD can have drones providing services in isolated applications. For example,
drones can monitor crops and animals in the field. Similarly, in urban centers, the cov-
erage is typically more significant for IoT due to having several applications working in
the same space. Still, IoT is suitable in several other scenarios, such as agriculture and
industry.

Another important factor in integration is energy consumption. The fact that net-
works such as VANETSs, and PTNs do not have notable energy restrictions can improve
the performance of the IoD, which has energy as one of the main limiting factors. Re-
silience is another crucial point in the integration between different networks. The IoD’s
flexibility allows it to cooperate with distinct networks to maintain resilience in adverse
situations like disaster scenarios. In some cases, other networks can also contribute to the
resilience of the IoD. Figure 2.6 presents the benefits that the integration of oD and TNs
can provide for both sides.

The integration can help the networks to have better coverage and connectivity.
Consequently, other features like data delivery and routing will be improved. IoD can
help with the integration and automation of other network components. For instance, in
VANETS, IoD can contribute to the automation of roadside units, and in PTNs, IoD can

automate bus stops. IoD can allow an environment where it is possible to deploy applica-
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Figure 2.6: IoD and TNs partnership benefits
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tions that use information from multiple networks and improve existing applications. The
following details the particularities of loD integration with VANETSs, PTNs, and IoT.

2.6.2 Vehicular Ad Hoc Networks

Recently, the academic community has dedicated efforts to developing trust, re-
liable and secure VANETSs [115]. In those networks, vehicles communicate with each
other and with the infrastructure to provide security-related ( e.g., accident and road
conditions warnings) and non-security-related applications (e,g., information and enter-
tainment) [115]. IoD and VANETS can collaborate to make networks more secure and

reliable. Below, we detail some cooperation possibilities.

e Filling the Gaps: Many applications in VANETS need reliable vehicle-to-vehicle
(V2V) and vehicle-to-infrastructure (V2I) communication. However, this has been a
significant challenge due to topology instability. One way to overcome this challenge
is to use drones to assist VANETSs. Drones can serve as auxiliary nodes to maintain
connectivity and increase network coverage in sparse vehicle networks, thus helping
VANETS [110]. The same can happen in IoD. Drones can use vehicles or roadside

units as network nodes to fill gaps in the network and maintain connectivity, im-
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proving data delivery, routing, and energy efficiency. However, there is an extensive

research gap in this area to the best of our knowledge.

e Traffic-related Drone Applications: In some applications, a collaboration be-
tween networks can bring bilateral benefits, for instance, increased network coverage
and connectivity. On the other hand, there are some scenarios in VANETSs that ToD
can better assist vehicular networks, such as applications related to vehicle traffic.
In this case, drones can send information about what is happening on the network
and help keep it secure and reliable. Drones can detect accidents and send messages
to roadside units and competent authorities to get help quickly. Similarly, ToD can
monitor congested roads and warn roadside units. Drones can also be suitable for
monitoring infrastructure conditions and informing vehicles when a critical prob-
lem is identified. They can also be used as a parking manager and notify users of
available parking spaces. Another application is to have drones working as smart
traffic lights for intelligent vehicles and road traffic management, which can help

avoid congestion.

2.6.3 Public Transportation Networks

PTNs are essential in urban centers. They are composed of buses, subways, trams,
trains, and other types of transportation that can allow the movement of people in urban
centers through public vehicles. This network is part of VANETSs but has some unique
characteristics. The main difference is that PTNs have a more predictable mobility model,
so we can know the path and estimate a particular vehicle’s location at a given moment.
Thus, besides predicting how the network will behave, it is also possible to know its
density and node connectivity.

Public Transportation Networks can benefit from IoD as VANETSs do. In the case of
traffic-related applications, besides the examples mentioned above, IoD can provide public
transport vehicles with personalized information for this network, such as the number of
people waiting for a bus at a particular point. Also, drones can warn PTNs of significant
events, such as broken buses or accidents involving buses, and schedule extra vehicles. On

the other hand, IoD can benefit in the following ways:

e Vehicles as Landing Stations: Vehicles can serve as landing stations so drones
can increase their coverage area [112|. In drone delivery, for example, drones can
have their routes planned considering the vehicle routes belonging to PTNs. For

instance, a drone that needs to make a delivery in which the complete path (round
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trip) is 30 km and only has the energy capacity to fly 20 km can make part of the

route by landing on top of a bus, and save energy to make the delivery possible;

Vehicles as Network Nodes: Vehicles belonging to PTNs can serve as additional
nodes filling gaps where drones cannot communicate directly with each other. For
example, considering that two drones need to communicate and one cannot reach
the other, a vehicle belonging to the PTN can work an intermediate node option to
enable communication. Due to the predictability of the nodes in PTN networks, it
is possible to design the drone’s path planning using the information from the PTN

scale and routes.

2.6.4 Internet of Things

[oT aims to connect anything anywhere at any time to provide any service [113].

As drones in the IoD connect with the Internet, IoD is part of the IoT environment. This

section discusses how non-drone IoT networks can collaborate with IoD.

e Gathering Data: [oT and IoD collect data for different applications [35] in differ-

ent contexts, such as agriculture, environment and transportation monitoring, and
smart city sensing. Some examples are animal monitoring, smart home surveillance,
assisting police officers, and air quality sensing, to name a few [35]. Two forms of
collaboration are possible: collecting the same information in distinct ways or col-
lecting different information for the same application. For example, IoT and IoD
networks can collaborate to perform a city monitoring system. Suppose one of the
monitored elements is air quality. It is possible to have a fixed IoT structure with
high monitoring demand at strategic points, such as industrial regions. Drones can
collect data from other locations that do not need frequent monitoring. After, all
the air quality data collected is grouped, processed, and analyzed in the cloud. On
the other hand, we may have [oT devices collecting data on air quality and drones
collecting information about other factors, such as noise pollution and vehicle traffic.

This collaboration could create a city-sensing system;

Energy Transfer: Drones have limited energy capacity. This point is also a com-
mon problem in IoT applications where devices use batteries. For instance, IoT
networks in places with little or no energy infrastructure, such as monitoring rivers,
crops, animals, and forests. Drones can transfer energy to IoT networks that do not

have high energy capacity prolonging the network lifetime and even, in some cases,
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providing energy autonomy [114]. On the other hand, using the IoT to deploy Drone
charging stations is possible. In urban centers, a possible location for deploying wire-
less power transfer stations to charge drones is over buildings or buses. PTNs, IoD,
and IoT would form a hybrid network in this case. In IoD, an infrastructure for
recharging drones during missions can be crucial to allow autonomous applications

such as constantly monitoring security, traffic, environment, and other factors;

e Network Nodes: Like other collaborations between Drones and TNs, drones can
serve as additional nodes to fill gaps in [oT networks and vice versa. The cooperation
has the potential to maintain network connectivity, increase data delivery, and allow

better routing.

2.7 Final Remarks

This Chapter introduced the basics of IoD and discussed how to design protocols
for IoD. We discussed the motivation to develop specific protocols for IToD. We highlight
the challenges and potential of integrating routing protocols from IoD and other networks.
In addition, we discuss important aspects of IoD protocol design and how their layered

architecture is different from typical wireless networks.
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Chapter 3

An IoD analysis through UC concepts

and applications

This Chapter discusses how Urban Computing can help understand the IoD challenges
through IoD applications for the urban context. In Section 3.2, we highlight how Urban
Computing relates to the IoD. In Section 3.3, we propose a framework for IoD applications
in the context of UC. Section 3.4 presents the applications related to IoD-UC considering
the following topics: urban planning, transportation systems, environment, urban energy
consumption, social applications, economy, and public safety and security. Finally, we

give a final discussion in Section 3.6.

3.1 Introduction

Urban Computing (UC) represents the encounter of city-related fields such as trans-
portation, civil engineering, economy, environment, energy engineering, and sociology
with computer science [8, 116]. UC is based on computational tasks such as urban sens-
ing, data management, data analytics, and service provisioning. It seeks unobtrusive and
continuous improvement of people’s lives, city operation systems, and the environment
[8, 117]. Figure 3.1 gives an overview of the urban computing concept.

An important part of urban computing is data. Different data sources can be used
for UC applications such as geographical, traffic, mobile phone signals, communicating,
environment monitoring, Location-Based Social Networking (LBSN), economy, energy,
and health care data. Zheng et al. [8] defined seven categories of urban computing

scenarios, detailed in the sequence in which this data can be used.

e Urban planning: Applications related to the process of analyzing a set of factors
such as human mobility, traffic flow, and the existing urban structures to plan and/or

improve the urban scenario;
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Figure 3.1: Urban Computing Concept Overview
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Transportation systems: Applications associated with the process of improving
driving experience or transport services, both public (e.g., buses) and private (e.g.,

taxis and transportation apps);

Environment: Applications linked to environment monitoring, such as waste, air,

water, and noise;

Urban energy consumption: Applications connected to the purpose of monitor-

ing and consuming energy in a conscious, sustainable, and efficient way;

Social applications: Applications to understand a society of a group of people.
It seeks to understand people’s lifestyles, the way they relate, and based on the

location of the service they use, as well as when and what they consume;

Economy: Applications that can predict or influence the economy of a place
through human mobility data. For instance, determining an ideal locale for a busi-
ness, indicating the trend of a stock market, and helping discovered factors that

determine the value of the real estate;

Public Safety and Security: Applications that help in public safety and security
and also prevent it. Human mobility data can help police actions, disaster managers,

and traffic control, to name a few.
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3.2 Connecting IoD and Urban Computing

IoD can contribute to Urban Computing goals. UC needs data to understand
the population and make people’s lives more comfortable, efficient, and productive. The
services provided and data collected by drones can contribute to leveraging the research
related to UC. Each application must be analyzed independently and studied if it is more
advantageous if carried out using drones. For instance, the collection of air quality data
can be performed by static sensors and/or sensors coupled in various mobile devices such
as cell phones, cars, and drones. Thus, one should consider whether using drones in this

application is advantageous. Some advantages of using loD are:

e Cost: considering an IoD structure, the Internet of Drones can have less or no

additional cost;

e Speed: IoD can perform tasks and fulfill objectives faster than other devices or

people;
e Flexibility: drones can fly at different altitudes and possibly at any time;
e Real-time data: IoD can gather real-time data;

e Aerial data: Drones can collect aerial data with flexibility, speed, and coverage

that are difficult for other devices to obtain.

On the other hand, UC can contribute to IoD. IoD can benefit from more consol-
idated structures and data in urban computing to save cost and energy. An example is
integrating drones with other networks and vehicles, such as collaboration between drones
and buses used for public transport, which aims to save energy from drones in delivering
goods [112]. Thus, data already used in UC, such as climate and urban mobility data,
can be useful and contribute to services provided by drones and help in the planning and
implementing of IoD. Hence, the connection between IoD and UC is a gap to be explored

in the literature.
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3.3 The Proposed Framework for Urban Computing
in IoD Context

This section presents an overview of IoD applications in the UC context. UAV
is an emergent technology that has many possibilities for applications. For example,
applications can differ for the following reasons: how the drone is used in the application;
how to connect drones to the network; different forms of collaboration and division of
tasks; different ways of acquiring data; and different ways of analyzing and managing the
data collected. Figure 3.2 shows the ways to develop an application in this context. In
an IoD network, there are three forms to use drones in an application, namely the active,

passive, and reactive forms. In the sequence, each of them is detailed.

Figure 3.2: IoD applications overview in an urban computing context
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e Active Applications: Active applications are those that the drone uses uptime
to achieve a goal. In these cases, the application’s objective is already completed
after the end of the operating time. UC can benefit from the application in this
category using the data collected during the uptime and the drone trajectory data.
For example, in the delivery of goods, the objective is delivery. The operating time
of the drone is mainly to get from one point to another. It is reasonable to assume
that some process of internal data analysis occurs in uptime. However, after the
mission, the main objective has already been achieved. However, the resulting data,
such as the drone trajectories, are convenient for other applications unrelated to the
original goal (delivery of goods), such as identifying and inferring patterns about a

region;
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e Passive Applications: Passive applications are those the goal is only accomplished
by an external system and usually after the drone uptime. The main objective of
this type of task is to collect data. The drone uses its sensors to collect data, but
the ultimate goal is reached only after its operation is complete (e.g., monitoring
noise pollution in a city). During uptime, the drone collects data. However, further
analysis is needed to obtain information about city noise. This kind of application
commonly needs data analysis with a high processing cost that is unsuitable to
perform on the drone. This scenario provides a high amount of data that is suitable

for UC to improve people’s lives;

e Reactive Applications: Reactive applications are those in which drones react
to an event that appears during uptime. For instance, the drone can search for
an object, animal, or person and needs to take action when some of these options
are found. The main objective of this type of application is finding an event and
reacting to it. One example of this is one search and rescue mission. The drone
uses the time in the operation to look for a specific event, which, in this case, is
to find a victim, and when this occurs, it needs to have some appropriate reaction
(e.g., notifying the authorities). UC can benefit from this application to provide
real-time scenarios of fields such as urban traffic and police missions. Thus, events
that need immediate treatment can fit into this category, such as vigilance, traffic

monitoring, police chase, and disaster scenarios, to name a few.

Applications are distinct by the way they connect to the Internet. The connection
can be through the base station or each drone connected to the Internet. In addition, the
collaboration between drones in the IoD may be different. Each drone, or group of drones,
may be doing various tasks. For example, in an urban sensing system, some drones can
collect data from the air while others from noise [65]. Another form of collaboration is
for all drones to perform the same task. Thus, a larger area is covered more quickly.

Another issue is how data is collected. The most common way is for drones to
collect data using their sensors. However, the drone may only get information from
sensors installed in the place of interest. Another way is when the drone takes a material
sample, and the analysis occurs in a suitable laboratory. This option is used for water
analysis [118]. Finally, there are also different ways to process and manage the information

collected, including;:

e Processed on the drone: the data is processed on the drone before being trans-
mitted. For example, Gu, Michanowicz, and Jia [119] use a companion computer to

make the processing;
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e A processed part on the drone and another portion outside: the drone
pre-processes the data before transmitting it. For instance, Wu et al. [65] process

the raw data in knowledge items that were further processed for an external system;

e Processed outside the drone: the drone collects the data and stores it for later
analysis, or the drone transmitter the data in real-time for the base station or directly
to the cloud for external processing. For example, Ghosh et al. [120] transmit data
from the drone to a HUB using a module nRF241L.01. Then, using a WiFi module,
the HUB routed the data to the cloud to be processed.

Considering the classification of applications in Figure 3.1, in Figure 3.3 we propose
a general framework for UC in the context IoD. IoD must provide a secure environment
for drones to access airspace simultaneously and in a coordinated manner. Gharibi et al.
[5] architecture divides airspace control into zones and each zone has one or more Zone
Service Provider (ZSP). A similar approach can also be used in urban computing, dividing
the city into zones. Data acquisition from each zone can be grouped as needed for each
UC application. A control base in each zone can also be responsible for controlling and
maintaining drones. The first step is to perform urban sensing and data acquisition. In
this stage, drones can collect data using different sensors. It is common and expected
to have a UAV with more than one type of sensor. For instance, cameras, air quality
sensors, temperature sensors, and noise sensors, besides those related to its flight (e.g.,
speed, altitude, direction).

The drone is connected directly to the Internet or a base station with Internet ac-
cess. As some drones can perform artificial intelligence tasks, machine learning techniques
can further leverage the contribution of IoD to UC. Specifically, drones can perform real-
time image processing. For instance, UAVs can monitor vehicle traffic and immediately
inform the responsible authorities of an emergency scenario, such as a car accident. Also,
drones can collaborate with vehicles predicting road congestion. For example, UAVs can
detect dangerous regions and inform vehicles if a road is blocked due to natural matters
like mudslides caused by rain.

The processing of urban data involves management and analytics. In the former
activity, the data is organized, whereas the latter transforms data into knowledge [8].
In many cases, it is common for data to be managed and then analyzed. For example,
typical management is data cleaning, to delete incomplete data before analysis. However,
this order can be variable, and some applications may require a different sequence of data
manipulation. Thus, as shown in Figure 3.3, it is possible to alternate between these

steps. Finally, in the last layer, we have the IoD applications.
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Figure 3.3: General framework for Urban Computing in IoD context
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3.4 loD-UC Applications

In this section, we discuss IoD-related applications and their contributions to UC.
This section explores the following categories of applications urban planning, transporta-
tion systems, environment, urban energy consumption, social applications, economy, and

public safety and security. We select some representative examples for each category.

3.4.1 Urban Planning

An essential step in building a smart city is planning. This task involves many
factors, such as human mobility, traffic flow, urban infrastructure, and social issues [8|.
Urban planners must collect data through traditional surveys to decide, which requires

intensive labor. This task was facilitated by technological advances, increased monitor-
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ing, and the gathering of human data generated in urban spaces. Recently, UAVs have
brought a new perspective to this scenario, an aerial vision. Figure 3.4. illustrates some

applications that typically contribute to the UC environment.

Figure 3.4: Typical drone applications for urban planning
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Urban planning applications have three main objectives: (i) map urban areas;
(ii) study different factors that can be detected using relief and soil. These models can
help, for example, in the generation of models for preventing landslides and floods.; and
(iii) quickly detecting some imminent danger with constant monitoring. For instance,
differences in soil and structures (e.g., buildings, bridges, houses), being able to prevent
landslides and detect possible maintenance needs. Some typical applications for drones

in urban planning are:

e Urban UAV-based Surveying: Urban UAV-based Surveying has many applica-
tions in the civil engineering environment. The most typical applications of UAVs
in this field are the determination of a 3D model of various objects, Digital Terrain
Model (DTM) Digital Surface Model (DSM), Digital Orthophoto plan [121], and
Digital Elevation Model (DEM);

e Infrastructure Inspection: Drones can carry out the inspection of infrastructure
in the city, collecting data for analysis. With this data, for example, the drone can
detect damage to the infrastructure [122]. In addition, it is possible to generate 3D

models that allow generating data, for instance, for restorations and maintenance;

e Infrastructure Development: Similar to infrastructure inspection, drones can be
suitable for monitoring the construction of new engineering projects. The team can
store data on the progress of the infrastructure and even allow those responsible to

monitor the project remotely [123].

UAVs can be flexible, fast, accurate, inexpensive, and safe tools for geospatial and

surveying activities in smart cities [124]. The UAV’s goal in the mission is to gather
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data. These applications are generally passive, i.e., they are part of larger objectives,
and the UAV is responsible for data collection only. In the case of this application, it is
typical to collect photos and, in some cases, record videos. According to recent studies
on UAV-based surveying in urban areas [121, 125, 126, 127], it is common to use just one
UAYV in this application. Besides that, some studies use an autonomous flight, a system
necessary for path planning. On the other hand, other works use a manual flight with a
certified flight operator [125], mostly when the place may have people present during the
flight time.

When the UAV completes its mission, all collected data are transmitted to an
external system for the processing and analysis stage. High image processing is usually
required in this situation, which also involves computer vision and machine learning tech-
niques. The UAV is typically a way of collecting data in these applications. UAVs give
an efficient and cost-effective survey tool [128|, providing an opportunity for different
applications that require 3D models, DEMs, DTMs, DSMs, and orthophotos in urban
scenarios.

These applications and the data collected through them can be helpful to UC.
With IoD, applications can evolve from a single drone to multiple drones. Specifically,
these applications can allow UAV-based surveying, infrastructure monitoring, and other
applications related to urban planning to be more intelligent, integrated, and efficient.
For example, the city may have a group of drones on the network responsible for regularly
monitoring public infrastructures, such as bridges and viaducts. This monitoring can be
more frequent in the rainy season, always aiming at the safety of citizens. Drones that
perform other roles in the city can carry out this programmed monitoring according to
their location and energy. In addition to the urban applications explored in this section,
UAV surveying also has been used in other fields such as agriculture [129], underground

mine cavities[130], volcano-tectonics [131], and archaeology [132].

3.4.2 Transportation Systems

The aerial view of the drone is an ally in applications related to the control, moni-
toring, and improvement of urban traffic. Specifically, this drone feature allows a different
view from other types of monitoring, such as security cameras, data from the cars them-
selves, and data from the car users (cellular data, like GPS). In addition, transport systems
automation cannot be achieved by automating only vehicles [111]. It is necessary that
other system components, such as traffic police, road surveys, and rescue teams, also need

to be automated. Some suitable applications for drones in this context are illustrated in
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Figure 3.5 and detailed below:
Figure 3.5: Typical drone applications for transportation systems
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¢ Road Congestion Monitoring: Drones can identify congestion and the reasons

for the congestion, as well as possible solutions to improve traffic [133];

¢ Road Condition Monitoring: Drones can contribute to regular road maintenance
by identifying stretches that need repair [134]. They can also identify damage in
bridges and viaducts, as presented in Section 3.4.1. In addition to these issues,
drones can monitor other elements that are part of the transportation system, such

as bus stops and pedestrian walkways;

e Accident Detection: Similar to congestion identification, drones can identify ac-
cidents. Often, accidents can be the cause of congestion. In this case, in addition
to seeking solutions to congestion, the drone can be helpful in the rescue team at
the scene of the accident and help the team to reach the accident scene within the
shortest time [111];

e Transportation Surveillance: Security can also benefit from drone applications.
Drones can monitor specific cars and special operations, such as transporting au-
thorities. They can serve as a support to the security team, identifying possible

threats and problems;

e Road Weather Monitoring: Weather elements such as wind, rain, fog, and
storms exert a significant impact on road transportation, leading to speed and
capacity reductions [135]. Current weather service systems are limited in their
ability to offer precise local weather nowcasting due to the predictive nature of their
processes and the absence of real-time data from the atmospheric boundary layer.
Drone-based mobile automatic weather stations can play a pivotal role in enhanc-
ing road weather management by delivering accurate and up-to-date atmospheric

information.
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Transport-related drone applications have many examples of situations in which it
requires a reaction from the drone. In congestion, infrastructure, accidents monitoring,
and transportation surveillance, it is expected that the drone reacts to some event, in-
forming the responsible authorities of the data collected. Thus, in this case, applications
tend to be reactive. Due to the characteristics of these applications, the most used sensor
is cameras. Another point is that, due to the need to react, it may be usual for the drone
to perform at least a pre-processing of the collected information.

In the literature, some studies seek to study the use of multiple drones in the
monitoring of traffic {136, 137, 138, 139|. The mentioned studies do not clarify if there
is communication between drones and how it is done. Thus, despite the academy’s in-
terest in studying drone networks related to transportation systems, the area is still in
its beginning. Wu et al. [65] [34] present examples of communication between drones. In
this study, different swarms cooperate to perform urban sensing. Each UAV swarm is
responsible for collecting data in a region, and the communication between them allows
the aggregation of information and the disposal of redundant information.

Transport-related drone applications have many examples of situations requiring
a reaction from the drone. In congestion, infrastructure, accident monitoring, and trans-
portation surveillance, the drone is expected to react to some event, informing the respon-
sible authorities of the data collected. Thus, in this case, applications tend to be reactive.
Due to the characteristics of these applications, the most used sensor is cameras. Another
point is that, due to the need to react, it may be usual for the drone to perform at least

a pre-processing of the collected information.

3.4.3 Environment

Cities consume different resources to produce materials and energy [140]. The
consume-produce process on a large scale can generate diverse kinds of pollution in the
city, such as air, noise, waste, and water pollution. Besides that, this process can affect
both regional aspects, such as human health, agricultural/ecosystem productivity, and
global change issues, like climate, ozone depletion, and oxidative capacity [140]. Added
to these factors, the growing increase in the world population and urban agglomerations
make pollution issues in urban centers increasingly worrying. Considering these issues, the
academic community has been studying ways to monitor the environment on an ongoing
basis. Drones contain several sensors and travel great distances and, for this reason,
are adequate for environment monitoring. Figure 3.6 presents the main applications

considered.
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Figure 3.6: Typical drone applications for environment
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Monitoring the environment in urban areas has three main objectives: (i) comply
with the legislation — many countries have targets for reducing polluting gases, noise, and
cleaning up rivers. Constant monitoring can help to meet the objectives. (ii) studying
the effects of pollution on health and the environment — monitoring can help understand
the relationship between diseases and changes in the ecosystem with air, noise, and water
pollution. (iii) detecting some imminent danger — constant monitoring can help to detect,
for example, a flammable gas leak. Some typical applications for drones in the environment

are:

e Air Monitoring: Drone applications for quality monitoring have two approaches.
The first and more common one deals with using sensors to measure air quality, usu-
ally with three objectives: comply with the legislation, study the effects of pollution
on health and the environment, and detect quickly some gas that has imminent dan-

ger. The second one uses aerial images to identify possible causes of air pollution;

e Noise Monitoring: Drones offer a viable option for urban noise monitoring [141].
In this context, investigations aim to discern the acoustic emissions from the drone.
Employing digital processing techniques, these studies endeavor to segregate the
drone-generated noise from the ambient acoustic environment, thereby enabling the

accurate identification of authentic urban noise sources [142];

e Water Monitoring: Drones have the potential to perform this kind of task in
two ways: the first consists of using the camera to use aerial images to determine
possible pollution sites or trying to identify water quality through these images.
The second is to use some device attached to the drone to collect water data in the

place or to carry a sampling to analyze (water sampling payload);

e Waste Monitoring: Drone applications for waste management include identify-

ing potential illicit waste disposal areas via aerial imagery. Additionally, drones
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find utility in administrating and supervising municipal solid waste landfills and
dumpsites [143].

It is relatively common to find in the literature studies that use only a drone to
monitor some factors related to the environment in the city [119, 120, 144, 145|.

Generally, these systems use commercial drones with some specific sensors for the
intended purpose, such as gas sensors for air monitoring and noise sensors for sound mon-
itoring. These applications have the most sensor variances. In these simpler applications,
drones are manually controlled, or a system is used to plan the drone’s path. Therefore,
communication in these cases is also relatively simple as it generally uses a 2.4/5.8 GHz
transmitter to establish communication between a base station and the drone. However,
researchers have dedicated themselves to creating systems with more complex communica-
tions to control drones to monitor the environment in urban spaces. Table 3.1 summarizes

these studies.

Table 3.1: Recent studies related to environment

Ref. UAV objective Theme Information processing Highlighted

[65] Collect data and dis- Air, Data are processed by the drone A holistic middleware solu-

(2017) seminate information Noise, into a set of knowledge items. tion for drone swarms exe-
to other drones and The data can be stored in the cuting urban sensing tasks

Traffic drone memory for further analysis
or transmitted through a cellular
tower for real-time use

[146] Collect data and dis- Air The drone transmitted data to A pollution monitoring sys-
(2018) seminate information the base server, which processes tem, with two autonomous
to other drones and the data. The acquired infor- drones
the base station mation is stored in an online

database and it’s used to create
a pollution map.

[147]  Collect data and dis- Air Each drone is sent to a different Multiple drones are used to
(2020) seminate information location to collect air data. The generate Air Quality Health
to the monitoring sta- acquired information is transmit- Index map
tion ted to the monitoring station and
it’s used to create an air quality
map.

We can identify the two types of drone collaboration by observing Table 3.1. In the
first type, different drone swarms collect data about more than one environment element
and are still working together[65]. In the second one, the drones have the same goal:
collecting air data [146, 147|. Usually, applications related to the environment have two

main goals:

e Gathering data: the most common drone use in this context. The data are
collected in different ways, either by sensors of the drone or sensors already installed
in the place of interest or utilizing samples collected through devices attached to

the drone;
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e Search for possible pollution sources: the drone identifies and/or tracks po-
tential illegal discharges of pollutants and waste into the water, the air, and the

soil.

Environmental applications are generally classified as passive applications. The
drone only collects the information and passes it on for storage. Environment-related
drone applications seek to make more intelligent sensing of the city when compared to
projects that use only one drone. The development of smart cities must be linked to
environmental protection in urban landscapes. Increasingly, researchers and officials are
well-aware of natural and man-made hazards in cities. Protecting the environment while
modernizing people’s lives is of supreme importance in UC [8], and IoD has the potential
to help these applications become more efficient and integrated. In addition to this issue,
protecting urban ecosystems improves people’s quality of life by fighting and preventing

diseases.

3.4.4 Urban Energy Consumption

Due to the rapid progress of urbanization, there was an increase in demand for
energy consumption, requiring technologies that can detect consumption, improve energy
infrastructure and reduce energy use [8]. IoD can play an essential role in advancing
technology to achieve part of these goals, considering the approaches illustrated in Figure

3.7. Each one of the approaches is detailed in the sequence:

Figure 3.7: Typical IoD approaches to reduce urban energy consumption

Reduce the city

gas consuption

Source: Elaborated by the author

¢ Reduce the city’s energy and gas consumption: As discussed, one of the most
promising applications is the delivery of goods by drones. Considering the current

technological scenario related to drones, if carefully deployed, drone delivery can be
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more advantageous in terms of gas emissions and energy use in the freight sector
than delivery by trucks [148];

Reduce the drone energy consumption: Initial research shows that there are
scenarios where the drones use can be more advantageous in terms of energy [148|.
However, there may be scenarios in which drones use is not recommended due to
their battery limitation. In addition, the energy issue is a significant limitation
to be overcome due to its implications on flight time, influence on the success of
missions, and safety for the population. In the case of swarms, perpetual flight,
when a UAV swarm has enough energy to fly forever, has been a subject of study to
overcome the flight time limitation barrier [149]. Nevertheless, it is also necessary
to investigate the reduction in drone energy consumption, that is, to fly longer with
less energy or even study sustainable battery recharging sources. Decreasing drone

energy consumption helps to reduce the city’s energy consumption as a whole;

Drone collaboration for energy efficiency: The drone can collaborate to in-
crease the energy efficiency of other devices. For example, drones can collaborate to
enable green IoT, which minimizes energy consumption in IoT devices [150]. These
devices need a high transmission power to send information over long distances.
The drone can physically go to a location close to the IoT device to collect, pro-
cess, and transmit data, reducing power consumption [150]. A different approach
is proposed by Mitcheson et al. [151], in which the authors present the end-to-end
energy-autonomous sensor systems. This system consists of one or more drones
with devices capable of transferring inductive energy. In this initial research, the
drone can transfer energy to sensors by collecting data via a coil attached to the
UAV that receives power from a charging platform. Another point of view is to use
collaboration to conserve the drone’s energy, increasing its efficiency. An example
is using a strategy where drones hop between public transit vehicles (e.g., buses
and trams) to increase the drone’s flight range in applications that drones have to

deliver packages [112].

Urban energy consumption-relation applications are a point in the relationship

between drones and urban computing that only makes sense when a drone swarm that

works in favor of urban space exists. In addition, energy efficiency can be improved when

you have good resource management. This fact can be achieved through IoD, which seeks

to connect different drone swarms services and applications in the urban space.
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3.4.5 Social Applications

The social aspect of IoD can be discussed considering two perspectives: IoD’s
relationship with other networks and the drone’s relationship with people. Also, from the
first perspective, it is possible to discuss from inter-network, that is, the collaboration of
the ToD with other types of networks and intra-network, with which the subnetworks IoD
collaborate. These approaches are illustrated in Figure 3.8 and will be discussed in the

following sections.

Figure 3.8: Typical loD approaches for social applications
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Source: Elaborated by the author

3.4.5.1 Inter-network

IoD can aid other networks and provide resilient scenarios for urban environments.
Communication between different types of networks can contribute to balancing services,
prioritizing what is most advantageous for each network. Such a system can lead to energy
savings making the city more sustainable while becoming intelligent. Some possibilities

of internetworks explored in the literature are:

e ToD-assisted VANETSs: IoD can collaborate with VANETSs in two ways. First,
drones provide services related to the transportation system, such as the applications
mentioned in Section 3.4.2. Second, drones can form hybrid networks with VANETSs
and provide, for instance, safety message broadcasts, ubiquitous internet access, and
additional spectrum provision [152]. Drones can help overcome some difficulties
found in VANETS, such as high node mobility, frequent path failures, and various

network obstructions [153];
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e ToD-aided IoT: IoD is part of IoT. Also, hybrid networks with different types of
mobile nodes (terrestrial and airborne) and static nodes can be formed, seeking
greater resilience, efficiency, and energy balance. This is a comprehensive area ex-
plored by various studies [12, 111, 124, 150, 154]|. Each has different needs related
to drones, depending on each application, objective, and complexity. However, it is
possible to highlight some general points that need advances, such as security (hard-
ware and software), the drone’s capacity and energy efficiency, and the management

of hybrid networks efficiently;

e IoD-enable resilient communications: IoD can play a crucial role in smart cities
related to the resilience and overload of other networks. In disaster scenarios, com-
munication is likely to be affected and IoD can fill the gap and allow essential services
to be maintained. Specifically, the IoD can quickly restore limited connectivity in
the system being substituted for the damaged by on-ground infrastructure [155].
Also, IoD can act as extra nodes in big events (e.g., soccer, concerts), maintaining

network connectivity and quality.

The academic community has studied the integration between drones and VANET's
in recent years [110, 156|, focusing mainly on creating a routing protocol that may be
suitable for this scenario. Although many protocols have been developed [110], most
proposals do not deal with the D2D communication that may exist in this network.
Some recent studies consider the communication between drones more directly routing
protocols development [153, 157, 158]. Due to the difficulty of setting up a network with
these specificities, the authors use simulators to carry out the experiments such as NS-2.
However, they do not discuss drone networks’ hardware and software requirements to act
in this environment. Another point is that it is fundamental to deepen studies that would
perform the management of drones in this scenario. For instance, consider each drone’s

coverage, network density, and uptime, which will demand recharging the battery.

3.4.5.2 Intra-network

IoD is formed by several drone networks, each with a purpose. Intra-network in
IoD refers to the collaboration between these different drone networks. This collaboration
can have different levels based on the context of these networks. For instance, several
companies are predicted to start offering drone delivery services. In this case, there
may be a collaboration between applications from different companies due to the service

provided. Another type of collaboration is related to performing distinct tasks but with
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a common goal. An example of this scenario is the study of Wu et al. [65], in which
different groups of drones perform tasks such as monitoring the air, traffic, and noise with
a common objective: sensing the city.

Besides, in IoD, there is also a collaboration between all the active drones in the
network. This fact is mainly in issues related to security and emergencies. Collaboration
between different networks can also be significant for the energy balance of the network,
making ToD more viable, intelligent, economical, and valuable to improve people’s lives.

However, this topic still needs to be explored in the literature.

3.4.5.3 Drones and Society

Drones have been gaining different roles in societies, from leisure applications, such
as receiving a Valentine’s Day message via drone [159], to more significant applications,

such as the aid of drones to control the Covid-19 pandemic [160].

e Disease control and combat: IoD can help in pandemic scenarios to combat
diseases. Some applications are public announcements of the government guidelines;
detecting the disease symptoms through screening masses; spraying disinfectants or
other suitable products; delivering medical supplies and other essentials; and crowd
surveillance to identify a possible unwarranted situation [161]|. Besides that, IoD can
help fight diseases related to a specific cause. An example is using UAV images to

identify potential breeding sites for the dengue mosquito in Brazilian cities [162, 163];

e Healthcare and drone delivery: IoD can improve the health system using mainly
the drone’s ability to perform fast transport. Some examples of situations in which
oD can collaborate are the transport of biological materials samples (such as blood
for analysis); and delivery of blood, vaccines, medicines, organs, life-saving medical

supplies, and equipment [164];

e Assisted IoD: Drones can also be used as assistive technology. Some studies, for
example, seek to use drones to help the visually impaired [165, 166, 167]. However,
each person has a drone that will guide them. The personal drone can be used
for different types of assistance to people, adapting to each person’s needs. For
example, drones can notify the responsible authorities if they detect a person lying
on the street. These personal drones can be linked to IoD and pass information more
quickly. However, an approach that has not yet been explored in the literature is
the creation of a network of drones, and not the use of personal drones, which can

help assist in several cases, such as when an elderly person falls on the street or
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when someone experiences fainting. For applications like this, it will be necessary

to discuss rules and define regulations, mainly considering ethics;

e Social Media: Social media (e.g., Twitter, Instagram) can report real-time events,
especially during and after disasters. However, it is often necessary to separate
accurate and false reports. Thus, IoD can be used to verify the integrity of the
information posted on social media and provide a quick and effective response in

emergencies [168].

3.4.6 Economy

Drones are considered a driving force behind smart cities, encouraging new busi-
nesses that can bring more jobs, improve productivity and optimize cities’ resources [124].
Some crucial points of the economy and its relationship with IoD are illustrated in Figure
3.9. The most impactful change related to the economy is that it will be possible to
understand it from an aerial view. Through the applications and the collected data, it
will be possible to draw an aerial profile of the city. In addition, building an air mobility
signature using drone traces will be possible. In the same way that we use urban mobility
traces to understand society and improve people’s lives, it will be possible to add to these

analyses the perspective and data of drones.

Figure 3.9: IoD impact on the economy
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Also, the popularization of IoD can bring new applications that can affect the
economy in different ways. For example, the most promising of applications, drone de-
livery, can change the delivery market. However, it will not completely replace the way
we receive deliveries today. Some factors will contribute to drone delivery, such as cost,

desired speed, and feasibility of delivering a particular product using a drone. Also, once
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the ToD is stabilized and providing services in the urban environment, it will be possible
to check which services are used, which are on the rise, and which are not. Thus, it will
be possible to understand the market of different sectors.

Another example affecting the economy is using drones in entertainment, tourism,
and sports. With the popularization of drones, the film, tourism, and television industry
has already been using drones to produce content from an aerial perspective for television
and movies, and to broadcast sports games from different angles. With IoD, these appli-
cations could be connected to the network and bring more information and possibilities.
For example, tourist attractions may have a drone network that assists tourists with in-
formation and guided tourism. Drones can also be used to attract tourists. For instance,
a drone swarm was used in presentations in China to create a New Year’s show [169].
This application could be the future of New Year’s tourism, in a mixture of fireworks with

drones or even their complete replacement.

3.4.7 Public Safety and Security

Safety and security are factors that most contribute to raising people’s quality
of life. Drones can include numerous sensors, which makes them helpful in monitoring
essential indicators for public safety [65]. Many of the applications mentioned here are
related to other topics discussed in the application section. This fact only shows the
importance of this context and that the contribution of IoD can be highly relevant to the

area. Some typical applications are illustrated in Figure 3.10, and details are in sequence.

Figure 3.10: Typical IoD applications for public safety and security
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Source: Elaborated by the author

e Smart surveillance: Drones can intelligently monitor homes, businesses, build-

ings, and public places;
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e Disaster Management: Drones can contribute in numerous ways to disaster man-
agement. Some instances are monitoring, forecast, early warning systems, situa-
tional awareness and logistics, damage assessment, standalone communication sys-

tems, search and rescue missions, and disaster information fusion [170];

e Police assistance: Drones can help the police in various situations, such as crowd
monitoring (which can happen at big events), police chases, and transportation of
important goods and authorities. In general, the drone can be used as police eyes,
identifying possible breaches of rules in traffic and in various situations that may

occur [111];

e Fight disease and Healthcare: Thus, as mentioned in Section 3.4.5.3, drones
can play an important role in fighting diseases, pandemics, and assisting in the

healthcare of the population as a whole.;

e Traffic Monitoring: Traffic monitoring can contribute to improving security in
urban centers. Thus, the applications described in Section 3.4.2 also relate to safety
and security. Another example related to this context and traffic monitoring is the
identification of Driving While Intoxicated (DWTI) drivers by notifying the respon-

sible authorities to take appropriate measures [171].

Regarding IoD public safety and security applications, in many cases, they are
suitable for reactive applications. For instance, a drone can react when finding a victim
in an urban disaster or identifying a vehicle crash in traffic monitoring. Also, this is
an environment where drones can perform different activities with a common goal. For
example, in a big event such as a football match, police drones can work together and
share messages forming an event monitoring. However, each fleet of drones can perform a
different activity. For instance, it is possible to have drones monitoring people searching
for fights, and at the same time, other drones can identify situations where people can
invade the field. Besides that, all the data collected in this situation can be used to form
statistics about the city, such as traffic-related maps, disease-related maps, and police-
related maps, to name a few. These maps can help UC produce data where it is possible
to identify locations that need more security or improve road conditions, enhancing the

city and people’s lives.
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3.5 Challenges and Important Issues

For ToD and Urban Computing to connect, it is necessary to face some challenges.
First, for people to accept air mobility, it is essential to have a safe environment. Second,
[oD needs to be implemented, which also involves numerous challenges. Other related
challenges may arise from the integration of IoD with UC. Therefore, the challenges are
divided into issues that need to be considered before the implementation of IoD (and
continuously improved) and topics that need to be addressed after the implementation
of ToD (see Figure 3.11). Some points to be highlighted are IoD data management and
its effective use, leading to economic employment in terms of financial and energy costs.

Each of these challenges will be discussed in the following sections.

Figure 3.11: IoD Challenges and Important Issues overview
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3.5.1 Acceptance of Urban Air Mobility

The acceptance of urban air mobility is essential for drone-related applications to
evolve. Some fears may arise related to drone-hardware issues, such as colliding with
another drone or a bird, or a drone may crash and fall. Likewise, it is possible to have
data privacy issues. Besides, biodiversity conservation and public well-being must also be

considered for public acceptance of drones. In the sequence, these factors are detailed.
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e Security and Hardware Issues: Hardware plays an essential role in the accep-
tance of drones in society. The main reason is that with many drones providing
services in an urban environment, there is a good chance that the drone will fall.
A drone can drop for several reasons, such as attacks, collisions with other drones,
buildings, structures, or animals, lack of energy, and general failure. The fall of
drones can cause fear in people and, consequently, a rejection of the service. Thus,
providing a safe and reliable system is a great challenge. Numerous studies are
related to this issue, such as safety, collision prevention, increased energy efficiency,
and precise and effective control of each drone. This control should include the
drone’s purpose in completing the service, its path, whether it has enough energy,
how long the service will take, and weather conditions. The weather is one of the
issues that can most influence the safe use of drones since most drones cannot fly

during rain and strong winds;

e Biodiversity conservation: The environmental issue is also a factor that can
influence the acceptance of air mobility. Some studies suggest the use of drones for
biodiversity conservation [172]. Specifically in monitoring and counting species [173],
fighting fires [174], and spreading seeds for reforestation [175]. However, there are
still no studies on the impacts of drones on animals in the urban environment.
Considering the scenario in which many drones provide services to society, it remains
to be seen whether this will impact the lives of animals, such as birds that live in
the urban environment. In addition, as each ecosystem can vary widely for each

region, some regions may be more affected than others;

e UAV noise reduction: Drones can make considerable noise [176]. As IoD can
be composed of large amounts of drones, the noise produced can be a nuisance for
people, increasing noise pollution. This noise can be generated even by small drones.
Specifically, the noise made by models like the Mavic Air is around 99dB [176].
Thus, this issue must be considered from the beginning of the IoD design. So that
noise pollution caused by IoD does not become an obstacle, new strategies to reduce

the noise of drones effectively will be necessary;

e Privacy and Big Brother: Privacy is one of the biggest challenges related to the
acceptance of air mobility. With several drones providing services, many people can
get the feeling of being watched all the time. Currently, applications that monitor
people have already been used. One example is the use of drones during the Covid-
19 pandemic. Applications in which drones search for people who are circumventing
the quarantine or where the drone identifies people with symptoms such as fever and
coughing show how drones can be a great ally in fighting diseases [161]. However,

they also show that drones may be watching people. Thus, ethical issues must be
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established to distinguish between acceptable and the invasion of privacy, avoiding

a “Big Brother” style society.

3.5.2 IToD Implementation

Many challenges are related to the effective implementation of IoD. Initially, it
is necessary to establish how the air space will be organized. Another issue is testing
and developing new communication protocols to make IoD secure. It is also necessary to
integrate IoD with other existing networks. In addition, the ToD must respect the flight
laws of each country in which it operates. Each of these questions will be detailed in

sequence.

e Distributed UAV Traffic Management: The first major challenge to imple-
menting loD is effective, safe, fair, and reliable network control. Due to the char-
acteristics of oD, traffic management is expected to be distributed. One way to
carry out this control is to use the architecture introduced by Gharibi et al. [5].
This architecture is based on three networks: the Internet, cellular, and air traffic
control. To carry out distributed management, zones and several service providers

(ZSPs - Zone Service Providers) are established;

e ToD Protocols: A crucial factor in the use of IoD is communication protocols. Pro-
tocols developed for communication between UAVs until then do not consider that
other UAV swarms may be carrying out close missions. Thus, as part of airspace
control, it is necessary to develop specific protocols for this scenario. Another es-
sential point is that different UAV swarms must collaborate to maintain network
security and reliability. The protocols developed need to be tested in scenarios that
take into account several UAV swarms working at the same time. Another point is
that there are no communication protocols that consider the existence of airways.
Hence, the existing protocols must be tested considering the airways. Besides, new
protocols must be developed considering all the characteristics of IoD (in both cases,
with and without airways). Thus, it will be possible to build more effective protocols
for ToD;

e IoD Integration with Other Networks: Another issue is that IoD needs to
be integrated with other networks. Some studies show that drones can support
VANETSs. Similarly, other networks can benefit from the help of UAVs. It is also

possible that the opposite occurs, i.e., services provided by UAVs can benefit from
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the assistance of other networks, such as satellite networks, VANETSs, and IoT device
networks. Integration with other networks can support IoD in several ways. Satel-
lites can provide weather data to help you decide whether or not to fly. VANETSs and
[oT devices can collaborate for energy savings and Internet access for data transfer.
Therefore, a major challenge will be the integration so that it is generally adequate

for energy and cost savings for providing services;

e Legislation: Legislation can be a great challenge for using drones in different ap-
plications. The Federal Aviation Administration (FAA)!, responsible for regulating
drones in the USA, has been demanding, for example, that drones be registered
and report their position frequently 2. IoD architecture is expected to facilitate
the creation of laws and regulations to be followed by drone-related manufacturers
and service providers. The use of airways, for example, can ease the monitoring of
drones, limiting the locations through which they can travel. In addition, it may
also be possible to know the drone’s location with greater precision periodically.
Another critical point is that IoD can facilitate the autonomous flight of drones
(without a pilot) and flight over people, as it allows greater control of each flight.
Recent changes to the FAA regulations aim to enable commercial drones to fly over
people3. This fact is seen as a significant step towards providing services such as
delivery. However, IoD can supply a safer environment for autonomous and personal

flights, allowing the drone to fly further and more drones to operate simultaneously;

e Artificial Intelligence: Artificial intelligence has been studied in research related
to military drones [177|. In particular, the objective has been to provide a more far-
reaching, accurate, coordinated, intelligent, and speedy interaction between warfare
drones [177]. These same interaction characteristics must be present in the IoD.
Thus, artificial intelligence can also be used to provide intelligence in the IoD, pre-

venting and predicting problems that may occur on the network;

e IoD Simulator: In the same way, other networks still in development, such as
VANETS, use simulators to develop protocols and applications. IoD also needs
a robust simulator to advance its development. Some requirements for an IoD
simulator are communication, mobility (airway-based or not), control, coordination,
and energy. Some topics can be even deeper and more complex as scenarios that
consider the climate (e.g., rain, wind speed), drone real and natural mobility, and
energy consumption of the UAVs. Despite the existence of some of these topics (such

as communication) in simulators known as NS3* and OMNET++°, the researcher

Thttps:/ /www.faa.gov /uas/
https://www.faa.gov/uas/getting _started /remote id/
3https://bit.ly/3Pt7YzD

4https://www.nsnam.org/

Shttps://omnetpp.org/
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always needs to prepare their environment from scratch. Thus, there is a need for

a more robust simulator consolidated by the academic community.

3.5.3 Urban Computing and IoD Data

IoD can generate a lot of data that can be useful in Urban Computing. In Urban
Computing, for instance, vehicle data is used to understand human behavior to create
new services and improve the quality of life for people in urban centers. Likewise, the
data generated by IoD can contribute to expanding the effects of Urban Computing on
people’s lives. With this, some challenges arise, such as the heterogeneity of the data and
data overload. On the other hand, new perspectives may emerge with this data, enabling

the creation of new areas of study, such as IoD Data Mining.

e Data Heterogeneity: The enormous data heterogeneity is already a problem fac-
ing Urban Computing. The more data is collected, the greater the challenge becomes
to aggregate them and, consequently, the more challenging the data analysis. Thus,
the use of drones for the collection helps to increase the heterogeneity of the data,
even when they are on the same theme. However, aggregating this data is vital
for more complex analyses to be carried out to improve services, applications, and

quality of life;

e Data Overload: In urban computing, data is collected in different ways. For
example, data on air quality can be obtained by cell phones, cars, and static nodes
at strategic points in urban centers. Drones can also acquire air quality data. Thus,
a large amount of data is generated, and there may be data redundancies and
problems with storage. One of the challenges is to analyze and select which data is

instrumental;

e ToD Data Mining: An aerial view can bring new perspectives to understand cities.
Thus, creating a new city profile based on the trajectory of aerial and terrestrial
vehicles will be possible. The UC seeks to understand various aspects of the city
through data about people’s mobility and use this data to improve people’s lives [8].
An example is identifying points of interest using urban mobility data [8]. This
process can, for example, determine a trendy restaurant in a region. Using drones
as service providers can change how people behave in urban centers. Thus, it will
also be possible to identify through the drone trajectory data establishments that
are being used a lot and, therefore, understand and improve that region. For in-

stance, suggesting new businesses to meet a region’s demand and identifying points
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of interest where people prefer to go in person and where they prefer to ask for some
service. oD enables new segments that connect oD and urban computing, such as

IoD Data Mining and Drone Trajectory Data Mining.

3.5.4 IoD and Economy

As already mentioned, many applications that use drones have emerged. In most
applications, drones perform activities that other devices or people previously did. Many
researchers justify using drones in these cases due to speed, flexibility, and low cost [12,
35]. However, research needs to demonstrate these advantages effectively. This challenge
includes the effective reduction of energy expenditure in large cities. For example, if
the delivery of goods by drones is more beneficial to the environment in terms of energy
and COs emissions, it would be interesting if this type of delivery were also less costly.
Heterogeneous network use should also be explored. Another option for savings is using
the same drone node to perform different activities in the same mission. So it is a great
challenge to study, understand and integrate IoD with other networks so that real savings

happen.

3.6 Final Remarks

This chapter discussed the IoD application in the urban context. We highlighted
how IoD and Urban Computing are connected. Also, we introduced a framework for UC
in ToD Context. In the sequence, we discussed the loD-UC Applications. The IoD-UC
applications can bring insights into the design of IoD protocols because they reveal the
dimension, needs, and challenges of the IoD-UC environment. Last, we summarize the

challenges and important issues observed in this context.
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Chapter 4

Path Planning for IoD

A unique feature of IoD is the shared airspace between multiple drone applications. Thus,
when designing a path planning for a monitoring application, other drones are expected
to perform other services such as delivering goods. Considering the number of drones,
different applications, and companies that can be IoD users, it is more realistic to have
a decentralized path planning and build an online collision-avoidance mechanism. Thus,
the ToD resembles VANETS forming a constant flow of drones.

First, in Section 4.1 we propose an airspace and airway topological architecture
intending to organize the environment to allow multiple drones and applications. In
Section 4.2 we we conducted a study on the advantages of food drone delivery compared
to traditional delivery. After, in Section 4.3 we developed a Coverage Path Planning for
IoD. We consider the airway scenario previously established to design the algorithms.

Section 4.4 brings the final remarks of this chapter.

4.1 Airspace and Airway Topological Architecture

In this Section, we propose an airway topological architecture for IoD. As men-
tioned, it is expected that soon drones will play a greater role in smart cities [12]. The
drone delivery of goods will probably lead to a higher traffic flow. Also, other applications
such as monitoring and smart cities sensing will share the same airspace. Moreover, some
applications can provide services more urgently than others in this scenario. Gharibi
et al. [5] proposed the use of airways uses to organize the airspace by forming a graph.
However, the authors do not discuss how to organize the airways in the airspace. Table
4.1 summarizes important issues in airway topological architecture.

One of the big challenges in IoD is to determine where the airways can pass.
One way to organize the airways is to overlap them on the landways. In this case, the
airways cannot pass over houses and buildings. However, some exceptions can occur as

squares and parks. Another way is to keep a free-position airway. Specifically, airways are
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Table 4.1: Important issues in airway topological architecture

Feature Highlighted

Airways parallel to Determine where airways can pass. Helps to share and coor-

Terrestrial Roads dinate drone access to the airspace.

Overlaps Airways Provides airway expansion by overlapping them at different
altitudes.

Priority Airways Provide a way of priority for some health applications, such

as blood and medicine delivery.

anywhere except in some areas considered unsuitable for drone flight, such as airports,
government buildings, prisons, to name a few. In this case, the airways can pass over
houses, buildings, and squares. Table 4.2 presents the benefits and drawbacks of each

airway position approach.

Table 4.2: Benefits and drawbacks of each airway position approach

Alr‘.}VE.ly Benefits Drawbacks
Position
e Easier public acceptance e Airspace is not used in the most
Over e Making regulations and laws efficient way
landways easier
e Easier collaboration with
VANET and PTNs
e Possibility of shorter paths e More difficult to have public
acceptance
o e More difficult to create
ree .
regulations and laws

To overcome the airways challenge we propose parallelling the airways to existing
terrestrial roads. Thus, drones would only pass through permitted public areas. This
approach can help organize drone traffic and facilitate the development of laws that reg-
ulate traffic. Furthermore, this structure can help accept drones by society, as people will
know precisely where drones can go. It is reasonable to assume that the population can
more readily accept a network of drones with a constant flow in the city if the airways
do not pass over their homes. The risk of accidents with falling drones can make the
free-standing airway approach not accepted by the population. Thus, despite the dis-
advantage of not efficiently taking advantage of the airspace, positioning the airways on
the existing landways seems the most suitable way to organize the airspace. Also, this
approach allows a more efficient collaboration between IoD and some terrestrial networks

such as VANETs and PTNs. Figure 4.1a exemplifies airways parallel to terrestrial routes.
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Figure 4.1: Airways architecture illustration
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Source: Elaborated by the author

Figure 4.1a also classifies the roads between public and private. As with streets
and roads, companies, individuals, and government agencies may have airways within
their property to allow the delivery of goods. Hence, only authorized drones can enter
that route. Therefore, this configuration helps protect areas where drone overflight is
prohibited, such as airports, military areas, and government buildings.

Another point is that central areas of cities with many delivery areas can have
heavy drone traffic. This fact can cause drone traffic congestion and affect road safety.
It is expected that the bigger the traffic, the bigger the chances of unexpected accidents
happening. Hence, in some city areas, more airways will be needed to accommodate drone
traffic. As illustrated in Figure 4.1b, these airways can be overlapped on existing airways
forming new paths. In this architecture, drones can change altitude using specific airways.
Also, this architecture still follows the rule of allowing airways only parallel to terrestrial
roads.

Drones have been used in applications so diverse as microbiology and infectious

diseases [164, 178, 179|. In particular, some uses are the delivery of medicine and other
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things related to health, such as blood, organs, life-saving medical supplies, and equipment
[164]. Drones have also been used in the fight against the Covid-19 pandemic [180]. For
example, in monitoring areas affected by the disease, aerial spray and, disinfection, and
delivery of blood and medicines [181, 182, 183]. This type of delivery is related to saving
lives. Thus, some delivery categories should prioritize considering other delivery services
and other applications. Also, different kinds of applications can benefit from the priority
to use airways, for instance, in search and rescue missions. Figure 4.1c illustrates the

priority and regular airways.

4.2 Drone Delivery Path Planning

Despite significant advancements in drone delivery, it remains essential to under-
stand the circumstances where drone delivery offers advantages in terms of why, where,
and when it should be employed. This section introduces a comprehensive guideline for
developing decision systems for drone delivery within the IoD. Specifically, we present a
systematic approach to the drone delivery decision problem that tackles those questions

(why, where, and when).

4.2.1 Preliminaries

In this section, we introduce the relationship between IoD and drone delivery. Also,

we provide an overview of related studies conducted in this field.

4.2.1.1 Drone delivery and the Internet of Drones

Drone delivery encompasses various categories, including the transportation of
healthcare products, food, and small everyday goods. The drone delivery of healthcare
products primarily focuses on expedited transportation due to the critical nature of these
essential items for saving lives. This category has witnessed significant advancements in

recent years [184]. Blood [184], medications [185], and human organs [186] are among the
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most significant items considered for this type of delivery.

Small everyday goods delivery is a highly sought-after category for companies in-
vesting in drone delivery services. Amazon is an example of a company venturing into this
field, despite the challenges associated with service regulation [187]. They have initiated
testing in select cities in the United States to explore the feasibility of using drones for de-
livering such goods [188|. Food delivery is another prominent category, which encompasses
various scenarios. It involves both time-sensitive deliveries for immediate consumption,
such as restaurant orders and small grocery purchases. In recent years, the demand for
contactless food delivery has surged, driven by the Covid-19 pandemic [189]. Drones have
garnered significant attention as a viable solution for this type of delivery. To integrate
drone delivery seamlessly into our daily lives, it becomes crucial to establish organized
airspace that regulates and coordinates drone access. One approach to achieving this
organization is through the IoD architecture, where drones utilize well-defined airways
to form a continuous flow network in the sky, similar to a vehicular network. Moreover,
these airways can overlap ground routes, enabling easier identification and regulation of
airspace.

In the first part of Figure 4.2, we depict the conventional delivery process where
a delivery person collects the order from the seller and transports it to the destination.
Conversely, the second part represents end-to-end drone delivery, where the vehicle is
replaced by a drone that collects the order from the seller and delivers it directly to
the customer’s home. Furthermore, mixed delivery approaches involve a combination of
vehicle types. For instance, a depot could receive orders, and drones could transport
the products to the end consumers. This approach, known as last-mile delivery, has
garnered significant attention in recent literature [190]. Given the challenges associated
with ensuring a safe landing spot for drones at each residence [191], one possible solution
is to leverage drones for a portion of the delivery process. The drone would transport the
order to designated droneports, and the last-mile delivery could be completed using other

vehicles, such as motorcycles.

Figure 4.2: Deliveries approaches overview

Ground Delivery by Motorcycle Drone Delivery Mixed Delivery Mixed Delivery
Last-mile Delivery by Drone Last-mile Delivery by Motorcycle
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Source: Elaborated by the author
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4.2.1.2 Related Work

Research in the field of drone delivery primarily revolves around studying and fore-
casting the proliferation of drones within urban environments [192]. Narkus-Kramer [193],
for instance, predicted that the number of drones in Washington could reach 1 million by
2050. As drones are still an emerging technology, significant attention is given to under-
standing the factors influencing drone delivery service acceptance [189, 194, 195, 196|. It
is important to note that acceptance can evolve. A prime example of this is the impact
of Covid-19, which has brought a new perspective to this form of delivery as a means of
contactless goods transportation to end consumers [189]. Consequently, many individuals
have recognized the advantages and the necessity of this type of delivery. Furthermore,
certain studies [187, 197] aim to elucidate the reasons behind the slower-than-expected
progress of drone delivery, highlighting the challenges and factors contributing to this
phenomenon.

Considering this scenario, several related questions have emerged regarding why,
when, and where drone delivery benefits society. To comprehend the benefits of drone
delivery, certain studies concentrate on healthcare delivery and examine the transporta-
tion of specific items such as medicine [198, 199], human organs [186], and blood [184].
In these cases, swift delivery is crucial as human lives can be contingent on the successful
arrival of these items. Drone delivery of blood, for instance, is already being imple-
mented, offering the advantage of rapid transportation [184]. Furthermore, these studies
also assess whether drone delivery can help mitigate waste, considering that such products
require specific storage conditions [184]. Other research endeavors conduct a comprehen-
sive analysis of drone delivery, focusing on the advantages in terms of energy efficiency
[200], cost-effectiveness [201, 202], sustainability [202], and delivery time [184, 203|. These
studies can be classified into two categories: those that aim to develop more efficient al-
gorithms and models for path planning and drone systems [202, 203|, and those that
compare drone delivery with ground vehicles [184, 200].

Table 4.3 provides an overview of the relevant studies conducted in the field. Zeng
et al. [191] focused on estimating and allocating droneports based on e-commerce data
specifically from Singapore. However, they did not consider the comparative advantages of
utilizing drones in different scenarios. Jiang and Ren [192] compared drone delivery with
traditional rider-based delivery, but did not incorporate actual delivery data. On the other
hand, Nisingizwe et al. [184] evaluated the use of drones for delivering blood in Rwanda,
utilizing data from existing operational drone deliveries. However, that study primarily
focused on providing specific products to hospitals, which may not encompass broader
scenarios that aim to serve the entire population, such as delivering food and everyday

goods. Therefore, this work aims to comprehensively compare delivery times, considering
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various delivery options, including ground delivery, drone delivery, and a combination of

both (mixed delivery), utilizing real delivery data.

Table 4.3: Related studies

Year Ref. Category Source Main Goal
2020 |191] Everyday  The data of total e-commerce de- Introduce a practical and effective optimization model
Goods mand for Singapore was estimated from that addresses the placement of droneports
Statista Portal, Shopee and Amazon
2020 [192] Food A survey made by the authors about Compare the expected delivery time with the real deliv-

expected drone delivery time in China ery time and analyze the conditions in which the drone
delivery outperforms the rider delivery

2022 [184] Health Rwanda’s Health Management Infor- Evaluate the effect of using drones in terms of time and
mation System (HMIS) waste to deliver blood products to remote health facili-
ties
2023 Food Aigfome, a Brazilian company op- Propose guidelines for drone delivery decision in
erating in the field of online meal a real city, taking into consideration ground de-
delivery! livery, drone delivery, and mixed delivery

4.2.2 Deliveries Approaches

In this section, we introduce the dataset employed in this study and utilize it to
examine three different delivery approaches: ground delivery, drone delivery, and mixed

delivery.

4.2.2.1 Study Setting

Aigfome! is a Brazilian food delivery company founded in 2007, exclusively operat-
ing within Brazil. Presently, the company boasts a user base of over 5 million individuals
and collaborates with approximately 25,000 registered restaurants across around 700 cities
in Brazil. Aiqfome operates by facilitating connections between restaurants, deliverers,
and consumers. Table 4.4 provides an overview of the collected data from deliveries con-
ducted in six cities where Aigfome operates, covering the period between July 22, 2022,
and May 19, 2023.

The Aigfome dataset comprises a collection of motorcycle delivery records, includ-
ing information such as the restaurant’s coordinates, the departure time of the delivery

person from the restaurant, the coordinates of the delivery destination, the arrival time

Thttps://bit.ly /430ADwo (in Portuguese)
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Table 4.4: Aigfome dataset overview covering the period between July 22, 2022, and May
19, 2023

City State Population# Deliveries Average Average Average Average
(thou- real driv- estimated real driv- real driv-
sands) ing dis- Google driv- ing time ing speed
[204] tance (km) ing distance (min) (km/h)

(km)

SORRISO MT 94.941 3525  8.36 + 5.62 6.65 £ 5.22  13.84 £ 9.58 41.22 4+ 25.81

CERQUILHO SP 50.631 2096  4.77 £ 2.71 3.45 + 2.15 7.69 + 5.02 41.32 4+ 19.42

TIETE SP 42.946 1736 6.30 £ 4.25 5.23 +£4.12  10.51 £ 7.02 40.22 + 31.51

MARINGA PR 436.472 1459  7.86 + 4.20 4.99 £290 13.51 £ 7.64 38.93 £ 22.96

CONSELHEIRO MG 130.584 1356 5.66 + 3.34 3.73 £2.32  10.96 £ 7.51 35.83 + 20.41

LAFAIETE

COLATINA ES 124.283 1139  8.34 £ 5.45 5.52 £ 3.69 15.12 £ 12.05 40.29 £ 31.67

of the delivery person at the destination, the distance in kilometers of the route suggested
by Google from the restaurant to the delivery location, and the distance in kilometers
traveled by the delivery person. All analyses and algorithms presented in this study
were implemented using Python 3.11. Table 4.4 summarizes this data and displays the
estimated population figures for each city in the dataset.

Table 4.5 highlights the key distinctions between motorcycle-based delivery and
drone delivery. We considered data from the drones used in Amazon’s Prime Air? service
to conduct this comparison. Drones for delivery typically transport only one package
at a time, whereas motorcycles can accommodate multiple packages. Regarding food
delivery, it is common for a motorcycle courier to handle various deliveries simultaneously.
Regarding capacity differences, motorcycles can travel around 40 km per liter and typically
have a fuel tank capacity of 9 liters. In comparison, Amazon drones have a range of 12 km

for a round trip.

Table 4.5: Motorcycle x drone delivery

Motorcycle Drone (based on Prime
Air ?)
Capacity More than one package Usually 1 package (2.2kg)
Autonomy 40km/1 (tanque 9 liters) 12km
Autonomous No Yes
Speed 40km/h (average based on 80km/h (maximum)
Table 4.4)
Safety Subject to traffic accidents ~ Subject to attacks and
hardware problems
Weather Usually unaffected by rain  Strong winds can shut down

the service

One advantage of drones is their autonomy, as they operate without a human
operator, which can be cost-effective. Although motorcycles have a higher maximum
speed in theory, traffic congestion and urban speed limits often result in lower average

rates than drones, which can reach a maximum speed of 80km/h. Safety is another

2bit.ly /3prbX7B
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differentiating factor between these vehicles. While motorcycles are susceptible to traffic
accidents, drones may face issues such as attacks. Lastly, weather conditions are crucial,

as rain and particularly strong winds can affect or even interrupt drone services.

4.2.2.2 Ground Delivery

Different types of vehicles, such as cars, motorcycles, and trucks, can perform
Ground Delivery. The AiqFome dataset represents real data from deliveries performed
by motorcycles. It is worth noting that in Brazil, most deliveries are carried out using
motorcycles. This choice of vehicle is due to factors such as the climate, ease of parking,
and cost-effectiveness in terms of fuel for the deliverers. In this section, we analyze and
summarize the data from this dataset for comparison with other types of deliveries.

Table 4.4 presents the average delivery time, considering the departure time from
the restaurant and the arrival time at the destination. By analyzing the time spent on
deliveries and the distance traveled, we calculated the average speed of the deliverers.
Also, we computed the average distance covered by the deliverers and the average dis-
tance recommended by Google. Google tends to propose shorter or more efficient routes,
considering factors such as traffic conditions and permitted speeds on the roads. However,
the average distance the deliverers takes exceeds the average length suggested by Google.
There are various reasons for this discrepancy, including the deliverers choosing their
routes for convenience, avoiding unsafe areas, and even simultaneously making multiple
deliveries using different delivery applications.

In the dataset, for the most populous city (Maringd), the average delivery time is
approximately 13.51 min, covering a distance of 4.99 km at an average speed of 38.93 km /h.
On the other hand, for Tieté, the smallest city in the dataset, the average delivery time is
10.51 min, with the delivery person traveling 5.23 km at an average speed of 40.22 km /h.
When examining the relationship between these population statistics and the average
distance traveled during deliveries, it becomes apparent that city size alone does not
necessarily dictate the distance covered in deliveries. Several factors come into play when
determining the distance traveled by deliverers. Factors such as the size of the city, the
layout of neighborhoods, the presence of commercial quarters, and the types of restaurants
registered in the application all contribute to this variation. In larger cities, for instance,
restaurants may only offer delivery services within specific areas, whereas in smaller cities,

restaurants might cater to a broader geographic range.
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4.2.2.3 Drone Delivery

In this section, we delve into goods delivery utilizing drones. Specifically, we ex-
plore the concept of end-to-end drone delivery. Numerous companies may be involved
in providing drone delivery services (e.g., Amazon, Google, DHL, Uber), simultaneously
managing a significant fleet of drones within the airspace. Therefore, we examine the IoD
architecture, wherein drones have coordinated access to airspace. We employ well-defined
airways that closely align with existing land routes to facilitate drone airspace coordi-
nation. This approach ensures that drones avoid unauthorized areas such as airports
and government buildings while simplifying navigation in densely populated areas with
buildings, towers, and antennas. Additionally, this strategy promotes public acceptance
by providing clear localization of drone flight paths and avoiding drones directly over
residential areas.

By considering the IoD concept with well-defined airways, we conducted simula-
tions of deliveries using drones on the Aigfome dataset. The distance results are presented
in Table 4.6. Notably, in the city of Maringa, it is observed that a drone with a 12km
range (similar to Amazon’s Prime Air drone) may face challenges in completing the de-
livery and returning to the point of origin. Another point is a significant disparity in
the distance covered by drones compared to real distance. This disparity is quantified by
the distance shortening rate (DSR), which represents the percentage by which the drone
delivery distance is smaller than the actual distance traveled by the delivery person. On
average, the drone covers 61% less distance compared to the courier’s actual travel dis-
tance. Colatina exhibits the largest disparity with an average reduction of 75%, while
Maringé4 showcases the smallest difference, with the drone route being 44% shorter than

the actual route.

Table 4.6: Comparision of ground delivery with end-to-end drone delivery

City Real Drone DSR DSR Real Drone Drone

driving deliv- - real - real driving deliv- deliv-

dis- ery driv- driv- time ery ery

tance dis- ing to ing to (min) time time

(km) tance Google drone (RDS) (MDS)

(km) (%) (%) (min) (min)

SORRISO 8.36 £ 5.62 1.89 £ 2.01 21.59 +26.90 69.18 £ 29.84 13.84 £ 9.58 2.83 £3.26 142+ 1.51
CERQUILHO 477 £2.71 1.65 £ 1.16 25.67 £ 29.48 57.84 £ 29.20 7.69 £5.02 2.67+211 1.24 £0.87
TIETE 6.30 £4.25 190+ 1.71 16.02 £40.85 61.85 £ 30.60 10.51 &+ 7.02 3.02 +£2.80 1.42 £ 0.87
MARINGA 7.86 +£4.20 4.07 £2.23 34.01 £22.54 44.28 £22.56 13.51 £7.64 7.33 +£4.63 3.05 £ 1.28
CONSELHEIRO 5.66 & 3.34 1.69 £ 1.31 30.02 & 27.61 62.96 £ 27.57 10.96 & 7.51 3.24 £2.93 1.26 &+ 0.98
LAFAIETE
COLATINA 834 £545 1.66 £1.72 28.01 £ 30.57 75.04 £23.80 15.12 £ 12.05 2.77 £3.24 1.24 £1.29

DSR - Distance Shortening Rate; RDS - Real Delivery Speed; MDS - Maximum Delivery

Speed

We also compared the actual route couriers took and the distance Google suggested.
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Aigfome relies on a route provided by Google’s API for the delivery person, and this
distance is recorded to determine if the courier followed a distance similar to the suggested
one. Table 4.6 provides the DSR, comparing the distance couriers traveled with the route
Google suggested. We observed that the route suggested by Google is approximately 25%
shorter than the actual route taken by the couriers. This indicates that even if couriers
followed the suggested route, drone delivery would still be shorter in terms of distance.
The distance traveled also has an impact on delivery time. Table 4.6 also shows the
delivery time in each of the analyzed cities. We compared the actual delivery time with
the projected delivery time of drones assuming they operated at the same average speed
as ground delivery. Additionally, we presented the delivery time if the drones operated at
their maximum speed, given that the reference drone has a maximum speed of 80 km /h.
Consequently, if the drone operated at the average speed of motorcycles, the delivery time

would already be faster.

4.2.2.4 Mixed Delivery

The concept of mixed delivery involves utilizing multiple vehicle types for product
delivery. Given that our dataset primarily consists of deliveries made by motorcycles,
we consider both motorcycles and drones in our study. Some previous studies suggest
that drones are well-suited for last-mile delivery scenarios due to their limited autonomy
imposed by battery constraints [190]. Therefore, we examine the possibility of motorcycles
transporting goods to a central depot, where drones take over for the last-mile delivery.
However, it is worth noting that other studies emphasize the need for safe landing areas
for drones, known as droneports [191]|. In certain urban settings, individual homes may
not provide a secure landing spot for drones. To address this, one possibility is to establish
droneports strategically located throughout the city, while motorcycles handle the last-
mile delivery. This section first delves into distributing droneports or depots within a city.
Subsequently, we simulate mixed-delivery scenarios, where drones are responsible for the
last-mile delivery in one scenario, and motorcycles handle the last-mile delivery in the

other scenario.

» Depots and Droneports Distribution. In the mixed delivery scenario, we fo-
cused on the city of Maringé. This city is the largest population within the dataset and
presents unique characteristics in the end-to-end drone delivery results. Specifically, it
demonstrated the potential for routes exceeding the 12km round trip capacity of the ref-

erence drone used in this study. To address this, we established a flight autonomy of 10 km
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to ensure an appropriate safety margin. Consequently, we considered that the drone could
cover a radius of 5 km, encompassing an area of approximately 78 km?2. According to the
Brazilian Institute of Geography and Statistics, Maringa has an urban area of 112.70 km?2.
Hence, we determined that three droneports or depots would be sufficient to fulfill the
city’s delivery demand. We consider this because drones need to follow the airways and
probably will need to fly a considerable distance to achieve a point compared to free flight.

While certain studies propose the distribution of droneports [191, 205|, they rely
on e-commerce data unavailable for the Brazilian cities examined in this research. Ad-
ditionally, none of these studies consider a real delivery dataset within an IoD scenario
where dedicated airways are present, resembling terrestrial routes. We employed the K-
means algorithm to partition the Maringa graph into three sections [206]. The resulting
segmentation can be observed in Figure 4.3b. We analyzed the vehicular flow on each
road segment to identify the suitable location for the depot or droneport. Specifically, we
examined the flow of vehicles for each delivery within the Maringa dataset, considering
the shortest route between the origin and destination points. This approach enabled us
to identify roads that potentially experience higher traffic levels, as illustrated in Figure
4.3a.

Figure 4.3: Maringa results overview

(a) Flow of vehicles (b) K-means (c) Algorithm 1

Source: Elaborated by the author

Algorithm 1 outlines the process of distributing points designated as droneports
or depots. Each node possesses two attributes: flow, representing the frequency of a node
appearing in all routes within the Aigfome dataset, and egc, denoting the eigenvector
centrality [207] that signifies the influence power of a node based on its neighboring
nodes. On lineS 1-2 of the algorithm, the mean and standard deviation of the flow
attribute is calculated across all nodes. Subsequently, in lines 5 to 8, nodes with a flow
greater than the mean and less than the mean plus the standard deviation are added to
the set T. Finally, on line 9, the node with the highest egc value is appended to the

set of nodes that will serve as droneports or depots. Table 4.7 presents the results of



4.2. Drone Delivery Path Planning 109

Algorithm 1. The displayed distance is the sum of the distance from the departure point
to the depot/droneport plus the distance from the depot/droneport to the destination.
We compare the analysis using only the point closest to the mean and the point with the
highest egc and we verify that our method that uses the metrics together produces the

best result.

Table 4.7: Last-mile delivery results

. Last-mile Delivery by Last-mile Delivery b;
Route Distance (km) Drone (min) i Motorcycle (min})] Y
Average EGC Average + EGC Average + EGC

Source to | 3.34 + 1.67 4.70 + 1.61 3.27 £ 1.46 6.16 £+ 3.81 2.45 £+ 1.09
Droneport/Depot

Droneport/Depot  to | 3.82 £ 1.87 4.13 £ 1.80 3.45 + 1.58 2.59 + 1.19 6.35 £ 3.77
Destination

Total 7.16 +£2.06 8.84 + 1.89 6.73 + 1.72 8.75 + 3.61 8.80 + 3.65

Algorithm 1: Depots/Droneports distribution

Input : graphs
Output: nodes
1 nodes < {}

2 for (G in graphs) do

3 a < average( G.nodes.flow)

4 | [ < ste(G.nodes.flow)

5 T «+ {}

6 for (n in G.nodes) do

7 if (n.flow > a A n.flow < a + () then
8 L L T+ TUn

9 nodes < nodes U maz(T.egc)

10 return nodes

» Last-mile Delivery. Table 4.7 presents the results of delivery times for the last-
mile delivery performed by drones or motorcycles, taking into account the previously
determined locations of the depots or droneports. For this analysis, we assume that the
section carried out by motorcycles maintains the average speed of real deliveries (see
Table 4.4) In contrast, the segment carried out by drones operates at a speed of 80 km /h.
The time required for the drone’s ascent and descent is calculated as 0.005min. In this
calculation, we consider that the drone ascends to a maximum altitude of 200m. The
results show that the average delivery time for drones last-mile delivery is 2.59 + 1.19 min,
while a delivery conducted solely by the drone at maximum speed takes approximately
3.05 + 1.67 min. Although the mean delivery time is slightly lower for the mixed-delivery
approach, the difference is not significant when considering the standard deviation. The

results are similar when last-mile delivery is done by motorcycles.
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Therefore, it is evident that for a city like Maringé, which is considered medium-
sized in Brazil, the mixed-delivery approach with last-mile delivery does not provide
significant time advantages. However, it is essential to consider other factors that may
influence the decision-making process. For instance, the analysis of the Maringé deliv-
ery dataset reveals instances where the delivery distances exceed the reference drone’s
autonomy of 12km. In such cases, last-mile delivery can be beneficial as the maximum
distances traveled by the drones remain within the threshold.

In last-mile delivery carried out by drones, motorcycles can transport multiple
orders to depots in a single trip, thereby reducing the overall travel time. On the other
hand, in last-mile delivery conducted by motorcycles, drones cannot consolidate packages
for efficiency during the initial leg, whereas motorcycles can deliver multiple packages in
a single route. Although this second method is not extensively discussed in the literature,
it is reasonable to assume that in urban areas with a high housing density, drones may
face challenges in finding suitable locations for package delivery, thereby hindering the

feasibility of last-mile delivery by drones.

4.2.3 Drone Delivery Guidelines for IoD

This section introduces a guideline for drone delivery in the IoD context. Addi-
tionally, we conducted a case study in the city of Maringa to assess the effectiveness of

the proposed guideline.

4.2.3.1 Guidelines Overview

Figure 4.4 provides an overview of the drone delivery guide in the context of the
IoD. The yellow boxes represent essential factors for decision-making, while the blue boxes
represent examples of data that can be utilized. The initial step in determining the most
favorable delivery type involves gathering environmental data, including airway informa-
tion, depot and droneport locations. Collecting drone-specific data such as autonomy,
speed, and payload capacity is also crucial. Another requirement is selecting the fac-
tor to consider when choosing routes, such as time, cost, or C'O, emissions. Different
priorities can yield different solutions; for instance, the fastest delivery may not always

be the most cost-effective or environmentally friendly option. Additionally, the delivery
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decision necessitates knowledge of the delivery origin and destination, along with weather

conditions.
Figure 4.4: Drone Delivery Guidelines for ToD
Airways Depots/ Maximum Payload Autonomy Time CO, Source Destination ~ Wind Data  Rain Data
Droneports Speed
IoD Environment Drone’s Specifications Parameters Mission Data Weather Information

Decision

Source: Elaborated by the author

4.2.3.2 Study Case

Aiming to verify the effectiveness of our proposed guideline, we applied it to design
an [oD drone decision system for the city of Maringa. The step-by-step process is presented

as follows.

e IoD Environment: We consider airways overlapping the roads for the urban area
of Maringé (area of Figure 4.3). The airways form a graph where the intersections
are the nodes, and the connections are the edges. We also consider the depots

created by Algorithm 1, as shown in Figure 4.3c.
e Drone’s Specifications: We consider the drone’s specifications in Table 4.5.

e Parameters: Our goal was to opt for the fastest delivery method. We do not

consider cost or other elements such as sustainability.

e Mission Data: We simulate all deliveries for Maringa available in the Aigfome

dataset.

e Weather Information: We consider only good conditions in this decision process.

The decision-making process for choosing the delivery method is based on the
scheme illustrated in Figure 4.5. Firstly, we calculate the distance between the departure
and destination points. To ensure the feasibility of using drones, the mission distance

(calculated as twice the distance between the points) should be within the range of the
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drone’s autonomy. If it is possible to complete the entire delivery using drones, we compare
the estimated delivery time for both drone and motorcycle deliveries, considering the
airways in the IoD scenario. If the full delivery cannot be accomplished with drones,
we assess whether a mixed delivery approach or solely using motorcycles would be more
advantageous, considering the estimated delivery times for each option. In the case of
mixed delivery, only the last-mile delivery by drones is considered. Also, the distance
estimation for motorcycle delivery is determined based on the Aigfome dataset using

Google distance.

Figure 4.5: Drone Delivery Decision System for Maringa
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Source: Elaborated by the author

Using the system of Figure 4.5, we determine the most time-efficient delivery
method based on the distance. The results indicate that out of the 1459 trips, 19 should
be conducted by motorcycles, 997 by drones, and 443 through mixed delivery. Table 4.8
displays the results regarding time and distance, and compares them with those obtained
when using a single delivery method for all trips. It is evident that with the decision
system, the overall average total delivery time is reduced compared to using only one
delivery method for all trips. Furthermore, this method ensures that all deliveries as-
signed to drones are feasible, as the maximum autonomy limit of 12km (round trip) is

considered.

Table 4.8: Summary of results for distance and time for Maringé

Single delivery strategy Multi delivery strategy
Motorcycle Drones Mixed Motorcycle Drone Mixed All
Distance (km) | 7.86 £ 4.20 4.07 £2.23 6.73 +£1.72 | 473 £2.24 3.09+ 143 7.70 £ 1.76 4.51 + 2.62
Time (min) 1351 £ 7.64 733 £463 875+£361|9.84+431 581 +£343 9.51 £348 6.99 £+ 3.86
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4.3 Coverage Path Planning for IoD

In this section, we proposed a Coverage Path Planning for IoD considering the
previous airway scenario established. Overall, the CPP for drones considers two phases.
The first executes the decomposition of the area, and the second performs the coverage by
the decomposed area. The decomposition phase allows for greater flexibility in the path
planning when compared to airway-based IoD. This work focus on coverage path planning
applications for IoD based on airways. Thus, drones need to cover a given region using

the available airways. Figure 4.6 shows the difference between typical CPP and CPP-IoD.

Figure 4.6: Difference between typical CPP and CPP-IoD
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Source: Elaborated by the author

Airways can be arranged parallel to landways. This type of organization can
facilitate the acceptance of drones by the population and the creation of regulations.
Without airways, drones can travel to any space in the delimited area, as shown in Figure
4.6a. In IoD, drones must travel through the delimited space using the available airways,
as shown in Figure 4.6b. The first step in CPP is to delimit the area of interest to be
covered. The area can have different shapes, such as rectangular, concave, and convex
polygons [208]. Next, some decomposition technique is used to ensure full coverage of the
scenario. This step has crucial differences from the CPP-IoD, in which the objective is to
cover all the airways within the delimited area. The two main differences are described
as follows. First, in traditional CPP, the goal is to cover the entire delimited area, while
in CPP-IoD, the goal is to cover all airways segments in the coverage area; Second, in
traditional CPP, drones can fly in any direction and at any altitude, while in CPP-IoD,

drones must follow the airways altitudes and directions.
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4.3.1 Related Work

In recent years, the academic community has made significant efforts to develop
work related to CPP for terrestrial robots and drones [208, 209, 210, 211, 212|. CPP finds
applications in various fields, including mapping, monitoring, search and rescue missions,
and industrial inspections, to name a few [210]. These applications require scanning a
particular area to achieve their respective objectives. Most studies consider scenarios
where the scanned site may have obstacles. However, when barriers are disregarded,
unrestricted movement is assumed for terrestrial robots and drones. The following sections

will detail related proposals on CPP for drones and robotics.

4.3.1.1 CPP for Drone Networks

Recent surveys on CPP for drones [208, 213, 214] highlight that drones have
several factors that need to be considered in addition to those already commonly used
by land robots. These factors include the physical characteristics of the vehicle, energy
limitations, restricted payload, environmental conditions, and others [208]. Table 4.9
summarizes recent work related to CPP for drones.

In recent years, the academic community developed different CPP methods for
single [46, 215, 218, 219, 222, 223] and multi-drone [44, 45, 214, 216, 217, 220, 221, 224,
225|. As shown in Table 4.9, many studies have considered an explicit focus on a single
application, such as search and rescue [45, 216], surveying [219], aerial imagery [220],
surveillance [221], structural inspection [223], spraying [46] and precision farming [44].
CPP development in these proposals regards specific requirements, such as considering
obstacles (e.g., buildings and antennas) in urban applications. Despite their focus, many
of these studies are suitable for other applications with a few modifications. However,
some studies do not focus on a particular application and aim to develop more generic
solutions [214, 215, 217, 218, 222, 224, 225].

A significant limitation of some of these studies is that they do not consider any
kind of energy constraint [44, 45, 46, 214, 216, 218, 219, 221, 223, 224, 225]. Energy
is a critical issue for drones considering the limited battery. The energy is viewed in
different ways by the CPP works in Table 4.9. Path optimization based on drone energy
consumption is the most common way of considering energy [215, 220, 222|. This is the
most efficient way of expending less energy because the algorithms search for solutions that

the drone paths are more energetically economical. However, Ghaddar and Merei [217]
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Table 4.9: Recent proposals related to UAV coverage path planning

Year Ref. Type | IoD | CPP Approach Energy Approach Application Flight
barri-
ers

2020 [215] Single Genetic Algorithm | Path optimization consider- | Generic

ing the drone energy con-
sumption

2020 216 Multi Genetic Algorithm Search and Rescue

2020 217 Multi Grid-based Method | An energy-aware algorithm | Generic Obstacles

to avoid obstacles

2020 [218] Single Deep  Reinforce- Generic No-fly

ment Learning zone

2020 [219] Single Rotating Calipers Surveying

Path Planner
2020 [220] Multi Mixed Integer Lin- | Path optimization consider- | Aerial Imagery
ear Programming ing the drone energy con-
sumption
2021 221 Multi Grid-based Method Surveillance Obstacles
2021 214 Multi Fast Marching Generic Obstacles
Square

2021 [45] Multi Mixed Integer Lin- Search and Rescue Obstacles

ear Programming

2021 [222] Single Heuristic Path optimization consider- | Generic

ing the drone energy con-
sumption
2021 223 Single Meta-heuristic Structural Inspection | Obstacles
2022 224 Multi Mixed Integer Lin- Generic
ear Programming
2022 [46] Single A Method Based Spraying
on Back-and-forth
Paths
2022 [225] Multi Ant Colony Generic
2022 | CPP-IoD | Multi | v | Heuristic Balancing the traveled | Generic Airways
distance between the
drones
2023 [44] Multi Genetic Algorithm Precision Farming
2023 | AntloD | Multi| v | Ant Colony Path optimization con- | Generic Airways
sidering the drone en-
ergy consumption

developed a method to avoid obstacles considering energy.

IoD is a unique scenario that allows many drones in the sky to simultaneously
perming different applications and services. One crucial aspect of the IoD is providing
a safe and secure environment for many drones to fly [37, 226]. To achieve this, it is
expected that an organization will be used to coordinate drone access to airspace. One
possible way to organize this is through the use of airways. The use of airways has been
considered in various proposals related to IoD [5, 226, 227, 228|, and it is a common
practice for organizing airspace for airplanes. Therefore, it is reasonable to assume that
in large urban centers, airways will be utilized for better coordination, organization, and
security of drone traffic in the context of loD. Although some studies considered obstacles
such as buildings and antennas or no-fly zones, none considered using airways. So, in
this work, we propose an ant colony-inspired coverage path planning that considers an

airway-based IoD to manage the drones.
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4.3.1.2 CPP for Robotics

Traditionally, robot CPP algorithms involve dividing the target space into non-
overlapping cells. There are various methods for achieving space division, including
Morse-based cellular decomposition, landmark-based topological coverage, grid-based,
and graph-based methods [209]. Many CPP methods have been developed for differ-
ent scenarios, such as indoor [229, 230], outdoor [210], and 3D coverage [222, 231]. In
our work, as we deal with airway constraints, we focus on comparable scenarios of CPP
IoD with CPP robotics. Our analysis concludes that scenarios featuring road constraints
are the most similar to the IoD scenario utilized in our work. Table 4.10 shows recent

proposals that have employed road constraints in CPP for robotics.

Table 4.10: Recent proposals related to robots coverage path planning

Year ‘ Ref. ‘ CPP Approach ‘ Energy ‘ Barriers

EnviromnenJF Application

2021 | [232] | Ant Colony Avoid static and non-static | Road Surveillance
obstacles
2022 | [231] | Metaheuristic Parking Autonomous
lot, City | Road Sweeping
crossing,
Bridge
2022 | [233] | Metaheuristic Avoid obstacles such as side- | Parking lot | Autonomous
walks, flowerbeds and trees Road Sweepers
2022 | [234] | Ant Colony Road Patrol

Based on Table 4.10, the featured studies are applicable for scanning a region,
including surveillance [232], patrol [234], and road sweeping [231, 233|. These scenarios
can be divided into two types. In the first type, the robot only needs to travel along the
central street to cover the entire region (patrol and surveillance). The second type must
cover the whole region delimited by the road. For example, in the case of sweepers, the
robot needs to clean the entire area of the street, not just the center. It should be noted
that recent proposals that utilize road constraints for coverage do not prioritize energy
optimization as a crucial factor for their applications. These studies often assume that the
robots have sufficient energy capacity and, therefore, do not consider energy consumption
during path planning. However, energy consumption is a critical requirement in oD,
making it unsuitable for applying these techniques to drones directly. Additionally, the
unique characteristics of drones, such as their ability to move in three dimensions and

collaborate, must also be considered.
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4.3.1.3 CPP for IoD and Discussion

This work assumes that the IoD scenario is based on airways, meaning that drones
can only navigate within predetermined airways. As a result, we focus on applications
where airways are the only feasible route for drone flight. These airways are established to
run parallel to landways and are kept free from stationary obstructions. However, mobile
and temporary obstacles, such as the presence of animals, particularly birds, may occur
within the airways. Moreover, the airways are directed, meaning that some situations
require revisiting previously traveled paths to ensure complete coverage of the regions.

CPP for IoD poses unique requirements, combining elements of CPP for both
drones and ground robots. Specifically, it must account for 3D movement and drone col-
laboration while accommodating road network constraints, including overlapping roads.
Additionally, energy consumption is a crucial factor due to the limited battery life of
drones. Traditional CPP drone techniques often rely on geometric approaches to divide
space into cells [225]|, which are not necessary for the IoD context. Furthermore, the
IoD scenario is highly dynamic, requiring adaptive algorithms such as bio-inspired tech-
niques. To address these challenges, this work proposes an ant-colony optimization-based

algorithm for CPP in IoD, considering the energy expenditure of drones.

4.3.2 System Model

The antloD system is formally defined by the following notation.

e G = {N, A} is the graph that describes the IoD flyable airspace, where N is a set

of waypoint nodes, and A is a set of arcs;

e D={1,...,K} is the set of drones such that K is the number of drones;

k

e c7,, represents the energy coefficient of each pair of arcs (2,2) — (z,y), describing

the energy required for a flight from node x to node y given the previously visited
node z by drone k, (x,y) and (z,2) € A, and k € D. ek is a sum of three factors

zxy

(eF), + €T, +eVE), where eF), is the energy coefficient for flights straight in the
arc (z,y), eI}, is the energy coefficient for make a turn between the arcs (z, ) and
(z,y), and eV} is an energy coefficient for flights up or down in the arc (x,y). We

assume that antloD knows if there is a turn when transitioning from arc (z,x) to

arc (z,y);



4.3. Coverage Path Planning for ToD 118

e P¥ = {py,...,pn) is the path planning taken for drone k € K, in which any p € P*

represents an arc (x,y) € A, composing a sequence of arcs;

. p’z“xy € 0,1 denotes a flight of a drone k& € D from arc (z,2) € A to (z,y) € A. If

this flight occurs, p’jzy is set as 1, otherwise, 0.

Given this notation, antloD wants to minimize Equation 4.1.

Minimize
DD D gy (4.1)
keD (z,y)€A (z,0)€A
Subject to
Z prw >0V(z,y) € A (4.2)
keD zeN
o = p% Y{po, pr) — P Vk € K (4.3)
Py = PYVYP* ke K,n = |P"| (4.4)
Piy, € {0,1}(V(z,y), (z,2) € A,Vk € D) (4.5)

The optimization goal of AntloD, as stated in Equation 4.1, is to minimize the
total energy required for a given mission, taking all drones into account. Equation 4.2
ensures that each arc in the graph must be visited at least once due to the constraints
imposed by the airspace. Equation 4.3 guarantees that two consecutive arcs in a drone
path must be transactable, meaning that there should be an edge (z,z) € A and another
edge (z,y) € A. Additionally, each drone path must start and end at the same depot
to form a proper route, as expressed in Equation 4.4. Lastly, Equation 4.5 imposes the

integrity constraint on plzw.

4.3.3 CPP Method

In this section, we propose a method of coverage path planning for IoD (CPP-
IoD). Specifically, we introduce a technique that considers the IoD environment and has

the objective of balancing the energy expenditure between the drones.
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4.3.3.1 CPP Algorithm

This section describes the method used in CPP-IoD as depicted in Figure 4.7.
In the first step, we read a scenario in XML format. The initialization step consists of
generating the graph and creating a valid solution. We transform the input map into a
directed graph in the initialization. Specifically, the intersections between the airways are
the nodes, and the connections between them are the edges. Since the coverage problem
is to traverse all edges, we change the graph for the edges to become the nodes. Next, we

use the nearest neighbor heuristic to create a good solution.

Figure 4.7: CPP-IoD method overview
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Source: Elaborated by the author

After initialization, we start the method of improving and balancing the paths.
The improvement part comprises two processes: the deletion of loops and the mutation
of existing paths. The improvement stage is responsible for standardizing the distances
traveled by the drones. This step’s purpose is to make the drones’ paths similarly sized
paths. Finally, the generated paths are saved in XML format. Each path represents the
sequence of nodes for drones to follow in the map graph. The following sections detail

the initialization, path improvement, and path balance steps.

» Initialization. The first part is to generate the map graph using the XML scenario.
The idea is to construct all drone paths simultaneously using the nearest neighbor heuris-
tic. Despite being a typical heuristic for creating paths, it is necessary to modify it to
work with multiple drones. In addition, considering the IoD environment, we have the
constraint that each node might be covered more than once to reach a given segment.

Algorithm 2 presents the proposed heuristic.
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Algorithm 2: Nearest neighbor heuristic for multiple drones

Input : numberDrones D, graph G
Output: paths

1 s < randomNode(G)

2 O+ {}

3 C« CU{s}

4 paths < pathslnicialization(D, s)

5 while (|C| # |G.N|) do

6 | for (p € paths) do
7 if (|C| # |G.N|) then
8 currentNode < p[p.size — 1]
9 neztNode < getNearestNeighbor()
10 if (nextNode) then
11 p < p U {nextNode}
12 C < C U {nextNode}
13 else
14 nextNode < getNearestNode()
15 nextPath < buildPath(currentNode, nextNode)
16 p < p U {nextPath}
17 C < C U {nextPath}
18 for (p € paths) do
19 currentNode < p[p.size — 1]
20 p < p U buildPath(currentNode, s)

21 return paths

The algorithm works as follows. First, we randomly choose a node s € G to be
the depot. Next, we initialize a path for each drone (Line 4), with node s added as the
start of all paths. The algorithm continues until all nodes are traversed (Line 5). For
cach drone path (Line 6), we verify the nearest neighbor of the last node (Lines 8 and
9). Before, it is essential to check if existing nodes are available (Line 7). It is important
to check if there are still nodes available before adding another one to each path, as the
number of nodes may not be divisible by the number of drones. If a neighbor not yet
covered exists (Line 10), it is added to the current path (Lines 11 and 12). If no neighbor
is available, we choose the closest node not yet covered (Line 14).

As the chosen node is not adjacent to the current node, it is necessary to build the
path from the current node to the selected node (Line 15). Thus, we add the shortest
path between the current node and the chosen one to the current drone path (Lines 16
and 17). In the end, for all paths, we sum the shortest path to the last node included in
the depot. The time complexity of this algorithm is described as follows. The conditional
clause of Lines 7-17 has a procedure that follows the construction of a path (Line 15). This
procedure uses the traditional Dijkstra’s algorithm, with time complexity O(A+ N log N).
This procedure dominates the operations in Lines 9 and 14, being both O(NN). The loop
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structure of Line 6 iterates over all paths whose size is equal to the number of drones D.
Hence, its time complexity is O(D(A + Nlog N)). The while loop of Line 5 occurs until
the |C| = |N|. In the worst case, the size increase will occur one element by iteration.
Therefore, the time complexity is given by O(ND(A + Nlog N)). Also, the iteration of
Line 18 is dominated by the while of Line 5 since its time complexity is O(D(A+N log N)).

» Loop Deletion. After the initial path construction, it is possible to identify some
loops in the path planning that are unnecessary as depicted in Figure 4.8. Upon reaching
node i, the pink drone has two edges not yet traveled (ih and ib). Due to the greedy
strategy, the pink drone makes a decision that leads to a loop (steps i,b,¢,d,i). In the
end, the green drone traverses the edge ib. Thus, the loop performed by the pink drone
to cover the ib edge becomes unusable, and it is possible to delete it. Although the green
drone also has loops, none is delectable as it always happens that an edge belonging to
the loop is only traversed once. Therefore, deleting the loop would cause the solution to

become invalid.

Figure 4.8: Loop deletion example

d d
Ceo 0 ¢ Ceo 0 ¢
be .j‘ of be .J‘ of
ae ° oy i@ [ oy
Depot h Depot h
e1- 'u\l*uu‘ ,a,1,0, MH, 1,a 'one 1 -¢ y\'ny' , JH' ¢
Drone 2 - a,b,c,d,e.f,i,b,c,d,e,f,g,h,a Drone 2 - a,b,c,d,e.f,i,b,c,d,e,f,g,h,a
(a) Before loop deletion (b) After loop deletion

Source: Elaborated by the author

Algorithm 3 details the loop exclusion. We initialize the hash table R using the
graph nodes as a key (Line 1). For each node, we count how many times the node is
traversed in the solution (Lines 2 and 3). For each path, the loops are searched (Line
5). For each identified loop (Line 8), we check if its deletion is possible. Specifically, we
scan each loop node verifying the amount in the node hash table (Lines 9-12). If it is 1,
it cannot be deleted as the solution will become invalid. Otherwise, we delete the loop
(Lines 13-15).

The time complexity of Algorithm 3 is described as follows. The loop of Lines

2-3 iterates over all the nodes, counting how many times the node appears in the paths.
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Algorithm 3: Loop Deletion algorithm
Input : paths, graph G
Output: paths

1 R < hashTablelnicialization(G)

2 for (node € G.N) do

L R[node|] = countNodePaths(node, paths)

w

4 for (p € paths) do

5 loops <+ getLoops(p)
6 exclude < true

7 paths < paths — {p}
8 for (I € loops) do

9 for (node € 1) do

10 if (R[node] = 1) then

11 exclude < false

12 break

13 if (exclude) then

14 p < “remove the loop [ from p”
15 paths < paths U {p}

16 return paths

We have D paths, and each one has N? elements in the worst case. Thus, the loop time
complexity is O(DN3). Next, the time complexity of the loop of Lines 4-15. The for
operation of Lines 4-15 iterates D times. The operation of Line 5 iterates over all elements
of p, whose size is N? in the worst case. We will analyze the two inner loops of Lines
8 and 9 in an aggregate way. The worst case occurs when all path elements belong to
a loop (always visited once). Hence, the time complexity is O(N?) since the maximum
number of elements in a path is N2. Therefore, the total time complexity of Algorithm
3 is O(DN?3 + DN?) = O(DN?3). Although the time complexity has a high degree, we
note that the main factor is the path length. However, the path length being close to N2
will hardly occur in practical terms. In a real scenario, the airways are arranged so that
a path between two nodes does not need to go through all existing nodes, considerably

reducing the total path size.

» Mutation. Each path has nodes not deletable because they are covered by one
track. However, the path between two unique nodes can change if other drones cover the
intermediate nodes. Algorithm 4 illustrates the process of mutating a path. Initially, it
is necessary to find out for each path which nodes are unique to each (Lines 1 and 2).
Next, it checks for each pair of exclusive nodes if a path is shorter than the current one
(Lines 6-8). If it exists, we verify if the new path between the pairs of vertices returns a

valid solution (Lines 9 and 10). If positive, there is a change in the path (Line 11). The
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process continues for all unique node pairs and all paths.

The time complexity of Algorithm 4 is given as follows. We have in total D paths
(Line 1). The operation of Line 2 iterates over all elements from the path, being O(N?).
The number of unique nodes is at most N. Therefore, the inner loops of Lines 3 and 4
will occur at most N2. However, we must analyze the inner operations of Lines 5-11.
The operation of Line 6 follows the time complexity of the Dijkstra algorithm, being
O(A + Nlog N). The operations of Lines 7, 9, and 10 iterates over all the elements of
the path p. Thus, their complexity time is O(N?). Hence, the total complexity time of
the inner loops is O(N?N?) = O(N*). This way, the time complexity of Algorithm 4 is
O(DN*). Again, the main factor affecting the algorithm’s complexity is the path length
N2. However, as the graph represents an actual map, the path between two nodes will
always be shorter than traversing all the map nodes. For instance, if someone wants to go

from one intersection to another, it is unnecessary to go through all the city’s crossings.

Algorithm 4: Mutation algorithm
Input : paths
Output: paths
1 for (p € paths) do
2 U <+ checkUniqueNodes(p)
3 for (1 € U) do
4 for (j € U) do
5 if (i # j) then
6
7
8
9

newDist <— shortestPath(i, 7)
currentDist < distancePath(p, 7, j)
if (newDist < currentDist) then
newPath < changePath(p, i, j)
10 if (checkAnswer(newPath, paths)) then
11 L p < newPath

12 return paths

» Path Balancing. The last step of the algorithm is to balance the path taken by
each drone. Algorithm 5 details path balancing, an essential process that helps balance
energy consumption. In addition, the coverage process becomes faster, as the maximum
time depends on the drone that travels the greatest distance. For this, we assume that
the speed of drones is similar, which is reasonable given this scenario. The balancing
algorithm works as follows. Initially, the algorithm finds the longest and shortest paths
(Lines 2 and 3, respectively). Then the algorithm creates a new set of paths with all
drone trajectories except the smallest and largest ones (Line 5).

Next, we discover the loops in the longest path longerPath (Line 7). Loops are best
suited for transferring the path from the longerPath drone to the shortestPath drone, as
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Algorithm 5: Distance traveled balancing algorithm
Input : paths, maxzUpdate
Output: paths

1 while (cont < mazUpdate) do

2 longerPath < max(paths)

3 shortestPath <— min(paths)

4 newPaths < {}

5 newPaths <— paths — shortestPath — longerPath
6 loops < getLoops(longerPath)

7 distanceMaz < (longerPath.distance — shortestPath.distance) /2
8 CP <+ {}

9 | for (I € loops) do

10 if (1[0] € shortesPath) then

11 dist +— computeDistance(l)

12 if (dist < distanceMazx) then

13 L CP«+ CPU{l}

14 | p < getPathLonger(CP)

15 newPathA < add(p, shortesPath)

16 newPathB <+ delete(p, longerPath)

17 newPaths < newPaths U newpathA U newpathB
18 | if (newPaths.std < paths.std) then

19 ‘ paths < newPaths
20 else

21 L break

22 cont +—+=1

23 return paths

it is only necessary to check that the first node of a loop found in longerPath is part of the
path in shortestPath. The algorithm checks this step for each loop found (Lines 9 and 10).
The maximum distance the loop can have is half the difference between the length of the
longest and shortest paths (equation in Line 7). Thus, all loops that fit the rules are added
to the CP list (Lines 11, 12, and 13). Next, the longer path is added to shortestPath,
creating newPathA, and deleted from longerPath, creating newPathB (Lines 16 and 17).
Finally, the algorithm checks whether the new paths returned a smaller standard deviation
than the old ones (Lines 17 and 18). If the standard deviation is smaller, the new paths
are replaced with the original trajectories. The algorithm continues until it is no longer
possible to balance or until a maximum number of retries is reached. The complexity of
Algorithm 5 is given as follows. The operation of Line 6 returns all loops in the longer path,
being O(N?). The loop of Lines 9-13 has time complexity O(N?) since we can check if a
node is in the shortest path in O(1). The operations of Lines 15-17 has time complexity
O(N?). Therefore, the Algorithm 5 complexity is dominated by O(maxUpdate x N?),

where maxUpdate is the maximum number of times the algorithm can try to update the
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balance of the paths.

4.3.3.2 Performance Analysis

To simulate this work, we used part of the neighborhood of Ipanema beach, Rio

de Janeiro, Brazil. Figure 4.9 illustrates some resulting graphs. Figure 4.9a represents
the directed graph created from the original street directions. The scenario used has

approximately 15,150 m of airways. As the intention is to cover the airways, Figure 4.9b
represents the inverted graph transformation, in which the airways become the nodes.

We perform the tests considering 2 to 10 drones. For each number of drones used, 30
simulations were performed, varying the depot location.

Figure 4.9: Graph used (a,b), path planning examples for two drones (¢ and d) and four
drones (e, f, g, and h)
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Figure 4.9 illustrates two examples of path planning results. The first one is the
CPP for two drones. Figure 4.9c shows the path planning result for the first drone and
Figure 4.9d for the second one. The first example shows that drone 1 has most of its path
at the bottom of the map and drone 2 at the top. The second example is the CPP for
four drones. Figures 4.9e, 4.9f, 4.9g, and 4.9h represent the drones 1 to 4, respectively.

The red dot represents the depot.

» Path Planning Analysis. Figure 4.10 presents the results of the analysis carried out
for the generation of the CPP and the path balancing. To evaluate the path planning, we
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considered two metrics: average total traveled distance and average distance traveled by
drone. Figure 4.10a shows the results of the total average traveled distance considering
all drones used. We observe that the more drones we add, the greater the total path
traveled. Another point is that for all cases, the removal of loops decreases by an average
of 9.59% (see Table 4.11) compared to the nearest neighbor heuristic. Next, we applied
the mutation algorithm after removing loops. With this application, the paths decreased

by an average of 12.46%, as shown in Table 4.11, compared to the baseline.

Figure 4.10: CPP-IoD results
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Table 4.11: Reduction of distance traveled

# Drones | Loop deletion (%) | Mutation (%)
2 3.80 4.64
3 6.63 8.62
4 7.22 11.25
B! 11.30 14.42
6 11.35 15.52
7 11.24 14.64
8 11.94 15.30
9 11.55 14.11
10 11.34 13.65

Average 9.59 12.46

Figure 4.10b shows the average distance traveled by drones. This result indicates
that by adding drones, the length of the path taken by each drone decreases. The increase
of drones can lead to better coverage in a shorter time and enable drones with greater en-
ergy capacity to perform spatial applications. However, the overall cost of the application
becomes higher as more drones are needed. Furthermore, considering an IoD scenario in
which other applications use the airways, more drones can congest the airways. Thus, the
number of drones used depends on the application and purpose. Applications related to
safety, health, and saving human lives may require a greater number of drones, not being

relevant to the higher economic and energy cost.
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» Path Balance Analysis. The second step of the CPP-IoD is to balance the length
of the path taken by each drone. Figure 4.10c shows the longest existing path before
and after balancing. Since drone speeds are similar, the total mission time tends to be
similar to the time needed to travel the longest path. Therefore, decreasing the longest
path diminishes the full-time drones take to cover the delimited area. Consequently, the
increased path uniformity represents a distribution of energy consumption between the
drones.

Figure 4.11 presents the metric of how much path uniformity increased after using
the balancing algorithm. The greater the number of drones, the greater the difficulty in
balancing the paths, i.e., there is a greater difficulty in finding trajectories suitable to be
transferred to other drones. Thus, in this scenario, the rate increases more than 80% by

using up to three drones. However, the uniformity rate of seven or more drones increases
by less than 30%.

Figure 4.11: Increased uniformity between paths
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Figure 4.12 presents an example of CPP for ten drones. We observe that the bal-
ance of distance through loops is more challenging to be performed. This is because some
paths do not have secondary loops, such as drone 1 (see Figure 4.12a), which performs
a circuit from the depot until it returns to the same exit point. Another observation in
this example is that the more drones, the more edges are repeated, such as the arrival
and departure edges of the depot used by all drones. The edge repetition also happens
because the edges are directed. In future work, we will carry out an analysis of undirected

and overlapping airways.
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Figure 4.12: Path planning example for ten drones before path balancing
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4.3.4 AntloD Method

In this section, we propose an Ant Colony Optimization (ACO) Algorithm for CPP

in IoD (AntloD), considering energy consumption. Our goal is to enhance our previous

work using ACO metaheuristic.

4.3.4.1 Energy Consumption Model

Abeywickrama et al. [235] proposed an energy model for drones used in this work.

They conducted experiments using an Intel Aero Ready to Fly Drone with Dualsky 4000
mAh 4S 25¢, ECO-S LiPo batteries to develop an energy consumption model (ECM). The
ECM includes on-ground power consumption (idle and armed mode), take-off, horizontal
and vertical movements (upward and downward), hovering, and the payload. However, in
this work, hovering is not required for any movement. Therefore, the energy consumption
model for the ToD scenario only considers horizontal and vertical movements. It is also
assumed that all drones require the same amount of energy to take off, and this value is
not included in the energy optimization since it is only performed once. Hence, Equa-
tion 4.6 represents the energy consumption for a drone during a straight flight (horizontal

movement).
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Etraight = 308.709t — 0.852 (4.6)

where ¢ represents the time and Ejgyyign represents the energy in joules. Equations 4.7

and 4.8 represent the energy in joules to climbing and descending, respectively.

Eup = 315d, — 211.261 (4.7)

E gown = 68.956d — 65.183 (4.8)

where d; represents the vertical distance traveled upward in meters, and d, is the distance
traveled downward. We also consider that all drones will have the same payload, and,
thus, for this reason, this expenditure was not considered. To summarize, to design
a coverage path planning in an airway-based IoD, the most important movements are
flinging straight, down, and up. Another important point is turning. Turning can expend
a significant amount of energy. Abeywickrama et al. [235] did not consider the expense
of turning a drone. However, For this reason, we consider the turn model of [236]. The

value of Eyyrqy is given by Equation 4.9.

Ad

Wturn

Eturn = Prurn (4.9)

where Py is equal to 225 W /s, wyyr, is 2.1 rad /s, and A# is the angle of the turn.
Although we have considered the energy consumption values, using other energy models

as input in the AntloD algorithm is possible.

4.3.4.2 Mathematical Formulation

AntioD can simultaneously control the movement of K drones, each represented
by an ant. To ensure that all edges are covered while adhering to directional airway con-
straints, ants may need to reuse edges that they or other ants have previously traversed.
Moreover, to address energy consumption concerns, the previous vertex is crucial in deter-
mining whether a drone will change direction. For instance, if ant F' is located at node C'
(see Figure 4.13a), there are two possible paths to take: edge (C, D) = path, = {A,C, D}
(Figure 4.13b) or edge (C, B) = path, = {A, C, B} (Figure 4.13c). While traversing path,,
it is essential to account for the energy required to turn in edge (C, D).

It is only possible to know that a curve will occur by knowing the previous vertex

that the forming traversed. This situation affects the probability that an ant selects the
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Figure 4.13: Example of turn influence in a path
®0-0 GO-O08® @00
(a) Ant F' in node C (b) Ant F in node D (c) Ant F' in node B

Source: Elaborated by the author

next node. Thus, the Pfxy transition probability equation that ant k selects the next vertex

y from the vertex = considering the ant already taken vertex z is defined by Equation 4.10.

E_ [szy ()]~ [nzwy (t)]ﬁ
o = S ey D) 1oy (O (4.10)

where 7,,,(t) is the pheromone quantity of the edge (x,y) given that the ant has already

traversed the edge (2, ) in the iteration ¢ and 7,4, (¢) is the pheromone value. N¥, is a set
of vertices where an ant k can move from vertex x given that ant traversed the node z.

The pheromone update after each t iteration is given by Equation 4.11 and Equation 4.12.

K
k=1
1
AT,fmy(t) _ ) E; (2,2, y) € pr (4.12)
0 otherwise

where o is the pheromone evaporation coefficient, py is the path of ant k£, Afoy(t) repre-
sents the pheromone deposited in edge (z,y) given edge (z,z) by ant k in iteration ¢, and
E} is the energy cost of the path constructed by ant k. E} is calculated considering the

equations in Section 4.3.4.1.

4.3.4.3 AntloD Algorithm

Algorithm 37 details the ACO considering energy for IoD. The algorithm takes
in a graph G and an initial pheromone value A, then initializes the pheromone table
tableP (Line 1). Each triple (z,z,y) in the table has a pheromone value and a selection
probability. The while loop in Line 4 controls the number of iterations the ACO algorithm
runs for, and the algorithm terminates if there is no improvement in the result after T’
iterations.

Each drone path starts with a randomly chosen edge (Lines 7-10). Set C' keeps

track of all edges that have been traversed. The algorithm ensures that every drone takes
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Algorithm 6: AntloD

Input : numberDrones D, numberlterationsT, graph G, initialPheromone )\, evaporationCoefficient o
Output: paths

1 tableP < tablePheromonelnicialization(G, \)

2 bestPaths + {}

3 count <0

4 while (i < I or count <T) do

5 paths < {}

6 C+{}

7 for (k€ D) do

8 s < randomEdge(G)

9 pathslk] < paths[k] U s
10 C+CUs
11 while (|C] # |G.E|) do
12 for (k€ D) do

13 if (|C| # |G.E|) then

14 x + lastNode(path[k])

15 possibleEdges < {}

16 for (y € G.adjfz]) do

17 if (y ¢ C) then

18 | possibleEdges Uy

19 if (possibleEdges # @)

20 then

21 ChosenEdge < RWS (pathlk], possibleEdges, tableP)
22 pathlk] < path[k] U ChosenEdge
23 C + C U ChosenFEdge

24 else

25 W « BFS(pathlk], C)

26 ChosenPathEdge < RWS(pathlk], W, tableP)
27 path[k] < pathlk] U ChosenPathEdge
28 C + C U ChosenPathEdge
29 paths < buildPath(paths)
30 if (sum(paths) < sum(bestPaths)) then
31 bestPaths < paths
32 count < 0
33 tableP + tableUpdate(G, paths, o, tableP)
34 count < count + 1
35 1+ 1+1

36 return bestPaths
37 Source: Elaborated by the author

at least one unused edge. The while loop in Line 11 controls if all the edges were added in
set C. For each drone k (Line 12), the algorithm gets the last node in its path (Line 14).
In Line 15, the algorithm checks if the node has any adjacent edges that any drone has
not traversed. If such an edge exists, it adds it to the set possibleEdges (Lines 16-18).
The algorithm selects an edge from the set possibleEdges for the drone k. The selection
uses a roulette wheel selection, which considers the last node, the set of possibleEdges,
and the pheromone table tableP (Line 21). The edge selected is added in set C' (Line 22).

If no adjacent edges are found, a Breadth First Search (BFS) is performed to find
all edges at the same distance as the last node added to the path of drone k, and these
edges are added to a set W (Line 25). The new edge w € W, w ¢ C is selected using
the pheromone table and roulette wheel selection, considering all nodes and edges from

the last node to the new edge w (Lines 26-28). This selection will result in a path from
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the last node added to the new edge w (ChosenPathEdge). The drone k path and the
set C' are updated, and if the current solution is better than the current best solution,
tableP is updated with new pheromone values and probabilities based on the selected
edges (Line 29). Finally, the best path is returned when the algorithm terminates.

If the current node has no untraversed adjacent edges, we use a Breadth First
Search (BFS) to discover nearby unexplored edges close to the last node added to the
path of drone k (Line 25). We consider all edges equidistant to the last node added
to the path of drone k and add them to a set W. Using the table of pheromones, we
choose a new edge w € W, such that w ¢ C. In Line 26, we make this selection using a
roulette wheel based on the probabilities of each edge w € W being selected in the table of
pheromones. Specifically, we consider the entire path from the last node to the new edge
w to calculate the probability of w being selected. Then, we update the path of drone k
and set C' (Lines 27-28). In Line 29, for all paths, we sum the energetically least costly
path from the last included node to the source depot using the Dijkstra algorithm. At the
end (Line 30), we check if the current solution is better than the current best solution.
If it is, we update the tableP with new values of pheromones and probabilities based on
the evaporation coefficient o and the edges selected in the paths. Finally, the best path
is returned at the end of the algorithm.

The time complexity of Algorithm 37 can be analyzed as follows. The outer while
loop in Line 4 runs for [ iterations. The while loop in Line 7 iterates over the set of
drones K = D, which has a maximum size of |K|. Lines 11-13 are executed |E| times
in total. Within this loop, the for loop in Line 12 iterates over all adjacent nodes to the
current node, which has a maximum size of |[N|. In the worst case, the BFS in Line 25
takes O(N + E) time to find all adjacent nodes to the current node that have not yet
been visited. To compute the return path for each drone using Dijkstra’s algorithm in
Line 29, the time complexity is KO(FE + N log N). Therefore, the total time complexity
of the algorithm is O(I(K + E(N + E) + K(E + Nlog N))), which can be simplified to
O(I(E* + E(N +1log N))). Since the number of edges E dominates the number of nodes
N and drones K, we can simplify the time complexity to O(E?).

4.3.4.4 Simulation Setup

AntloD was subjected to evaluation in two distinct scenarios. In the first scenario,
a section of the Ipanema beach neighborhood in Rio de Janeiro, Brazil, was utilized
(Figure 4.14a). The Ipanema neighborhood was selected due to its resemblance to a grid-

like structure, a common characteristic among many cities. The second scenario involved
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the Riverside and Ridgemont neighborhoods in Ottawa, Ontario, Canada (as depicted in
Figure 4.14b). This region was chosen specifically because it does not exhibit a grid-like
topology, thus enabling the assessment of AntloD’s performance in different situations.

In both scenarios, two overlapped altitudes were used for the airways.

Figure 4.14: Scenarios overview

(a) Ipanema, Rio de Janeiro, Brazil with two (b) Riverside neighborhood in Ottawa, On-
altitudes of airways tario, Canada with two altitudes of airways

Source: Elaborated by the author

The drones must use edges connecting the different altitude levels to transition
between altitudes. Each node was connected to both altitude levels via a direct edge,
but certain edges were designated for drones ascending or descending. The direction of
each edge was randomly assigned at the start of each simulation, and the same scenarios
were utilized throughout all simulations conducted. We conducted 30 simulations of each
algorithm for both scenarios, and the results were determined based on the average value
of these 30 runs, with a 95% confidence interval.

Table 4.12 provides detailed information on the parameter values used in AntloD,
which were also utilized in the ACO comparison algorithm. These parameter values
were consistent across all simulations. The energy consumption was calculated using the
equations presented in Section 4.3.4.1. The drone speeds were set at 3m/s to conform
to the constraints of this model. Additionally, the first altitude was established at 3m,
while the second altitude was set at 6 m. However, for other ECMs that do not have
altitude or speed constraints, AntloD can be customized to operate at any altitude or
drone speed. Each drone was initialized on a different node and must return to its origin
node. However, we can easily modify the algorithm so that all drones begin the mission
at the same depot (only one position is randomly chosen for all drones to start) or end at

different depots (the return path is not added to the solution).
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Table 4.12: ACO paramenters

Parameter ‘ Symbol ‘ Value
Pheromone Initial A 0.1
Evaporation Coefficient o 0.001
Iterations 1 3000
Threshold T 1000

4.3.4.5 Performance Analysis

This section analyzes AntloD compared to recent algorithms adapted for the ToD
scenario. Firstly, we outline the algorithm used for comparison and the metrics employed.
Subsequently, we discuss the results of the energy consumption of the entire path, turn
movement energy consumption, and vertical movement energy consumption. To perform
our simulations, we use Python 3.9.13. We compare AntloD with three other algorithms,

as detailed below.

e ACO: the ACO comparison method employed in this study was based on the ap-
proach presented in [234]. This choice was made because Fan et al. [234] proposed a
multi-robot path planning approach that considers constraints imposed by the road
network, making it similar to the IoD scenario. However, they used an undirected
graph and assumed that two robots could not occupy the same node simultaneously.
To adapt this algorithm to the IoD scenario, we modified it to use a directed graph
and allow multiple nodes to be occupied at the same time since our objective is only

to construct the path offline;

e BA*: BA* is based on Boustrephedon motions, a kind of zigzag motion [231]. We
chose this heuristic because it is widely used in constructing metaheuristics for CPP.
We adapted the idea proposed in [231] for the ToD scenario. For comparison, we did
not use the Inward Spiral stage, as we consider that it does not apply to the airway

scenario.

e CPP-IoD: We compared AntloD and CPP-IoD which also focuses on the IoD sce-
nario. We selected this work as it has the most comparable scenario for our evalu-
ation. However, our previous work does not address energy optimization based on

path optimization, which is the main focus of our proposed algorithm.

Our performance evaluation primarily focuses on analyzing the energy consumption
of drone movement. Specifically, our results are based solely on the energy expenditure

associated with drone displacement and do not consider other potential energy costs that
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may arise during a drone mission. For the performance evaluation, the following metrics

were considered:

e Average path planning energy consumption: evaluates the average energy consumed

by all drones in a cover mission;

e Average path planning energy consumption per drone: evaluates the average energy

consumed by drones in a cover mission;

Average turning movement energy consumption: evaluates the average energy con-

sumed for the turning movement by all drones in a cover mission;

e Average number of turning movements: evaluates the average number of turns made

for all drones in a cover mission;

e Average vertical movement energy consumption: evaluates the average energy for

drones flight upward and downward consumed by all drones in a cover mission;

e Average number of vertical movements: evaluates the average number of times that

drones change airways in a cover mission.

» Path Planning Energy Consumption. This section presents an energy consump-
tion analysis for a coverage mission in two scenarios, namely, Ipanema and Riverside. The
number of drones used for the mission varied from 2 to 10. Figure 4.15 illustrates an ex-
ample of the result for all algorithms in the Ipanema scenario considering 3 drones. Upon
a detailed analysis of the results, specific characteristics were observed in the generated
paths by the algorithms, as depicted in Figure 4.15. The ACO algorithm faced chal-
lenges in generating paths with fewer edge repetitions and showed a frequent movement
of descent or ascent. While the BA* algorithm produced satisfactory results for drone 1,
it struggled to find efficient paths for the other drones due to the unavailability of easy
routes for zigzag movement. The CPP algorithm displayed a higher frequency of turning
movements compared to the first generated path to the other paths.

Figure 4.16a illustrates the results obtained for the Ipanema scenario. We observed
that the ACO algorithm had the worst performance compared to the other algorithms for
varying numbers of drones. This can be attributed to the fact that the ACO algorithm
selects the next edge to be covered based on a random selection, which may result in
suboptimal paths. Moreover, the CPP-IoD algorithm showed a rapid increase in energy
consumption as the number of drones increased, surpassing the ACO algorithm’s perfor-
mance. This is likely due to the restrictions in the scenario, which make it challenging for
the CPP algorithm to operate efficiently, such as the scenario being almost a complete

grid.
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Figure 4.15: Example of results for Ipanema using 3 drones
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On the contrary, this scenario proves to be favorable for the performance of BA*
since it allows the construction of zigzag paths to cover the designated area efficiently.
However, neither ACO and BA* nor CPP-IoD algorithms consider the energy consump-
tion involved in horizontal, vertical, and turning movements during path construction. In
contrast, our proposed algorithm outperforms all other algorithms in all drone tests con-
ducted in the Ipanema scenario since it considers energy expenditure in its optimization

process.
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Figure 4.16: Path planning results for both Ipanema and Riverside scenarios
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Figure 4.16b illustrates the results obtained for the Riverside scenario. In contrast
to the Ipanema scenario, the Riverside scenario is unsuitable for the BA* algorithm be-
cause it does not have a grid structure, making it challenging to generate zigzag paths.
However, the CPP-IoD algorithm performed better in this scenario because it prioritizes
finding the nearest neighbor, and there are fewer nodes to cover. On the other hand, the
ACO algorithm had the worst results. This occurs because the ACO does not use energy
as a parameter and randomly chooses new areas to be covered. The AntloD algorithm
consistently outperformed all other algorithms for all numbers of drones.

Figures 4.16c and 4.16d show the average energy expenditure by drones in Ipanema
and Riverside respectively. We observed that as the number of drones increased, the aver-
age energy expenditure per drone became closer. In the Riverside scenario, the difference
in the average energy expenditure per drone generated by the AntloD algorithm is more
pronounced when compared to the other algorithms. This is because the Riverside sce-
nario has specific design features, such as the mapping of road crossings, and is different
from a grid-like structure.

The average improvement for each algorithm concerning AntloD is tabulated in

Table 4.13. A significant improvement of 45.95% was observed for the Riverside scenario
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compared to the ACO algorithm. On the other hand, a smaller improvement of 10.15%
was observed for the CPP algorithm in the Riverside scenario. However, all the algorithms

resulted in an improvement in the energy consumption for the given mission.

Table 4.13: Reduction of energy consumption

Ipanema (% Riverside (%
# Drones BA*pCPP—Io]g )ACO BA* | CPP—IoD( | )ACO
2 15.49 8.89 | 16.90 | 33.30 2.96 | 39.72
3 14.70 1330 | 22.51 | 32.07 5.04 | 41.56
1 15.04 11.65 | 22.94 | 31.34 8.20 | 45.59
5 14.75 16.22 | 22.49 | 29.76 10.11 | 45.76
6 14.94 17.91 | 22.54 | 30.00 11.14 | 48.20
7 1433 | 2204 | 2393 28.26 8.09 | 46.83
8 13.62 | 2658 | 25.57 | 28.33 11.46 | 47.47
9 1372|2840 | 25.81 | 27.78 14.57 | 47.94
10 13.74 | 30.65 | 27.39 | 27.69 19.86 | 50.53
Average | 14.48 | 19.51 | 23.34 | 29.83 | 10.15 | 45.95

» Turning Movement Energy Consumption. We analyzed the energy costs of
turning movements, calculated by Equation 4.9. For each angle of turning, distinct energy
consumption is associated. Figure 4.17a shows the average energy expended by all drones
for turning movements in the Ipanema scenario while varying the number of drones used in
the mission. We observed that BA* and AntloD algorithms achieved similar results, likely
because the grid-like structure of the scenario facilitates zigzag movements in the BA*
heuristic, thereby avoiding many turns. Despite this advantage, the AntloD algorithm
also achieved good results in this metric. However, the CPP-IoD and ACO algorithms
spent significantly more energy in turning movements, as they prioritize finding paths
based on distance rather than energy cost.

Figure 4.17¢ shows the average number of turns performed by all drones in a
mission in Ipanema. From the analysis, it was observed that the optimization of turn
costs is not highly significant. This can be attributed to the fact that the drones must
perform numerous turning movements in the Ipanema scenario to accomplish the coverage
task. Additionally, since the edges in the scenario are directed and limited by airways,
they limit the drone’s movement options, thereby leading to an increase in the number of
turns executed.

The analysis of the energy costs related to turning movements in the Riverside
scenario revealed a higher expenditure than in the Ipanema scenario, as depicted in Fig-
ure 4.17b. The ACO algorithm performed poorly in all cases, selecting edges to be covered
randomly without considering energy consumption. The AntloD algorithm demonstrated
its ability to minimize energy expenditure in turning movements, particularly in scenarios
unfavorable to the BA* heuristic, such as the Riverside scenario. The CPP-IoD algo-
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Figure 4.17: Turning movement results for both Ipanema and Riverside scenarios
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rithm showed a decline in performance as the number of drones increased, surpassing the

performance of the BA* algorithm.

The Riverside scenario features modeled corners that allow for a representation

of a two-way airway, resulting in a greater number of turns and more significant energy

expenditure when compared to the [panema scenario. Figure 4.17d illustrates the average

number of turns in each simulated scenario for Riverside.

Notably, the difference in

the number of turns between AntloD and the other algorithms is more prominent in

this scenario. However, it is essential to note that the number of turns alone does not

accurately represent the energy expenditure, as each angle has a different associated

energy cost.
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Table 4.14 summarizes the improvement results of the ACO algorithm compared to
other algorithms, considering the number of turns. A significant improvement of 40.54%
was observed for the Riverside scenario compared to the ACO algorithm. On the other
hand, a smaller improvement of 2.27% was observed for the BA* algorithm in the Ipanema
scenario. However, all the algorithms have resulted in an overall improvement in the

energy consumption for the given mission.

Table 4.14: Reduction of energy consumption in turning movements

4 Drones Ipanema (%) Riverside (%)
BA* | CPP-ToD | ACO | BA* | CPP-ToD | ACO
2 5.88 5.59 | 18.07 | 17.20 9.88 | 31.28
3 - 9.27 | 2295 | 1791 11.88 | 35.09
4 0.29 6.48 | 19.46 | 17.60 12.93 | 40.46
) 1.99 13.53 | 19.41 | 18.90 16.35 | 40.25
6 3.39 16.61 | 19.42 | 19.15 16.84 | 43.88
7 1.76 23.01 742 | 17.47 16.11 | 39.97
8 2.04 28.95 | 17.08 | 16.57 16.32 | 42.57
9 0.99 32.82 6.56 | 17.18 23.37 | 43.16
10 4.71 36.52 5.11 | 17.03 26.96 | 48.25
Average | 2.27 19.19 | 15.05 | 17.66 16.73 | 40.54

» Vertical Movement Energy Consumption. We examine the energy costs of
vertical movement, representing the upward and downward flights. Changing altitudes is
a significant expense in drone missions. The vertical direction is calculated using Equa-
tions 4.7 and 4.8. Figure 4.18a shows the average energy expended for vertical movements
by all drones in a mission, with varying numbers of drones used in the Ipanema scenario.
We observed that CPP has a higher average energy consumption for vertical movements,
which increases more rapidly as the number of drones increases compared to the other
algorithms.

ACO has the worst results and a considerable confidence interval. This is because
when a drone is in a node without uncovered edges, ACO randomly selects a new edge
to be covered, and the results may vary considerably. Consequently, ACO requires much
more vertical movement because it takes time to locate uncovered edges, causing the
drone to fly more than necessary. On the other hand, AntloD has the best performance
in vertical movements as it searches for solutions in which drones do not need to change
altitude unnecessarily.

A similar result runs into the Rivesrside scenario. Figure 4.18b shows the average
energy spent for vertical movements performed by all drones in a mission, varying the
number of drones used. Once again, ACO had the worst performance, while AntIoD ob-
tained the lowest energy average for vertical movement compared to the other algorithms.
Comparing the results with those obtained in the Ipanema scenario, it is observed that the

CPP-IoD algorithm had a more unstable effect in this scenario. However, the number of
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Figure 4.18: Vertical movement results for both Ipanema and Riverside scenarios
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climbs and descents may not directly represent energy expenditure, as the energy expen-

diture depends on the distance traveled by the drone in the vertical direction. Therefore,

short vertical stretches may be more advantageous than following a long path at the same

height. Nevertheless, the energy expenditure results reflect the number of ascents and
descents (Figures 4.18¢ and 4.18d). Table 4.15 illustrates the improvement of AntloD

compared to other algorithms regarding the number of vertical movements. The best

improvement was observed in the Ipanema scenario, with 63.23% compared to the ACO

algorithm. AntloD did not outperform the CPP algorithm for 2 drones in the Riverside

scenario. The algorithm has generally improved by at least 15.04% in the number of verti-

cal movements. Overall, the AntloD algorithm’s performance was noteworthy in reducing
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the number of vertical movements.

Table 4.15: Reduction of energy consumption in vertical movements

Ipanema (% Riverside (%
# Drones BA*pCPP—Io]g )ACO BA* | CPP—IoD( | )ACO
2 46.95 21.02 | 76.44 | 20.28 -] 3343
3 2046 | 3488 | 70.80 | 16.93 22.67 | 31.29
4 39.07 | 25.76 | 7243 | 21.07 1243 | 38.22
5 2359 | 34.34 | 64.62 | 21.07| 2567 | 39.10
6 18.34 1449 | 64.95 | 20.16 18.84 | 38.62
7 2138 | 33.89 | 57.95 | 17.21 18.92 | 40.70
8 1473 3234 | 62.08| 22.26|  05.09 | 41.85
9 13.42 37.77 | 4854 | 17.88 26.15 | 46.40
10 22.22 36.52 | 51.34 | 13.57 12.63 | 44.14
Average | 25.46 | 30.11 | 63.23 | 18.93 | 15.04 | 39.30

4.4 Final Remarks

In this section, we present a way of organizing the airspace using airways. We
propose that the airways be overloaded on the land routes. In addition, we classify
between public and private airways. The public ones are for all drones, and the private
ones are for the exclusive use of the government or companies. Furthermore, we consider
that the airways can be overlapped and that drones can change altitudes between them.
This organization is considered in all protocols and methods developed in this thesis
project.

We presented a comprehensive guideline for designing drone delivery decision sys-
tems. Specifically, our contribution lies in providing a systematic approach that facilitates
the development of drone delivery decision systems. The proposed method considers why;,
where, and when to use drone delivery. Our approach covers the definition of the Internet
of Drones and is validated using real-world data. Additionally, we design an algorithm
for distributing points that can serve as depots or droneports. We applied our method
to a case study, and our results show that employing our guideline in decision systems
decreases the delivery time by 49% compared to real delivery time.

We also devised a method for building coverage path plans for multiple drones in
the context of IoD. The process has two steps: path planning improvement and balancing
the paths between the drones. Our results showed a decrease in the distance traveled
by the drones to cover the evaluated area. Specifically, there was an improvement of

approximately 9.59% in the cost of results when using the loop deletion heuristic and
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12.46% when using the loop deletion heuristic and mutation algorithm. For balancing,

the fewer drones used, the better the results obtained.
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Chapter 5

Routing Protocols for Internet of

Drones

In this Chapter, we discuss two protocols for airway-based IoD. In Section 5.1, we propose
a Geocast Routing Protocol for the Internet of Drones (IoDGR). Subsection 5.1.1 presents
the preliminary concepts for loDGR. Subsection 5.1.2 discusses essential aspects to con-
sider when developing geocast protocols for IoD. Subsection 5.1.3 presents the related
work. Subsection 5.1.4 details the system model of [oDGR. Subsection 5.1.5 describes
the IToDGR protocol. Subsection 5.1.6 details the simulation modeling, and Subsection
5.1.7 discusses the results. Finally, Subsection 5.1.8 presents the final discussion about
the IoDGR.

In the sequence, we introduce the Position-based Routing Protocol for Software-
Defined IoD (PSDIoD) (Section 5.2). This protocol seeks to consider an IoD scenario
with Software Defined Network (SDN). Subsection 5.2.2 presents the related work. In
Subsection 5.2.3, we introduce the proposed protocol. In Subsection 5.2.4, we specify the
performance setup and we detail the evaluation results. In Subsection 5.2.5, we have a
final discussion about the PSDIoD protocol. Finally, we have the final remarks in Section
5.3.

5.1 IoDGR

In IoD, there are scenarios that will need to block different airways, such as in
firefighting, places with risk of explosion, safety during major events, to name a few. In
this case, we will need to use a routing protocol that transmits a message warning all
drones in a certain region informing them of the blocked airways. A suitable protocol for
this situation is a geocast protocol, i.e., a protocol responsible for delivering messages to a
set of nodes identified by their geographical location [237]. In this Section, we introduced
the Geocast Routing Protocol for the Internet of Drones (IoDGR), which is the first one
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to consider a geocast approach for IoD.

5.1.1 Preliminaries

In an IoD scenery, ZSPs are responsible for controlling the access to the airspace
and path planning [5]. The airspace is divided into zones, and each one can have one or
more ZSPs. The airways can exist at the exact location at different altitudes (see Figure
5.1). The ZSP might eventually deal with some airspace constraints when creating a path
planning. The restrictions have three levels: mandatory, schedulable, and unpredictable.
The constraint degree is not related to the reason for blocking airways but to the place

and time of airway blockage. In the following, each degree is detailed.

e Mandatory constraints: it is when we have deactivated airways or private air-
ways. For example, the government can own private airways, and thus, ordinary
drones cannot be used for safety reasons. ZSPs know this restriction and already
consider it for path planning. Also, this type of restriction is unlikely to change over

time;

e Schedulable constraints: it is when we have, for some reason, airways blocked
frequently. For instance, an airway over a stadium can be frequently blocked during
events and matches. However, this type of blocking has a well-defined place and
time for occurrence. Similarly to what happens in mandatory constraints, ZSPs also

can easily prepare for schedulable restrictions;

e Unpredictable constraints: it is when something unusual happens (e.g., the
occurrence of a fire, as depicted in Figure 5.1). This restriction can occur anywhere,
at any time, and for an indeterminate time. However, in the fire example, airways
around the event are expected to be blocked. ZSPs can not prepare in advance
for this type of restriction. Thus, drones around that region can have their routes

changed for safety.

A geocast routing protocol transmits the message to a group of nodes considering
their geographical location [237]. The IoDGR protocol sends a warning message in cases
of unpredictable constraints. In this case, an alert message must only be delivered in a
region where unexpected restrictions will be applied, so a geocast protocol is suitable.

Protocols designed for VANETSs and traditional UAV networks do not meet all
requirements for IoD. Table 5.1 presents some protocol requirements for VANETS, tradi-

tional UAV networks, and IoD. An important point to be discussed is network manage-
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Figure 5.1: Illustration of a risk scenery with multiple and overlapping airways at different
altitudes in the IoD

Source: Elaborated by the author

ment. In IoD, ZSPs are responsible for carrying out the control and coordination of the
drones. Additionally, the ZSP needs to organize and manage the drone’s access to the
airspace. Specifically, IoD is more like a VANET, which has a Road Side Unit to control
the traffic of vehicles. On the other hand, a traditional UAV network does not include
drone control in a zone.

The speed of nodes, mobility, and use of defined roads or airways have crucial
differences when we compare UAVs to VANETs. In VANETS, the nodes can have high
speed, but in IoD and traditional UAV networks, their speed is usually higher in urban
scenarios. Mobility in VANETSs happens in 2D and in UAVs in 3D for both traditional
UAV networks and ToD.

Note that airways make IoD closer to VANETSs. However, in IoD, we have the
presence of airways at different altitudes and even overlapping. Therefore, IoD has some
requirements similar to VANETSs and traditional UAVs but also have some particularities
(e.g., drones move fast over the airspace limited by the airways [48], drones are regulated
and managed by ZSP, and the structure of the airways influences the network topology).

ZSPs also influence the power supply. In the IoD architecture [5], ZSPs are ex-
pected to manage the energy of each drone in the network. For instance, ZSPs can

schedule the drones’ recharge stops, given their battery’s short lifetime.
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Table 5.1: Some protocol requirements for VANETS, traditional UAV networks and IoD

Requirement\ VANET \ Traditional UAV

| IoD

Management | A Road | Drones in a given region do | All drones in a given region
Side Unit | not coordinate access to air | coordinate access to the air
(RSU) co- | space. Collaborations between | space. ZSPs carry out this
ordinates | multiple drones and multiple | control and coordination
vehicles swarms can occur. However,
in a given | each drone or swarm is gener-
region ally controlled individually

Speed of | High High, usually more than | High, wusually more than

nodes VANETS in urban scenarios VANETS in urban scenarios

Mobility 2D mobil- | 3D mobility 3D mobility and use of airways
ity at different altitudes (see Fig-

ure 5.1)

Use of defined | Use of | Use of airways is not necessary | Use of airways is necessary

roads or roads is

airways necessary

Power Supply | Battery; Battery; lifetime usually low | Battery; lifetime usually low.
lifetime However, the ZSP is responsi-
usually ble for energy management.
high

5.1.2 Geocast Routing Protocol Design for IoD

As mentioned, the IoD scenario has unique characteristics when designing geocast

protocols. It is a fact that 3D mobility and high node speed impact the use of existing
geocast protocols (i.e., VANETS and traditional UAV protocols) in IoD [7]. However, the

use of airways at different altitudes is an issue that influences the use of geocast protocols

for UAV networks developed until then, mainly in sparse scenarios. Figure 5.2 shows

some examples of airway issues.

5.1.2.1 Collision Problem

In Figure 5.2a, the source drone wants to transmit a message. Drones b and c

are at the same distance x from the source drone. Considering transmission based on

distance, drones b and ¢ will schedule a message at a similar time ¢. If drones b and ¢
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Figure 5.2: Examples of design issues of IoD routing protocols

<—
Airway 2

—_—>
Airway 1 : source

—>
Airway 0 -

(a) Collision problem (b) Direction problem

t=0

connected disconnected

(c¢) Dynamic topology change problem

Source: Elaborated by the author

start transmitting an alert message at time ¢, a collision can happen on drone d. That
collision scenario only exists due to airways’ existence at different altitudes. Using airways

at different elevations can lead to other collision scenarios.

5.1.2.2 Direction Problem

Figure 5.2b illustrates the message propagation direction problem. In a VANET
scenario, in some cases, routing protocols assume that a message should only be prop-
agated to destinations heading toward the vehicle that wants to transmit the message.
Thus, these protocols consider a single-direction message propagation. For instance, when
an accident occurs, it is assumed that only vehicles heading toward the accident should
receive an alert message, as the road will be blocked. In an IoD scenario, there is no
guarantee that single-direction propagation can be effective. This is mainly a problem in

sparse scenarios. As shown in Figure 5.2b, if the source drone transmits an alert message,
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drones e and f can be chosen to retransmit the message. In this case, the drone e will
retransmit the message due to the single-direction approach and the airway 1 direction.

Therefore, drone g may never receive the alert.

5.1.2.3 Dynamic Topology Change Problem

Another critical issue is the high mobility of nodes. As illustrated in Figure 5.2c,
a possible scenario is a node at the boundary of the source node transmission range. In
this example, the two nodes are going in the same direction and at the same speed. At
first, it can be expected they remain connected at moments ¢ = 0 and ¢ = 1. However,
a node can go up and down within the airway boundaries. Thus, if the node is at the

transmission range boundary, it can disconnect and connect frequently.

5.1.2.4 Network Fragmentation Problem

The more sparse a network is, the greater the chances of network fragmentation.
This can happen in specific locations and times. As Figure 5.3 shows, we can have two
main types of fragmentation. The first is when two groups of drones cannot communicate,
as shown in Figure 5.3a. The second is when a single drone is isolated from the other
drones in the network (Figure 5.3b). These fragmentations compromise the message
diffusion to other nodes, as the network is not fully connected. In IoD, due to the speed
of the nodes and high dynamic topology, a node can become isolated and then connected
frequently. In a real scenario, it is reasonable to assume that there are airways with denser
traffic while others have sparse traffic. Thus, it is essential to use strategies for isolated

nodes to receive alert messages that compromise network security and users.

5.1.3 Related Studies

Currently, geocast routing protocols for drones are designed considering either
VANET requirements or Traditional UAV Networks, including FANETs (Flying Ad-hoc
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Figure 5.3: Example of network fragmentation

(a) Group fragmentation (b) Isolated drone

Source: Elaborated by the author

Networks), self-organizing wireless networks for flying nodes [238]. As mentioned, IoD
has similarities with some requirements of both networks (VANET and Traditional UAV
Networks) but also has particular needs. Eventually, these protocols can be adapted for
IoD and further investigated.

VANET geocast routing protocols are more consolidated in the academic commu-
nity than their counterpart in traditional UAV networks. A VANET presents intrinsic
characteristics more suitable for geocast protocols, such as continuous traffic and the ne-
cessity to warn vehicles in a specific region due to traffic congestion and/or accidents.
On the other hand, the typical limited size of current UAV networks does not seem to
demand geocast protocols yet. However, IoD brings a new perspective to UAV networks
more similar to VANETs. This perspective has intrinsic characteristics where geocast
protocols are suitable due to the continuous UAV traffic in the urban environment. Table
5.2 compares the JoDGR with other geocast routing protocols.

As observed in Table 5.2, to the best of our knowledge, IoDGR is the first routing
geocast protocol for ToD that considers network fragmentation, airways, and shortcut
concepts simultaneously. The following sections will discuss geocast routing protocols for
VANETSs and traditional UAV networks and the use of these protocols for IoD.

5.1.3.1 Geocast Routing Protocols for VANETSs

Geocast routing protocols for VANETSs aim to transmit a message to vehicles for
safety. In this aspect, the objective is similar to the expected behavior of geocast oD
protocols. However, VANET protocols were designed for a 2D environment. A geocast
routing protocol for a VANET works as follows: when a risk scenery is detected, the
source vehicle broadcasts an alert message to all vehicles inside a predetermined area.
Next, metrics or strategies choose the vehicles that will disseminate the message. One of

the most commonly used metrics is the farthest nodes.
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Table 5.2: Related studies with geocast routing protocols for VANETSs, FANETS, tradi-
tional UAV and IoD

Protocol Network Scenario Simulation NF A S
IVG [239] VANET  Highway  GloMoSim v
DRG [240] VANET  Urban SWANS v
ROVER [241] VANET  Urban SWANS
DG-Castor [242] VANET  Highway  GloMoSim
DTSG [243] VANET  Highway .NET
Geo-SDVN |[244] VANET  Urban OMNeT++
Mobicast [245] VANET  Urban NCTUns 4.0 v
GeoTemporal-cast [246] VANET  Urban NS-3
GeoAKOM [247] VANET  Urban ONE
Geo-SID [248] VANET  Urban NS-3 v
RRPR [249] FANET Urban Ad hoc C++
GeoUAV [58] UAV Urban NS-3
IoDAGR IoD Urban OMNeT++ v
IoDGR IoD Urban OMNeT++ v Vv V
NF: Network Fragmentation;
A: Airways;
S: Shortcut;

Some protocols, such as the Inter-Vehicular Geocast protocol (IVG) [239] and
the Distributed Robust Geocast (DRG) [240], consider the farthest nodes to choose the
vehicles that will transmit the message. The IVG selection illustrated in Figure 5.4
expresses the reason for using the strategy of the farthest node. Suppose nodes b and ¢
receive an alert message from node a. In this case, node ¢ is more distant and selected as

a relay. This approach allows the message to reach node d eventually.

Figure 5.4: IVG relay selection
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Another concept used for some protocols in VANETS is the zone of forwarding
(ZOF) and the zone of relevance (ZOR). These terms are used in DRG [240] and Reliable
Geographical Multicast Routing (ROVER) [241] protocols. All nodes in the ZOF area
must receive the message and are possible relay nodes. All nodes in the ZOR must receive
the message, but they are not potential relay nodes.

Also, as shown in Table 5.2, various VANET protocols were developed for highway
scenarios (one-dimensional topology). In this case, the protocols take advantage of the di-
rection of the road, such as IVG, Direction-based GeoCast Routing Protocol (DG-Castor)
[242|, and Dynamic Time-Stable Geocast Routing (DTSG) [243]. For instance, given the
one-dimensional topology, the DTSG protocol uses vehicles moving in the opposite di-
rection to transmit the alert message. On the other hand, some protocols consider the
two-dimensional topology (urban scenario), such as DRG, ROVER, and Geocast Protocol
for Software Defined Vehicular Networks (Geo-SDVN) [244].

Geocast routing protocols for VANETSs also need to deal with network fragmen-
tation. DRG [240], for instance, has a mechanism to overcome temporary network frag-
mentation. Specifically, periodic retransmissions are used until the message is received.
Mobicast Routing [245] uses a zone of approaching (ZOA) to estimate a dynamically flex-
ible ZOF to disseminate the alert message and, thus, overcome network fragmentation.

Recent studies related to geocast routing protocols have considered different strate-
gies. For instance, Geo-SDVN [244] uses (Software Defined Vehicular Network (SDVN),
GeoTemporal-cast [246] takes advantage of the temporal scope of data, Smart Geocasting
Protocol for Vehicular Networks (GeoAKOM) [247] uses complementary information ex-
tracted from GPS data, and Geocast-based Safety Information Dissemination (Geo-SID)
[248] disseminates safety information dissemination in urban areas without using a ZOF.

Although those protocols can be adapted for IoD, almost all have intrinsic char-
acteristics precisely designed for VANET. The most distinctive aspect is related to the
1D/2D environment (e.g., highways). For instance, DTSG considers the structure of a
traditional highway to disseminate a message to vehicles moving in the opposite direc-
tion. This scenario is not always common in IoD. Also, as mentioned in Section 5.1.2,
the IoD environment can have collision scenarios that did not occur in 2D networks due
to the positions of airways. Given those and other IoD requirements, such as the high
speed of the nodes, airways at different altitudes (even overlapping), and frequent network

fragmentation, we need to devise new IoD protocols.
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5.1.3.2 Geocast Routing Protocols for UAV Networks

As mentioned, the current UAV networks are not suitable for geocast protocols
due to the typical limited size of the networks. Nonetheless, the IoD is expected to be
soon used similarly to VANETSs. The architecture of IoD will provide a scenario where
will be necessary geocast protocols.

Despite this, FANETSs and traditional UAV network protocols frequently use UAVs’
geolocation. Commonly, each node knows its position using GPS [106, 238, 250]. Also,
the destination position can be obtained through a Reactive Location Service (RLS), Grid
Location Service (GLS), or Hierarchical Location Service (HLS) [106]. The UAV positions,
in certain circumstances, are broadcast to avoid and prevent node collisions and manage
the network. The localization can also be utilized for geolocation-based routing protocols
[251].

In geocast protocols, using them with characteristics similar to VANET in current
drone networks is not common. The main reason is that swarm drone applications do
not need this resource. Drone missions generally have relatively low numbers of drones
(compared to VANET traffic) and are very close to each other. However, it is possible to
find geocast protocols for UAVs in the literature.

One example is GeoUAV [58|, a geocast protocol for fleet UAVs. This protocol
considers the forwarding zone a square (see Figure 5.5), and each UAV determines its
position. Figure 5.5 illustrates the packet dissemination, where UAV a is the source.
Briefly, packet dissemination in GeoUAV works as follows: initially, UAVs b, ¢, and d
receive the packet from the source a. These drones are closer to edges Agr, Ar, and Ay,
respectively. Next, they are chosen as relays and transmit the packet. In the following
step, for example, node b calculates the distances D(b, Ar), D(a, Ar), D(b, Ap), and
D(a, Ag). In the example of Figure 5.5, D(b, Ag) is smaller than D(a, Ag), and D(b, Ag) is
smaller than D(a, Ap). Thus, the closest edge of minimum distance is Ag since D (b, Ag) <
D(b, Ag).

In the sequence, UAV b waits for a time ¢. After that time, if the packet is still
relevant (received only once), it discovers another drone near its axis and then transmits
the packet to it (in this example, drone e¢). Then, drone e performs the same process.
Although this protocol was designed for UAVs, the GeoUAV protocol is not suitable for
IoD. Specifically, it does not consider a topology where it is possible to have multiple
directions (due to overlapping airways).

Another case is the Robust and Reliable Predictive Routing (RRPR) [249] pro-
tocol. This is a hybrid protocol that considers unicast and geocast router strategies.
RRPR performs a location prediction of an intermediate node using 3D estimation and

uses directional transmission toward the predicted location. However, the two mentioned
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Figure 5.5: GeoUAV packet dissemination
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protocols do not consider the characteristic of an Internet of Drones with a constant flow
and well-defined airways, resembling VANETSs. Hence, an IoD protocol must consider
both UAV network features, such as speed, frequent disconnection of nodes, and the 3D
environment, as well as issues related to IoD, such as airways and energy. To our knowl-
edge, only our previous work [oDAGR considers some IoD characteristics, such as airspace
organization using airways. Nevertheless, JoDGR advances IoDAGR considers not only
airways and the speed of the nodes but new characteristics such as network fragmentation

and reaching isolated drones.

5.1.4 System Model

The system model in this work comprises three parts: infrastructure, environment,
and mobility definition. The infrastructure is related to the physical part, such as drones
and ZSPs. The environment is about how the airways are established. And mobility is
how drones move in the environment. The infrastructure includes two sets: drones (D)
and ZSPs (Z).

In this work, the environment comprises airways and intersections, which establish
a directed graph G = (V, E). A vertex v is a 3D point in the space represented by the
triple (z, vy, z). Each intersection is a vertex v € V', and an airway is an edge e € F. Also,
an edge e is triple (vg, vg, altitude), where v, is the source point, and v, is the destination

point.
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The mobility system is about how the infrastructure elements move or position in
the environment. Each ZSP z € Z has a stationary position represented by the triple
(x,y,0). Each drone has a predefined path p € P. The path is a set of vertices v € V.
The first v in the path is the source point, and the last v is the destination point. To
reach the destination point, the drone has to pass through every intermediary vertex v in

its path planning using the edges e € F.

5.1.5 IoDGR Protocol

This section describes [oDGR — a geocast routing protocol for the Internet of
Drones that considers the drone’s future position when choosing a candidate drone to
forward the message. Also, we detail the [oDGR-S and [oDGR-SC (both apply the
shortcut concept). In the [oDGR-S, ZSPs are not connected; in the IoDGR-SC, ZSPs
are connected. Figure 5.6 illustrates the IoDGR overview. IoDGR considers the use of
airways, the dynamic topology, and the high speed of nodes. Besides those aspects, the
protocol also includes the future position of drones, and the ZSPs, which allow a higher
coverage to reach isolated drones. In the proposed protocols, we consider the following
definitions and assumptions: each drone has an identification number and is equipped
with GPS; the ZOF and the ZOR cover 3D areas.

Figure 5.6: Overview of the IoDGR protocol
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The first step of IoDGR occurs when a drone detects a situation that needs an
alert message transmission (Step 1 in Figure 5.6). After ZOF and ZOR are specified, the

coverage of the zones considers the source drone position to be determined. The size of
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each zone is defined in advance and is a default value for each emergency. Both zones
consider a 3D area.

After a risk scenario detection, the source drone sends an alert message (Step 2 in
Figure 5.6). All drones inside the source transmission range (R) can receive the message.
However, due to the dynamic topology change in IoD, just the drones in the R—r distance
will respond to the source drone message. Variable r is a discount value to decrease the
chances of disconnection. Specifically, this variable is determined based on the drone’s
maximum speed.

The criteria for drones to respond to an alert message are: (i) the drone is in the
ZOF area; (ii) the drone is in the source drone transmission range area — r; (iii) it is
the first time that the drone is receiving the message after a time ¢. These criteria are
considered in Step 3 of Figure 5.6. Next, the source drone sends a message containing

which drones will transmit the original message (Figure 5.6, Step 4).

Algorithm 7: Nodes choice algorithm
Data: nodes answer: List of nodes that answered to source drone
Result: nodes retransmit: List of nodes that will retransmit the message
1 for a € altitude do

2 for n € nodes _answer do

3 if n.type = drone then

4 if n.altitude = a then

5 L dronesByAltitudela].append(n);

6 else

7 L zsps.append(n);

if zsps.size() > 0 then

9 for z € zsps do

10 L nodes retransmit.append(z);
11 else
12 for drones € dronesByAltitude do

13 if ( drones.size() = 1) then

14 | drones_retransmit.append(drones[0]);
15 else

16 for d € drones do

17 idAirway <+ d.airway;

18 L droneByAirway[idAirway] < d;
19 for drones € droneByAirway do

20 L nodes_retransmit.append(getDistance(drones));

21 return nodes retransmit

IoDGR makes a choice based on the drone’s position, considering the airway, the

direction, and the distance of the source drone. Also, the algorithm needs to consider the
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future drone’s position. When the shortcut concept is used (IoDGR-S and IoDGR-SC),
the method analyzes whether a ZSP is among the choices. Algorithm 7 shows how the
new selection is made. The first step of the algorithm separates the drones and ZSPs
(Line 3). Also, the drones are grouped by altitude (Line 5).

If the shortcut concept is not being applied (IoDGR), only the part corresponding
to the else statement of Line 12 is used. The whole code is necessary if the shortcut
approach is used (IoDGR-S, IoDGR-SC). If a ZSP responds to the source drone, it is
chosen to retransmit the message (Line 8). Only the ZSP retransmits because its range is
greater than the communication radius of any other drone that has responded. If any ZSP
answers, drones of each altitude are grouped by airways (Lines 16-18). As mentioned in
Section 5.1.4, an airway is an edge in a graph. Finally, for each airway, the drone farthest

from the source drone is chosen (Lines 19 and 20). Figure 5.7 illustrates the choice.

Figure 5.7: IoDGR example
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As IoDGR focuses on sparse networks, we must choose more drones to carry out
the relay and increase the coverage rate, corresponding to the percentage of ZOR drones
receiving the alert message. Thus, in the new method, we look at the next point in the
path planning of each drone. Figure 5.7a shows an example where drone ¢ has vertex y
as its next point, and drone b has vertex z as its next point. Figure 5.7b illustrates that
the two drones are chosen because they have different directions. For each way, they are
the farthest drones from the source drone. In this case, the message reaches the upper

airway drones.
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5.1.6 Simulation Modeling

To simulate the proposed protocols, we used the IoDSIM! simulation tool. ToDSIM
is a simulator for IoD that can define airways in distinct altitudes. Table 5.3 shows the
value of the configuration parameters used in the simulator. The three scenarios are
distinguished only by the number and position of the ZSPs, which are only available for
shortcuts in the [oDGR-S and IoDGR-SC scenarios. We performed 30 simulations in an
area of 1900m x 500m x two altitudes of airways. Also, the results correspond with an
average value of 30 runs with a 95% confidence interval. The first altitude was 30 m, and

the second was 60 m. The time of the simulation was 300s.

Table 5.3: Simulation configurations

Parameter IoDAGR \ IoDGR \ IoDGR-S \ IoDGR-SC
Mobility model Gauss-Markov

Number {100, 200, 300, 400} &

of drones {100, 120, 140, 160, 180, 200}
Simulated area 1900 mx500 mx2A

Velocity 10-15m/s

DTR 120 m

Simulation time 300s

Simulation runs 30

Z0OF 1900 mx 500 mx2A

ZOR 1900 mx500 mx 2A

Number of ZSPs 1 1 2 2
Number of ZSPs for shortcuts 0 0 2 2
ZTR N/A N/A 960 m 960 m
ZSP connected? N/A N/A No Yes

2A: two altitudes of airways;
DTR: drone transmission range;
Z'TR: ZSP transmission rannge;

The Gauss-Markov mobility model was used to simulate the drone flight. The
Gauss-Markov mobile model has been employed to generate dynamic trajectories [99].
It has been utilized in various studies in the literature [48, 58, 252| to simulate drone
flight due to its ability to represent a non-linear trajectory. In the simulations, the drone
speed varied between 10m/s and 15m/s. In addition, the number of drones was 100,
200, 300, and 400 for the IoDGR variants, and 100, 120, 140, 160, 180, and 200 when
evaluating the proposed protocols and the related work. Except for [oDAGR, the number
of ZSPs is two. In addition, in IoDGR-SC, the ZSPs can communicate with each other,

whereas in [oDGR-S, they are isolated. Figure 5.8 shows both scenarios used in a two-

thttps://iodsim.manna.team /
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dimensional way. Each arrow represents the airway direction, and each dot represents an
airway crossing, forming a graph. The ZSPs were positioned on the ground. Although

their position is different, their transmission range is the same.

Figure 5.8: Positions of ZSPs in each scenario with shortcut topology
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5.1.7 Performance Evaluation

This section presents and discusses the results. Firstly, we detail the results consid-
ering our seminal work (IoDAGR) and IoDGR and its variants. Afterward, we compare
two variants of [oODGR with the GeoUAV protocol since it is a geocast protocol for UAVs.

We use the following four metrics to evaluate the protocols:

e Coverage Ratio: all drones in the ZOR need to receive the geocast message. The
coverage rate represents the percentage of drones in the zone that receive the alert

message;

¢ End-to-end Delay: represents the average time the message takes from the source

drone to reach each of the drones;

e Average number of hops: represents the average number of hops used to deliver

the message from the source drone to reach each of the drones;

e Average radio power consumption per delivery: the average consumption

spent by the radio to transmit and receive messages per delivery.
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5.1.7.1 IoDGR

Figure 5.9 compares our seminal work (IoDAGR) with IoDGR and its variants. The
first one uses the future position of drones (IoDGR), the second one uses the shortcut
concept for ZSPs not connected (IoDGR-S), and the third one applies a shortcut approach
in ZSPs connected scenario (IoDGR-SC). We detail the results for each evaluated metric

in the following.

Figure 5.9: Comparison of results between IoDAGR, IoDGR, IoDGR-S and [oDGR-SC
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» Coverage Analysis. Figure 5.9a presents the coverage ratio results for each case.

[oDGR shows a significant difference in performance compared with [oDGR. In our pro-
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tocol, when using 100 drones, the network is sparse and has a low coverage ratio. For
200 drones, the network can already be considered dense, so the coverage rate is higher.
Choosing a suitable drone to retransmit the message is essential for broader coverage.
Moreover, a possibility to increase the delivery is to consider the drone’s future positions.
This approach allows a better choice because it avoids two drones going the same path.
Thus, IoDGR presented better results for the coverage rate.

For 100 drones, the coverage ratio increases in both scenarios where we considered
the shortcut topology compared to [oDAGR and loDGR. However, the box plot reveals a
considerable data variation. This is because, with 100 drones, the network is sparse, and
the message only reaches the ZSP in some scenarios. Thus, in cases where the message
arrives at a ZSP, it is transmitted to many drones. In cases where it does not reach, the
coverage rate is low.

For 200 drones, [oDGR-S presents better results than IoDAGR. However, the vari-
ability of the outcomes increases compared to IoDGR. This occurs because after a ZSP
transmits a message, it is no longer forwarded. When a drone receives a message from a
ZSP, the drone’s reply message does not arrive at the ZSP, and the retransmission stops.
In this scenario, the ZSPs do not reach each other, but only in cases where both ZSPs are
connected independently will they have the chance to communicate with all drones. For
400 drones, the network is dense, and without the shortcut topology, the coverage rate is
high. However, when using ZSPs to transmit the message, the average coverage ratio is
lower as the ZSP ends the cycle of retransmissions.

Considering the scenario in which the ZSPs are connected (IoDGR-SC), the cov-
erage ratio increases compared to [oDGR-S due to ZSP communication. For 100 drones,
the result variation increases even more since the coverage is high when a ZSP receives the
message, and it is low when ZSP is not reached. For 200 drones, we have the better result
in all experiments. However, as the network becomes denser, isolated message collision
cases can occur, causing the ZSP not to receive the message, preventing a high coverage

rate.

» End-to-end Delay and Hops Analysis. Figure 5.9b shows the results of the
end-to-end delay metric. Delay was calculated based on the delivered packets. Thus, in
IoDAGR for 100 drones, few packets are delivered, and the delay is low, as the drones that
received the message were close to the source drone. Figure 10c confirms this, presenting
the average number of hops used in deliveries. The delay accompanies the increase in
the coverage rate. The further the drone, the more hops are needed to reach it, and
consequently, the longer it takes to increase the delay

With future drone positions, the delay presented a better result than IoDAGR.
Figure 5.9¢ shows fewer hops used for message transmission. In scenarios with the shortcut

topology, the end-to-end delay decreases in all cases compared to the [oDAGR. protocol
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and with [oDGR. As the network gets denser, the message’s delivery time tends to stabilize
because when it reaches a ZSP, it is transmitted to more drones. Due to the time required
for one ZSP to send the message to the other, the scenario with connected ZSPs has a
slightly longer average delay than the scenario with no connection between ZSPs.

As expected, the average hops for message delivery reflect in the end-to-end delay
scenarios that do not use the shortcut technique, requiring more hops to get the message
across the ZOR. Despite the average being slightly higher for the scenario with connected
ZSPs, there is no significant difference between the number of hops compared to [oDGR-S.

Thus, more drones are reached with less delay and fewer hops.

» The Impact of Shortcuts in Energy. A critical factor influencing the dynamics
of ToD is the restricted energy of drones. Currently, drones have limited battery power.
Thus, it is essential to consider this point in the design of oD solutions. The most signif-
icant impact of using the shortcut approach is on the average consumption of the radio
transmitter. When comparing [oDGR with IoDAGR, we note that the costs are similar.
Thus, IoDGR has a better coverage rate and a lower delay for the same power consump-
tion. However, we observe that the shortcut strategy reduces the average consumption.
Comparing the two scenarios with the shortcut technique, oDGR-SC has slightly higher
radio power consumption for denser scenarios. Specifically, for some drones, both ZSPs

reach them, so the drones in the intersecting area hear the message twice.

5.1.7.2 Comparing IoDGR with GeoUAV

In this section, we compare IoDGR with the GeoUAV protocol. GeoUAV works
in a scenario similar to ToDGR. Its objective is to propagate a message within a ZOR.
In the previous section, we observed that for 200 drones, the network has characteristics
of a dense network. As IoDGR performs better in sparse network situations due to the
features used in its design, in this set of experiments, we used 100, 120, 140, 180, and 200
to compare [oDGR with GeoUAV.

Figure 5.10 compares the results obtained for the coverage rate, end-to-end delay,
average number of hops, and average radio power consumption per delivery metrics. Fig-
ure 5.10a shows the results of the coverage rate metric. IoDGR-SC and IoDGR achieve
better performance than GeoUAV for all scenarios. As the ZSPs are connected, it is possi-
ble to reach many drones. For the most sparse case (100 drones), IoDGR and IoDGR-SC
increased by 4% and 40%, respectively, compared to GeoUAV. On the other hand, for
the densest scenario (200 drones), IoDGR and IoDGR-SC increased by 8% and 22%,
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respectively, compared to GeoUAV.

Figure 5.10: Comparison of results between GeoUAV, IoDGR and IoDGR-SC
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Figure 5.10b presents the results of the end-to-end delay. In general, the average
delay is similar for oDGR and GeoUAV. Figure 5.10c shows that the number of hops

matches the delay results. IoDGR-SC has a better performance for this metric. Moreover,

using ZSPs decreases the time needed to reach drones further from the message origin
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point. In addition, the ZSP can contact many drones simultaneously, so we also see the
number of hops decrease compared to the other protocols.

Figure 5.10d presents the results of the average radio power consumption per de-
livery. The GeoUAV protocol has a similar consumption per delivery in all analyzed
scenarios. IoDGR has a higher consumption since more messages are processed (trans-
mitted and received), making delivery possible in more sparse environments. [oDGR-SC
still has a high consumption compared to GeoUAV, but the delivery is much better for
sparse scenarios. Although the energy factor is a critical issue for drones, it is more

important to prioritize high packet delivery over energy in emergencies.

5.1.8 Discussion

It is expected that loD promotes constant drone traffic in airspace, enabling a dense
and sparse network over time. This protocol focuses on strategies that take advantage of
airways, path planning, and shortcut concepts to improve the dissemination of emergency
messages when the network is sparse. The drone’s energy capacity needs to be considered
when planning a drone mission. Thus, in addition to the energy used to fulfill its objective,
the drone must consider an extra margin of safety. Therefore, in emergencies external to
the drone, it is more interesting to maintain the network security using more energy. An
IoD network is highly dynamic, requiring several geocast protocol solutions. Thus, this

work focuses on sparse cases with promising results to leverage state-of-the-art.

5.2 PSDIoD

Controlling a drone network is a complex process that involves both airspace control
and communication-related issues. Drones of different models from several companies are
expected to provide many services and share the same airspace. Thus, integrated airspace
control is necessary for better traffic control, route planning, and energy savings, providing
greater network security. One way to promote centralized control of the network is to
use Software Defined Network (SDN). In this Section, we introduced the Position-based
Routing Protocol for Software-Defined IoD (PSDIoD), which is the first one to consider
an JoD scenario with SDN.
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5.2.1 Software-Defined Internet of Drones

In the original IoD definition [5], each zone can have one or more ZSPs, and an
organization that offers ZSPs is named Internet of Drone Service Provider (IoDSP). Figure
5.11 shows a possible form of zones organization. Specifically, in this case, each zone is
a city. ZSPs is responsible for several services such as path planning, airspace control,
collision avoidance, weather condition information, refuel, to name a few [5]. In zones
composed of more than one ZSP, it is necessary the existence of coordination between

ZSPs to control the airspace.

Figure 5.11: Belo Horizonte and near cities. Each city represents a zone severed by the
ZSPs. Each color represents a different IoDSPs.
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Figure 5.12 illustrates the Software-Defined Internet of Drones (SDIoD) architec-
ture. ZSPs also need to work together as a SDIoD. Therefore, in each zone, the group of
ZSPs is the control layer in the SDIoD. The infrastructure layer is composed of drones
that are in the airspace of the zone. Considering that drones can fly between the zones,
the infrastructure layer in SDIoD is dynamic and can change frequently.

On the Internet of Drones, each zone has different characteristics. For example,
Belo Horizonte is a large state capital in Brazil and, thus, will possibly have more drones
when compared with Brumadinho, a small city (in terms of population). Each zone is
treated individually, and consequently, the inside management is independent of the other

zones. Thus, each zone has one SDIoD control.
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Figure 5.12: Software-Defined Internet of Drones Architecture
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5.2.2 Related Studies

A traditional SDN increases programmability for application development and sep-
arates the control plane from the data plane [253]|. A typical SDN architecture is divided
into three layers: application, control, and infrastructure [254]. Specifically, this segmen-
tation has several advantages that lead to a better user experience, such as flexibility,
controllability, and ease of network management and maintenance [255].

SDNs have been used to manage VANETSs [256, 257] and allow several applica-
tions like intersection collision avoidance and forward cooperative crash alert [257]. Some
applications are also suitable for UAV networks. For example, improving security is a
fundamental issue in both networks. Recently, many drone applications started to look
for solutions that use a swarm of drones and are no longer a single drone. To leverage
a fleet of UAVs, we need an architecture that provides the necessary security for drones
to operate. However, just a few proposals consider using SDNs in the context of UAVs
[258, 259, 260].

[258] present an SDN architecture to improve security in a swarm of drones. The
SDN architecture used in this work is very similar to the typical architecture, and both
approaches used the Ad-hoc On-demand Distance Vector Routing (AODV) [261] protocol
for packet routing. SDN features can be helpful in specific scenarios and applications,
such as disaster scenarios, surveillance monitoring, urban sensing, and search and rescue
[259]. Specifically, [259] introduce the (Software-Defined UAV Network (SD-UAVNet)
with the goal of live video dissemination in disaster recovery scenarios. In this case,
the SD-UAVNet controller determines the locations of relay nodes for effective video
dissemination. The relay nodes’ choice is based on the drone location, residual energy,
and drone movements to avoid a collision.

Collision avoidance is also necessary for drones collaboration networks. [260]
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present an Software-Defined Drone Network (SDDN) to on-road traffic monitoring and
management to improve the Internet of Vehicles (IoV). They use drones to leverage on-
road monitoring systems due to their mobility and aerial view. To enable on-road drone
monitoring, a set of drones must work together, and that study focus on SDDN-based
collision avoidance.

Table 5.4 summarizes some of the studies discussed above that are related to this
research. None of them consider an IoD scenario, in which drones have well-defined
airways and their control is divided into zones. Each zone is controlled by one or more
ZSPs |5]. In addition to allowing SDN traditional functionality, such as routing control,
a software-defined network in this context needs to be part of the ZSPs. To the best of
our knowledge, PSDIoD is the first protocol to consider an IoD scenario with SDN.

Table 5.4: Related studies with drones and Software-Defined Networks

Year Ref. ZSP Energy-awareness Zone-based controller Main Goal

2019 [258] Improve security in a swarm of
drones

2019 SD-UAVNet [259] v Video dissemination in disaster
recovery scenario

2021 SDDN [260] v Drone collision avoidance for on-
road traffic monitoring

2021 SDIoD v v v IoD management

5.2.3 Protocol Description

The PSDIoD is a reactive protocol that aims to transmit messages between two
nodes in a drone network. The protocol takes advantage of the fact that drones frequently
report their position to the ZSP to establish packet routes between two network nodes.
It is quite reasonable to assume that IoD will have different types of drones, with distinct
types of hardware, sharing the same airspace. We also assume that if one ZSP fails another
one takes its place. In this work, we designed two versions of the protocol. The first, called
PSDIoD-SP (Shortest Path), considers the shortest path in the airways to choose the
routes. The second, called PSDIoD-EA (Energy-Aware), considers the estimated energy
in a given path to choose the routes. The following assumptions are considered in both

versions:
e Each drone has a GPS;

e Each drone informs the ZSP of its position;
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e The network contains drones with five different types of transceivers. Each transceiver

model has a different power consumption;
e Each zone is treated individually and has its SDIoD;
e Drones always transmit messages for drones in the same zone.

PSDIoD-SP works as follows. Whenever a drone wants to transmit a message, it
sends it to the ZSP, which has access to the SDIoD of the corresponding zone. When a
request arrives, a graph is created using the drone’s current positions. The graph considers
the range of each drone to establish an edge between two drones. As the IoD is a dynamic
network in which nodes move quickly, the graph construction does not consider the drone’s
Communication Range (CO) but a smaller range.

The purpose of considering a range smaller than the real one is to maintain the
connectivity between the drones for a long time. We call the range used the Connec-
tion Range (CN). Therefore, the connection range is calculated according to Equation
5.1, where N can be determined using the average speed of the drones and the average
end-to-end delay. Thus, it is possible to discover which connection range needs to be
considered and, consequently, the value of N. The shortest path is obtained using the
Dijkstra algorithm, which returns just one path used to transmit the packet (Lines 1 and
3, Algorithm 8).

CN= CO—N. (5.1)

Energy is a crucial factor in an IoD. Drones are expected to have a flight range
better suited for urban applications such as drone delivery shortly. However, even with a
capacity higher than the current average, energy will always be a relevant factor to con-
sider. Thus, the second version of the PSDIoD protocol, namely PSDIoD-EA, considers
the energy in a given path to choose the routes. Algorithm 8 presents the pseudocode of
the best path return. Besides the shortest path, a breadth-first search is added to return
more path possibilities (Line 5). Furthermore, the paths are analyzed, and the one with
the lowest energy estimate is chosen (Line 7).

As Algorithm 8 obtains the shortest path, it is possible to have a cutoff margin
so that Algorithm 9 does not generate paths with a better energy cost than the shortest
path. Algorithm 9 uses a Breadth-First Search (Line 5) to traverse the graph and generate
other path possibilities with the same size (in terms of the number of hops).

In addition to not analyzing paths longer than the shortest path (Line 12), Algo-
rithm 9 does not consider paths that the energy cost estimate is greater than the shortest
path energy cost (Line 18). Due to the network density, other stopping criteria can be
added if Algorithm 9 takes a long time. For instance, the maximum number of times to

search for a path and change the variable continue to be false.
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Algorithm 8: Return best path from source to destination

Data: source, destination

Result: path

G < createGraph() ;

paths < 0 ;

shortestPath < returnShortestPath(G, source, destination) ;

paths < paths U {shortestPath} ;

pathsPossibilities < returnPaths(G, source, destination, size(shortestPath)) ; //
See Algorithm 9

paths < paths U {pathsPossibilities} ;

7 path < bestPath(paths) ;

8 return path

[SL U VI

(=]

Algorithm 9: Return some possible paths from source to destination

Data: matrix G, source, destination, shortestPath
Result: paths

paths < 0 ;

Q < 0;

p < |l;

add(p, source);

enqueue(Q, p);

continue <— true;

while @ # 0 A continue do
dequeue(@Q, p);

last < plsize(p) — 1];

if last = destination then
L paths < paths U {p};

12 if size(p) < size(shortestPath) then

© 000 N O Uk W N

P
= o

13 for i + 0; i < size(Gllast]); i++) do

14 if isNotVisited( G[last][i], p) then

15 newPath + |[;

16 add(newPath, p);

17 add(newPath, G|last||i]);

18 if newPath.cost < shortestPath.cost then
19 L enqueue(newPath);

20 return paths
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After generating the paths, Algorithm 8 finds the best path in terms of energy
cost (Line 7). For this, a forecast of the transmission power cost is calculated. Figure
5.13 shows an example of how PSDIoD-EA works. In this scenario, purple drones have
a more efficient power consumption model than pink drones. Routes 1 and 2 have five
hops. However, route 1 has a single drone with a more power-efficient consumption, while

route 2 has three drones.

Figure 5.13: Example of path selection

Source: Elaborated by the author

Also, the power spent by neighbors for listening to the transmission is considered
in the forecast calculation. For example, drone a has seven drones in its range, and all of
them will listen to the transmission, leading to power consumption. While drone b has
four drones in its range, most of them are low-power. When choosing a route, PSDIoD-
EA considers the energy expenditure of the drones and their neighbors along the path. In
this example, route 1 will consume more energy because it has more neighbors and more
drones with a higher energy cost. Even if routes 1 and 2 had the same types of drones (for

example, all purple), route 2 would still be more efficient because it has fewer neighbors.

5.2.4 Performance Evaluation

To create the necessary loD infrastructure for evaluating this study, we use IoD-
SIM. The mobility module of this simulator allows creating airways for drones to fly.
Furthermore, it is possible to specify airways at different altitudes. In the simulation,
the ZSP has the role of being the SDIoD and also of controlling the traffic of drones (see

Figure 5.12). Table 5.5 shows the configuration parameters used in the simulator.
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Table 5.5: PSDIoD Simulation configurations

Parameter \ Configuration
Mobility model Gauss-Markov
Number of Drones 300
Simulated area 1000 mx 1000 mx 2 airways
Speed 10m/s
Communication range 200 m
Connection range 170 m
Simulation time 300s
MAC layer protocol [EEE 802.11n
Simulation runs 30
Number of types of Drones 5

2A: 2 altitude for airways;

Both versions of PSDIoD were compared with Ad-hoc On-demand Distance Vector
Routing (AODV) [261] since it is a well-established reactive protocol. For each protocol,
30 simulations were performed. Each drone has a unique ID in the range 0-299. In the
simulation, all drones start on the ground. Due to the initialization of the drones, the
first transmission occurs at ¢ = 12. The sequence of transmissions follows the order of
the IDs. In each, simulation a message is transmitted every two seconds by a different
drone. Therefore, at t = 12, drone 0 transmits, at ¢ = 14 drone 1, etc. Drones can
suffer external actions that influence the flight, such as the wind. Thus, we use the
Gauss-Markov mobility model to simulate the drone’s trajectory.

Moreover, each message has the destination chosen based on the ID. Thus, drone 0
transmits to drone 1, drone 1 to drone 2, etc. If the destination is less than five hops away;,
it becomes the drone of ID = ID + 1. This process continues until a destination that is
five or more hops away is found, or the highest destination is chosen. As Table 5.5 shows,
the connection range is 170m, where N was considered to be 75% of CN (calculated
by Equation 5.1). Also, we have five types of drones that differ by their transceiver
type. This means that we have five power consumption types. The following transceivers
models were used: CC3220, CC3235S, 88W8977, ESP32-DOWDQ6, ATWINC3400A. The
consumption of each one was based on the specific datasheet of each model.

Figure 5.14a shows the PDR along the time. Both PSDIoD versions have a similar
delivery rate. Table 5.6 presents the final average of the PDR over the total simulation
time for each protocol. It is possible to observe that the AODV protocol has a lower
delivery rate than PSDIoD protocol versions. One reason is that AODV does not use the
position of each drone to route message packets. Another influencing factor is the speed
of nodes on the network, so the routes between drones are highly dynamic.

Figure 5.14b shows the end-to-end delay. As shown in Table 5.6, the AODV proto-

col has a longer delay than the PSDIoD protocol versions. Thus, for comparison purposes,
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Table 5.6: PSDIoD Summary of results

’ Metric ‘

AODV

|

PSDIoD-SP

|

PSDIoD-EA |

PDR

67.1954 £0.1056

87.9080 £0.1777

87.4482 £ 0.1777

Delay

5.7583 = 0.0040

0.3390 = 0.0003

0.322 4 0.0002

TO

326408.1 £ 62.46

176329.6 +0.48

176356.3 = 0.48

323084.7£60.51

11722.4 £ 3.92

RPC 10682.4 £ 3.68
PDR.: Packet delivery ratio; TO: Total Overhead; RPC: Radio Power Consumption

Figure 5.14: PSDIoD evaluation results
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Figure 5.14b does not show the AODV protocol. Due to the network dynamics, the AODV
protocol always needs to update the routing table, delaying the message delivery. As seen
in Figure 5.14b, the PSDIoD-EA protocol has a little longer delay than the PSDIoD-
SP protocol. This fact is due to the generation of more path possibilities performed by
Algorithm 9.

Figure 5.14c¢ shows the communication overhead in terms of the number of gen-

erated packets. The AODV protocol performs the entire route discovery process using
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drone-to-drone communication. PSDIoD, on the other hand, only exchanges the neces-
sary messages between drones. Thus, the number of messages generated between drones
in PSDIoD is low compared to AODV. Despite this, PSDIoD exchanges messages with
the ZSP for route discovery. Thus, the AODV protocol produces more messages than
the PSDIoD protocols. PSDIoD protocol becomes even more efficient considering that
drones often need to report their positions to the control base regardless of the proto-
col used. Therefore, PSDIoD takes advantage of location information to produce more
efficient routing.

Figure 5.14d illustrates the radio power consumption (RPC) for both versions of
PSDIoD. Table 2 shows the average total radio consumption. Due to AODV route dis-
covery, radio power consumption is significantly higher than PSDIoD. Thus, with 95%
confidence, it is possible to state that the protocols are different and that PSDIoD con-
sumes less power. It is important to note that the drone mobility power consumption was
not computed as the drones travel the same path. Therefore, the power consumption is
the same across all protocols.

When comparing the PSDIoD-EA protocol with PSDIoD-SP, the former has a
lower power consumption. According to Table 5.6, at the end of the simulations, the
average of PSDIoD-EA was approximately 9% lower than that of PSDIoD-SP. Figure 5.14d
also shows the expected maximum and minimum for the two versions. The maximum was
calculated by simulating that all drones on the selected route had the highest radio power
consumption cost. The same was done to calculate the minimum, but all drones had the
lowest radio power consumption cost. However, the cost of neighbors was kept the same.
For example, given Figure 5.13, to calculate the minimum of route 2, it was considered
that all drones were purple, and to calculate the maximum, all drones were pink, but the
neighbors were kept the same. Thus, it is possible to see that even though PSDIoD-SP
selects a route only with the best drones, its cost will still be similar to PSDIoD-EA.

5.2.5 Discussion

The Internet of Drones presents a scenario where we employ SDN to enhance
network programmability and expedite changes due to different factors (e.g., dense or
sparse IoD). We can expect an IoD where drones will have to inform their position to a
base station as proposed by the FAA. This approach can have a high energy cost. Energy
expenditure is an important factor due to the power limitation of drones. In addition,
a technology that drones can use to send their position to the base station also has a

high cost to deploy. However, considering that the structure already exists, constantly
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knowing the drone’s position is a piece of valuable information to build efficient message

routing.

5.3 Final Remarks

In this Chapter, we presented two routing protocols for IoD. The first one is a
geocast protocol, called [oDGR. The results show that the protocol has good performance
in terms of coverage and end-to-end delay compared to [oODAGR and the GeoUAV protocol
in sparse cases. The results were even better using the shortcut concept. Despite the
need for more radio power consumption to employ the shortcut principle, it is essential
to emphasize that this factor is justified due to the sparse network and the emergency
scenario.

This second protocol proposed was PSDIoD, a Position-based Routing Protocol for
Software-Defined Internet of Drones. Both versions (shortest path and energy-aware) take
advantage that the drone often informs its position to the ZSP. PSDIoD-EA considers
energy to choose the best path between two drones. PSDIoD outperforms AODV by
maximizing the packet delivery ratio and reducing the delay, radio power consumption,
and communication overhead. With this proposal, PSDIoD advances the state of the art

of routing protocols for IoD and SDIoD.
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Chapter 6

Routing Protocols for joint Other
Networks and IoD

In this Chapter, we delve into the collaboration between IoD and other networks. First, in
Section 6.1, we present the chapter introduction. Subsequently, in Section 6.2.5, we intro-
duce the seminal protocol known as Store-carry-forward Protocol to Joint Bus Networks
and IoD (IoDSCF), which investigates the synergy between drones and Bus Networks.
In Section 6.2.6, we introduce the Delay-tolerant Internet of Drones Protocol in a Multi-
vehicle Scenario (IoDMix) protocol, an enhancement of IToDSCF. With IoDMix, we begin
to explore the collaboration between drones and various other terrestrial networks, includ-
ing public transport networks, bicycles, and cars. For each of these protocols, we provide
a scenario definition, a protocol description, and an analysis of performance results.

In the sequence, we introduce the Altitude-based Routing Protocol for Hybrid
Aerial-terrestrial Networks (ARAT) (Section 6.3). This protocol secks to integrate aerial
and terrestrial networks. In Section 6.3.1, we present the ARAT preliminary concepts.
In Section 6.3.2, we introduce the proposed protocol. In Section 6.3.3, we specify the
performance setup. In Section 6.3.4, we detail the evaluation results. In Section 6.3.5, we
have a final discussion about the ARAT protocol. Finally, we have the final remarks in
Section 6.4.

6.1 Introduction

[oD is a distributed system with a huge potential to make part of the [oT environ-
ment in smart cities [124]|. Specifically, applications and services can be created and/or
improved using the unique characteristics of drones, such as high speed and 3D aerial
vision. In addition, IoD can collaborate and interconnect other networks such as vehicu-
lar networks, cellular networks, among others. Collaboration between networks makes it

possible to build cooperative protocols that improve communication, energy consumption
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[112| and the networks’ security.

A collaboration between IoD and other networks can happen in three ways. The
first is between IoD and other networks such as Internet of Flying Cars (IoFC) and satel-
lites. The second is between IoD and terrestrial networks like Bus Networks, VANETS,
and Public Transportation Network (PTN), to name a few. The Third is the collabo-
ration between several aerial networks and terrestrial networks, with IoD being one of
these networks. The application is expected to often make use of networks. Each of these
collaborations may have different requirements such as mobility, nodes, network topol-
ogy, applications, hardware requirements and energy capacity. Thus, protocols must be
developed for different protocols developed. In this Chapter, we explore a collaboration
between IoD and Bus Networks and a collaboration between IoD, terrestrial networks,

and other aerial networks.

6.2 Join IoD and Terrestrial Networks

In this section, we will discuss the IToDMix protocol and its seminal IoDSCF pro-
tocol, which connects ToD and terrestrial networks. To begin, in Section 6.2.1, we will
present the preliminary aspects of this work. Following that, in Section 6.2.2, we will
examine related works. Moving on to Section 6.2.5, we will introduce the IoDSCF proto-
col, including the scenario definition, protocol description, and its evaluation and results.
Finally, in Section 6.2.6, we will introduce the IoDMix protocol, along with the scenario

definition, protocol description, and its evaluation and results.

6.2.1 Preliminaries

Urban centers have different networks on the ground and in the air space. For
example, as illustrated in Figure 6.1, we may have VANETs, PTNs, Bicycle Sharing
Networks (BSN)s, and IoD. In the case of loD, this study assumes that the virtual airways
in the airspace are parallel to landways. In addition, the airways may overlap between
them. Land roads can be pathways for cars, bicycles, trams, and other means of transport.
Each of these networks works independently. However, there can be a collaboration
between networks. For instance, a VANET can notify a PTN of an accident or vice versa.

There are two types of cooperation: separated networks that collaborate between them



6.2. Join IoD and Terrestrial Networks 177

and networks whose only role is to assist another network. We classify these two networks

as dependent networks and independent networks, respectively.

Figure 6.1: Urban center with multiple networks
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Source: Elaborated by the author

e Dependent networks: these are networks that exclusively assist another network
in some activity related to mobility, communication, or the provision of data for
some application. For example, Samir et al. [262| present a swarm of UAVs whose
objective is to provide coverage to vehicles entering a road that is not covered by
other infrastructure. Consequently, this network operates only to assist the vehicular

network;

e Independent networks: these are networks that work independently. However, col-
laboration is suitable for collecting data, moving around, or making communication
more efficient. One example is a drone delivery network assisted by a truck network
to carry out long deliveries [79]. The drone network works and exists independently
of the truck network. The truck network also exists independently of the drone

network, but collaboration among them can bring advantages for both.

Collaboration between drones and other networks can occur for several reasons,

including ground transportation to increase drone travel time and save battery power
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[112, 263, 264, 265, 266, 267, 268|. This type of partnership can be classified as an
independent network, as networks exist independently of collaboration. Another reason
for network and drone collaboration in the literature is using drones as relays to fill
the gaps in sparse network communication [157, 269, 270]. In this case, we consider
this partnership in the dependent network category due to using drones exclusively to
support some other network (e.g., VANET and PTNs). IoDSCF and IoDMix focus on
a partnership between independent networks, exploring a possible collaboration between

the networks without interfering with node mobility.

6.2.2 Related Work and Motivation

The academic community has been investigating different proposals related to IoD
and collaboration with IoT [113, 271, 272, 273|, VANET [152, 158, 274, 275|, and PTNs
[112, 263, 264, 265, 266, 267|, to name a few. Regarding studies related to communication
protocols between oD and another network, most studies in the literature investigate the
scenario of UAV-aided VANETSs. Consequently, in this context, the drone’s mission is
only to assist VANET networks, thus being a dependent network. For example, Samir
et al. [262] use a swarm of drones to provide coverage to vehicles entering a road that is not
covered by other infrastructure. An interesting factor is that the drones move according
to the need of the network being assisted.

In ToDSCF and ToDMix, we focus on investigating the collaboration between IoD
and other networks in the urban space without changing the mobility of the nodes. PTNs
have fixed paths that can not be altered to facilitate cooperation between them and other
networks. VANETSs and BSNs have a path that depends on the user’s destination and is
also not liable to have their paths changed. For this reason, drones are suitable for filling
communication gaps in terrestrial networks. However, this work considers a futuristic
scenario in which the IoD will allow multiple drones performing different applications to
share the airspace.

For example, drone delivery is a top-rated application and has attracted the at-
tention of many companies [39]. Drone delivery will form a continuous flow of drones
in the sky. Hence, it will not be possible to change the path of these drones to make
collaboration between IoD and other networks possible. Thus, we seek to investigate a
scenario in which collaboration occurs without interfering with the mobility of nodes.
Another crucial point is that the density of the IoD is highly dynamic and depends on the
spatiotemporal characteristics of the network. Therefore, it is reasonable to assume that

the ToD will have sparse scenarios in which continuous communication between nodes will
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be impossible. In this case, we have a Delay-Tolerant Internet of Drones (DTIoD). Thus,
IoD must be delay-tolerant to keep communication between its nodes.

Table 6.1 presents proposals related to routing protocols for drones to collaborate
with other networks in a delay-tolerant scenario. Most proposals [153, 157, 269, 270| do

not use loD concepts, i.e., drones have their mobility affected to assist other networks.

Table 6.1: Related studies to routing protocols, IoD and collaboration with other networks

52
o
1z %%z
Year  Ref. =S P > A& M Highlights
2017 [153] v 7 A reactive routing protocol for transmitting pack-
ets in the sky
2020 [157] v 7 A reactive protocol for UAV-aided VANETSs
2021 [269] v A routing protocol for UAV-Assisted Vehicular
Delay-Tolerant Networks
2022 [270] v v A bio-inspired UAV-aided vehicular delay-tolerant
network routing protocol for urban VANET envi-
ronments
2022  ToDSCF Vv v A store-carry-forward protocol for joint bus net-
works and [oD
2023 IoDMix Vv v. v v A store-carry-forward protocol for joint

PTNs, VANET, BSNs, and IoD to fill the

gaps in oD communications

6.2.3 Design Issues of Routing Protocols for Delay-tolerant IoD

in a Multi-vehicle Scenario

This section introduces crucial issues that must be considered in the IoD protocol
development. Specifically, we address the context of multi-vehicle and delay-tolerant
scenarios. Figure 6.2 illustrates possible collaboration scenarios of IoD and other networks

to be discussed below.

e Path Planning Predictability: A characteristic of PTNs is high network pre-
dictability. Buses have fixed routes and schedules, allowing discover the path the
vehicle will follow. The same occurs for trains, as the path is easily predictable.
Therefore, often choosing the node closest to the message destination may not be
the best choice. Figure 6.2a illustrates an example where the source drone wants to

send a message to the ZSP. The source drone has two neighbors within range, a bus
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Figure 6.2: Hlustration of possible collaboration scenarios of IoD and other networks
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(a) Path planning predictability (b) Urban canyon

Source: Elaborated by the author

and a car. The bus has its path known and can inform the drone if it can deliver
the message and even inform its expected delivery time. As for the car, it does not
have its known path. In addition, privacy issues may affect the car’s ability to share
information about its trajectory [37]. Therefore, as indicated in Figure 6.2a, the
vehicle, despite being closer to the ZSP, may be going in a direction opposite to the
desired one. Thus, the choice of the next node should consider the prediction of the

node’s path whenever possible.

e Environment Interference: Urban centers may have obstacles that hinder com-
munication. Urban canyons can make communication difficult for land vehicles.
The choice of the transmission node must take this factor into account. Specifically,
nodes that have less interference must have priority. Thus, it is reasonable to assume
that drones have a preference among other nodes, as airspace has fewer obstacles
compared to land routes. Figure 6.2b illustrates an example where the source drone
wants to send a message to the ZSP. The source drone has two neighbors within
range, a bus, and another drone. Both the bus and the drone are heading toward
the ZSP. Besides, the expected message delivery is similar in the two neighbors.
Despite being closer, the bus has a lower average speed than the drone due to bus
stops. Thus, it is more advantageous to choose the drone as the next node, as the
risk of the message being lost is lower and, consequently, the delivery guarantee is

higher.
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e Hardware Restrictions: Each vehicle has different hardware restrictions due to
distinct factors, including the size and value of the vehicle. For example, it is
reasonable to assume that cars, buses, and trains have a higher value and more space
to store extra equipment than bicycles. Thus, bicycles are expected to have more
straightforward transmission equipment and a lower range capacity. Such factors
must also be analyzed and considered when choosing the transmission node. Hence,

there must be a priority of choice among the vehicles available for IoD collaboration.

6.2.4 Definitions and Assumptions

This section details the assumptions and definitions used to model our proposal.
Also, we describe the IoD, VANET, BSNs, PTN and bus network.

6.2.4.1 IoD

IoD has three components. The airspace architecture is composed of the airways
and their connections. The nodes are composed of a set of drones D and a single ZSP
that coordinates the drones. And a set PD of drone path plannings for the environment

used. In the sequence, we defined each component as follows:

e Airspace architecture: In this work, we defined the airways based on the roads
described in the scenario modeling. As mentioned, the roads are based on a real
region of Ottawa, Canada. The set of airways and their intersections form a directed
graph GD = (VD, ED). Each intersection is a vertex vd € VD, and the airways
segments are an edge ed € ED;

e Nodes: one ZSP responsible for coordinating the set of drones D. And a set of

drones D, where each drone d has a path planning;

e Path planning: Each drone has a predefined path pd € PD. We created the path
randomly using the airway graph GD for each drone. The path planning is a
sequence of vertices (vdy,vds,...,vd;), where i is the number of vertices in the
path. The first vertex vd; has an edge ed = (vdy,vdy) that connects it with the

vertex vds and so on.
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6.2.4.2 PTN

In this work, the PTN has two types of vehicles: buses and trains. In the sequence,

we define the nodes and the PTN path planning:

e Nodes: we created the set of buses B and the set of trains 7" based on the actual
bus lines and trains in the region used. The city of Ottawa has a public transport
called O-train. This system has underground and non-underground parts. In this

work, we consider a stretch of the O-train that is not underground;

e Path planning: Each bus and train has a predefined path pr € PR. The bus paths
were created using the real route for each line operated in the region. Also, the train
paths were created using the train railway tracks. All the paths are composed of a

set of vertices vr € VR.

6.2.4.3 VANETSs and BSNs

VANETS are defined as a set of vehicles C. We also used the GR graph to model
the path planning of the VANET. However, not all routes are available for all types of
vehicles. In the case of VANETS, we exclude dedicated bicycle-only lanes and edges
representing train railway tracks. We used all other edges to generate a predefined path
pr € PR. For bicycles, we have a set of bikes K. For generating the path planning, we
consider all available lanes except train railway tracks. The city region has some parks,
such as Mooney’s Bay and Hog’s Back Park, with bike lanes. Consequently, some areas

of the GR graph are only traversed by bicycles.

6.2.5 IoDSCF

In this section, we will present the loDSCF protocol which is the seminal protocol
of lToDMix. In this protocol, we explore a partnership between IoD and Bus Network (BN).
BNs are part of Public Transportation Networks (PTNs). PTNs have the characteristic
of being frequent and maintaining the periodicity of the routes almost every day. Thus,

it is possible to plan the path of the drones considering the public transport routes. For
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instance, [112] showed that the use of PTN can enable drones to extend their effective

range in drone delivery.

6.2.5.1 Definitions and Assumptions

A BN similar to a real scenario is used to simulate the hybrid network. We use
the RioBuses! dataset. RioBuses dataset had its data collected from the public transport
system in Rio de Janeiro, Brazil. The dataset was collected on October 1, 2014. The area
used is part of the Ipanema neighborhood, as illustrated in Figure 6.3 — Part A.

In this work, we use the architecture introduced in Section 4.1. Thus, we have the
airways parallel to the streets. A graph of the main roads was generated to create the
simulation of routes and airways, illustrated in Figure 6.3 — Part B. Also, most of the

airways have the same direction as their correspondent road in Ipanema.

Figure 6.3: A - Ipanema neighborhood, Rio de Janeiro, Brazil. B - Graph of Ipanema
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Each airway has only one direction. To better adapt the map to the simulator used,
only the rightmost section had its direction changed in relation to the real roads. In real
life, all streets are bottom-up, and we use top-down. The scenario used has approximately
15,154 m of airways. The airways are cylindrical (see Figure 6.4) with a radius of 1m.
Thus, using Equation 6.1, the volume is 47,583.56 m3. Another point is that we used the

same scenario in the ground, so we have 15,154 m of roads.

ve = 1 X radius® x h (6.1)

Since the airways are cylindrical, the drone can fly within this space but not beyond

the edges. Drones do not fly in a straight line and may suffer some action from the sternum

Thttps://crawdad.org/coppe-ufrj/RioBuses /20180319 /



6.2. Join IoD and Terrestrial Networks 184

that affects their trajectory, such as the wind. Thus, the drone always seeks to follow the
center of the airway. In the developed scenario, the takeoff and landing airways were not
specified. Each simulated drone has a starting point and an ending point on the route.
Thus, it is assumed that there is an airway for takeoff and another for landing at the

points chosen for the beginning and end of the route.

Figure 6.4: Example of airway

Source: Elaborated by the author

6.2.5.2 Bus trajectories-aided Drones path planning

Considering a scenario where drones will work together with other networks in
a smart city, drones need to take advantage of some intrinsic characteristics of cities
traditional networks. PTNs are very consolidated networks. Tracking buses using [oT
is one of the most explored applications in this field [276]. For instance, users can track
the buses in real time and know better if a bus already pass a bus stop or not [276]. An
essential feature of the network is that it is quite predictable, considering the day of the
week and the time of day.

Considering these facts, BNs can collaborate with IoD. Drones can have their
path plannings linked to the bus routes for this collaboration to be efficient. Figure 6.5
illustrates the bus density in Ipanema, Rio de Janeiro, Brazil, on October 1, 2014, between
11:00 am and 11:10 am. It is possible to observe which streets have bus routes and which
are often used in this case. Thus, let us assume that a drone delivery company is located
in Ipanema and has delivery in that same area. The drone that will make the delivery
can have its route planned to give preference to airways in which there are also bus routes
on the ground. This fact allows collaboration between networks.

It can be observed in Figure 6.5 that in the observed time interval, there are areas

in which the bus density is high. There are also areas where density is low and some
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Figure 6.5: Density of bus routes in the Ipanema neighborhood, Rio de Janeiro, Brazil.
Date: 2014-10-01 from 11:00:00 to 11:10:00
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where buses do not pass. It is quite reasonable to assume that there are many similar
real-life scenarios. Thus, as shown in the example, some deliveries may be set outside the
coverage area of BNs. The ideal scenario for a drone delivery would be for the shortest
path to be fully covered by the BN. However, this is not always possible. In Figure 6.6,
a drone needs to deliver a package from point A to point B.

The shortest path is 1.0 km, but only a small part of it allows collaboration between
buses and drones. The important point is that the airways and land routes in this example
are one-way. On the other hand, the bus-drone path presents a possibility in which
communication between drone and bus is possible in almost all the paths. In particular,
this path is a little longer, totaling 1.3 km .

Algorithm 10 generates the drone paths, and we considered two options. The first
is the shortest path based on distance (line 1) and the second is the shortest path based on
bus routes (line 2). For both cases, the Dijkstra algorithm was used. For the generation
of the shortest path based on bus routes, each edge of the graph had its weight based on
the number of buses that traveled that edge in the period shown in Figure 6.5. Thus, the
more buses traveled that edge, the more likely it was to be chosen.

Equation 6.2 defines which path the drone would take (line 3). As the distances in
the scenario used are relatively small, we chose to use a mazFactor of 30%. So, the path

bus-drone route is only chosen if the distance of the source to the destination point was
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Figure 6.6: Example of shortest path and bus-drone path to delivery a good of point A
to point B
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Algorithm 10: Drones path planning generation considering bus routes

Input : matrix G, source, destination, maxFactor
Output: path

sp < shortestPath(G, source, destination)

bdp < busDronePath(G, source, destination)
mazSortestPath < sp.distance X maxFactor

if (bp.distance > maxSortestPath) then

L return sp.path

QR W N =

6 return bdp.path

less than or equal to 30% (line 4).

maxSortestPath = distance X mazxFactor (6.2)

In real delivery scenarios, the route chosen can make a difference in delivery cost.
Regardless of the distance of the route, the drone will only be authorized to start the
delivery if it has adequate energy capacity to do so. Routes that allow hybrid communi-
cation, such as bus-drone routes, can be considered safer, as they have greater connectivity
when compared to routes that do not have bus traffic. Thus, the final user will be able

to choose the type of delivery, and safer routes can have a higher price when compared
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to traditional routes.

6.2.5.3 Protocol Description

We present two versions of [oDSCEF. The first does not consider the BN and second
has hybrid communication between BN and IoD. In both cases we have the following

assumptions:

e Each drone has an identification number;

Each drone has a GPS and consequently know its own position;

Each drone know the position of the ZSP;

This environment has airways in only one altitude;

The airways have a cylindrical shape.

The ToDSCF protocol works as follows. Each drone transmits a beacon every 1s. In this
version, the nodes are just drones. When a drone receives a beacon from other drones,
it stores the position of its neighbors. Algorithm 11 shows the packet routing to deliver
a message. In this case, the variable Node is a drone. To start transmitting a message
targeting ZSP, the source drone first checks if it has neighbors (line 1). If no neighbors

are found, the drone will store-carry the message and wait for neighbors (line 10).

Algorithm 11: Packet routing algorithm
Input : Packet M
if ( Node has neighbors ) then
if (ZSP in Node.neighbors) then
‘ Deliver M to ZSP
else
if Node has drone € neighbors then
‘ Forward M to the nearest drone neighbor to the ZSP
else
‘ Forward M to the nearest bus neighbor to the ZSP

© o N o A W N

else
10 ‘ Store, carry and wait for neighbors

If the drone has neighbors, two scenarios can occur. First, the ZSP is a neighbor
of the source drone. In this case, the drone deliveries the packet P to ZSP (line 3).

Otherwise, the source drone needs to choose a neighbor to forward the message (line 6).



6.2. Join IoD and Terrestrial Networks 188

To choose a node, the drone checks which neighbor is closer to the ZSP position. As buses
are not considered in this version, lines 5, 7 and 8 are not needed.

Figure 6.7 illustrates how IoDSCF protocol works. Drone X wants to transmit a
message to the ZSP. Initially, it checks if it has neighbors (Figure 6.7a). As it has no
neighbors, it store-carry the message (Figure 6.7b). Upon finding a neighbor (Figure 6.7¢)
drone X forwards the message to drone Y. Drone Y checks if it has neighbors and then

delivers the message to the ZSP.

Figure 6.7: Example of [oDSCF without using Bus Network and with Bus Networks
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Source: Elaborated by the author

When buses is aid to IoD the objective is to fill the gaps in drones communication
with buses. Algorithm 11 also represents the Bus-Drone packet routing. The main dif-
ference is that the variable Node can now be a drone or a bus. When a drone wants to
transmit a message, it checks if it has neighbors. Neighbors can be either drones or buses.
Another difference is the addition of lines 5, 6 and 8. In this case, preference is given for
the message to be transmitted to another drone.

Assuming that more than one neighbor is found, it checks if drones are neighbors
(line 5). If there are drones, the drone closest to the ZSP is chosen to transmit the message
(line 6). Otherwise, the bus closest to the ZSP is chosen (line 8). Preference is given to
drones, as drones have more speed and a longer range than buses. In addition, buses may
be subject to interventions such as tunnels and urban canyons. Thus, buses are used only
when necessary to fill the gaps in the IoD.

Figure 6.7 also illustrates how IoDSCF protocol works with BNs as nodes. First
drone X checks if it has neighbors (Figure 6.7d). Similar to Figure 6.7d, the drone has no
neighbors. Thus, it is necessary store and carry the message (Figure 6.7e). If the same
scenario in Figure 6.7b occurs, drone X will transmit the message to drone Y, and, in the
sequence, drone Y will deliver the message to the ZSP. However, it drone Y flies to the
opposite direction, the message will never reach the ZSP. In this case, bus Z can be used

as intermediate node to deliver the message to ZSP (Figure 6.7f).
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Assuming the Z bus does not exist in the example in Figure 6.7. Two scenarios
can occur. First, drone X heads towards the ZSP. In this case, the message would be
delivered to ZSP, but the end-to-end delay would be more significant. In the second case,
drone X could take the same direction as drone Y and stop going towards the ZSP. In
this case, without the presence of the Z bus, the message would never be delivered to the

ZSP. Therefore, buses can be essential to deliver messages in sparse scenarios.

6.2.5.4 Performance Evaluation

To simulate the network, we use [oDSIM. IoDSIM admits an xml file that specifies
the airways as input. In the evaluation, we use the scenario shown in Figure 6.3. Table
6.2 shows the configuration parameters used in the simulator. We perform 30 simulations
for each configuration of number of drones (10, 20, 30,40, 50). Table 6.3 shows the drone
density for each number of drones used. We opted for low drone densities because the
focus of the study is sparse scenarios. The drones density was calculated using Equation
6.1. The drone speed was based on the real speed of drones DJI phantom 4 pro? and DJ
Spark®. For the bus speed, we set an interval between 8m/s and 12m/s. We consider
that a bus has an average speed lower than the drone. Specifically, buses often stop at
bus stops for boarding and alighting passengers. Thus, we consider them faster in urban

scenarios than buses due to the drones’ speed.

Table 6.2: ToDSCF Simulation configurations

Parameter \ Drones \ Bus-Drones
Mobility model Gauss-Markov Gauss-Markov
Number of Drones 10-50 10-50
Number of Buses - 39
Simulated area airways roads and airways
Drone Speed 13m/s - 16m/s | 13m/s — 16m/s
Bus Speed - 8m/s — 12m/s
Transmission Range Drones 300 m 300 m
Transmission Range Buses - 200 m
Simulation runs 30 30
Simulation time 120 120

Another point was the transmission range of the nodes. In the case of drones, when
compared to buses, they are in an environment with less interference from obstacles such

as buildings and houses. This fact provides a better transmission range. In the case of

https://www.dji.com/ca/phantom-4-pro/info
3https://www.dji.com /ca/spark/info
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Table 6.3: ToDSCF Drones density (m?)

’ #Drones ‘ Drones Density ‘

10 0,0210 x10~2
20 0.0420 x 1072
30 0.0630 x 1072
40 0.0840 x 1072
50 0,1050 x10~*

buses, they can suffer from tunnels and urban canyons that can make data transmission
difficult [277]. Thus, we set the transmission range of buses smaller than that of drones.
The value of the drone transmission range was defined based on the scenario presented
in Figure 6.3. It is reasonable to assume that drones can reach neighboring drones on
parallel airways.

Each of the 30 simulations has different path plannings for the drones. The same
position was used for the ZSP in all path plannings. In addition, in each simulation,
the source and destination points of each drone were randomly generated. Algorithm 1
determined which path each drone should follow to reach its destination. The path back
from the destination to the origin was also designed. It is reasonable to assume that the
drone returns to its origin after delivering a package.

An adaptation of the actual path traveled was considered to generate the bus
routes. The paths were extracted from the RioBuses dataset. In total, 39 buses were
used. In the simulator, all drones start up on the ground. Due to positioning of drones,
the message transmission occurs at time ¢ = 12. However, the first beacon is transmitted
at time t = 2. Regardless of whether the simulation considers the BNs or not, it is always
the drone with ¢d = 1 that initializes the message. One message is initialized every 10s.

For the performance evaluation, the following metrics were considered:

e Packet Delivery Ratio: the number of packets successfully received for the ZSP
divided by the number of packets generated by a drone;

e End-to-end Delay: The average time needed for a packet generated by a drone to
reach the ZSP;

e Nodes type chosen per route: The average of nodes type chosen per route. It was
considering the total number of nodes used to reach the destination and each type
of node separately. Specifically, how many of these nodes were buses and how many

were drones;

e Distance traveled by packet per route: The average distance traveled by packet
per route. It considered the total distance and the distance traveled using drone

transmissions, and the distance traveled using bus transmissions.
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Figure 6.8a illustrates the PDR. The number of drones varied, as described in
Table 6.2. The results show that the [oDSCF protocol using buses as part of the network
allowed a greater number of packet delivery in all scenarios. However, as the number of
drones approaches the number of buses (39), the difference between the results decreases.
Thus, for 50 drones, the results are very close. Table 6.4 presents the summarized results

of the packet delivery ratio metric.

Figure 6.8: IoDSCF evaluation results
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Figure 6.8b shows the end-to-end delay metric x number of drones. In the begin-
ning, the delay is close to seven seconds in [oDSCF - without buses. This fact is because
the network is sparse in this scenario. Therefore, the drone may need to carry the message
for a long time before finding another drone to relay the message. With the use of the BN,
it is possible to notice that the delay decreases are statistically smaller. As the number of
drones increases, it can be seen that the delay decreases for both network configurations

(with and without buses). However, as the drone number approaches the bus number,
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Table 6.4: IoDSCF results for PDR

4 Drones Packet Delivery Ratio (%)
IoDSCF Without Buses ‘ IODSCF With Buses
10 55.26 +£1.92 80.16 £1.25
20 72.06 +1.36 86.374+1.19
30 82.53 +1.02 94.84 +0.53
40 93.26 +0.58 96.81 +0.61
50 97.81+0.46 98.78 +0.20

the difference between the delays is smaller. Table 6.5 presents the data summarization

of the end-to-end delay metric.

Table 6.5: IoDSCF results for end-to-end delay

#Drones Delay (s)
IoDSCF - Without Buses ‘ IoDSCF - With Buses
10 2.6568 +0.2360 6.6920 + 0.6683
20 1.1033 £0.0999 2.9289 +0.2196
30 0.4251 +0.0262 1.0575 £ 0.0955
40 0.1963 +0.0110 0.6843 +0.0484
50 0.2315 4+ 0.0054 0.9526 +0.1233

Figure 6.8c shows the average of node types chosen per route. In this scenario, it
can be observed that, on average, both for the case where BNs are used and for those
that are not used, the messages are delivered with a maximum of 3 hops. For the IoDSCF
with BN, it is observed that in cases where the number of drones is smaller than the
number of buses, the network takes on average more hops to deliver the message than the
IoDSCF network without BN. Again, when the number of drones and buses is close, the
protocols perform similarly. It is also observed that as the number of drones increases,
the number of buses used decreases. Table 6.6 summarizes the average of nodes types

chosen per route.

Table 6.6: IoDSCF results for average of type node chosen per route

Average number of hops
4D IoDSCF - [oDSCF - With Bus
Without Bus Total ‘ Drones ‘ Buses

10 | 2.658 £0.017 | 2.981£0.016 | 2.150 £2.485 | 0.831+0.013
20 | 2.732+£0.012 | 2.8864+0.012 | 2.48540.009 | 0.400 £ 0.007
30 | 2.805+0.011 | 2.7794+0.010 | 2.70240.009 | 0.151 £0.007
40 | 2.807£0.009 | 2.7794+0.009 | 2.68040.009 | 0.099 4 0.003
50 | 2.839+0.009 | 2.91740.010 | 2.680=40.009 | 0.235 =+ 0.004

Figure 6.8d shows the average distance traveled by the packet per route. Note that,

in the beginning, the distance traveled when using BNs is greater than when not using
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it. Then this fact is reversed, the distance being greater when drones are not used. It is
believed that this is due to the fact that at the beginning, as the message travels more by
bus and buses have a smaller range, more nodes are used, making the distance traveled
greater in the end. However, when the number of drones approaches the number of buses,
the simulation with only drones starts to travel a greater distance because drones have a
longer range, so other nodes can be reached, causing the distance traveled to increase.
As with other metrics, as the number of drones increases, the distance traveled by
buses decreases. On the other hand, the distance traveled by drones increases. In the
scenario of 10 drones, the package traveled 107 m. For 30 drones, the message travels, on
average, only 15m. This fact also reflects what was observed in Figure 6.8c, because as
the number of hops of each type of node decreases, so does the average distance traveled

in each network. Table 6.7 shows the summarized results for the distance metric.

Table 6.7: ToDSCF results for average distance traveled by packet per route

Average distance (m)
4D IoDSCF IoDSCF
Without Bus Total ‘ Drones ‘ Buses

10 | 476.49+£6.65 | 510.81+£5.95 | 403.43 +5.40 | 107.38 = 3.07
20 | 509.644+5.05 | 544.60+£1.94 | 473.32+4.15 | T71.27+1.94
30 | 544.134+4.29 516.8£3.37 | 501.10£3.30 | 15.75+0.71
40 | 587.88+3.90 | 564.99 +4.08 | 548.60£3.96 | 16.39+£0.75
50 | 587.214+3.92 | 607.69+3.44 | 567.69 £3.35 | 40.00£0.96

6.2.6 IoDMix

This section introduces IoDMix — a routing protocol for delay-tolerant Internet of
Drones in a multi-vehicle scenario. First, we detail the packet routing algorithm. After,
we present the selection of nodes using the expected message delivery time. Finally, we

describe the selection of nodes using the distance metric.

6.2.6.1 Scenario Modeling

IoDMix is a store-carry-forward protocol. This protocol considers that the drone

wants to send a message to a ZSP. However, the protocol can send a message to order
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nodes with a fixed and known position (e.g., roadside units, IoT node). We make the

following assumptions:

e Each drone has an identification number;

Each drone has a GPS and, consequently, knows its position;

Each drone knows the position of the ZSP;

This environment has airways at only one altitude. However, other number of alti-
tudes for airways can be considered, and our proposals are not limited nor dependent

on these topologies;

The drones, buses, and trains know their path.

Figure 6.9 represents the map used in this work. We considered the region of
Riverside and Ridgemont neighborhoods in Ottawa, Ontario, Canada. We chose this city
region because it has a stretch of track for the local train, park areas with bicycle paths,

and some main roads. We define land routes as follows:

Figure 6.9: Map based on Riverside Park and Ridgemont regions in Ottawa, Canada
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Source: Elaborated by the author

e Roads Architecture: The set of roads and their intersections form a directed graph
GR = (VR, ER). Each intersection is a vertex vr € VR, and a road is an edge
er € FER. Also, we include in the graph the O-Train railway tracks that pass

through this region and a stretch of paths exclusively for bicycles;

e Exclusive land routes: Thus, as in the real scenario used, some roads are exclusive
for a single type of vehicle use. Figure 6.9 highlights the bike-only lanes and train

tracks.
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6.2.6.2 Packet Routing Algorithm

The IoDMix protocol works as follows. Each drone transmits a beacon every 1s.
The drone that receives the beacon stores the time and the sender drone id. This protocol
generates a message by choosing a random drone that targets the ZSP (message recipient).
Algorithm 12 shows the overview of packet routing. The variable node is a drone. First,
the node checks if it has neighbors (Line 1). If the drone has no neighbors, it stores the
message and waits for new neighbors (Line 19). If so, it checks whether the ZSP is among
them (Line 2). If the ZSP belongs to the neighbors, the drone delivers the message to
it (Line 3). Otherwise, the drone needs to assess whether to transmit the message to an

available neighbor or to continue carrying the message.

Algorithm 12: Packet routing algorithm
Input : Packet M

1 if (node has neighbors) then
2 if (ZSP in Node.neighbors) then
3 ‘ Deliver M to ZSP
4 else
5 nodeTime < bestNeighborTime(node) (Algorithm 13)
6 if (nodeTime # —1) then
7 ‘ Forward M to nodeTvme
8 else
9 current Time <— getTimeToZSP(node)
10 if (currentTime # —1) then
11 ‘ Store, carry and wait for new neighbors
12 else
13 nodeDistance < bestNeighborDistance(node) (Algorithm 14)
14 if (nodeDistance # —1) then
15 ‘ Forward M to nodeDistance
16 else
17 ‘ Store, carry and wait for new neighbors
18 else
19 ‘ Store, carry and wait for neighbors

The first step is to check if any neighboring node has an expected message delivery
time to the ZSP (Line 5). Some types of vehicles, such as drones, buses, and trains, can
verify if they will be able to deliver the message to the ZSP. Specifically, these vehicles
can give a time expectation for delivering a message to the ZSP. This process is possible
because drones can access their path planning and provide an expected message delivery
time considering their average speed. The same is possible for vehicles such as buses and
trains, as they have a predictable route. We use Algorithm 13 to search for a node with

an expected message delivery time among the neighbors of the current node.
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If Algorithm 13 returns a valid node, the message is forwarded to it (Lines 6 and 7).
Otherwise, we check if the current node has an expected message delivery time (Line 9). If
so, two possible situations have occurred in Algorithm 13. The first possibility is that no
neighboring node has a better message delivery time expectation than the current node.
The second case is that no neighbor can calculate the expected message delivery time.
Therefore, we keep the message with this node and wait for new neighbors (Lines 10 and
11). This is because we assume it is more advantageous to keep the message in a node
that expects to reach the ZSP than to forward it to a node with no expected message
delivery time.

If the current node has no expected message delivery time, we check which neighbor
is the closest to the ZSP to forward the message (Line 13). In addition to the distance,
we consider the priority of the vehicle, according to Algorithm 14. If a neighbor is found,
the message is forwarded to it (Lines 14 and 15). Otherwise, the current node continues

loading the message until new neighbors are found (Line 17).

» Searching for nodes with expected message delivery time. The node search
algorithm considers the message delivery time expectation as follows. First, the expected
message delivery time of the current node is calculated using the getTimeToZSP() func-
tion (Line 2). Afterward, all neighbors are traversed, and for each one, the expected
message delivery time is obtained using the getTimeToZSP() function (Lines 3 and 4).
This function returns —1 when the expected delivery time cannot be calculated. If the
expectation of the neighbor n is different from —1 (Line 5), it is also necessary to check if
the expectation of the currentTime is also different from —1 (Line 6). If currentTime is
different from —1, we need to check if newTime is less than currentTime (Line 7). If it is
smaller, the currentTime and the neighbor variable are updated (Lines 8 and 9). Thus,
the message is not transmitted if the identified neighbors do not have a better delivery
time expectation than the current one. If currentTime equals —1, we update the variables

currentTime and neighbor to the corresponding values (Lines 11 and 12).

» Discovering the nearest neighbor. Algorithm 14 works as follows. First, we
obtain the distance from the current node to the ZSP (Line 2). Then we check if there are
drones among the neighbors (Lines 3 and 4). If there is, we look for the closest drone to the
ZSP (Line 5). Also, that drone found must be closer than the distance from the current
node to the ZSP. We prioritize drones as they have a greater range than land vehicles.
This range is because land vehicles can suffer interference from obstacles, as mentioned
in Section6.2.3. If no drone is found, priority is given to the PTN nodes (Lines 7, 8,
and 9). This priority is because PTNs are more reliable since cars and bicycles are more
likely to be disconnected from the network at any time by the user. For example, when a

person parks the car, the node is no longer connected to the network. Priority is given to
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Algorithm 13: Best neighbor

10
11
12

13

Input : node

Output: neighbor

neighbor < —1

current Time <— getTimeToZSP(node)

for (n in node.neighbors) do

newTime < getTimeToZSP(n)

if (newTime # —1) then

if (currentTime # —1) then

if (newTime < currentTime) then
currentTime < newTime

L neighbor <—n

else
currentTime < newTime
neighbor < n

return neighbor

VANETS and bicycles in the sequence (Lines 11 to 17). This is because VANETS have a

bigger range than bicycles, as they have a greater chance of having more robust hardware.

Algorithm 14: Best neighbor distance

© 000 N O ok~ W N =

S = S S
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17

Input : node
Output: neighbor
neighbor < —1
currentDistance < distanceToZSP(node)
list < getDrones(node.neighbors)
if (list.size # 0) then
| neighbor < nearestNeighbor (list,currentDistance)
else
list < getPTN(node.neighbors)
if (list.size # 0) then
‘ neighbor < nearestNeighbor (list,currentDistance)
else
list < getCars(node.neighbors)
if (list.size # 0) then
‘ neighbor < nearestNeighbor(list,currentDistance)
else
list « getBikes(node.neighbors)
if (list.size # 0) then
L neighbor < nearestNeighbor(list,currentDistance)

18 return neighbor
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6.2.6.3 Simulation Modeling

To evaluate loDMix, we used the scenario described in Section 6.2.4. To model
the PTN, we used the bus lines that pass through the map in Figure 6.9. Specifically,
eight main bus lines were considered in this region (bus lines 6, 83, 90, 92, 111, 141,
190, and 290). During the week, the lines have a time interval between 15 and 20 min.
In addition, we also consider that the O-Train passes every 7min. We model the traffic
of oD and VANET following a normal distribution. Therefore, until the middle of the
simulation, there is an increase in vehicles. After that, the traffic of vehicles decreases.
For bicycle modeling, we consider a decreasing curve. The scenario considered was in the
morning, when there is greater traffic of bicycles that decreases as people start to go to
work. Therefore, the traffic of VANETS increases. Figure 6.10 illustrates the number of

vehicles in the network every 1 min.

Figure 6.10: IToDMix Number of nodes vs. Time (min)
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Table 6.8 presents the settings for each type of vehicle. Since we considered a
sparse scenario, we have a low number of drones. As mentioned, we use eight bus lines, so
16 buses can be active simultaneously (two from each line, going in opposite directions).

We also consider that two trains can be operational at the same time. Node speeds were
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based on actual vehicle speeds. In the case of drones, we use the average speed reached
by the DJI Phantom 4 pro* and DJ Spark® models. In this simulation, we assumed that
the storage capacity of the drones was unlimited. However, in cases of limitation, it is
possible to save only a limited number of neighbors using criteria such as nodes with

higher transmission priority (e.g., node type, and route predictability, to name a few).

Table 6.8: ToDMix Simulation configurations

Parameter ‘ Drones ‘ Buses ‘ Trains ‘ Cars ‘ Bicycles
Max no. of nodes 50 16 2 50 30
Region airways | roads track | roads roads
Speed (m/s) 13-16 | 8-12 | 9-10 | 913 4-5
Transmission range (m) 400 300 350 300 250

Another point is the transmission range of each node. The transmission range of
the drone was based on previous studies in the literature [38, 58]. The drone should have
the greatest range when choosing the transmission radius of the other vehicles. We assume
that the drone has the most extended range between the nodes because the airspace has
fewer obstacles for transmissions. We also consider that cars and buses have a similar
transmission capacity, as they travel in similar situations and suffer from urban canyons.
However, we suppose trains have a slightly higher transmission capacity due to their
hardware equipment. In the case of BSN, given the vehicle size, it is reasonable to assume
that the used hardware will not be as robust as in other vehicles, so the bicycles have the
lowest range in the network.

We use IoDSIM® — a simulator for the Internet of Drones developed on OMNeT ++7
and INET?® library. IoDSIM allows drones to use only airways to fly and configure them to
operate at different altitudes. The time simulated was 1 h. We made 30 simulations. Each
has different path plannings for the drones and random locations for the ZSP. However,
we placed the ZSP always at one road crossing. The simulation starts at time ¢t = 2. In
every simulation, the drone with ¢d = 0, i.e., drone 0, starts transmitting the message at
a different location and is active during the entire simulation. One message is generated
every minute. In this simulation we used the IEEE 802.11n standard for the MAC and
physical layers.

4https://www.dji.com/ca/phantom-4-pro/info
Shttps:/ /www.dji.com/ca/spark/info
Shttps://iodsim.manna.team/
"https://omnetpp.org/
8https://inet.omnetpp.org/



6.2. Join IoD and Terrestrial Networks 200

6.2.6.4 Results and Discussion

In this section, we present the simulation results and their discussion. First, we
analyze the network connectivity in the simulation scenario. After, we discuss the loDMix

protocol.

» Network connectivity. IoD has high network dynamics, where nodes can connect
and disconnect quickly. Furthermore, in the DTIoD, all the network elements do not
stay connected. Figure 6.11a illustrates the connectivity of the IoD at ¢t = 1 min. At the
beginning of the simulation, the network has few active drones, making it impossible to
maintain the connection between them. Figure 6.11c¢ shows the IoD connectivity at t =
30 min, middle of the simulation. Around this time, the network will register the largest
number of nodes in the simulation. Even so, we see that the drone network is fragmented.
In this example, the source drone (in blue color) does not have a way to send a message
to the ZSP (in red color).

Figure 6.11f shows the network connection for simulation time = 1min. The sce-
nario is the same as in Figure 6.11a, but now with all nodes in the network. We observed
that the communication between nodes is still challenging because there are few nodes in
the network. Figure 6.11h shows the network connectivity for time = 30 min. In this case,
with the help of other vehicles, it is possible to build a connection between the different
fragments in Figure 6.11c. However, as the speed of loD and VANET nodes is high, and
bicycles and cars can disconnect from the network at any time, the network still has a
high dynamicity and a high chance of fragmenting frequently.

The network connectivity is intrinsically related to the density of nodes. IoD
network density can vary in each city region. In downtown, we can have constant traffic
of drones, while in the city outskirts, we can have sporadic nodes. Classifying the entire
IoD as a sparse or dense network is unrealistic since each region has characteristics that
can affect the number of nodes. Consequently, some city regions tend to have more nodes
(main roads and urban centers), and others consistently fewer (small neighborhoods and
residential areas only). Furthermore, the time of the day and the day of the week can
impact the IoD density. For instance, large centers can have more drone traffic during
lunch and dinner hours due the food delivery. All these aspects reinforce the need to
apply a store carry-forward protocol. Figure 6.11 shows a change in the network density
in the used scenario. Even in cases with the highest network density, it is possible to have
isolated or small groups of isolated nodes. Figures 6.11f to 6.11j show the evolution of

the network density during the simulation considering all nodes.
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Figure 6.11: IodMix Network connectivity overview
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IoDMix analysis. This section presents the analysis of the loDMix protocol. We

compared our results with the IoDSCF Protocol in two scenarios. Specifically, the first

scenario uses all network nodes (IoDSCF-A), and the second uses only drones (IoDSCF-

D).

We chose this protocol because it is a store-carry-forward protocol for IoD. Therefore,

considers airways for drones. The main criterion for IoDSCF to select the next node is

the distance to the ZSP. For the loDMix evaluation, the following metrics were used:

e Packet Delivery Ratio (PDR): the number of packets successfully received for the
ZSP divided by the number of packets generated by the source drone;

e End-to-end Delay: the average time needed for a packet generated by the source
drone to reach the ZSP;

e Type of nodes chosen per route: the average type of nodes chosen per route. It was
considering the total number of nodes used to reach the destination and each type

of node separately:

e Carry-time per node type (s): the average time a node carries a message. It was
considered the total number of nodes used to reach the destination and each type

of node separately;

e Packet Loss per Type of Vehicle: the average number of packets lost per each type

of vehicle. We also considered the number of packets lost in the source drone.
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Packet Delivery Ratio: To analyze the results, we divided the simulation into three
parts. The first is up to 20 min, the second from 20 min up to 40 min, and the third from
40 min up to 60 min. Figure 6.12a shows a heatmap of the PDR results. The total column
represents the overall delivery rate in the entire simulation. In all scenarios, loDMix has a
higher delivery rate than the other scenarios. However, in the final part of the simulation,
the performance of loDMix is similar to the JoDSCF-A. The interesting point is that the
[IoDSCEF-D performs better than the [oDSCF-A in the first 20 min. IToDSCF-A may choose
to send a message to a node with a low range, such as a bicycle, and as the network is
very dynamic, the message can be lost more easily. Nevertheless, in the middle of the
simulation, due to the density of nodes, the [oDSCF-A has a higher PDR than the drone-
only version. At the end of the simulation, the [oDSCF-D has difficulty delivering packets
because the network is sparse.

End-to-end Delay: The end-to-end delay metric was also analyzed by dividing the
simulation into three stages. Figure 6.12b shows the heatmap of the results. We observed
that the delay between messages is higher for [oDMix than for the [oDSCF-A scenarios.
Thus, loDMix prioritizes the choice of nodes that guarantee the delivery of the message.
In the DTIoD scenario, it is more important to deliver the message than the time taken
to deliver it. In the case of the IToDSCF-D scenario, the nodes need to carry the message
for a long time until they find a neighbor closer to the ZSP to transmit it. As observed
in Figure 6.11c, even in cases where the simulation has more drones, the network remains
disconnected. Another point is that in the last part of the simulation, the IoDSCF-D
has a low delay. However, as seen in Figure 6.12a, the delivery is very low in this case.

Specifically, the packets that can be delivered are already very close to the ZSP.
Figure 6.12: ToDMix results divided into three simulation parts
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Type of nodes chosen per route. Figure 6.13b presents the results for the type

of node chosen per route. The total column represents the average number of nodes
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used to deliver a message. IoDMix uses fewer nodes than IoDSCF-A because it carries
the message longer, while IoDSCF-A forwards the message to any neighbor closer to the
ZSP. In the case of [oDMix, it is observed that the different available vehicles were not
frequently used. The reason for this is related to this scenario, in which the protocol did
not find nodes that could easily guarantee the delivery of the message. As observed in
Figure 6.13b, the use of the PTN network was low due to the small number of nodes in
the region. In addition to the drones, recall that PTN is the only network where it is
possible to predict the path a node takes.

Figure 6.13: ToDMix results by type of vehicle

10 80

Drone PTN VANET BSN  Total

IODM]X. _

Drone PTN VANET BSN  Total

IODMIX. _
ioDSCED- 7555 7555

0 0

(=2}
w ul
[=] [=]

[sS]
(=]

anoa 1ad uasoyd adA) apou jo afeioay
S
(=]

(s) 2d4) apou 1ad awin-A11ed 28e12AY

—_
[=]

(a) Number of Nodes type chosen per route (b) Average carry-time per node type (s)

Source: Elaborated by the author

Carry-time per node type: Figure 6.13b presents the average time that each node
type carried a message. The total column represents the average time a message was
carried during the simulation. We observed that the IoDSCF-D does not find neighbors
easily, so the drone takes the message for an extended period. Comparing the IoDMix
with the IoDSCF-A, we observed that, in general, the [oDSCF-A forwards the message
with greater speed. Particularly, loDMix only forwards the message if it finds a node
more likely to deliver it than the current node.

Packet loss per type of vehicle: Figure 6.14 presents the result of the Packet Loss
per vehicle. The first column represents the drone that generated the message. We
observed that most messages could not reach the ZSP, as the drone source could not
contact any other network element. This fact occurs in all scenarios. In the first and
last part of the simulation, about 20 messages are generated (33% of the total messages
generated). At the beginning and end of the simulation, the network could not maintain
connected components to transmit the message to the ZSP. They were not delivered in
any of the scenarios and protocols evaluated. Therefore, the number of lost messages from
source drones is high.

Drones lose most messages. The following factors contributed to this result: (i)
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Figure 6.14: ToDMix Packet loss per type of vehicle
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drones have the highest speed between nodes and can frequently disconnect from the
network; (ii) drones can enter roads that may not receive another land vehicle for a
while, affecting message loss. For example, depending on the network’s density and the
map’s characteristics, when a drone enters an airway above the train line, it may not find
neighbors to relay the message. For loDMix, the second vehicle that loses messages the
most is the car. This probably occurred because there are more cars on the network than
other nodes. As for the IoDSCF-A, the loss of messages is similar in other vehicles on
the network. This occurred because the protocol does not use priority between vehicles
to transmit the message. And finally, [oDSCF-D has only messages lost by drones, as it

is the only type of vehicle on the network.

» Traffic jam analysis. As mentioned earlier, PTNs have high predictability. How-
ever, two types of predictability must be considered: location and time. Since PTNs
have fixed routes, vehicles try to stay on the established route as much as possible. How-
ever, path changes may occur due to accidents, infrastructure renovations, or temporary
road blockages, which may cause vehicles to make detours. Many of these deviations are
programmed and can already be considered in the vehicle’s path planning.

Another type of predictability in PTNs is time, as vehicles are expected to arrive
at a particular time in a specific location so that users can plan to use public transport.
However, the time may not always be entirely predictable due to traffic jams that may
occur on the road. Therefore, we analyze the occurrence of traffic jams in the network.

Their location was chosen by identifying a point where there was necessarily a bus line,
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as shown in Figure 6.15a. We consider that a traffic jam occurred on a land road after
20 min of simulation. The traffic jam affected cars and buses and was considered the same

in all 30 simulations.
Figure 6.15: IoDMix Traffic jam location and PDR result
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As a result, it was observed that there was a significant decrease in the PDR. As
shown in Figure 6.15b, when considering the total number of delivered messages, there
was an average decrease of 5%. This decrease occurred because the traffic jam prevented
vehicles from moving, even if they did not have a message to deliver. This meant they
could not fill communication gaps in other areas of the network if they were on their usual
route. Additionally, it was observed that buses stuck in congestion played a crucial role
in bringing more distant messages closer to the ZSP.

To better understand where packets were lost in the traffic jam, Figure 6.16a
illustrates the packet loss by vehicle type. There was a significant increase in packet loss
for BSNs. In our simulation, BSNs have a low transmission range, making them highly
dependent on other vehicles to deliver the message to the final destination. Another factor
is that bicycles are unpredictable and can easily disconnect from the network, increasing
the chances of packet loss. Although there are packet losses in VANETSs and PTNs, they
are not as high. This is because vehicles with the highest transmission priority are drones.
Therefore, even in a traffic jam, drones can pass through the region and receive messages
from cars or buses.

It was also observed that there was an increase in delay for delivered packets.
Figure 6.16b summarizes the obtained results. Considering that the traffic jam did not
affect UAVs and bikes, a stopped vehicle could forward the message to another node (UAV
or bike), allowing for message delivery. However, waiting for a node caused delivery delays,
increasing traffic jams.

In summary, congestion can affect protocol performance. For the analyzed scenario,

it was observed that the traffic jam prevented bicycles from finding more efficient nodes
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Figure 6.16: ToDMix Traffic jam packet loss and end-to-end delay result
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to forward the message. In conclusion, the consequences of a traffic jam depend on several
factors, such as the congestion’s location, the traffic jam’s time, and the network’s density.
However, a traffic jam can generally result in increased message loss and delays in message

delivery.

6.2.7 Discussion

IoD has unique features, such as the use of airways and highly dynamic topology.
In addition, the IoD aims to provide coordinated access to drones to airspace. This feature
will provide an environment with dynamic network density. In cases where the network
is sparse, the IoD might consider a delay-tolerant network. In this work, we address a
sparse scenario. We propose a partnership between oD and VANET, PTNs, and BSNs to
fill IoD communication gaps and integrate them into Intelligent Transportation Systems.
In an urban application, it is reasonable to assume that distinct networks can collaborate
to improve their network metrics.

The IoD-terrestrial networks collaboration is promising. Works in the literature
show that ground vehicles can be a means to allow more extended trips, energy savings,
and even be a charging point for drones in operation. These advantages and the high
predictability of some terrestrial networks allow routing protocols to exploit the collabo-
ration IoD-terrestrial networks to improve efficiency, message delivery, and decrease delay,
as shown in the IoDSCF and Delay-tolerant Internet of Drones Protocol in a Multi-vehicle

Scenario (IoDMix) results.
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6.3 Join IoD and Other Aerial Networks

It is expected that the airspace will soon contemplate multiple networks with dif-
ferent types of nodes. Among these networks are IoD and the Internet of Flying Cars
(IoFC). Although they share the same airspace, each network has different characteristics
such as node type, altitude, speed, power supply, and processing capacity. Recently, a
new trend was raised to evolve these networks towards an integrated network [278]: Hy-
brid Aerial-terrestrial Network (HATN). Therefore, in this section, we will explore the

integration of IoD and other aerial networks.

6.3.1 Preliminaries

Similar to IoD, flying cars also have the potential to form constant traffic of ve-
hicles in the sky. This idea aims to solve the problem of traffic congestion and release
tensions on existing city transport networks [279|. Different services can be provided by
autonomous flying cars to the population shortly. Thus, it will be necessary for these cars
to communicate with each other to assemble an autonomous network, forming the IoFC.
In addition, this network will compete for airspace with IoD. Therefore, it is reasonable
to assume that these networks communicated to maintain the organization and security
of the devices and their users.

[oD is composed of different types of drones. For instance, drones can have distinct
sizes, processing capacities, and communication ranges. A recent trend is to use high and
low-altitude UAVs to improve network coverage [238|. High Altitude Platform Stations
(HAPS) contribute significantly to ubiquitous connectivity due to their location (strato-
sphere) [280] and because nodes can process, store, and collect data from a plurality of
applications [280], providing an extensive coverage among nodes. On the other hand,
low altitude platforms such as drones and helikites [281] can improve local connectivity
by providing a small coverage among nodes [238]. In this context, Robust Drones Plat-
forms Networks (RDP) can support other networks with the same features that HAPS
but locally.

For this protocol, we divided the IoD into two categories. First, the Task Drones
(TD) is used to perform the applications, such as the delivery, monitoring, and urban
sensing. Secondly, RDPs are used to support TD. These drones have higher processing
and storing capacities when compared with TD. As the objective of all these networks is

to provide services to the population, they must communicate with terrestrial networks
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Figure 6.17: Different scenarios where a car needs to broadcast an emergency message
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for applications and services purposes. In addition, there can be a mutual collaboration
between networks to provide constant node connectivity. Although the airspace can be
divided into operating ranges for each air network, and there is no horizontal dispute,
the nodes of each network can compete for the airspace vertically (for takeoffs and land-
ings). As RDPs have ample storage and processing capacity, they can collaborate with
many applications in other networks. Each RDP may be responsible for maintaining and
processing information from a network and application type.

In the literature, it is common to find studies that evaluate the use of drones to sup-
port routing protocols in VANETSs [110]. This protocol considers different aerial networks,
and each of them can help VANETS in different situations. The decision depends on two
factors. The first is the network density. The second is the emergency type that directly
influences the availability of nodes. For example, when an accident or emergency occurs,
it is common to find works where an alert message warns the responsible authorities and
nearby vehicles [282]. The message can be transmitted only through terrestrial networks
or with the help of other networks. As illustrated in Figure 6.17, the alert message can
go through different nodes. Next, we discuss three scenarios where a car wants to send a

message in an emergency.

e Using Only Terrestrial Communication: As illustrated in Figure 6.17a, some
scenarios are suitable for broadcasting an alert message using only terrestrial com-
munication. For example, in a car accident, if the network is dense, the alert is
forwarded using only VANET. In the literature are many efforts to transmit an
alert message in this situation [282]. In this scenario, it is reasonable to assume that
the other cars in the network will be available to retransmit messages because only
the vehicles involved in the accident are in an emergent situation. Thus, a message

can be forwarded using Vehicle-to-Vehicle Communication (V2V);
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e Using UAVs to Fill the Communication Gaps: As previously discussed, it is
possible to broadcast a message using only terrestrial communication, depending on
the network density. However, VANETSs can present sparse scenarios, and drones
are a way to help with routing [110] (Figure 6.17b). An example is when a car
accident occurs, and no vehicles nearby can relay the emergency message generated
by the accident. In these cases, the purpose of drones is to be an intermediary node
between two cars to fill gaps in VANET communication. In addition to V2V com-
munication, Vehicle-to-Drone (V2D) and Drone-to-Vehicle (D2V) communications

are used;

e Using Only Aerial Communication: Figure 6.17c presents a scenario in which
the message cannot travel through cars. A possible scenario would be an urban
flooding. This scenario is unpredictable, and the affected vehicle cannot determine
whether adjacent vehicles can relay an emergency message. Thus, it is not possible
to use other networks only to fill the communication gaps in VANETSs. Therefore,
the message needs to go through only available nodes. One option would be to send
the message to an RDP. In that case, RDP would use 6G technology or beyond to
notify authorities and other cars around the disaster region. Send a message to an
RDP to make the alert. To reach an RDP, the message can go through different
aerial networks like TD and IoFC. Thus, it is necessary to use V2D, Drone-to-Flight
Car (D2FC), and Flight Car-to-Robust Drone (FC2RD) communications.

This Section aims to introduce a routing protocol called Altitude-based Routing
Protocol for Hybrid Aerial-terrestrial Networks (ARAT). The focus of this protocol is
to be a hybrid reactive protocol for emergencies where a lower layer node needs to send
information to a specific RDP. ARAT is a hybrid protocol that uses geocast and store-

carry-forward approaches.

6.3.2 ARAT Protocol Description

This section describes the Altitude-based Routing Protocol for Hybrid Aerial-
terrestrial Networks (ARAT). Considering the multi-network scenario, ARAT is a hybrid
geocast and store-carry-forward protocol that takes advantage of the network topology to
send the node to the highest altitude. Algorithm 15 details the packet sending. In ARAT,
when a node sends a packet, it checks if it is still relevant (Line 1). A packet packet; is

relevant if and only if the following conditions are satisfied:

e Node receives packet; for the first time;
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LS [tstarhtend]}
e Node is inside the transmission zone TZ.

After sending packet; (Line 2), the protocol schedules a new sending of packet,
for the time ¢t + 5 (Line 3), where t represents the current time. As long as the source
node does not hear the packet; retransmission (Line 4), it assumes that no neighbors have
received it. Thus, the node stores/carries the packet until the time ¢ 4 5, in which it tries
a new transmission. This process continues until the source node listens to the packet or
it reaches the ?,,; maximum wait time limit. If this packet is not relevant, it has already
been received by the node at least once. Thus, if there is a transmission schedule for this

packet, the function in Line 8 removes it from the queue.

Algorithm 15: Send Packet
Input : packet pckt

1 if (pckt is still relevant) then

2 send(pckt)

3 | scheduleSend(pckt, t +5)

4 while not listen pckt in time t,,,; do
5 send(pckt)

6 scheduleSend(pckt, t + 5)

7 else

8 | cancelSchedule(pckt)

We assume that the node knows its position and type of node. Each message has a
unique code. The sent packet has its id, destination information, and the sender’s position.
Algorithm 16 details packet dissemination. The message transmission region (TR) is a
parallelepiped, composed of three dimensions (length, width, A). The A corresponds to the
height of the highest airway, and the length and width are application-dependent. Upon
receiving a relevant packet, the node checks its type. If it is not an RDP, Algorithm 17
calculates the time T for scheduling a message. If it is an RDP, the node knows where to
send the message to reach the destination, and the schedule is made for the next second
(Lines 6 and 7).

Algorithm 17 shows the calculation of time for scheduling a message. First, to
calculate the time T, we consider only the altitude A and calculate the time ¢, based
on the Euclidean distance. We compute the distance between the source node and the
highest airway and the current node and the highest airway (Line 1). Then we calculate
the time ¢4, which is related to the other two dimensions.

In the previous step, we used altitude A to compute the first value to determine
the scheduled time (Line 1). In this step (Lines 2-5), we consider the longest dimension
not yet used, i.e., the length or width, and form a rectangle using these measurements,

as shown in Figure 6.18. After, we calculate the Euclidean distance D(Nodes, R), which
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Algorithm 16: Packet Dissemination
Input : packet pckt
if (pckt is relevant and Node.id # pcket.dest) then
if (Node ¢ RDP) then
T « timeSchedule()
scheduleSend(pckt, T') (see Algorithm 3)
Ise
T + currentTime() + 1
nextNode < getNextNode(Node.id, pcket.dest)
scheduleSend (pckt, T, nextNode)

delete(pckt)

[ IS B N N
)

©

Algorithm 17: Time Schedule

Input : packet pckt

Output: time 7T’

t, < D(Node., A)/D(Nodes, A)

if (D(Node., R) < D(Nodes, R) then
| tq < D(Node., R)/D(Node,, R)

else

\ tq < D(Node., L)/ D(Nodes, L)

T <« (Clta + Cztd)T*

[ I N

represents the distance from the source node to the R-side, and the distance D(Node., R),
which represents the distance from the current node to the R-side. Thus, if the current
node is further to the R-side than the source node, t, is calculated according to Line 3,
otherwise according to Line 5. This step’s purpose is to give priority so that further away

are the relays. Finally, the total time T is calculated by:
T = (Clta + Cgtd)T*, (63)

where ¢; and ¢y are coefficients that determine the priority of height and distance, and T
is a random number between [0, 1]. Thus, we will have a set of N nodes with a message
scheduled according to priorities N; < N; 41 < ... < N,,. When node N; retransmits the
message, nodes € N that listen are no longer relevant and are removed from the priority

list. This process eliminates unnecessary transmissions.
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Figure 6.18: Altitude and environment example

Source: Elaborated by the author

6.3.3 Performance Setup

We use the IoDSIM? framework to evaluate the performance of our proposed ARAT
protocol. ToDSIM is an IoD framework built on top of OMNeT++!%. This simulator is
composed of a mobility module that allows overlapping airways. Table 6.9 shows the
number of nodes used in the performance evaluation. The number of cars and RDPs
has not changed. The idea is to form a sparse network for cars that will need other
communication forms to transmit an emergency message. So, we set the number of cars
as H0. This is a reasonable assumption because cars are used mainly as message sources
in this simulation setup. Also, it is appropriate to use a fixed number of RDPs as the

network forms a constellation in the sky, and its topology does not frequently change.

Table 6.9: Number of Nodes

‘ Cars ‘ Drones ‘ FC ‘ RDPs ‘ Total of Nodes ‘
[ 50 [10-200[20-100] 30 | 110 380 |

Table 6.10 presents the parameter settings for each network. We assume the fol-
lowing speed order FC > TD > C > RDP. We consider that the airways are parallel to
the streets and are overlapping. The mobility model used for the Drones, FC, and RPDs
was Gauss-Markov. At the MAC layer, we use the 802.11 protocol. In Equation 6.3, we
set ¢; = 0.8 and ¢y = 0.2, because we considera higher priority to altitude. Also, we
consider T'Z to be the entire simulated area.

We performed 30 simulations for each scenario in Table 6.9. We used a simulation
area of 10000m x 10500m x 1100m. The duration of the simulation was 1h. We set
the cars’ Transmission Range (TR) based on [283|. Due to the altitude, we consider that

9https://iodsim.manna.team/
Ohttps: //omnetpp.org/
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Figure 6.19: Simulation results
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FC will have more range than terrestrial cars. The drone transmission range was based
on the drone type. TD has less transmission capacity, and RDP has a high transmission
capacity. A random car sends a new alert message for a random RDP every 70s.Also, for
ARAT, the time to live the message depends on the type of vehicle. For cars, the time to

live is 90 s and for other nodes is 70s.

Table 6.10: Networks Configurations

| Parameter |  Cars | TD | FC | RDPs |
Speed 10-13m/s | 14-17m/s | 25-30m/s | 5-7Tm/s
TR 300 m 400m 600 m 2000 m
Altitudes | Terrestrial 200m 500 m 1000 m

6.3.4 Experiment Results

We compared our solution with two other approaches. The first is Schedule by
Distance (SBD) — a geocast protocol in which packet dissemination is distance-based. In
this case, the highest transmission focus is for the node closest to the RDPs airway. We

chose this approach because prioritizing the node closer to the destination is a common
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approach in the literature used by different proposals [284]|. The second approach is the
GeoUAV protocol [58], a geocast protocol for fleet UAVs. In this case, the transmission
priority considers the nodes’ positions and the T'Z. The closer a node is to a T'Z edge,
the more importance it has. We chose this approach because it is a geocast protocol for
beacon-less drones with similarities related to node priority determination. In addition to
node priority, the main difference for ARAT is that these protocols do not have a message
retransmission mechanism when the scenario is sparse.

The results correspond to an average value of 30 runs with a 95% confidence
interval. Figure 6.19a presents the network traffic. As we mentioned in Section 6.3.3, the
cars and the RDPs have a fixed configuration. UAVs and flying cars have a traffic flow
that follows a uniform distribution. As we observe in Figure 6.19a, 30 m is the time that
we have more network nodes. Figure 6.19a is essential to understand the following metrics
analyzed. First, Figure 6.19b presents the PDR metric. ARAT performs better in sparse
networks due to its isolated node recovery mechanism (store-carry-forward). In the entire
simulation, the PDR of SBD, GeoUAV, and ARAT are 15%, 13%, and 65%, respectively.
ARAT represents an increase of around 50% compared to the other protocols.

SBD and GeoUAV have very low PDR because these protocols do not perform well
in a sparse network. Figure 6.19c shows the packet loss rate in each protocol considering
the different types of vehicles. In most cases, cars do not reach other types of nodes in
GeoUAV and SBD. Both results are very similar because the message source is a car. On
the other hand, due to the story-carry-forward strategy used in ARAT, we have a lower
packet loss.

Figure 6.19d shows the results for the end-to-end delay metric. The use of the
store-carry-forward technique in ARAT has two consequences, a higher delay and a higher
number of packets generated. We observed that in the beginning, ARAT had a delay more
significant than 50s. Also, the confidence interval is higher because we have fewer nodes
in the network. We can see in Figure 6.19a that for up to 10 min, the number of drones
and flying cars is very low. So, the nodes must carry the message for a long time until
they reach the other node. After the start, the number of delivered messages increases as
the network becomes denser, and consequently, the end-to-end delay drops. Although we
use a uniform traffic modeling for the network, in the end, it is not as sparse as in the
beginning. Thus, the delay does not increase again and stabilizes around 28s. In the case
of SBD and GeoUAV, the performance in this metric is similar because, as we saw in the
PDR analysis, the delivery of messages is low. Also, delivered messages can mean that
the destination was closer and, therefore, faster to reach.

Figure 6.19e presents the results for the metric number of packets transmitted. As
mentioned, the number of packets transmitted increases due to the store-carry-forward
approach. The ARAT protocol sends more packets but has a higher delivery in sparse

scenarios. This performance is because the protocol tries new transmissions every 5s for
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a maximum time, which is different for each node type. Figure 6.19f shows the ARAT
communication overhead. First, we can observe that UAVs and flying cars are the nodes
that transmit more packets compared with the other nodes. Considering that we have
more drones, the packets broadcast by UAVs are higher than those sent by flying cars.
After we have cars, which are more relevant at the beginning of a message transmission
since they are the source of the messages, and disseminate a significant amount of packets.
Finally, RDPs transmit fewer packets than other vehicles considering the network has its

nodes connected.

6.3.5 Discussion

It is important to note that due to the network dynamics, many scenarios are
possible, and several solutions are needed. Therefore, the integration between networks
can allow different solutions for emergency scenarios. Protocol development for hybrid
networks must consider heterogeneous nodes with different sizes, mobility, speeds, and
processing capabilities. In the literature, we have a few geocast protocols for UAVs [58|.
However, they do not have a recovery mechanism when a message reaches an isolated
node.

Scenario emergencies can be unpredictable and require efficient message delivery.
Aiming at this scenario, we proposed ARAT protocol. This is the first protocol for HATNs,
including IoD, to the best of our knowledge. ARAT performed better in sparse scenarios,
as observed in the results presented in the previous sections. We expected this fact since
the ARAT protocol was designed precisely for sparse network cases. That means that the
denser the scenario, the greater the chance of other networks being available to collaborate

and disseminate emergency messages.

6.4 Final Remarks

In this Chapter, we presented two routing protocols for joint IoD and Other Net-
works. The first one explores the IoD-BN partnership. The IoDSCF protocol is designed
for delivering packets in scenarios with drones communication gaps. We evaluated our
proposal using only drones and with the collaboration of Bus Networks. BNs are very

predictable and have the potential to help in IoD communications. To enable the IoD,
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drones need to have an environment where they can be organized in the airspace, for this
we used the topological architecture for smart presented in Section 4.1.

Additionally, we introduced a drone path-planning that considers the Bus routes
to improve the collaboration between the networks. Simulation results demonstrated
that IoDSCEF protocol with Bus Networks collaboration outperforms the protocol without
BNs by reducing the average end-to-end delay and maximizing the packet delivery ratio
in sparse environments. An important fact observed in the results is that Bus Networks
are more useful when the number of buses is greater than the number of drones.

The second protocol introduced was ARAT. ARAT uses the position information
of the nodes to forward packets to the highest airway. We proposed a hybrid protocol that
efficiently uses geocast and store-carry-forward approaches to deliver packets in a sparse
network. Sparse scenarios can occur mainly in emergency scenarios. Simulation results
showed that this new algorithm improves the packet delivery ratio and end-to-end delay

compared with the baseline routing protocols.
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Chapter 7

Conclusion and Future Work

This chapter summarizes our results 7.1. Following, we present the future research direc-
tions 7.2.

7.1 Summary of this Thesis

In this thesis, we divided our contributions into four parts. The First one is related
to understanding the IoD characteristics and necessities through IoD-UC applications.
Our survey in Chapter 3 demonstrates that IoD has unique features compared with other
mobile networks, needing its routing protocols. Therefore, we identify a gap in the litera-
ture for the elemental network problems: communication and mobility. First, we address
the communication problem by developing two routing protocols for IoD. Our results are
summarized in Chapter 5. The first protocol JoDGR considers a geocast scenario where
drones need to communicate with each other to transmit a message in an emergency sce-
nario. The second, PSDIoD, is a protocol where we controlled the network using SDN
concepts. The two protocols present good results, and to the best of our knowledge, these
protocols are the only ones to consider airspace organized into airways and controlled by
ZSPs.

After, we integrate the IoD with other networks. As IoD has the potential for
multiple applications in the urban scenario, we expected that shortly, IoD needs to com-
municate with other networks. We summarized our results on integration between IoD
and other networks in Chapter 6. The first protocol regards joint IoD and Terrestrial
Networks. Our results show that it is suitable to use Bus Networks, PTN, VANET and
BSN to fill the communication gaps in IoD in urban areas. The second protocol ARAT
considers a futuristic scenario where we will have more than one drone network type in the
sky. Our results demonstrate that in emergency scenarios, IoD can be used to transmit
messages more quickly and efficiently to a base station.

The last contribution is related to the mobility problem. Using airways can bring
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different perspectives to traditional problems. In Chapter 4, we summarized our contri-
butions to IoD path planning. We explore drone delivery applications in urban scenarios
and compare them with typical deliveries. As a result, we propose guidelines to discover
if in a determined scenario is advantageous or not to use drone delivery. We investigate a
Coverage Path Planning problem in the IoD scenario. Our results show that our method
for AntloD has a good solution. These researches enable us to advance in studies about

communication and mobility in the IoD environment.

7.2 Future Work

In the near future, it is anticipated that a substantial number of drones will provide
services to the population, thereby forming a robust and intricate network in the airspace.
Considering this scenario, future work on this thesis can be categorized into two main
areas. The first area pertains to the development of IoD protocols, taking into account
that ToD is still an emerging technology and its regulations and guidelines may evolve
over time. Although the proposed protocols serve as a foundation for IoD protocols, it
might be necessary to create new protocols as the network is implemented, aligning with
updated guidelines, laws, and emerging technologies. These changes can influence not
only protocols but also mobility, management, and the way of building applications in
the urban environment.

The second point revolves around the utilization of data generated by drones. Over
time, drones will produce increasingly more data. Some prospective research based on
data from drones may encompass the following topics: identifying points of interest in the
city by analyzing drone trajectories and comparing urban mobility patterns before the
introduction of drone services; analyzing social behavior and discerning the spatiotemporal
characteristics of cities for urban planning, particularly in environments where the city
has ToD coverage; comprehending the impact of integrating drones with other modes of
transportation, especially in the context of goods delivery and its contribution to smart
resource utilization, including energy; leveraging aerial views from drones to enhance the
semantic content of existing datasets used in UC (Urban Computing). Therefore, it will
be possible to create solutions for the integration of heterogeneous datasets that have
semantic information extracted with drones; and devise solutions for integrating diverse
datasets enriched with semantic information extracted via drones and creating frameworks
that mitigate data redundancy and overhead, ultimately determining the cost-effectiveness
and energy efficiency of employing drones for specific tasks. These research directions are

essential for unlocking the full potential of drones in urban environments and addressing
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the challenges associated with their integration into the urban scenario.
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