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Resumo

Redes Sociais como Facebook, Twitter e LinkedIn experimentaram um crescimento
exponencial nos tltimos anos. Usuérios gastam mais tempo em sitios de rede social do
que em qualquer outro tipo de sitio ou servico na Internet. Os usuéarios dessas redes
publicam e compartilham uma grande quantidade de informacgoes pessoais sem estar
cientes muitas vezes das suas implicagoes na vida privada. As informacoes pessoais
publicadas nesses sitios podem se tornar uma mina de ouro para empresas de marketing
e também para criminosos virtuais. A caracterizacao da percepgao de privacidade dos
usuarios é importante para se definir solugoes tecnologicas e juridicas. Os usuérios
de uma rede social esperam que a mesma forneca uma boa protecao de privacidade
ou que forneca os mecanismos apropriados que lhes permitam tomar decisoes sobre
o controle de privacidade dos seus dados. Esta dissertagao investiga a percepg¢ao de
privacidade de usuarios do Facebook, a maior rede social da atualidade. O presente
estudo é um dos primeiros a caracterizar a percepcao de privacidade em uma rede social
através de um experimento no mundo real e nao através de entrevistas. As principais
descobertas sao: apenas uma pequena parcela de usuarios troca as configuragoes padrao
de privacidade; a maior parte dos usuarios exibe publicamente o género e a lista de
amigos; a maioria dos usuarios que fornece informacgoes sobre localizacao as exibe
publicamente; os usuarios exercem maior controle sobre contetidos potencialmente mais
perigosos a reputacao; as pessoas marcadas em fotos por um individuo formam redes
egocéntricas de alto aglutinamento; uma importante parcela dos usuérios exibe a data
de nascimento a sua rede de contatos; a agregacao de dados isolados pode vir a revelar

informagoes outrora privadas.

Palavras-chave: Privacidade, Redes Sociais, Experimentos no Mundo Real.
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Abstract

Online social networks such as Facebook, Twitter and LinkedIn have experienced ex-
ponential growth in recent years. Users are spending more time on Online Social
Networking (OSN) sites than on any other sites and services on the Internet. Users
post and share a lot of personal information on these sites without being aware of their
privacy implications. Personal information posted on these OSNs can be a treasure
for marketing companies and cyber criminals. Characterizing the privacy awareness of
users is important to design technologies and policy solutions. Users expect the OSN
site to provide good privacy protection or provide controls so they can make informed
decisions about their privacy. This dissertation investigates the privacy awareness of
users on Facebook, the largest OSN. The present study is one of the first to character-
ize the privacy awareness on OSN through a real world experiment, not self-reported
data. The main findings are: only a low percentage of users change the default privacy
settings; most users expose their gender and friends list publicly; most users who have
commended their location information to Facebook expose it publicly; users exercise
more control over content with more potential to endanger their reputation; people
tagged by an individual form strong-tie egocentric networks; an important share of
users expose their full date of birth to their network; the aggregation of individual bits

can reveal once private information.

Keywords: Privacy, Online social networks, Real-world experiments.
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Chapter 1

Introduction

Popular destinations on the Web such as search engines, news media, social network-
ing, video or photo sharing and online games attract hundreds of millions of users
every day, where they interact with different kinds of services. On one hand, these
interactions yield valuable data that can be used to personalize the user’s web experi-
ence. On the other hand, these interactions always leave data crumbs that can be used
to breach user’s privacy. Also, these destinations can share sensitive or personal user
information with other users or third parties without proper user consent. Search en-
gines can consciously or inadvertently also build user profiles, store user IP addresses,
or collect any other information that could ever tie a particular search to a specific
user |[Krishnamurthy and Wills, 2008|.

Social networking sites offer attractive means of online social interactions and
communications, but also raise privacy and security concerns. Facebook is the number
one network in the world, except for a few countries, like Japan and China |Brentcsu-
toras, 2010]. Web surfers now spend more time socializing on Facebook than searching
with Google [New York Post, 2010]. Facebook has more than 800 million active users
at any given point in time and 30 billion pieces of content (hyperlinks, notes, photos,
etc.) are shared by its users each month. Facebook supports more than 70 languages,
what makes it a huge global digital space. Like the Web itself, Facebook is a powerful
technology to increase connection between people separated by borders of nation, lan-
guage, religion and culture. With an estimated 65 billion friendships, it is important to
study how this crucial technology is perceived across different cultures and understand
user’s privacy awareness [Facebook Statistics, 2010; Huffington Post, 2010]. Facebook
has also been revising its privacy policy and settings from the day of inception, what
directly affects a large population in the world. The focus of this research is to study

Facebook users’ privacy awareness / carelessness around the globe, and in particular,
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in Brazil and India.

To the best knowledge of the author, this is the first study to analyze and com-
pare the privacy awareness of Facebook users in Brazil and India through a real world
experiment. It has used real-world data (not self reported) for studying privacy pref-
erences. Understanding users’ behavior in real world settings is critical to develop any
technological or policy solutions [Kumaraguru et al., 2008]. The findings from this
dissertation can be useful for other Online Social Networks and not just Facebook.

The main contributions of this dissertation are:

e Investigate privacy awareness of Facebook users using real world data.

e Show that the majority of the users are oblivious to privacy and reveal a lot of

personal information on Facebook.

e Show that users from two different countries have different perceptions about the

desired levels of privacy.

e Compare commended information to Facebook with what is made publicly avail-

able.

This dissertation is organized as follows. Chapter 2 introduces a notion about
privacy and the idea of the right to privacy. It also portrays a great number of studies
that were conducted about privacy related to the usage of Facebook and other Online
Social Networks and many other related works. The growth of Online Social Network-
ing experienced in Brazil and India is also a topic of discussion. Chapter 3 focuses on
the study methodology, the application which was developed and the data sets that
were acquired. Chapter 4 presents some hypotheses about how users perceive or ignore
privacy on Facebook. Chapter 5 reports the results that support the hypotheses made
and a couple further analyses. Chapter 6 discusses the results found, presents some

conclusions and future work directions.



Chapter 2

Background

In this chapter is presented a brief background on various studies (in particular, privacy)
that have been done on Facebook. It also describes some results from studies which
have analyzed cultural aspects of privacy to provide a background on the comparison

that is aftwerwards made between users from Brazil and India.

2.1 Privacy Concept and the Right to Privacy

The concept of privacy is not something new. A panoply of definitions can be found
and consent might be hard to achieve although everyone has a certain understanding
of its concept.

The New Oxford American Dictionary defines privacy as:

1) the state or condition of being free from being observed or disturbed
by other people; 2) the state of being free from public attention - a law
to restrict newspaper’s freedom to invade people’s privacy. [Stevenson and
Lindberg, 2010]

One of the first signs of the privacy principle on contemporary law appears on

the fourth amendment of the United States Constitution, which states:

The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no warrants shall issue, but upon probable cause, supported by oath or
affirmation, and particularly describing the place to be searched, and the

persons or things to be seized. [Madison, 1791]

3
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Warren and Brandeis [1890] developed “the right to privacy” concept based upon
the right “to be let alone”, an expression coined a couple years earlier by Judge Thomas
Cooley. They were responsible for important developments of people’s privacy law and
their Harvard Law Review article still seems fresh.

Nowadays, Solove [2010] argues that the fourth amendment should be abandoned
as a test of privacy invasion in exchange for a more pragmatic approach to face the
issue of government information gathering.

For a broad review of international privacy laws, the interested reader is directed
to Ishitani et al. [2003].

2.2 Privacy on Facebook

Due to its immense popularity (over 800 million active users at any given point in
time), various research studies have been conducted on Facebook. Researchers have:
analyzed the social network of Facebook users to find different patterns [Lewis et al.,
2008]; analyzed the impact of Facebook applications and games [Wei et al., 2010]; used
it to study statistical sampling of participants on the Internet to generalize the result
from the analysis [Gjoka et al., 2009|.

One key topic that has been studied with respect to Facebook is privacy. Thomas
et al. [2010] examined how the lack of joint privacy controls can inadvertently reveal
sensitive information about a user. Besmer and Lipford [2010] identified the social
tensions that photo tagging generates and the needs of privacy tools to address the
social implications of photo privacy.

Liu et al. [2011] revealed the disparity between the desired and actual privacy
settings of users on Facebook. They found that 36% of content remains shared with
the default privacy settings. They also found that privacy settings matched users’
expectations only 37% of the time and, when incorrect, they almost always tend to
expose content to more users than expected. Nevertheless, they noted that photos
have the most privacy-conscious setting among content shared. Some possible reasons
pointed by the authors for such gap between the desired and actual privacy settings
include: poor human-computer interaction mechanisms, the static nature of privacy
settings and the significant amount of work forced on the user to maintain the privacy
of their content.

Also, in general, privacy has been an important topic of study on Online Social
Networks [Gross and Acquisti, 2005; Zhou and Pei, 2008; Beye et al., 2010].

There have been many instances where users have consciously or inadvertently
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shared personal information on Facebook that has later become an embarassement for
the users involved [Mail Online, 2009]. It has also been found that government and
council employees in the U.K. are using social networking sites from office, where they
are also exposing private or classified information [Yahoo! News India, 2010]. For
a profound account of gossips, slanders and a series of rumors and disputes on the
Internet over personal reputation the interested reader is referred to the work of Solove
[2004, 2007].

Privacy settings on Facebook have been on scrutiny for some time and various
factors related to privacy settings on Facebook have been studied [The Guardian, 2010].
Privacy settings of Facebook have evolved over the time [The Economist, 2010]. Boyd
and Hargittai [2010] showed that both frequency and type of Facebook users as well
as Internet skill are correlated with making proper modifications to privacy settings.
They have also observed a few gender differences in how young adults approach their
privacy configurations, which is notable, given that gender differences exist in so many
other online domains.

Facebook has been used to study the Personally Identifiable Information leakages
online. Krishnamurthy and Wills [2008| analyzed Facebook for profile and friends to
be viewed by others and found varying levels of public exposure ranging from 76% to
99% of the users among different regional networks worldwide. Gjoka et al. [2009],
while analyzing Facebook for unbiased sampling, showed that the majority of users
(84%) did not change their default privacy settings and only 7% of global users hid
their friends from strangers.

Many factors seem to influence the privacy awareness of users — geographical
location, ethnicity, node degree and even the privacy awareness of friends. Gjoka et al.
[2009] found that users around the globe were split between two extremes of privacy
settings, which is inline with literature (Individualist and Collectivist society) [Hofstede
et al., 2010]. Chang et al. [2010], using the Facebook data from the U.S. users, showed
that ethnicity of users impacted their privacy preferences. For instance, Hispanic users
share more photos than the average U.S. citizen user. Gjoka et al. [2009] showed that
users with low degree nodes tend to have stringent privacy settings while users with
high degree nodes tend to be liberal in their privacy settings. This is counterintutive,
as one would imagine that users with high degree nodes would be more aware of
privacy settings and therefore would have changed it to being stringent. They also
showed a positive correlation between one’s privacy awareness and their friends’ privacy
awareness. The power of one’s connections to influence every aspect of social behaviour
has been the subject of many recent studies [Barabasi, 2003; Christakis and Fowler,
2010].
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2.3 Privacy Studies in Brazil and India

Very little research work has been done in studying privacy perception or awareness in
Brazil and India. Studying privacy awareness of users in these countries will help in
decision making of technologies and policies for the use of the Internet. Countries like
Brazil and India are expected to play a central role in the world of 215! century.!

A large amount of research is conducted in the U.S. [Kumaraguru and Cranor,
2005b] and Europe on various aspects of privacy. Due to cultural background, there is
a large difference in privacy perceptions among different parts of the world [Bellman
et al., 2004]. Hofstede et al. [2010] has classified societies around the world into many
categories and the two extremes are individualist and collectivist. According to Hof-
stede both Brazil and India are collectivist societies. People in Brazil and India are
unaware of various privacy issues both in the online and offline worlds [Diller et al.,

2003; Kumaraguru and Cranor, 2005a; Kumaraguru et al., 2005].

2.4 Facebook Photos

The ability to upload and share photo albums on Facebook was launched on October
2005, when the OSN accounted about 5 million users [Facebook Timeline, 2010|. By
then, photo hosting was already exploding on the Internet and other sites which offered
photo hosting services were already quite popular, like MySpace and Flickr; the latter
was by that time in the hands of Yahoo. Nonetheless, the simplistic interface design
and the leverage of social features allowed the service to become the most popular
feature of Facebook and the number one online photo service by late 2009, with more
than 30 billion photos [Kirkpatrick, 2010].

Since its start, the service allowed users to tag their friends and comment on the
photos. Friends received in return e-mail alerts when they were tagged, driving lots
of traffic to the website. With one month of its launch, 85% of the subscribed users
were tagged at least once [Kirkpatrick, 2010]. It is not hard to imagine the pervasive
privacy consequences made possible by the service advent.

Nowadays, people upload more than 3 billion photos each month and add more
than 100 million tags to photos on Facebook every day [Inside Facebook, 2010; Face-
book Blog, 2011|. Facebook also reached a new record with 750 million photos uploaded
over the first weekend of 2011 [TechCrunch, 2011].

!The combined BRIC (Brazil, Russia, India and China) economies by 2050 is expected to be more
than the combined economies of the richest countries in the world [Wilson and Purushothaman, 2003.
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2.5 OSN Growth in Brazil and India

In Brazil, traffic to social networking sites grew 51% in 2009, reaching more than 36
million visitors aged 15 and older in August 2010. Facebook experienced triple-digit
growth, increasing its audience 479% in 2009 |ComScore, 2010b]. From December
2010 to December 2011, Facebook experienced once more triple-digit growth in Brazil,
increasing its audience by 192% and reclaiming the top position of social networking
from Orkut. Windows Live Profile ranked third, followed closely by Twitter. More
surprisingly, the average time spent per visitor during the month of December on
Facebook in Brazil grew from 37.2 minutes in 2010 to 285.2 minutes in 2011, a change
of 667% [ComScore, 2012].

LinkedIn also experienced triple-digit growth of 428% in Brazil year-over-year in
March 2010, while its audience in India grew 76% during the same period |LinkedIn
Blog, 2011].

In India, more than 33 million Internet users aged 15 and older visited social
networking sites in July 2010, representing 84% of its total Internet audience. India
ranked then as the seventh largest market worldwide for social networking, after the
U.S., China, Germany, Russia, Brazil and the U.K. The total Indian social networking
audience grew 43% year-over-year, more than tripling the rate of growth of the total
Internet audience. Facebook already had the top spot among social networking sites,
with 20.9 million visitors. Orkut ranked second with 19.9 million visitors (up 16% from
the year before), followed by BharatStudent.com with 4.4 million visitors [ComScore,
2010a].

Facebook achieved an astonishing growth on its active user base in the past couple
years in Brazil and India. By keeping track of the data provided through Facebook Ads
[2012], it was seen that Brazil registered a growth of 860% on its reported active users
base, while India registered a growth of 655%, both during the period comprehended
between October 2010 and September 2012, as depicted in Figure 2.1. During the
same period, Facebook also jumped from the 15" to the 1% spot in Brazil top sites by
audience provided by Alexa [2012], and also consolidated the 37 spot in India.

As of September 2012, Brazil and India represented the 2"¢ and 3™ largest geo-
graphical communities on Facebook, respectively, as shown in Table 2.2. This scenario
tends to continue or improve influenced by the economical development of these coun-
tries and the relatively low penetration rates they present. In Brazil, the penetration
rate considering the whole population is of 29.48%, while in India it only attains 4.43%
of the inhabitants. Both are quite far from the highest occurrent rates, summarized in

Table 2.1. For instance, Facebook presents a penetration rate of 68.14% in Iceland, the
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highest among countries with more than 100,000 inhabitants. All population figures
used were the most current available and were extracted from Wikipedia [2011].

For a global panorama of Facebook penetration rates it was drawn a world map
in Figure 2.2. It is noticeable how low is the presence of Facebook on Central Africa

and also on other countries ruled by authoritative regimes.
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Figure 2.1. Reported growth of Facebook active users in Brazil and India [Face-
book Ads, 2012].

Table 2.1. Countries populated by more than 100,000 people with the highest
penetration rates on Facebook. As of September, 2012.

Rank | Country # of Users | % of the Population
1 | Iceland 216,980 68.14
2 | United Kingdom 40,084,660 64.38
3 | Chile 9,639,260 57.08
4 | Hong Kong 3,939,960 55.85
5 | Taiwan 12,792,580 55.20
6 | Singapore 2,800,400 54.02
7 | Norway 2,696,920 54.01
8 | United States 163,442,860 52.24
9 | Denmark 2,915,740 51.41

10 | Canada 17,782,180 51.23
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Table 2.2. Countries with most users on Facebook and the corresponding per-
centage of the population. As of September, 2012.

Rank | Country # of Users | % of the Population
1 | United States 163,442,860 52.24
2 | Brazil 56,704,840 29.48
3 | India 53,622,460 4.43
4 | United Kingdom 40,084,660 64.38
5 | Indonesia 39,769,280 16.75
6 | Mexico 37,560,560 33.44
7 | Turkey 31,673,840 42.96
8 | Philippines 29,273,380 31.14
9 | France 24,631,920 37.42

10 | Germany 24,215,200 29.60
11 | Ttaly 21,938,480 36.15
12 | Argentina 19,811,420 49.38
13 | Canada 17,782,180 51.23
14 | Colombia 17,174,540 37.40
15 | Thailand 16,411,860 24.60
16 | Spain 16,090,160 34.96
17 | Japan 14,006,740 10.95
18 | Malaysia 12,822,900 45.26
19 | Taiwan 12,792,580 55.20
20 | Egypt 11,592,340 15.10
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10

Figure 2.2. Facebook worldwide presence. The darker the region, the higher is
the population penetration rate. As of September, 2012



Chapter 3

Methodology

In this chapter is presented how participant recruitment was promoted for the Facebook
application developed for this particular study. The application itself is also depicted.
The data collected is described in detail along with the demographics of participants

and their friends.

3.1 Recruitment

To recruit participants to the study, emails and Facebook messages were sent, posters
like the one in Figure 3.4 were affixed on university notice boards and campuses around
the globe (Figure 3.1), much word-of-mouth was made and also a couple of media posts
were published. Most of the campaigning about the study was done in Brazil and India.
A domain was registered http://www.theprivacystudy.org/ to host all information
(link to the Facebook application, details about prizes, etc.) about the study. The web-
site allowed participants to spread the word about the Facebook application through
several online channels such as Twitter and Google Buzz. In the final count of the
data that is hereby analyzed, the application received 416 likes on Facebook out of 605
participant users; 75.4% of the participants had at least one friend who also joined the
study. Prizes were offered through raffle to participants, comprising one high-end mp3
player of 32 GBs and five games for PC/Mac. It was also noted “Get your friends to
install the application and increase your chances to win a prize!" on the website to help
attract more participation in the study.

The recruitment of participants and the spread of the application adoption is
acknowledged as the most difficult part of the present study. Some other possible
approaches that might be explored in future studies is to recruit participants through

Mechanical Turk [Amazon, 2005] or to develop more engaging applications like games.

11
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3.2 Study Setup

Six hundred and five participants installed the application in their Facebook account.
When participants installed the Privacy Study application®, they were presented with
the study privacy policy which explained what kind of data would be collected from
them and for what purpose. The application worked in conformity with the Terms
of Service of Facebook and ethical ways of studying social media |[Fisher et al., 2010].
Participants were then invited to authorize the application access to their Facebook
data and some pieces of information from their friends as well, as depicted in Figure 3.2.

The following data items were collected from participants who installed the application:

e User and friends basic information (sex, birthdate, timezone, current city, home-

town)
e User content privacy settings

e User content meta information (eg: album size, creation date, type, tags)

Ihttp://www.facebook.com/apps/application.php?id=144781782200917

Figure 3.1. Poster affixed at a university bus stop in Stockholm, Sweden.
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After installing the application, users were presented with a breakdown of the
visibility of the content (photo albums, videos and links) that they have shared on
Facebook (as shown in Figure 3.3). A pie chart shows the percentage of what is visible
to Everyone, Friends and Networks, Friends of Friends, Friends Only, what has Custom
visibility and what is available to Self only. Users can see their personal breakdown
for photo albums, videos and links by clicking on the radio buttons placed beneath
the pie chart. The application also displays the number of friends who have currently

installed the application and the quantity of coupons for the prizes draw earned so far.

Request for Permission

Privacy Study is requesting permission to do the following:

Access my basic information
Includes name, profile picture, gender,
networks, user ID, list of friends, and any
other information I've shared with everyone.

Access my profile information Privacy Study
About Me, Activities, Birthday and Current
City

Access my photos and videos

Photos, Videos and Photos and Videos of Me
Access my friends' information

Birthdays, Current Cities, Photos, Photos and
Videos of Them and 'About Me' Details

By proceeding, you agree to the Privacy Study Terms of Service and Privacy Policy - Report Application

Logged in as (Mot You?) m

Figure 3.2. Permission dialog box presented to participants while installing
the Privacy Study application. It is requesting the participant for accessing the
account information. Blurred the user ID in the figure.
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Your Links Visibility

Custam

Friends Only

5| Custom = 22 Links

Friends and Networks

Everyone

O Albums O Videos @ Links

Figure 3.3. The Privacy Study application overview. It presents a breakdown of
the visibility of the contents (photo albums, videos and links) that the participant
has shared on Facebook. The application also portrays the number of friends who
have installed the application and the quantity of coupons for the prizes draw
earned (cropped from image, as they are normally presented beneath the chart).
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join you

o One 4t generation iPod Touch with Facetime and 32 GBytes
o Five digital copies of the game Starcraft II (PC/MAC)

Privacy Stud

o Participate by installing our Facebook Application
o Increase your chances by getting friends to

o Get a chance to win one of the cool prizes*

Privacy Study
+ www.theprivacystudy.org
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* Conditions apply, be sure to check them at the website.
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Figure 3.4. Sample of the study poster that was affixed on university boards.
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3.3 Data Set and Demographics

Two sets of data were collected through the Facebook API, one about the participants
who installed the application and another one about the friends of participants. Data
set P represents the users who installed the study application and is summarized in
Table 3.1. Both in Brazil and India male participants were more prevalent than female
participants, which is opposite to the data that Boyd and Hargittai [2010] used in their
study. According to Facebook Ads [2012], there are far more male users (72.5%) in
India compared to female users (27.5%), whereas there are more female users (54.5%)
in Brazil than male (44.5%). An important percentage of participants (53%) in the
study belonged to the age group 18 - 25, which is likewise the most active age group
on Facebook. Young adults in this specific age range are the most prevalent users of
most Online Social Networks on the Internet [Social Media Optimization, 2008]. Data
set PI" represents the participants along with their friends and its details are given in
Table 3.2.

A third data set PP was collected by distributedly crawling the public profile
and the public friends list of participants and their friends. A total of 89825 public
profiles were obtained this way, which represents 92% of the users present in PF data
set. The missing profiles represent a share of no longer active users. Despite the fact
that these users were no longer active on Facebook, their data remained available to
applications through the Facebook API, their names notably. This is not the first time
that Facebook is pointed to keep removed data for unknown reasons and for unlim-
ited time |The Washington Times, 2011]. It was also acquired 30 million friendship

connections through the crawling process.



DATA SET AND DEMOGRAPHICS

Table 3.1. Demographics of the study participants (data set P). The data set
comprehends participants from 21 countries. Data was not available for some
users, presented as N/A in the table.

Total | Brazil | India | Others

N=605| N=301 | N=225 N=179
Gender (%)
Female 25.45 | 29.57 | 19.11 27.85
Male 65.45 | 61.46 | T71.11 64.56
N/A 9.09 8.97 9.78 7.59
Age (%)
Under 18 0.66 0.33 1.33 0.0
18- 25 52.56 | 43.19 | 69.78 39.24
26 - 35 2397 | 30.23 | 12.89 31.65
36 - 45 5.29 5.98 3.56 7.59
46 - 55 1.49 2.33 0.89 0.0
Over 55 0.5 0.33 0.89 0.0
N/A 16.03 | 1794 | 11.56 21.52
# of friends
Average 205.08 | 149.7 | 257.88 | 265.58
Median 159 118 207 235
User content
#Albums 3168 1173 1231 764
#Photos 67209 | 19240 | 20184 27785
#Links 17020 5303 ey 4000
#Videos 275 59 111 105
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Table 3.2. Demographics of the study participants and their friends (data set
PF). The data set comprehends users from 127 countries. 63185 users did not
reveal their country and are accounted in Total column only. Data was not
available for some users, presented as N/A in the table.

Total | Brazil | India | Others

N=97687 | N=8376 | N=15896 | N=10230
Gender (%)
Female 32.07 | 39.68 22.74 30.76
Male 55.38 | 51.04 69.38 53.02
N/A 12.54 9.28 7.89 16.22
Age (%)
Under 18 2.09 1.06 2.83 1.51
18 - 25 37.01 | 27.48 50.25 26.0
26 - 35 18.07 | 26.34 6.5 16.96
36 - 45 4.12 5.89 1.14 4.0
46 - 55 1.93 2.36 0.74 1.47
Over 55 1.18 1.23 0.23 1.03
N/A 36.79 | 36.87 38.54 50.07




Chapter 4

Hypotheses

In this chapter is presented the study hypotheses.

4.1 H1: Default Privacy Settings

Privacy settings is a means by which users set their preferences about how their pro-
file or other information should be handled by the organization who is collecting the
information (e.g. Facebook). Default settings are supposed to capture the most ac-
ceptable preferences so that users do not have to keep changing the default settings. It
has been shown that 84% of the Facebook users did not change their default privacy
settings [Gjoka et al., 2009]. It has been also shown that presenting information that is
easily accessible to users can significantly aid the user to change their privacy settings
on Facebook [Lipford et al., 2008|. Acquisti et al. found that participants in their
study had misconceptions about privacy on Facebook [Acquisti and Gross, 2006; Gross
and Acquisti, 2005].

Hypothesis 1: The privacy settings of users are significantly different from the

default privacy settings on Facebook.

4.2 H2: Gender Exposure

From an individual standpoint, gender represents the least perilous personal informa-
tion considered in the present study. Nonetheless, it represents an important piece for
total information systems being built by marketeers, government agencies and criminal

organizations. Gender is one piece of information (along with birth date and zip code)
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which can be used to identify a large percentage of U.S. citizens uniquely [Sweeney,
2002|. Gender can be fairly estimated using first name databases' and can even be
predicted by image-based classifiers [Gallagher, 2008]. It has a specific privacy setting,
which is governed by a checkbox entitled “Show my sex in my profile” on the profile
edit page. As one can guess, the default is set to visible. Users cannot control who can
see the information, being it public available when disclosed.

Hypothesis 2: A high percentage of Facebook users conceal their gender

information.

4.3 H3: Location Exposure

Location-aware systems are rapidly becoming paramount on modern societies. From
communication to recommendation systems, from mobile phones to GPS-enabled de-
vices, individuals’ location is no longer a secret these days. Famished for the latest
technology novelty, people forget to reason about the underlying privacy consequences.
Large amount of research is being done in the space of location based privacy sys-
tems [Toch et al., comp; Tsai et al., 2009]. For Facebook, the story could not be any
different. The default privacy setting for the current city and hometown attributes is
configured so everyone in the social network can access them when disclosed.

Hypothesis 3: A large percentage of users hide their current location on
Facebook.

4.4 H4: Content Exposure

No day goes by without media coverage about someone having her reputation disputed
on the Internet. The video shooted or the picture taken of someone’s private life
might become public and make the headline or reach an unattended audience one
day. Watching this recurrent situation serves as an alarm for people to try to control
what they expose and share online and specially with whom. In a decreasing scale of
reputation endangerment, certain contents can be shared on Facebook: videos, photo
albums and links. Facebook allows users to fine tune their privacy settings for every
piece of content shared over its network. Nevertheless, to achieve broader audience

and network growth, in despite of user reputation preservation, the default visibility

http://www.socialsecurity.gov/0ACT/babynames/
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is configured so everyone in the social network can access these contents. Even so,
users are given the option to customize the visibility of their content with the following
options: Fwveryone, Friends and Networks, Friends of Friends, Friends Only, Custom
or Self.

Hypothesis 4: User privacy control over distinct content types is not signifi-

cantly different.

4.5 H5: Friends List Exposure

How many friends publicly disclosing the city they live in does it take to infer yours?
How many others would it take to infer where you have studied? How many openly
gay friends must you have on a social network before you are outed by implication?
[Grimmelmann, 2009]. These and other questions can be attempted to be answered by
the disclosure of your friends list and some other pieces of information by your friends.
As a personal network expands, privacy protection goes beyond personal settings and
become a social networking problem [Gundecha et al., 2011]. Facebook allows access
to the friends list to everyone who has joined the OSN by default, although one can
customize its visibility at will.

Hypothesis 5: Most users conceal their friends list from the public.

4.6 H6: Date of Birth Exposure

Date of birth is one of the crucial information among others that criminals look for
in order to perform identity theft or impersonation. Researchers have shown that the
date and place of birth combined can be exploited to predict Social Security Numbers
(SSN) of U.S. citizens |Gross and Acquisti, 2005]. Date of birth is also often used for
marketing purposes. In Facebook, there is a specific privacy setting from where users
can choose: “Show my full birthday in my profile”.; “Show only month & day in my
profile”. or “Don’t show my birthday in my profile”. The display of the complete date
of birth is the default setting. Users also have a separate control to select the visibility
of the information, where the default is set to Friends of Friends.

Hypothesis 6: An important share of Facebook users hide their full date of
birth (year, month and day) from their network.






Chapter 5

Results

The results presented in this chapter refute Hypotheses from 1 through 6. Section 5.7

presents further analyses done with the collected data.

5.1 H1: Default Privacy Settings

For this analysis, the privacy settings S, of each user u of PF' data set were converted
to a 3-bit word, where S, = 111 represents public disclosure of the studied attributes,
according to the encoding presented in Table 5.1. This approach gives an overall idea

of how users changed the privacy settings and it has been used in the past [Gjoka et al.,

2009].

Table 5.1. Encoding for basic privacy settings S, of a user u. Bit 1 denotes the
leftmost bit in the representation.

Bit | Attribute Description
1 Date of Birth | =1 if full date of birth is visible

2 Location =1 if current location is informed

3 Gender =1 if sex is revealed

Facebook has two possible default settings: S, = 101, obtained after filling out
the initial registration form (i.e. date of birth and gender visible to everyone), and
S, = 111, if the user informs his current location afterwards. As depicted in Figure 5.1,
the majority (58.1%) of users keep the two aforementioned default settings (S, = 1%1),
where 39% of users remain with the initial registration settings (S, = 101). Only 4.1%

23
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of all users appear to be really concerned of exposing their information and do take
the time to conceal all the three pieces under analysis (.S, = 000).

In Brazil, the scenario exhibits 67.1% of users with one of the two possible default
settings. In India, 22.1% of users disclose all the three attributes, while the equivalent
statistic in Brazil is somewhat lower, 14.3%. The precedent difference is statiscally
significant (Proportion Test, p-value < 0.05). This contradicts Hypothesis 1 and rein-
forces the fact that simply providing a set of customization features does not ensure
that users will take advantage of them [Mackay, 1991].

Taking the gender influence into consideration, the encoding possibilities are re-
duced by half, as the third bit becomes necessarily 1. Among the remaining configura-
tions it is considered the two extremes: S, = 001, which stands for total concealment,
and S, = 111, which stands for total revelation. For all cases, women are significantly
more conservative than men, as shown in Table 5.2. For instance, 24.1% of all the
women do not disclose their full date of birth neither their current location (.S, = 001).
The same statistic reaches a lower portion of the men, 17.2% overall.

These results help to refute Hypothesis 1.

Table 5.2. Reach across different genders for both extreme privacy settings .S,
of users in the PF data set. All figures with 95% confidence level.

S, Female Male
Avg(%) + Std. Error | Avg(%) + Std. Error
T% 111 13.89 £+ 0.53 18.14 + 0.55
@ | 001 23.78 + 0.65 15.19 £ 0.51
%3 111 19.86 + 0.76 26.54 + 0.52
=1 001 25.30 £ 0.82 17.53 £ 0.45
— | 111 18.15 £ 0.40 23.99 £ 0.34
- 001 24.09 + 0.44 17.19 £ 0.30
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Figure 5.1. Distribution of the privacy settings S, of users in the PF' data set.
The encoding hereby presented is in accordance with Table 5.1. Only 4% of the
users conceal all the three pieces of information under analysis (S, = 000).

5.2 H2: Gender Exposure

Using the PF data set, it was found that 87.5% of users reveal their gender information
to their network, the highest exposure level among factors studied in this research. Fig-
ure 5.2 presents the gender breakdown and exposure of participants and their friends.
Concealment or non-availability of gender information is low in all regions considered
(< 16%).

It was also found that 75.83% of the users in the PF data set reveal their sex
publicly on their profiles. Moreover, 86.39% of the users who are known to have con-
fided their sex information to Facebook reveal it on their profiles. Such high levels of
exposure obtained reinforce the assumption that users are diving in a sea of oblivi-
ousness towards privacy. Moreover, the information is publicly available on the profile
page when disclosed, what corroborates the importance of default settings. Research
has shown that most people rarely change them [Boyd and Hargittai, 2010]. Public
disclosure rates are summarized in Table 5.3.

On every considered region women tended to reveal their gender on their profiles
more often than men. All the differences between genders were statiscally significant
(Proportion Test, p-value < 0.05).

Gundecha et al. [2011] report a public gender exposure rate of 81.77%, out of

more than 2 million profiles collected, in accordance with the results hereby presented.
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Nevertheless, it was shown that the rate can be even higher if only users who confide
the information are considered.

These results refute Hypothesis 2.
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Figure 5.2. Gender breakdown and exposure of participants and their friends.
About 87% of users expose their gender to their network. Used PF data set for
the analysis. Data was not available for some users, presented as N/A.

Table 5.3. Public disclosure rates of gender information for those in the PF
data set. Particular gender rates are discrepant because they acknowledge that
users have informed their sex. Figures with 95% confidence level.

Gender Public Disclosure Rate
Avg(%) + Std. Error
All Informed Gender Female Male
Brazil | 76.53 £ 0.85 84.59 £ 0.76 86.70 £ 1.08 | 82.94 £+ 1.05
India | 79.84 £ 0.61 86.18 + 0.55 90.27 £ 0.96 | 84.88 £ 0.65
All 75.83 + 0.25 86.39 £ 0.22 88.61 £ 0.33 | 85.06 £ 0.29

5.3 H3: Location Exposure

Location is an important feature for applications built on top of OSNs. It is used to

locate old friends, provide customized recommendations such as concerts and restau-
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rants, provide metropolitan transport routes and so forth and so on. There are many
benefits from the users’ standpoint which can be brought to them by the correct use
of their location. Nonetheless, the misuse of such information could lead to many
other less fortunate events, such as the robbery of his house when on vacation or the
inconvenient of being approached online by close sexual predators.

To derive the regional statistics presented in this section it was considered that
participants and their friends belonged to the same region. Otherwise, it would not
be possible to estimate regional exposure levels, but only the overall scenario. To help
justify the fairness of the aforementioned approach it was derived the percentage of
friends who belonged to the same region of the participants, from those who happen
to reveal that information. It was found that 78.2% of the friends who reveal their
location share the same country of participants from Brazil and the equivalent statistic
reaches an even higher bar for India, 87.8%. When the region considered is restricted
to the city level, these rates drop to 49.5% of the friendships in Brazil and 42.3%
in India. Previous research has shown that people tend to interact online more with
those who share their same age, language and location [Leskovec and Horvitz, 2008|.
Ugander et al. [2011] using the entire Facebook graph have also found that 84.2% of
the friendship edges are within countries.

Using the PF data set collected by the application it was found that 32.7%
of the users disclose their current city on Facebook overall. The statistic exposes a
significant contrast between Brazil and India, reaching 22% of the users in the former
country and 36.4% in the latter. One can conjecture that the difference stem from
high crime rates in the main urban centers in Brazil. As a consequence, Brazilian
user networks try to hide that piece of information from the scrutiny of strangers, to
protect themselves. Also contrasting was the exposure levels across genders, where a
trend towards less revelation by women was observed on every considered region (Figure
5.3). The difference found between genders was of 2.3% in Brazil, 7% in India, 2.5%
elsewhere and 6.1% overall. All the differences were statiscally significant (Proportion
Test, p-value < 0.05). It is believed that women are more concerned about disclosing
personal information on online social networks as they are often targeted by sexual
predators.

For those who are known to inform their current city it was found that 61.6% of
them disclose it publicly on their profiles overall, as shown in Table 5.4. In Brazil, the
same statistic reaches exactly the same bar of 61.6%), while in India it goes a little higher
and attains 63.2%. These are extremely high rates for such a sensitive information and
reveal how a great portion of users ignore the implications of its exhibition or even

the existence of particular privacy controls that govern its visibility reach. Taking
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the gender into consideration, once more women were less likely to reveal a piece of
information about themselves on every considered region, except for Brazil.

Taking the same approach for the hometown information it was found higher
public explosure rates for every considered subset when contrasted to the current city
information, except for male in Brazil. This seems to be intuitive as the hometown
information poses a less direct threat to users. Also, 52.44% of the users who reveal
the current city or the hometown publicly, reveal them both.

Moreover, contrasting the public profiles collected with the data obtained through
the application it was found that 8.8% of all the users from PF data set do not let
their friends disclose their current city through third party applications by a particular
opt-out mechanism, but do it so publicly on their profiles. This can be understood
as an attempt to avoid automatic data collection or the annoyance by third party
applications.

A corresponding study performed by Gundecha et al. [2011] found that 30.17%
of the users reveal their current city publicly on Facebook and 35.38% do so for their
hometown information, out of more than 2 million public profiles. These figures are
close from those found for overall disclosure but hide the more sinister aspect of the
public disclosure rates over those who are known to have commended the information
to Facebook.

These results refute Hypothesis 3.
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Figure 5.3. Distribution of current city disclosure from the PF data set. Women
are less likely to reveal their location.
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Table 5.4. Current city and hometown public disclosure rates for those in the
PF data set that are known to have informed their current city / hometown on
Facebook. Rates are high for all cases considered. Figures with 95% confidence

level.
Current City Public Hometown Public
Gender | Disclosure Rate Disclosure Rate
Average(%) + Std. Error | Average(%) + Std. Error
— All 61.64 £ 0.01 61.70 £+ 0.10
E Female 62.91 £ 0.02 72.34 £+ 0.15
a Male 60.80 % 0.02 56.47 £+ 0.14
< All 63.21 + 0.01 77.27 £ 0.09
"g Female 59.72 £+ 0.02 81.82 £ 0.25
=
Male 64.49 £ 0.01 81.32 £ 0.09
2 All 59.46 £ 0.01 69.49 £+ 0.14
% Female 57.38 + 0.02 69.23 + 0.30
| Male 61.19 = 0.02 73.17 £ 0.16
All 61.64 £+ 0.01 70.03 £ 0.06
Z| Female 59.92 + 0.01 74.29 + 0.12
Male 62.84 £ 0.01 71.15 £ 0.07
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5.4 H4: Content Exposure

Facebook allows users to fine tune their privacy settings for every piece of content
(e.g. photo albums, links, videos) shared over its network. In order to get this content
to broader audiences and increase network value, the default visibility is configured to
FEveryone. Users are given the option to customize the visibility of the content with the
following options: Fveryone, Friends and Networks, Friends of Friends, Friends Only,
Custom or Self. For the present analysis, user content privacy settings were obtained
from the data set P . As summarized in Table 3.1, only a few hundred videos were
uploaded and shared on Facebook by the study participants, demonstrating that the
feature is not so popular as in other video specific platforms (e.g. YouTube or Vimeo).
For this reason, videos are left out of the present analysis and focus is given to photo
albums and links.

Users have four different kinds of photo albums on Facebook: profile pictures,
wall photos, mobile uploads and normal ones. The first three kinds are unique per user,
while the latter serves for the general purpose and can be created at will. Although
the visibility of the profile pictures album can be configured in the same way as the
others, the privacy data obtained through the Facebook API does not reflect that -
being it always set to Self, and they are thus left out of the investigation.

The examination commences by taking an overall look on content visibility. For
that, the entire content set was broken down by their current visibility setting, on a
per content basis. For photo albums, the only regional statistically significant differ-
ence found was for the Custom setting (Proportion Test, p-value < 0.05), where in
India it reaches 10% and in Brazil it stays around 5%. More important are the con-
trasts found between visibility levels, where the Friends Only setting appears as the
first choice among all participants (Proportion Test, p-value < 0.05), showing a clear
discontentment with the default exposure to Everyone.

As depicted in the upper half of Figure 5.4, the album visibility breakdown clearly
diverges from its link counterpart. While the exposure of photo albums to Everyone
reaches 35% overall, the equivalent statistic for links notches 56%. The situation is
more accentuated in Brazil, where the gap attains 27% (42% for albums and 69% for
links).

Another interesting way to look at the content exposure scenario is to analyze the
visibility usage reach. For that examination a bucket is created for each possible setting
and each user is placed once in every bucket for which he has a content shared with that
particular setting. So, for instance, if user w; has two albums shared with Everyone

and two other albums shared with his Friends Only, he is placed in buckets Fveryone
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and Friends Only a single time. The results for visibility usage reach are depicted in
the lower half of Figure 5.4. The visibility for Everyone reaches 82.5% of all users
for links and 55.8% for photo albums. Another clear display of preoccupation towards
photo albums exposure is given by the Friends Only setting, where the usage reaches
55.5% for albums and 45% for links. The gap is even more prominent in Brazil and
India, where it reaches 19.9% for the former and 29.6% for the latter. The precedent
differences are all statiscally significant (Proportion Test, p-value < 0.05).

Liu et al. [2011] while conducting a survey of U.S. users on Facebook found
that 22% of the photos albums in their sample were shared with the default visibility
setting and 36% of the content overall. They also noted that photo albums had the
most privacy-conscious setting across all kinds of content, what reinforces the results

hereby presented.
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These results refute Hypothesis 4.
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Figure 5.4. On all charts FoF is the acronym for “Friends of Friends”, N+F for
“Networks and Friends” and Friends stands for “Friends Only”. The two charts
at the top contrast the visibility breakdown between photo albums and links.
As it can be seen, users are overall more concerned about their photo albums
exposure, what is shown by higher peaks for Friends. This message is reinforced
by the charts at the bottom, where is displayed the usage reach for every possible
setting. For instance, the visibility to Everyone reaches more than 82% of the

participants for links and 58% for albums.
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5.5 Hb5: Friends List Exposure

Using the public profiles collected for the PF' data set, it was found that 67% of the
users reveal their friends list publicly. In Brazil, the exposure level reaches 74% of
the users, while in India the equivalent statistic is at 69%. The difference reported
between the two countries is statiscally significant (Proportion Test, p-value < 0.05).
Other representative countries in the sample were analyzed and are resumed in Table
5.5. One can conjecture that the higher rates presented by Brazil and India are due to
the recency of the expansion of Facebook on these countries.

Except for Brazil, women were less likely to reveal their friends list on every
other region analyzed. Overall, 65.9% of female individuals revealed their friends list
publicly, while the statistic reaches 69.6% of male persons. The difference is statiscally
significant (Proportion Test, p-value < 0.05).

A parallel work performed by Gundecha et al. [2011] found that 72.03% out of
more than 2 million users revealed their friends list publicly on Facebook, in accordance

with the results hereby presented.

Table 5.5. Public disclosure rates of the friends list by those in the PF data set.
Figures with 95% confidence level.

All Female Male
Avg(%) =+ Std. Error | Avg(%) + Std. Error | Avg(%) + Std. Error
Brazil 73.95 + 0.88 75.53 + 1.37 74.27 + 1.23
India 69.32 + 0.70 67.22 + 1.52 70.49 £+ 0.83
U.K. 65.59 + 2.62 63.81 + 4.95 67.93 £ 3.56
U.S. 62.93 + 1.21 61.41 + 2.17 64.67 + 1.64
All 67.04 + 0.28 65.89 £+ 0.49 69.55 £ 0.37

Another remark regarding the friends list exposure is its access through third
party applications. It might be hard to imagine but almost every third party application
has access to the entire friends list of a user once it is properly installed. Facebook
has an elaborated mechanism where users are asked to grant permissions every time
an application wants to make use of a new piece of information (e.g: user birthday
or his friends birthdays, etc). Nonetheless, when it comes down to the use of the
friends list there is no such exclusive permission (refer to Figure 5.5). As so, unless
the application does not ask for any permission, it will have access to the user friends

list. It is understandable that applications can be more valuable to a user with the use
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of his friends list, but not every application needs it or should have access to it. It is
possible to hide the friends list from particular friends on the user profile page but not
from applications, which are made most of the time by complete strangers and most
of whom are rarely full of good intentions.

These results refute Hypothesis 5.

Request for Permission
Media Discover is requesting permission to do the following:

Access my basic information
Includes name, profile picture, gender.
netwaorks, user |D, list of friends, and any
other information I've shared with

everyone. e arary
! Media Discover

E Access posts in my News Feed

Report App

Logged in as (Mot You?) Don't Allow

Figure 5.5. Example of a simple permission request dialog on Facebook. The
friends list is treated as a basic information such as the name or the gender of the
user and does not require a specific permission.
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5.6 H6: Date of Birth Exposure

Using the PF data set, no huge contrast was found between Brazil and India with
respect to date of birth protection. Nonetheless, the exposure levels are disturbingly
high for such a personal information (refer to Figure 5.6). In Brazil, about 64.4% of
the participants and their friends expose their full date of birth to their network, while
in India the equivalent statistic is a bit lower, at 62.3%.

An important contrast was found between genders concerning the date of birth
exposure. Although still high, women seem to be more concerned than men regarding
its exposure, wheresoever. For instance, in Brazil 60.7% of the women expose their full
date of birth while the same statistic reaches 71.6% of the men. The full results are

presented in Table 5.6.
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Figure 5.6. Date of birth exposure distribution from the data set PF. The
majority of users expose their full birthday.

The age distribution of users could be derived from those who disclose their date
of birth (refer to Figure 5.7). It is observed that participants and their networks of
friends are concentrated in young age strips (< 36 years). One might think that there
is an over representation from these age strips but, according to Facebook Ads [2012],
they represent 76% and 90% of users in Brazil and India, respectively.

These results refute Hypothesis 6.
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Figure 5.7. Age breakdown from those in the PF data set who revealed their
date of birth. The majority of users belong to 18 — 35 years age group.

Table 5.6. Full date of birth exposure reach across different genders in the PF
data set. A high percentage of users share their birthdate with their network,
specially men. Figures with 95% confidence level.

Female Male
Avg(%) + Std. Error | Avg(%) + Std. Error
Brazil 60.70 + 0.02 71.61 4+ 0.01
India 58.11 4+ 0.02 64.60 + 0.01
Others 52.54 + 0.02 54.81 + 0.01
All 62.07 £ 0.01 68.76 £ 0.01
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5.7 Further Analyses

5.7.1 Egocentric Networks

Even though most people have hundreds of friends on OSNs like Facebook, it is hard
to maintain a stable social relationship with all of them. In fact, this number of
average stable social relationships one can maintain (known as Dunbar’s number) has
been calculated and lies between 100 and 230, although 150 is a commonly accepted
value [Hernando, A. et al., 2010]. Features like wall posts, personal messages and
comments on shared items allow users to interact virtually to a great number of friends
asynchronously. One feature, though, reflects a kind of interaction that is only possible
in real life: photo albums, since you can only take pictures with people you have met
personally. These albums portray a part of one’s social life interactions and, using
information contained on their photo tags, it is possible to create a parallel network of
friends [Golder, 2008|. It is only natural that this new network form a much stronger
graph than the usual OSN friends network.

The average clustering coefficient found for the participant ego networks was 0.10,
which is lower than values found by previous studies, ~ 0.16 |Gjoka et al., 2009; Wilson
et al., 2009]. This might be explained by the fact that the set of friendships available
is incomplete due to the concealment of the friends list by a portion of the users, as
exposed in Section 5.5. When considered only nodes with full information, the average
clustering coefficient is raised to 0.13.

The clustering coefficient found for ego networks of participants in India (0.14) is
significantly higher then that of participants in Brazil (0.09) (Proportion Test, p-value
< 0.05). One might conjecture that this is due to the very high presence on Facebook
of youngsters in India, what culminates in a misrepresentation of circles of friendship
from other age strips (refer to Figure 5.7). The results are summarized in Table 5.7.

The act of posting a picture and tagging someone exposes a certain level of
intimacy between comrades. Based on that fact, it was drawn the ego networks of
participants yet this time with only the tagged friends, like the one depicted in Figure
5.8. It was found that the average clustering coefficient for these networks was of 0.52,
what demonstrates not only a level of intimacy betweens peers but how ego tends to
tag only certain tightly connected circles of companionship. Once more, the average
clustering coefficient found for ego networks of participants in India was significantly
higher than that found for their peers in Brazil (Proportion Test, p-value < 0.05).

It was also verified that users tend to tag twice as many friends than being tagged

by them, as shown in Figure 5.9, a similar result found by Lewis et al. [2008|.
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Figure 5.8. Example of egocentric network of people tagged on photos by a
user. The user who tags is represented by the larger node at the center, while the
friends tagged are shown at the two extremes. A lot of friendship links between
tagged friends can be seen. The actual clustering coefficient for this instance is

0.42.

-------------- Incoming
—— Outgoing

60 70 80
# of picture friends

Figure 5.9. Complementary CDF of friends tagged by users in the data set P.
The majority is tagged by less than 10 friends but does tag twice as much friends.

(n = 205)
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Table 5.7. Clustering coefficient (CC) for egocentric networks of participants
friends and participants tagged friends. Tagged friends form denser egocentric
networks. Figures with 95% confidence level.

Friends CC Tagged Friends CC
Avg(%) + Std. Error | Avg(%) + Std. Error

Brazil 0.09 = 0.01 0.48 £+ 0.09
India 0.14 £ 0.01 0.56 £ 0.07
Others 0.06 £ 0.01 0.45 £ 0.12
All 0.10 £ 0.01 0.52 = 0.05

5.7.2 Aggregation Erodes Privacy

The revelation of a particular piece of information might seem innocuous for an indi-
vidual or a community from their particular point of view. For instance, assume that
you have submitted a query to a search engine looking for a book about lung cancer.
Thus far not a big deal, right? Perharps so, perharps you are a student or maybe a
physician or even just a curious hypochondriac. Now suppose that you have purchased
a wig on a web store or even on a physical one which offers a good bonus program that
in turn track consumer purchases. Far from being a problem, correct? People buy wigs
all the time to attend costume parties or possibly for other reasons. Still following the
thought? What if an aggregator could collect both data crumbs? Worse, what if an
aggregator could collect these and some other particular bits that could lead back to
you? Are you concerned by now about sharing these facts? The inference that you
have or have had lung cancer and are undergoing or underwent chemotherapy might be
something that you would like to keep private or restrict to some of your contacts. This
is also probably the case for most of your medical records.! Krishnamurthy and Wills
[2009] report how user-related data aggregation has been increasing by a decreasing
number of entities.

The goal of the present study case is to derive a particular hidden user attribute
based on a multitude of other publicly available bits of information and thus show
that the aggregation of individual data bits can reveal once private information. Using
the public profiles collected for the PF data set it was possible to estimate the age of
79.61% of the users with an error of less than 4 years, for those that age verification

was possible. The developed approach was built upon the work of Dey et al. [2012].

! Aggregation example adapted from Solove [2011].
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By making use of the PP data set it was found that only 3.33% of the users in
the PF data set reveal their birthday publicly on their profiles. Also, the exposure
rate in India is signifcantly higher than in Brazil, 5.62% in the former and 3.98% in
the latter (Proportion Test, p-value < 0.05), as shown in Table 5.8. Moreover, only
1.66% of the users reveal their full date of birth publicly, what indicates how sensitive
this particular information is considered by users.

The ground truth set GT' consists then of 59916 users of the PF data set who
have revealed their full date of birth to their network of friends or have confided it to
the Privacy Study application directly and also report a birth year later than 1930.
The last restriction is meant to exclude users who blatantly lie about their ages on
their profiles.

Gundecha et al. [2011] report a birthday disclosure rate of 3.30% out of more

than 2 million public profiles, in line with the results hereby presented.

Table 5.8. Birthday public disclosure rates in the PP data set. All figures with
95% confidence level.

All Female Male
Avg(%) £+ Std. Error | Avg(%) £ Std. Error | Avg(%) £ Std. Error
Brazil 3.98 £ 0.39 4.43 £ 0.65 3.72 £ 0.53
India 0.62 £ 0.35 0.42 £0.73 5.73 £ 0.42
All 3.33 £ 0.11 3.19 £ 0.18 3.54 £ 0.15

The several steps of the developed procedure to derive the age of users are de-
scribed in the following subsections. All of them use publicly available information

only.

5.7.2.1 Profile Birth Year

From the 1824 users who reveal their birth year publicly, 1804 of them fulfill the
proposed requirements, accounting for 3.01% of the GT data set. No math to be done
during this step.

5.7.2.2 High School Graduation Year

As it was stated previously, many users hide their age on their public profiles. Nonethe-

less, many of them make their high school graduation year publicly available. Both
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years are clearly correlated because a person normally graduates from high school
around 18 years old.

The approach is quite straightforward. It was performed a linear regression using
the high school year and birth year of users who provided them both on their profiles.
This particular subset accounted for 629 users or 1.05% of GT.

The linear regression yielded:
Birth Year = 0.97757902 x High School Graduation Year + 27.3272185 (5.1)

By making use of the high school graduation year provided in public profiles it
was possible to estimate the age of 11264 users or 18.80% of GT.

5.7.2.3 High School Network With Graduation Year

Several profiles on Facebook contain high school network affiliation with year informa-
tion. For instance: Smithtown High School Fast °08. At the time of the collection of
the PP data set these were publicly available information only.

Using the graduation year of a high school network affiliation and the Equation
5.1 it was possible to estimate the age of 390 users or 0.65% of GT.

5.7.2.4 High School Only

At this point there is left the high school information on some public profiles yet
without the year information. By harvesting the friends list of such users for friends
with equivalent high school with year information it is also possible to predict their
age. The assumption is simple, people tend to have friends from their high school.

Using this approach it was possible to predict the age of 1840 users or 3.07% of
GT.

5.7.2.5 College Graduation Year

Using the least college graduation year provided in public profiles of the PP data set it
was taken a similar approach to the one described in Section 5.7.2.2. It was performed
a linear regression using the users who provided both their college year and birth year
on their profiles. This subset accounted for 580 users or 0.97% of GT.

The linear regression yielded:

Birth Year = 0.932729994 x College Graduation Year + 113.0652051 (5.2)
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The least college graduation year approach could predict the age of 3868 users or
6.47% of GT.

5.7.2.6 College Network with Graduation Year

Similarly to the approach described in Section 5.7.2.3, it was extracted the college
affiliation networks with year from the public profiles and then it was applied the

Equation 5.2, making possible the age estimation of 939 users or 1.57% of GT.

5.7.2.7 College

The final step with college information is similar to the one described in Section 5.7.2.4
for high school information. By checking the friends list for similar colleges with year

information it was possible to predict the age of 148 users or 0.25% of GT.

5.7.2.8 Friends

For users without any of the previous information available it was taken the median
birth year of their friends as the estimated age. This approach can be iterated several
times until no new prediction is possible. It was performed two iterations of the present
step in order to avoid the degradation of the results. The first one could predict the
age of 33589 users or 56.06% of GT. The second iteration was able to predict the age
of other 3577 users or 5.97% of GT.

5.7.2.9 Likes and Interests

35.5% of the profiles collected in the PP data set displayed some kind of interest or
user taste preference. These signals span many categories like music, books, movies,
television shows, daily activities and other life interests. All of them are textual in-
formation. Many of these signals present a high concentration of users in certain age
strips, like the example given in Figure 5.10, where more than 60% of the users who
like the singer “Kesha” were born around 1988.

To predict user age using this information it was used a Top-/N nearest neighbors
algorithm using a Vector Space Model (VSM) retrieval method with a basic TF-IDF
(Term Frequency - Inverse Document Frequency) weighting scheme. For each kind of
interest it was used a different dimension and the best experimental N found was 25.
The details to implement such an algorithm can be found in [Croft et al., 2010; Ricci
et al., 2010].
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Figure 5.10. Birth year distribution of users in the PF data set that acknowledge
interest in artist “Kesha”. (bin size = 4 years, n = 184)

The age of the nearest neighbors were weighted according to their score, resulting

in the following equation:

Sonen Score(n) x Age(n)
> nen Score(n)

Using this approach it was possible to predict the age of 1080 users or 1.8% of
GT.

Predicted Age =

(5.3)

5.7.2.10 Constant Age

For the remaining users it was simply used a constant age prediction. At this stage,
the best result was achieved with a 25 years guess and it was used to predict the age
of the last 1410 users, representing 2.35% of GT.

5.7.2.11 Summary

The results of each step of the procedure are summarized in Table 5.9. As can be seen,
the “High School” information served as the best predictor, accurately guessing the age
of 96.38% of the users with such information available.

For a different perspective of the results it was drawn the complementary cumu-
lative distributed function of the cumulative score in Figure 5.11. As can be noticed,
almost 50% of the users had their age predicted within one year interval of error.

In order to compare the results obtained with other possible approaches,
it was performed the age prediction of the users in GT with other two simpler

algorithms. Both of them are based on the probability mass function of the age
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distribution of Facebook users in Brazil and India, drawn in Figure 5.12. The
first one is a random guesser that follows the average age distribution of users in
Brazil and India and the second one is just a constant age predictor like the step
described in Section 5.7.2.10. The former obtained the worst result and could
predict the age of only 30.87% of the users within 4 years of error, while the latter
could reasonably predict the age of 62.59% of the users in the GT data set with a

constant guess of 23 years. The results of the comparison are summarized in Table 5.10.

Table 5.9. Summary of the results from the several steps of the the Privacy
Study proposal age prediction procedure. MAE stands for Mean Absolute Error.
CS stands for Cumulative Score (% < years of error).

Step # of Users | % of GT | MAE | CS(4) - %
Profile Birth Year 1804 3.01 0 100
HS Graduation Year 11264 18.80 1.41 96.52
HS Network with Grad. Year 390 0.65 0.69 99.49
High School (HS) 1840 3.07| 15 94.84
Subtotal for High School 13494 22.52 1.4 96.38
College Graduation Year 3868 6.47 2.95 83.66
College Network with Grad. Year 939 1.57 2.49 83.49
College 148 0.25 2.94 77.70
Subtotal for College 4955 8.27 2.87 83.45
Friends - 1% iteration 33589 56.06 3.96 76.61
Friends - 2"? iteration 3577 2.97 6.98 52.81
Subtotal for Friends 37166 62.03 4.25 74.32
Likes and Interests 1080 1.80 6.62 56.48
Constant Age (25 years) 1410 2.35 9.1 36.81
Total 59916 100 3.52 79.61
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Figure 5.11. Complementary Cumulative Distribution Function (CCDF) of the
Cumulative Score (CS) for the Privacy Study proposal age prediction procedure.
Almost 50% of the users had their age predicted within one year of error.
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Figure 5.12. Probability mass function of the age distribution of Facebook users

in Brazil and India [Facebook Ads, 2012].

Table 5.10. Summary of the results for different age prediction algorithms. MAE
stands for Mean Absolute Error. CS stands for Cumulative Score (% < years of

erTor).

Algorithm MAE | CS(4) - %
Random Age Distribution | 10.61 30.87
Constant Age (23 years) 5.67 62.59
Privacy Study Proposal 3.52 79.61




Chapter 6

Conclusion

Privacy can be understood as one person’s ability to control the access to information
about herself. In most cases portrayed throughout this study these controls are present
but go unnoticed or are often misunderstood by end users. People want freedom
to express themselves in the digital era without having to deal with the enormous
complexity of current privacy control designs. The default privacy settings of an Online
Social Network plays a key role to preserve its users’ reputation and shall not be subject
to commercial interests solely. It was found that very few users change their default
privacy settings. Thereupon, Online Social Networks need to pay more attention when
designing their defaults to best serve their users’ privacy protection.

Online Social Networks might serve as a key tool to empower people in the digital
democracy era. It is paramount that the rollout and spread of this new important
technology be supported by strong legal and technical privacy solutions in order not
to let it become the materialization of once fictional novels like George Orwell’s “1984”
or Franz Kafka’s “The Trial”.

As it was demonstrated, only a small part of users appear to be really aware of
the consequences of permissive settings and their pervasive consequences and therefore
do not reveal any of the personal identifiable information under study. It was also
shown that the majority of the users reveal publicly their gender on Facebook.

Is was revelead that is preponderant the public visibility setting of locational
information among users who are known to have commended the information to Face-
book, exposing a darker scenario than other previous studies which have shown only
overall crude statistics.

It was also shown that users exercise more control over content with more po-
tential to endanger their reputation. For instance, the exposure of photo albums was

oftenly configured to reach a narrower audience than links. An implication of that re-
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sult would be to modify the Online Social Network default visibility setting according
to the content being shared, instead of having a single rule for every content kind. In
other words, photo albums should not be made visible to everyone by default.

Afterwards, it was elucidated how most part of the users reveal their friends list
publicly, what potentially allows the automatic collection of users’ networks and the
indirectly inference of users’ attributes. The list of friends constitutes perharps the
most crucial part of one’s privacy and nonetheless is treated as a basic information by
Facebook, being pratically impossible to keep it hidden from third party applications.
A simple solution to this matter could be the adoption of a second privacy control,
where one could opt-out from being displayed in everyone else’s list of friends.

Using the friends list and photo tagging information from users, it was pointed
out how tagged friends form tightly connected circles of friendship. This information
can be used to derive not only closest friends but also to construct community detection
algorithms.

Lastly, it was demonstrated how aggregation can erode user privacy. By starting
from the birthdate information of only 3% of the users of a particular subset it was
possible to derive the age of almost 80% of the users within a reasonable margin error.
The approach can also be extended to reveal other private attributes of users. For
instance, if a user likes several local businesses from a particular town there is a good
chance that he or she lives in that city, and so forth and so on.

As in any real world experiment, a few limitations were present. The data was
collected mainly through acquaintances and people whom it was able to reach through
emails and fliers. Therefore, the sample obtained is a convenient sample, so the results
may not be generalizable to all Facebook users. It is also understood that conducting
such a study where the users are statistically representative of the country or group
of interest is difficult to achieve. Furthermore, the possible issue of bias is commonly
present in user studies, such as psychology or sociology surveys among college students,
and the present dissertation has no aim to be different.

An interesting future direction of the work hereby presented would be to study
the longitudinal effects on the privacy settings on Facebook over the time.

The present study has generated one full article during its course [Rauber et al.,
2011].
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