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Abstract 

Services on the Internet are evolving from centralized client-server architectures to 

fully distributed architectures. Systems based on such architectures are called peer-to-peer 

systems (P2P), and end-hosts participating in such systems are called peers. A fundamental 

problem that confronts peer-to-peer applications is to efficiently locate the node that stores 

a particular data item. The surging increase in the popularity of peer-to-peer applications 

has led to a dramatic need for a scalable and high performance content location protocol. 

Current search algorithms in peer-to-peer systems do not take each node's interest into 

account. It is known that users tend to work and relate to each other in groups. A group of 

users, although not always located in geographical proximity, tends to use the same set of 
resources (files). We show that groups in peer-to-peer file sharing systems can be identified 

and search mechanisms in these systems should take the existence and characteristics of 

these groups into account. 

This work describes a distributed algorithm for peers to self-organize into clusters based 

on interests (peer communities). Each peer maintains a community of peers which share 

similar interests. Content is located by querying peers in one's community. Peers that 

have content in common share the same interests. The concept of the algorithm is that 

there is greater chance to find a file one node is looking for in its own community than in 

the remainder of the network. Based on this principle, every time a node issues a query 

for a file, it will first check if it can be found within the community; otherwise, it will be 

searched in the other hosts. Summarizing, this work aims at implementing an algorithm 

that exploits locality in interests to efficiently allow content location and retrieval. 



Resumo 

Os serviços na Internet estão evoluindo de arquiteturas cliente-servidor distribuídas 

para arquiteturas completamente distribuídas. Sistemas baseados em tais arquiteturas são 

chamados par-a-par {peer-to-peer, P2P) e computadores que participam destes sistemas 

são chamados de nodos (peers). Um problema fundamental que as aplicações par-a-par 

enfrentam é localizar de forma eficiente o nodo que armazena um certo item (arquivo). O 

grande aumento na popularidade de aplicações par-a-par demanda a criação de protocolos 

de localização de conteúdo escaláveis de alto desempenho. 
Algoritmos de busca atuais de sistemas par-a-par não levam o interesse de cada nodo 

em conta. E sabido que usuários tendem a trabalhar e se relacionar em grupos. Um 
grupo de usuários, apesar de nem sempre estar localizado geograficamente próximo, tende 

a usar o mesmo conjunto de recursos (arquivos). Mostramos que grupos em sistemas de 

compartilhamento de arquivos par-a-par podem ser identificados e mecanismos de busca 

destes sistemas devem considerar a existência destes grupos bem como suas características. 

Este trabalho descreve um algoritmo distribuído para nodos se organizarem em grupos 

baseado em seus interesses (comunidades de nodos). Cada nodo mantém uma comunidade 

de nodos que compartilham interesse comum. Conteúdo é localizado pesquisando os nodos 

de uma comunidade. Nodos que possuem conteúdo em comum compartilham os mesmos 

interesses. O algoritmo supõe que há uma probabilidade maior de encontrar um arquivo 

que um nodo está pesquisando em sua própria comunidade do que no restante da rede. 

Baseado neste princípio, sempre que um nodo inicia uma pesquisa por um arquivo, ele 

primeiro checará se o mesmo pode ser encontrado na comunidade; se não, ele será buscado 

nos demais nodos. Concluindo, este trabalho tem como objetivo implementar um algoritmo 

que explora a localidade de interesses para permitir a localização e a busca de conteúdo de 

forma eficiente. 
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Chapter 1 

Introduction 

Services on the Internet are evolving from centralized client-server architectures to fully 

distributed architectures. Systems based on such services architectures are called peer-to- 

peer systems (P2P), and end-hosts participating in such systems, peers [SMZOl], meaning 

that participants interact as equals. The participants in a typical P2P system might include 
computers at homes, schools, and businesses, and can grow to several million concurrent 

participants [BKK"'"03]. 

Peer-to-peer is much more than a system for sharing pirated music [Let03]. These 

systems work as follows: peers publish content to the system and download content from 

the system. Downloading content involves locating peers that have copies of the content, 

selecting a peer, and retrieving a copy from that peer [SMZOl]. 

Peers play a variety of roles. When accessing information, they are clients. When 

serving information to other clients, they are servers. When forwarding information for 

others, they are routers [Kub03]. Unlike traditional distributed systems, P2P networks 

aim to aggregate large numbers of computers that join and leave the network frequently 

[RF02]. 

Ensuring the availability of content on the Internet is expensive. Publishers who want 

high availability have few options. They can use hosting services, build and manage their 

own content distribution infrastructures, or contract Content Delivery Networks. All of 

these options are prohibitively expensive for an average Internet user who wants to share 

a hundred megabytes of digital photographs with his friends. A low cost solution is to 

publish the content from one's own desktop into a peer-to-peer content distribution system 

[SMZ03]. 

The popularity of P2P file sharing applications has created a flurry of recent research 

activity into P2P architectures [SGGOl]. These networks have become, in a short period 

of time, one of the fastest growing and most popular Internet applications [CFK03]. These 

systems are rapidly growing in importance as the medium of choice for storage and exchange 

of information [CSWWOO, PRUOl, RipOl]. Sharing such large volumes of data is made 

possible by distributing the main costs - disk space for storing the files and bandwidth for 

transferring them - across the peers in the network [YGMOl]. The peer-to-peer architecture 



has been used to support many different applications such as compressed music file sharing, 

disk-space sharing, file sharing, or even computing cycle sharing. This trend has become 

possible in part because of the fact that personal computers have become increasingly 

faster, they have much more disk space than in the past, and are connected to the Internet 

at higher speed than before [MAOl]. 
Distributed file service is a typical P2P application. The idea is straightforward: replace 

the local hard disk of a computer with pools of storage spread throughout the Internet; the 
computer interacts with a vast web of peers to read or write information [Kub03]. These 

systems allow users worldwide access and provision of information while enjoying a level 

of privacy not possible in the present client-server architecture of the web [AHOO]. 
Summarizing, P2P systems are attractive for several reasons: 

• The barriers to starting and growing such systems are low, since they usually don't 

require any special administrative or financial arrangements, unlike centralized facil- 

ities; 

• P2P systems offer a way to aggregate and make use of the tremendous computation 

and storage resources on computers across the Internet, 

• The decentralized and distributed nature of P2P systems gives them the potential to 

be robust to faults or intentional attacks, making them ideal for long-term storage 

as well as for lengthy computations. 

The P2P overlay network can be viewed as an undirected graph, where the vertices 
correspond to nodes in the network, and the edges correspond to open connections main- 

tained between the nodes. Two nodes maintaining an open connection between them are 

known as neighbors. Messages may be transferred in either direction along the edges. For 

a message to travel from node A to node B, it must travel along a path in the graph. 

The length of this traveled path is known as the number of hops taken by the message. 

Similarly, two nodes are said to be "n hops apart" if the shortest path between them has 

^he first well-known P2P systems were Napster and Gnutella. The Gnutella protocol 

is an open, decentralized group membership and search protocol, mainly used for file 

sharing fRi'pOl]. Napster is used to share music files. Both of them have similar goals: 

to facilitate the location and exchange of files between a large group of independent users 
connected through the Internet. In both systems, the files are stored on the computers of 

the individual users (peers), and they are exchanged through a direct connection between 

the downloading and uploading peers. All peers in the system are symmetric, m that they 

all have the ability to function both as a client and a server. This symmetry is one attribute 

that distinguishes P2P systems from many conventional distributed system architectures. 

Though the process of exchanging files in both systems is similar, Napster and Gnutella 
differ substantially in how peers locate files [SGGOl]. More details on each architecture 

can be found in chapter 2. , , , . x u u 

From the time Napster and Gnutella were launched, peer-to-peer systems have been 

quite improved. More recent P2P systems have been incorporating new functionalities. The 
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architecture of peer-to-peer systems such as Kazaa [Thed] and Morpheus [Thee] incorporate 

improved design that allows for more efficient downloads (simultaneous from several peers 

and ability to resume after failure); and improved search (by designating some peers as 

search-hubs super nodes that cache the index of others [CFK03]). 

Peer-to-peer networking applications such as "file sharing communities" have seen ex- 

plosive growth. Applications like Kazaa boast of over two hundred million downloads 

of their free client, with over two and a half million downloads occurring each week 

[Thed, CF02]. Recent work has noted that the amount of network traffic generated 

by this increasingly popular class of application now rivals that of the world wide web 

[CF02, Mar02]. As the percentage of Internet users utilizing these applications and the 

volume of traffic they generate has exploded, the demands on such systems have intensified. 

Users of these services demand the high performance of a single dedicated server serving 

them as quickly as possible, i.e., not limited by the requests of other users. Thus, in order 

to be viable such systems must be fast, reliable, network friendly and well distributed 

[CF02]. 

The main challenge in P2P computing is to design and implement a robust and scalable 

distributed system composed of inexpensive, individually unreliable computers in unrelated 
administrative domains [BKK''"03]. The next section describes one of the most important 

open problems in peer-to-peer networks; the efficient search for files. 

1.1 Motivation 

The key to the usability of a data-sharing P2P system and one of the most challenging 

design aspects, is the employment of efficient techniques for search and retrieval of data. 

The best search technique for a given system depends on the needs of the application. 

For storage of archival systems focusing on availability, search techniques such as Chord 

[DBK+01], Pastry[RD01], Tapestry[ZKJOO] and CAN[RFH+01] are well suited, because 

they guarantee location of content if it exists, within a bounded number of hops. To 

achieve these properties, these techniques tightly control the data placement and topology 

within the network, and currently only support search by object identifiers. In systems 

where persistence and availability are neither guaranteed nor necessary, such as Gnutella, 

Freenet, Napster and Morpheus, search techniques can aflFord to have looser guarantees. 

Current search techniques in "loose" P2P systems tend to be very inefficient, generating 

too much load on the system [YGMOl]. 
Locating files in systems with hundreds of thousands of users distributed geographically 

is challenging because of scale and dynamism: the number of nodes, logical files, requests, 

and concurrent users may all be large. The system has multiple sources of variation over 

time: files are created and removed frequently; nodes join and leave the system without 

a predictable pattern. In such a system with a large number of components, even a low 

variation rate at the individual level may aggregate into frequent group level changes 

[IRF02]. ,, . J. , 

P2P computing raises many interesting research problems m distributed systems. One 
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of the main challenges in P2P research is the lookup problem. How do you find any given 

data item in a large P2P system in a scalable manner, without any centralized servers 

or hierarchy? This problem is at the heart of any P2P system. It is not well addressed 

by most popular systems currently in use, and it provides a good example of how the 

challenges of designing P2P systems can be addressed [BKK+03]. The lookup problem is 

a major issue in the P2P area mainly because the effectiveness of a peer-to-peer network 

is largely a function of the versatileness and scalability of its search mechanism [CFK03]. 
Current search algorithms in peer-to-peer systems do not take each node's interest into 

account. Users usually relate to each other in groups as they tend to use the same set 

of resources. We propose a distributed algorithm for peers to self-organize into clusters 

based on interests. Previous research in different areas has proved that the identification 

of these interest relations is possible. We show that P2P systems can also benefit from the 
identification of such relations and structures. 

1.1.1 Communities 

Whenever autonomous individuals act in a shared environment, interaction emerges which 

may result in manifold relations between the individuals and/or groups of individuals. 

Those relations and the associated behavior of individuals and groups may induce struc- 

tures to the groups. Such structures are commonly called communities. The behavior of 
biological individuals, such as ants or bees, but also humans', has been widely studied in 

the social sciences. Key findings include that despite the largely varying capacities of indi- 

viduals and groups, a set of common characteristics for acting in a shared environment still 

may be observed. However, this usually depends on the specific knowledge of individuals 

and their time already spent within a community. Among the characteristics identified, 

we find that: 

• each individual can identify a few members of a community and may exchange in- 
formation with them; 

• there is no single individual who knows or controls the whole community; 

• some individuals may be more "intelligent" than others and have more and/or better 
information; 

• communities are often hierarchically structured with one or more outstanding indi- 

viduals. 

Starting with just a few individuals, communities continuously evolve. The resulting set 

of inter-related community members is generally called the social network of a community. 

While the number of individuals in a community can grow very fast; the single individual 

needs only little information about other individuals to still be able to potentially interact 

with a large number or all of the community members. The six degrees of separation 
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property [Mil67] illustrates this in the case of human communities. Moreover, communities 

are often characterized by a highly self-organizing behavior. 

Computer networks or distributed systems in general may be regarded as communities 

similar to the above examples. Most obviously, the Internet or Web forms entities that 

can be characterized as communities. Many approaches to define communities on the Web 

[GKR98, FLGOO] are based on the use of existing link patterns and they therefore lack the 
characteristic community properties to adapt to the current context and to dynamically 

evolve. Implicit information other than link patterns is necessary to achieve this [VBKJ02]. 

1.2 Go3.1S 

Few papers [SMZ03, SMZOl] have analyzed the importance of taking each node's interest 

into account. We developed and analyzed a new algorithm that is based on interests. We 

define that two nodes have interests in common if they store some identical files. We show 

a node stands greater chance of finding a file in another node if they share interests. Our 

algorithm differs from the one defined in [SMZ03] in some aspects which are described 

in detail in chapter 4. We also show it is possible to identify communities of nodes with 

the same interests. The properties of other kinds of networks such as the networks of 

people, scientists or web pages have been studied for quite long and have shown interesting 
châ>râ»ct6ristics» 

Summarizing, this work aims at implementing algorithms that exploit locality in inter- 

ests to efiiciently allow content location and retrieval. We intend to identify communities 

of hosts in a peer-to-peer system to do so. We believe that properties of these communities 

can bring benefits to the search mechanisms of different P2P architectures. 

1.3 Contributions 

Simple algorithms are sufficient to capture interest-based relationships. In light of the goals 
mentioned in the previous section, the key contributions of the thesis are: 

• the implementation of a Gnutella Simulator with heterogeneous characteristics. This 
simulator can be used by other researchers to investigate possible improvements in 

the Gnutella architecture; 

• a new algorithm based on interest that improves performance of the search mecha- 

nisms of F2P systems; 

. performance analysis of this algorithm for Preenet and Gnutella. 
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1.4 Thesis Organization 

This thesis is organized as follows: Chapter 2 describes the peer-to-peer architectures used 

in our experiments. We focus on the way each architecture implements its search mecha- 

nism. Chapter 3 describes the work related to this research. It presents different lookup 

mechanisms proposed by other researchers. It also details one search mechanism that is 

related to this work. It consists of an implementation of lists of interests in Gnutella in 

order to retrieve files faster and decrease the load in the network. As algorithm of identifi- 

cation of communities of web pages in the Internet is also presented. This algorithm is the 

basis of the algorithm of identification of communities of interests. Chapter 4 describes 

the algorithm of identification of communities of interests we have proposed. Chapter 5 

presents our simulation environment and results and chapter 6 our conclusions and future 

work. 

6 



Chapter 2 

Peer-to-Peer Architectures 

The purpose of a data-sharing P2P system is to accept queries from users, locate and 

return data (or pointers to the data) to the users. Each node owns a collection of files or 

records to be shared with other nodes. The shared data usually consists of files, but it is 

not restricted to them. For example, the collection could be records stored in a relational 
database. Queries may take any form that is appropriate given the type of data shared. If 

the system is a file-sharing system, queries may be file-identifiers or keywords with regular 
expressions, for instance. Nodes process queries and produce results (such as pointers to 

files) individually, and the total result set for a query is the union of results from every 

node that processes the query [YGMOl]. 

In this chapter, we present some well-known P2P architectures, emphasizing the way 

their location protocols are implemented. First, we describe Napster, which was the ar- 
chitecture that many Internet users tried music file sharing for the first time. Then, we 

describe the Gnutella architecture, maybe the most studied and used in research projects. 
Afterwards, the Freenet architecture is detailed. Finally, the Gnutella and Freenet archi- 

tectures are compared. 

2.1 Napster 

Peer-to-peer networks came to fame with the advent of Napster [Thef], a centralized ar- 

chitecture where the shared items of all peers are indexed in a single location. Queries 

were sent to the Napster Web site and the results were returned after locally searching the 

central index; subsequent downloads were performed directly from peers [CFK03]. 

In Napster, a large cluster of dedicated central servers maintains an index of the files 

that are currently being shared by active peers [SGGOl, ALPHOl]. Each peer maintains 

a connection to one of the central servers through which the file location queries are sent. 

The servers process the query and return a list of matching files and locations to the user. 

Then the peer may choose to initiate a file exchange directly from another peer. The 

central servers are also responsible for keeping data such as the peers' reported connection 
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bandwidth and how long the peer has remained connected to the system. This information 

is useful for the distinction of possible download sites [SGGOl]. This approach has inherent 

scalability and resilience problems: the database is a central point of failure [BKK+03]. 

Although Napster uses a peer-to-peer communication model for the actual file transfer, the 

process of locating a file is still very much centralized [RFH+01]. 

At its peak, Naspter boasted a registered user base of 70 million and 1.57 million 
simultaneous users [Lee03]. The legal issues which led to Napster's demise exposed all 

centralized architectures to a similar fate. Internet users and the research community 

subsequently turned to decentralized P2P architectures, where the search index and query 

processing, as well as the downloads, are distributed among peers [CFK03]. Next, we 

describe two decentralized P2P architectures, Gnutella and Freenet. 

2.2 Gnutella 

Gnutella is a file sharing application and protocol for distributed search. Nodes participat- 

ing in a Gnutella network are called servents (servers and cli enis). They provide client-side 

interfaces through which users can issue queries and view search results, while at the same 

time they also accept queries from other servents, check for matches against their local 

data set and respond with applicable results. Due to its distributed nature, a network of 
servents that implements the Gnutella protocol is highly fault-tolerant, as operation of the 

network will not be interrupted if a subset of servents goes offline [Thee]. 

The open architecture, achieved scale, and self-organizing structure of the Gnutella 

network make it an interesting P2P architecture to study. The topology of this over- 

lay network and the routing mechanisms used have a significant influence on application 
properties such as performance, reliability, and scalability [RF02]. ^ ^ ^ 

End hosts join Gnutella by connecting to existmg end hosts already m the Gnutella, 

forming an application-level overlay on top of the physical network. Once attached to the 

network nodes send messages to interact with each other [RipOl, AHOO]. All end hosts, 

or peers' can serve files and retrieve files from one another. To facilitate the file sharing, 
messages are sent between end hosts. Queries for files are broadcast on the overlay network, 

and replies are routed back to the host which originally generated the query through the 

overlay network. Ping and pong (a reply to a ping) messages are used to discover hosts on 

the network [SriOl]. _ . , , u r 

Once attached to the network, peers mteract with each other by means of messages. 

Peers will create and initiate a broadcast of messages as well as rebroadcast others (receiv- 

ing and transmitting to neighbors) [AHOO]. The messages allowed in the network are: 

• Ping Messages - Messages directed to a host. A servent uses ping messages to actively 

nrobe the network for other servents. From time to time, each node may send ping 

Lssages to some or all of its neighbors in order to check if they are still connected to 

the network The specification of the Gnutella Protocol makes no recommendations 

8 



as to the frequency at which a servent should send ping messages, although servent 
implementeis should make every attempt to minimize ping traffic on the network. 

• Pong Messages - A reply to a ping. The pong message contains information about 

the peer such as their IP address and port as well as the number of files shared and 

the total size of those files. Peers forward this kind of message to their neighbors so 

that it is possible to later find other peers. This is needed in case peers disconnect 
themselves from the network. 

• Query Messages - These are messages that query for specific files and can be forwarded 
throughout the entire network (at least theoretically). Query messages are uniquely 

identified, but their source is unknown. Messages are flagged with a time-to-live 

(TTL) field At each hop, the TTL is decremented. As soon as a peer sees a message 

with a TTL of zero, the message is dropped, that is, it is not rebroadcast [AHOO]. 

• Query Response Messages - These are replies to query messages, and they include the 
information necessary to download the file (IP, port, and other location information). 

Responses also contain a unique client ID associated with the replying peer. These 

messages are propagated backwards along the path that the query originally took. 

Since these messages are not broadcast it becomes impossible to trace all query 
responses in the system. A servent should only reply to a query with a query hit if 

it contains data that strictly meets the query search criteria. 

• Get/Push Messages - Get messages are simply a request for a file returned by a 

auerv The requesting peer connects to the serving peer directly and requests the 

file Certain hosts, usually located behind a firewall are unable to directly respond 

re uests for files. For this reason, the Gnutella protocol includes push messages. 
P^us^messages request the serving client to initiate the connection to the requesting 

peer and upload the file. However, if both peers are located behind a firewall, a 
connection between the two will be impossible. 

Piffure 2 1 show how ping and query messages are forwarded in a Gnutella network. On 
+1, 1 u fianrp 2 1 the node receives a ping message. Then, it responds this message 
M aik the ping message to alHts .„ow„ neighbors. On the 

• t 5 ficrnrp 2 1 the nodes receive query messages. The query is passed on to the 
Iff the node has the file which is being searched, it replies to that node with 

^ "one of\re'towbacks of the search mechanism of the Gnutella architecture is the fact une oi luc , r Queries. In order to locate a file, a peer sends a query packet 

rXf itsrigZrs. Upon receiving a query packet, a peer Aecks if a«y locally stored files to all ot Its neig f response packet back towards to the query 

match he query J so th pe . q 

ut iLSSlithin a radius of TTL(time-to-live). However, broadcasting is extremely 
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Figure 2.1: Left: Ping Routing. Right: Query Routing 

costly in terms of bandwidth. Such a search strategy does not scale well [ALPHOl]. Figure 

2.2 shows how Napster and Gnutella locate files. 

napster.oom 

Napster 

0peer Q que-y q Ale download 

server R response 

Figure 2.2: File location in Napster and Gnutella 

Query broadcasts are not scalable. As more nodes join, more queries are sent Cur- 

rentlv a Deer connected to the network through a modem does not have enough bandwidth 

to support queries and replies, let alone retrieve content [SriOl]. The "broadcast" approach 
doesit scale well because of the bandwidth consumed by broadcast messages and the com- 

Dute cycles consumed by the many nodes that must handle these messages. In fact, the 

dav after Napster was shut down, reports indicate that the Gnutella network collapsed 
under the load created by a large number of users who migrated to it for sharing music 
fBKK'^'OSl. Available data shows the network growing from around 1.000 nodes in Novem- 

ber 2000 to over 40.000 in June 2001. However, since the summer of 2001, the network 

has been steadily shrinking, reaching an average of 16.000 users in January 2002. If the 

main interest in Gnutella was sharing of music, many users have switched to more efficient 
specialized services such as Kazaa. In spite of that, as the first widespread decentralized 

and open protocol, Gnutella is worth studying. Its simple basic protocol also makes it 

10 



easy to use in experiments [VBKJ02]. In order to scale Gnutella to more than hundreds of 

users, it is imperative to stop the flooding of every query and reply [SriOl]. There has been 

a great amount of research on discovering new search mechanisms to replace the flooding 

in Gnutella network. The search algorithm based on communities of interests we proposed 

is also designed to decrease the number of messages nodes in this kind of network send to 

each other. 

2.3 Preenet 

Current systems afford little privacy to their users, and typically store any given data item 

in only one or a few fixed places, creating a central point of failure. Preenet [Theb] operates 

as a location-independent distributed file system across many individual computers that 

allows files to be inserted, stored and requested anonymously [CSWWOO]. The five main 

goals of Preenet are: 

• Anonymity for both producers and consumers of information 

• Deniability for storers of information 

• Resistance to attempts by third parties to deny access to information 

• Efficient dynamic storage and routing mformation 

• Decentralization of all network functions 

ThP svstem is also designed to adapt to usage patterns, automatically moving, repli- 

catin^and deleting files to make the most effective use of available storage in response to 

'''TelS™3emented as a peer-to-peer network of nodes that query one another to rreene y location-independent keys. Each node 

store and r datastore which it makes available to the network for reading and 

rrr:rJ atnrr::àting ta^e containing addresses of other nodes and the 
writing, as wel y privileged over any other, so no hierarchy 

»?eZl pit of failure exists. ^ 

address of one of more ® associating a document with any predictable 

To provide among seLs. As a result, unpopular docu- 

server. or formmg ^ Le no server has the responsibility for 

rail"plicas. Ãrthermore a ^ 

nodra in the °°along from node to node in a chain of proxy 

The a local routing decision in the style of IP routing about 

Xr? to Ind Cue?; Text (fhis varies from query to query). Nodes know only their 

11 



immediate upstream and downstream neighbors in the chain. Each query is given a hops- 

to-live count, which is decremented at each node to prevent infinite chains. Each query 

is also assigned a pseudo-unique random identifier, so that nodes can prevent loops by 

rejecting queries they have seen before. When this happens, the immediately preceding 

node simply chooses a different node to forward to. This process continues until the query 

is either satisfied or exceeds its hops-to-live limit. Then, the success or failure result is 

passed back up the chain to the sending node [CSWWOO]. 

In order to retrieve a file, a user must first obtain or calculate its binary file key. She 

then sends a request message to her own node specifying that key and a hops-to-live value. 

When a node receives a request, it first checks its own store for the data and returns 

it if found, together with a note saying it was the source of the data. If not found, it 

looks up the nearest key in its routing table (the one with the closest identifier) to the key 

requested and forwards the request to the corresponding node. If that request is ultimately 

successful and returns with the data, the node will pass the data back to the upstream 

requestor, cache the file in its own datastore, and create a new entry in its routing table 

associating the actual data source with the requested key. A subsequent request for the 

same key will be immediately satisfied from the local cache; a request for a "similar" key 

(determined by lexicographic distance) will be forwarded to the previously successful data 

source. If a node cannot forward a request to its preferred downstream node because the 

target is down or a loop would be created, the node having the second nearest key will be 

tried, then the third nearest, and so on. If a node runs out of candidates to try, it reports 

failure back to its upstream neighbor, which will then try its second choice, and so on 

[CSWWOO, CHMaW, LanOl]. Figure 2.3 depicts a typical sequence of request messages. 

Data Request 

■w 
- Data Reply 

- Request Failed 

Figure 2.3: A typical request sequence 

The user initiates a request at node a. Node a forwards the request to node 6, which 

forwards it to node c. Node c is unable to contact any other node and returns a backtracking 

request failed message to 6. Node h that tries its second choice, e, which forwards the 

request to /. Node / forwards the request to 6, which detects the loop and returns a 

backtracking failure message. Node / is unable to contact any other node and backtracks 

one step further back to e. Node e forwards the request to its second choice, d, which has 
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the data. The data is returned from d via e and b back to a, which sends it back to the 

user. The data is also cached on e, b and a [CSWWOO]. 

The quality of the routing should improve over time for two reasons. First, nodes 

should become specialized in locating sets of similar keys. Second, nodes should become 

similarly specialized in storing clusters of files having similar keys. Because forwarding a 

successful request will result in the node itself gaining a "copy" of the requested file, and 

most requests will be for similar keys, the node will mostly acquire files with similar keys. 

Taken together, these two eflfects should improve the efficiency of future request in a self- 

reinforcing cycle, as nodes build up routing tables and datastores focusing on particular 

sets of keys, which will be precisely those keys that they are asked about. In addition, the 

request mechanism will cause popular data to be transparently replicated by the system 

and mirrored closer to requestors [CSWWOO]. 

Finally, as nodes process requests, they create new routing table entries for previously 

unknown nodes that supply files, increasing connectivity. This helps new nodes to discover 

more of the network [CSWWOO]. 

2.4 Gnutella and Freenet Compared 

Summarizing, these are the techniques currently used by Gnutella and Freenet systems: 

• Gnutella - Uses a breadth-first traversal (BFS) over the network with depth limit D, 

where D is the system-wide maximum time-to-live of a message, measured in hops. 

A source node S sends the query message with a TTL of D to a depth of 1, to all its 

neighbors. Each node at depth 1 processes the query, sends any results to S, and then 

forwards the query to all of their neighbors to a depth of 2. This process continues 

until depth D is reached (i.e., when the message reaches its maximum TTL), at which 

point the message is dropped. 

• Freenet - Uses a depth-first traversal (DFS) with depth limit D. Each node forwards 

the query to a single neighbor and waits for definite response from the neighbor 

before forwarding the query to another neighbor (if the query was not satisfied), or 

forwarding results back to the query source (if the query was satisfied). 

If the quality of results in a system were measured solely by the number of results 

and not by satisfaction, then the BFS technique is ideal because it sends the query to 

every possible node (i.e., all nodes within D hops), as quickly as possible. However, if 

satisfaction were the parameter of choice, BFS wastes much bandwidth and processing 

power because most queries can be satisfied from the responses of relatively few nodes. 

With DFS, since each node processes the query sequentially, searches can be terminated 

(i.e., the query message dropped) as soon as the query is satisfied, thereby minimizing cost 

[YGMOl]. Besides that, the node that holds the requested file is not necessarily the best 

node to download the file from because the selection of such node is based solely on key 
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proximity; important characteristics such as available bandwidth or availability are not 

taken into account. 
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Chapter 3 

Related Work 

The rapid and widespread deployment of peer-to-peer systems suggests that there are 

important advantages to such systems. P2P designs harness huge amounts of resources 

- the content advertised through Napster has been observed to exceed 7 TB of storage 

on a single day, without requiring centralized planning or huge investments in hardware, 

bandwidth or disk space. As such, P2P file sharing may lead to new content distribution 

models for applications such as software distribution, file sharing, and static web content 

delivery. 

Central to any P2P system is the indexing scheme used to map file names (whether well- 

known or discovered through some external mechanism) to their location in the system. 

That is, the P2P file transfer process is inherently scalable, but their hard part is finding 

the peer from whom to retrieve the file. Thus, a scalable P2P system requires, at the very 

least, a scalable indexing mechanism. 

There are two classes of solutions proposed for decentralized peer-to-peer content lo- 

cation. Unstructured content location, used by Gnutella, relies on flooding queries to all 

peers. Peers organize themselves into an overlay. In order to find content, a peer sends a 

query to all its neighbors on the overlay. In turn, the neighbors forward the query on to 

all of their neighbors until the query has traveled a certain radius. While this solution is 

simple and robust even when peers join and leave the system, it does not scale. 

Another class of protocols based on the Distributed Hash Table (DHT) abstraction 

have been proposed to address scalability. In these protocols, peers organize into a well- 

defined structure that is used for routing queries [SMZ03]. Data items are inserted in 

a DHT and found by specifying a unique key for that data. To implement a DHT, the 

underlying algorithm must be able to determine which node is responsible for storing the 

data associated with any given key. To solve this problem, each node maintains information 

(the IP address) of a small number of other nodes (its neighbors) in the system, forming an 

overlay network and routing messages in the overlay to store and retrieve keys [BKK''"03]. 

To implement DHTs, lookup algorithms have to address the following issues: 

• Mapping keys to nodes in a load-balanced way. In general, all keys and nodes are 

15 



identified using an m-bit number or identifier (ID). Each key is stored at one or more 

nodes whose IDs are "close" to the key in the ID space; 

• Forwarding a lookup for a key to an appropriate node. Any node that receives a 

query for a key identifier s must be able to forward it to a node whose ID is "closer" 

to s. This rule will guarantee that the query eventually arrives at the closest node; 

• Building routing tables adaptively. To forward lookup messages, each node must 

know about some other nodes. This information is maintained in routing tables, 

which must adapt correctly to asynchronous and concurrent node joins and failures. 

Although DHTs are elegant and scalable, their performance under the dynamic condi- 

tions common for peer-to-peer systems is unknown [SMZ03]. 

With DHTs, peers are required to store or index certain data items, not necessarily 

those items that these peers have contributed to or are interested in. Additionally, some 

hashing algorithm is used to identify the peers storing a given data item. The connections 

between different peers are also a function of the architecture. Thus, while DHTs can be 

very effective for applications where queries involve unique item identifiers, they require 

that peers store data for the "common good"; they incur much larger overhead than 

unstructured architectures when peers fail or leave the network; and inherently, they cannot 

efficiently support partial-match queries [CFK03]. 

The next section describes two important systems based on distributed hash tables. 

3.1 Distributed-Hash Systems 

3.1.1 CAN - Content Addressable Network 

A hash table is a data structure that efficiently maps keys onto values and serves as 

a core building block in the implementation of software systems. It is expected that 

many large scale-distributed systems could likewise benefit from hash tables functionality. 

The term Content-Addressable Network (CAN) [RFH+01] describes such a distributed, 

Internet-scale, hash table. Perhaps the best example of current Internet systems that 

could potentially benefit from a CAN are the recently introduced P2P file sharing systems, 

which require at the very least, a scalable indexing mechanism. 

CANs resemble a hash table. The basic operations performed on a CAN are the in- 

sertion, lookup and deletion of (key, value) pairs. In its design, the CAN is composed of 

many individual nodes. Each CAN node stores a chunk (called a zone) of the entire hash 

table. In addition, a node holds information about a small number of "adjacent" zones in 

table. Requests (insert, lookup, or delete) for a particular key are routed by intermediate 

CAN nodes towards the CAN node whose zone contains that key. The CAN design is 

completely distributed (it requires no form of centralized, control, coordination or configu- 

ration), scalable (nodes maintain only a small amount of control state that is independent 

of the number of nodes in the system), and fault-tolerant (nodes can route around failures). 
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The design centers around a virtual d-dimensional cartesian coordinate space. This 

virtual coordinate space is used to store (key, value) pairs as follows: to store a pair 

(fci,Wi), key ki is deterministically mapped onto a point p in the coordinate space using a 

uniform hash function. The corresponding (key, value) pair is then stored at the node that 

owns the zone within which the point p lies. Efficient routing is therefore a critical aspect 

of a CAN. 

Intuitively, routing in a Content Addressable Network works by following the straight 

line path through the Cartesian space from source to destination coordinates. A CAN node 

maintains a coordinate routing table that holds the IP address and virtual coordinate zone 

of each of its immediate neighbors in the coordinate space. In a d-dimensional coordinate 

space, two nodes are neighbors if their coordinate spaces overlap. This purely local neighbor 

state is sufficient to route between two arbitrary points in the space. Using its neighbor 

coordinate set, a node routes a message towards its destination by simple greedy forwarding 

to the neighbor with coordinates closest to the destination coordinates. 

Certain additional problems remain to be addressed in realizing a comprehensive CAN 

system. An important open problem is that of designing a secure CAN that is resistant 

to denial of service attacks. This particularly a hard problem because (unlike the Web) 

a malicious node can act, not only as a malicious client, but also as a malicious server or 

router. A number of ongoing projects both in industry and research are looking into the 

problem of building large-scale distributed systems that are both secure and resistant to 

denial-of-service attacks. In the current design, if one or more nodes become unreachable, 

a takeover algorithm is executed. It ensures that one of the failed node's neighbors takes 

over the zone. However, in this case, the (key, value) pairs held by the departing node are 

lost until the state is refreshed by the holders of the data. 

Additional related problems that are topics for future work include the extension of the 

CAN algorithms to handle mutable content, and the design of search techniques such as 

keyword searching built around the CAN indexing mechanism. 

The CAN structure was only evaluated so far through simulation. The authors of 

the project say they are embarking on an implementation project to build a file sharing 

application that uses a CAN for distributed indexing. 

3.1.2 Chord - a Distributed Lookup Service 

Chord is a distributed lookup protocol that addresses the problem of efficiently locating 

the node that stores a particular data item. It provides support for just one operation: 

given a key, it maps the key onto a node. Data location can be easily implemented on 

top of Chord by associating a key with each data item, and storing the key/data item pair 

at the node to which the key maps. Each Chord node needs routing information about 

only a few other nodes. Because the routing table is distributed, a node resolves the hash 

function by communicating with just a few other nodes. The Chord protocol specifies how 

to find the locations of keys, how new nodes join the system, and how to recover from the 

failure (or planned departure) of existing nodes [SMK+01] . 
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If we compare the Chord protocol with protocols used by other systems, we can highlight 

some differences. The Preenet storage system, like Chord, is decentralized and symmetric 

and automatically adapts when hosts leave and join. Freenet does not assign responsibility 

for documents to specific servers; instead, its lookups take the form of searches for cached 

copies. This allows Freenet to provide a degree of anonymity, but prevents it from guar- 

anteeing retrieval of existing documents or from providing low bounds on retrieval costs. 

Chord does not provide anonymity, but its lookup operation runs in predictable time and 

always results in success or definitive failure [SMK+01]. Chord also eliminates a single 

point of failure present in Napster because of its decentralized nature [DBK+01]. Chord 

can also be compared with other DHTs mechanisms. CAN [RFH+01] uses a d-dimensional 

Cartesian coordinate space to implement a distributed hash table data structure. CAN 

operations are easy to implement, but an additional maintenance protocol is required to 

periodically remap the identifier space onto nodes. On the other hand, the state maintained 

by a CAN node does not depend on the network size. 

Chord can be used as a lookup service to implement a variety of systems. In particular, 

it can help avoid single points of failure or control that systems like Napster possess, and 

the lack of scalability that systems like Gnutella display because of their widespread use 

of broadcasts [SMK+01]. 

3.2 Content Location using Interest-Based Locality 

The authors of [SMZ03] developed a distributed algorithm for peers to self-organize into 

clusters based on interests. Their design philosophy departs from existing work in that 

they seek to retain the simple, robust, and fully decentralized nature of Gnutella, while 

improving scalability, its major weakness. 

There are many challenges in providing peer-to-peer content distribution systems. In 

this paper, the authors address one fundamental challenge: what is the appropriate strategy 

for locating content given that it may be continuously replicated at many locations in the 

peer-to-peer system? If it cannot be located efficiently, there is little hope for using peer- 

to-peer technology for content distribution [SMZ03]. 

The algorithm has the following principle: if a peer has a particular piece of content 

that one is interested in, then it is likely that it will have other pieces of content that one is 

also interested in. These peers exhibit what is called interest-based locality. They proposed 

a self-organizing protocol, interest-based shortcuts, that efficiently exploits interest-based 

locality for content location. Peers that share similar interests create shortcuts to one 

another. Peers then use these shortcuts to locate content. When shortcuts fail, peers 

resort to using the underlying Gnutella overlay. Shortcuts provide a loose structure on top 

of Gnutella's unstructured overlay [SMZ03]. 

When a peer joins the system, it may not have any information about other peers' 

interests. Its first attempt to locate content is executed through flooding. The lookup 

returns a set of peers that store the content. These peers are potential candidates to be 

added to a "shortcut list". In this implementation, when a node has no shortcuts, one 
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peer is selected at random from the set (returned by the lookup) and added. Subsequent 

queries for content go through the shortcut list. If a peer cannot find content through 

the list, it issues a lookup through Gnutella, and repeats the process for adding new 

shortcuts. There are several design alternatives for shortcut discovery. New shortcuts may 

be discovered through exchanging shortcut lists between peers, or through establishing 

more sophisticated link structures for each content category similar to structures used by 

search engines [SMZ03]. 

The benefits of such an implementation are two-fold. First, shortcuts are modular in 

that they can work with any underlying content location scheme. Second, shortcuts only 

serve as performance-enhancement hints. If a document cannot be located via shortcuts, it 

can always be located via the underlying overlay. Therefore, having a shortcut layer does 

not affect the correctness and scalability of the underlying overlay. In general, shortcuts 

are a powerful primitive that can be used to improve overlay performance. For example, 

shortcuts based on network latency can reduce hop-by-hop delays in overlay networks. 

This article explored the use of a specific kind of shortcut based on interests, for content 

location. 

The experiments to evaluate the performance of this algorithm were executed in a 

Gnutella network (through simulation). Figure 3.2(a) illustrates how content is located in 

Gnutella. A query initiated by the peer at the bottom is flooded to all peers in the system. 

Figure 3.2(b) depicts a Gnutella overlay with 3 shortcut links for the bottom-most peer. 

To avoid flooding, content is located first through shortcuts. A query is flooded to the 

entire system only when none of the shortcuts have the content. For scalability, each peer 

allocates a fixed-size amount of storage to implement shortcuts. Shortcuts are added and 

removed from the list based on their perceived utility. 

Given that there may be many shortcuts on the list, which one should be used? In this 

design, shortcuts are ranked based on their perceived utility. If shortcuts are useful, they 

are ranked at the top of the list. A peer locates content by sequentially asking all of the 

shortcuts on its list, starting from the top, until content is found. Rankings can be based 

on many indices, such as probability of providing content, latency of the path, amount of 

content at the shortcut, and load at the shortcut. A combination of indices can be used 

based on each peer's preference [SMZ03]. 

In this work, the performance of Gnutella was compared with and without shortcuts 

(á) Unutellt. (b) Shortcuts. 

Figure 3.1: Content location paths. 
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using five traces collected at different locations and different times. Some traces are from 

proxy servers while others were collected from real peer-to-peer systems. The shortcuts 

significantly improved the performance of content location for Gnutella by providing large 

decreases in the amount of load in the system and the time to locate the content. For 

instance, the load and scope were reduced by at least by a factor of 3. 

The goal of our work is to propose a new algorithm whose main goal is to identify 

communities of nodes that share interests. These communities can be identified in an 

analogous way as communities of web pages. The following section describes an algorithm 

that identifies such web communities. 

3.3 Identification of AVeb Communities 

The existence of an increasing percentage of human knowledge and society in hyperlinked 

form on the web has advantages beyond the commonly stated improvements to information 

access. The potential for analysis of interests and relationships within science and society 

are great. However, analysis of content on the web is difficult due to the decentralized 

and unorganized nature of the web. Information on the web is authored and made avail- 

able by millions of different individuals, operating independently, and having a variety of 

backgrounds, knowledge, goals and cultures. Despite its decentralized, unorganized, and 

heterogeneous nature, the web self-organizes such that the link structure allows efficient 

identification of communities. Identification of communities on the web is significant for 

several reasons. Practical applications include focused search engines, content filtering, 

and complementing text-based searches. More importantly, global community identifica- 

tion allows for analysis of the entire web and the objective study of relationships within 

and between communities [FLGC02]. 

The web can be modeled as a graph where vertices are web pages and hyperlinks are 

edges. The authors of [FLGC02, FLGOO] define a community on the web as a set of 

sites that have more links (in either direction) to members of the community than to non- 

members. Community membership is a function of both a web page's outbound hyperlinks 

as well as all other hyperlinks on the web; therefore, these communities are "natural" in 

the sense that they are collectively organized by independently authored pages. The web 

self-organizes such that these link-based communities identify highly related pages. 

The definition of a web community is NP-complete because it maps into a family of 

graph partitioning problems [FLGC02]. However, if one assumes the existence of one or 

more seed web sites and exploits systematic regularities of the web graph, the problem 

can be recast into a framework that allows for efficient community identification by using 

a polynomial time algorithm that should scale well to studying the entire web graph. In 

this way, identifying a web community becomes identical to solving the s-t maximum flow 

network problem, which has many efficient polynomial time solutions. Members of such 

a community can be efficiently identified in a maximum flow/minimum cut framework, 

where the source is composed of known members and the sink consists of well-known 

non-members. Figure 3.2 shows an example of a web community. 
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In order to obtain any web community, a crawler was implemented [FLGC02, FLGOO]. 

Figure 3.3 illustrates how the focused crawler retrieves pages and the graph that is induced 

by the crawl. The crawl begins with the seed web pages, shown a;s the set (b) in the figure, 

and finds all pages that link to or from the seed set. Outbound links are trivially found by 

examining the HTML of the page. Inbound links are found by querying a search engine 

such as Google. 

Once the URLs from set (c) are identified, their HTML are downloaded and all out- 

bound links are recorded. Some of these outbound links may refer to pages already crawled; 

however, many of the outbound links from (c) will refer to pages now downloaded (from 

set (d)). These pages corresponding to set (d) are efficiently treated as composite sink 

vertex, as each is linked to a virtual sink vertex. 

Figure 3.2: Maximum flow methods will separate the two subgraphs with any choice of 

the source and sink nodes that has the source node on the left and sink node on the right 

subgraph 

After this graph is formed, the maximum flow problem is solved for this graph. The 

nodes that are in the solution of the problem are the ones that form the community. 

Figure 3.4 presents the algorithm that identifies the communities of web pages. The proce- 

dure EXACT-FLOW-COMMUNITY augments the web graph in three steps: an artificial 

source, s, is added with infinite capacity edges routed to all seed vertices in 5; each pre- 

existing edge is made bidirectional and rescaled to a constant value k; and all vertices 

except the source, sink, and seed vertices are routed to the artificial sink with unit capac- 

ity. After augmenting the web graph, a residual flow graph is produced by a maximum 

flow procedure. All vertices accessible from s through non-zero positive edges form the 

desired result and satisfy our definition of a community. According to this procedure, the 

graph has depth two, regardless of the artificial nodes. The algorithm imposes no limit 

on the number of steps the crawler performs; however, the authors noticed that nodes 

beyond the second level are not usually as related to the seed node as the nodes of the first 

and second layers. This algorithm can be improved by finding more seeds. These seeds 
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W (b) (C) (d) (e) 

Figure 3.3: Focused community crawling and the graph induced: (a) the virtual source 

vertex; (b) vertices of the seed nodes; (c) vertices of nodes one link away from any seed 

site; (d) references to nodes not in (b) or (c); and (e) the virtual sink vertex 

are found following the same procedure - the nodes that are part of the solution of the 

algorithm, that is, the ones most related to the original seed nodes, are added to the set of 

seed nodes. Therefore, results are improved on each iteration by reseeding the algorithm 

with additional web sites found in earlier steps. 

A test of the algorithm starting at the home pages of biologist Francis Crick, astro- 

physicist Stephen Hawking, and computer scientist Ronald Rivest yielded groups of sites 

that are tightly focused on each researcher's life, work and field. The sites are remarkably 

topically related. [Whi02]. 

In this chapter we described two different algorithms that are the basis for the algorithm 

of identification of communities of interests we have developed. The first one describes one 

possible way of reducing the load in Gnutella networks by identifying nodes that share 

interests in commom. The second algorithm defines a technique to identify communities 

of web pages, i.e., a group of subject-related sites. The concept of our algorithm is that 

it is possible to identify groups of nodes that share interests in a similar way as groups of 

closely related web pages. These topics are further explored in the next chapter. 
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procedure Exact-Flow-Community 

input: graph: G = (V, E) -, set: S c V ■, integer : k . 

Create artificial vertices, s and t and add to V. 

for all t? € 5 do 

Add (s, v) toE with c(s, v) — oc-. 

end for 

for all (u, v) € E do 

Set c(tt,v) ~ k. 

if (v, u)^ E then add (u, m) to E with e(v, u) = k. 

end for 

for all V e V, V 5 u {s, i} do 

Add (v, t) to E with c(Vj t) = 1. 

end for 

call: Max-Flow (C? , s , t). 

output: ail I' € V still connected to a. 

end procedure 

Figure 3.4: Algorithm to identify web communities 

23 



Chapter 4 

Interest-Based Algorithms 

Users tend to work and relate to each other in groups. A group of users, although not 

always located in geographical proximity, tends to use the same set of resources (files). For 

example, members of a science group access newly produced data to perform analyses or 

simulations. This work may result in new data that will be of interest to all scientists in 

the group. Another example, users the same age tend to access and download music of 

similar styles, usually of the top singers. 

File location mechanisms such as those proposed in CAN [RFH+01], Chord [DBK+01] 

or Tapestry [ZKJOO] do not attempt to exploit this behavior: each member of the group will 

hence pay the cost of locating a file of common interest [IRF02]. We claim that groups in 

peer-to-peer file sharing systems can be identified and search mechanisms in these systems 

should take the existence and characteristics of these groups into account. 

We present below one algorithm whose main goal is to group nodes whose interests are 

similar in order to make file location more efficient. 

4.1 Identification of Communities of Interests 

We describe here a distributed algorithm for peers to self-organize into clusters based on 

interests (peer communities). This algorithm is similar to the one proposed in [SMZ03] in 

the sense they have similar goals and the same motivation. In this section, the algorithm of 

identification of communities of interests is described in detail and the differences between 

this algorithm and the one described in [SMZ03] are highlighted. 

The algorithm is based on the concept that each peer maintains a community of peers 

which share similar interests. Peers in the community can be ranked based on different 

characteristics such as current interests or dynamic performance. Peers that have content 

in common share the same interests. Figure 4.1 illustrates this relationship. The peer in 

the middle is looking for content A, B and C, which can all be found at the peer at the far 

left, the one with more interests in common. 
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Figure 4.1: Locality in interests relationship 

The concept of the algorithm is that there is greater chance to find a file one node is 

looking for in its own community than in the remainder of the network. Based on this 

principle, every time a node issues a query for a file, it will first check if it can be found 

in the community, otherwise, it will be searched in the other hosts following the original 

Gnutella searching process. 

The algorithm based on communities of interests can be applied to any network. In 

this work, we consider the Gnutella and Freenet networks. Since they have different query 

processing mechanisms, we ought to distinguish how the algorithm works for both networks. 

In Freenet, the structure that guides the searching process is the routing table, hence^ 

queries are sent to nodes chosen according to the information stored in this structure. 

Suppose node A issues a query looking for file F. According to node A's routing table, 

the node that is likely to have the file is node C; however, according to its community of 

interests, node B is the one most likely to store it. In this case, the query is sent to node B 

because it is in node A's community. So, when a node is searching for a file, the community 

of interests is examined. If there is a node in the community with considerable interest, 

the request is made to this node, otherwise, the normal request of the Freenet network is 

made (using the routing tables). The definition of considerable interest can be configured, 

that is, it is possible to define that two nodes share interests if they share at least n files. 

We believe the greatest benefit of the application of this algorithm in a Freenet network is 

the increase in the number of successful requests, that is, queries for files that were found 

in the network. Since the searching process in Freenet networks is breadth-first and queries 

are limited by a time-to-live, few nodes process this query. Although the search is guided 

by file identifier proximity, there is a chance that the requested file will not be found even 

though it might be stored by some node in the network. 

The algorithm of identification of communities of interests is also very benefitial to 

Gnutella networks. As it was mentioned before, the search process in a Gnutella network 

is made through flooding of queries, that is, every query is broadcast to all neighbors of a 

certain node. The algorithm of communities of interests can be used in a Gnutella network 

in two different ways. First, queries can be sent to every node in the community regardless 

of their common interest or other information. Second, the nodes in the communities can 

be ranked based on some criteria. Then, queries are sent to only one node at a time in the 

community. If the first node doesn't have the file, the query is sent to the second one and 
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so on until the query is fulfilled. If the nodes in the community cannot answer it, it is sent 

to all neighbors of the node (following the usual search process). Different criteria might 

be used to rank nodes in one's community. Ranking can be done according to common 

files the nodes share in common or through other data such as bandwidth or amount of 

available content. If nodes in one's community are not ranked, the queries are sent to 

every node in the community. This is yet a better approach than the original flooding 

mechanism, because fewer nodes are queried and the queries sent to the community are 

not broadcast to the rest of the network. 

Therefore, the main benefit of both approaches in the Gnutella network is to decrease 

the load in each node, i.e., each node has to process fewer queries, since they are not 

broadcast to every neighbor. Another benefit of the use of the algorithm of communities 

of interests is to decrease the average time taken to find a file since it is more likely to 

find it in the community. As it has been explained before, in a Gnutella network, when 

a node issues a query, it waits for hit messages during a certain time. Each node can 

define this waiting time. So, the time the download takes to start (latency time) is at least 

this waiting time, since the download doesn't start before the waiting time expires. If the 

algorithm of communities of nodes is used and a file cannot be found in the nodes of one's 

community, this node will have to resort to the common flooding mechanism. The latency 

time in this case will be the time needed to find out that no node in the community stored 

the file plus the normal waiting time. Therefore, it can be concluded that if nodes in one's 

community don't have the file, the latency time will be greater compared to the original 

flooding mechanism. Thus, it is desirable that most queries be resolved in the community, 

so the latency time will be considerably less compared to the common search process. 

4.1.1 Performance Evaluation 

In order to evaluate how successful the implementation of the algorithm of identification 

of communities of nodes is compared to the original routing mechanism of the Freenet 

and Gnutella networks, we had to specify the criteria used to evaluate it. Since we are 

dealing with different architectures, the criteria used to evaluate the use of the algorithm 

of communities of interests in each one might be a little bit different. The algorithms were 

analyzed according to common criteria such as: 

• Success rate: how often are queries resolved through the communities of interests? 

If they are usually resolved through them, then performance may be improved. We 

expect that the percentage of successful queries will increase. 

• Average Request Path Length: Path length is the minimum number of hops a query 

travels before it reaches a peer that has the content. Average Request Path length 

is defined as the average number of hops that are necessary to resolve a query. For 

Freenet, it is the number of hops a request traverses until the first copy of content is 

found. For example, if a peer finds content after asking two nodes, (i.e., the first one 

was unsuccessful), the path length for the lookup is two hops. In a Gnutella network. 
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when a node sends a query to all its neighbors, it will receive a number of messages 

of the query hit type from all nodes that possess the file it is looking for. In this case, 

we are interested in the minimum reply path length, that is, the minimum number 

of hops required to find that file. Clearly, the minimum reply path length is desired 

to be the shortest possible. 

Besides these, the performance of the algorithm in Gnutella networks was also analyzed 

according to: 

• Load: the load is defined as the number of queries each node has to process per unit 

of time. In our experiments, we compute the load for all kinds of messages. Our 

intention is to diminish the load of query messages in every node. Load is collected 

only for Gnutella because of the flooding mechanism. 

• Scope: the scope is defined as the number of nodes that process a query. It is 

expected that the scope will be reduced with the use of the algorithm of identification 

of communities of interests, since queries will be answered in fewer hops. Scope is 

collected only for Gnutella because of the flooding mechanism. 

• Latency time: it is defined as the time the node waits for the download of a file 

to start. In Gnutella, when a node issues a query, it needs to wait for positive 

rephes during a certain time. When this time is finished, this node chooses one 

of the nodes that sent hit messages to get the file from. This choice can be made 

according to diff'erent criteria. By using the algorithm of identification of communities 

of interests, the average latency time is expected to be reduced because files found 

in the community can start to be downloaded sooner. 

The criteria just mentioned before are used to evaluate the effectiveness of the algorithm 

of communities of interests. However, other data might be collected in order to get a more 

complete view of the properties of the network. These data are not associated with the 

evaluation of the algorithm but are quite useful to grasp other characteristics of the peer- 

to-peer networks. The data that can be collected are: 

• Average content: this is defined as the average number of files per node. It helps 

understand how nodes use their storage capacity. It can also be detected if there are 

many file replacements, that is, if datastores are filled up very often. This data is 

collected considering distinct classes of nodes defined based on their storage capacity. 

• Number of neighbors: this is defined as the average number of neighbors per node. 

It helps understanding how connected nodes are. The way nodes connect greatly 

influence the load in the network. If nodes are tightly clustered, the average load 

in the network tends to be higher (for Gnutella networks). It also influences the 

outcome of queries. If nodes are poorly connected, it will be harder to find files. 

• Average number of replicas of files: this is useful to identify if there are popular files 

in the network. Moreover, if files are spread through many different nodes, queries 

for these files will be successfully answered more often. 
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• Download time: this is defined as the time taken to get a file from another node. 

The download time of a file depends on the size of the file and the bandwidth of the 

two nodes involved in the process. It is important to emphasize that the algorithm 

of identification of communities of interests is not aimed at reducing the download 

time. 

• Query popularity: this is defined as the average number of times there is a request 

for the same file. 

• Community size: it is defined as the number of nodes that are part of a community. 

The higher the size of one's community, the higher the number of nodes that share 

interests with it. 

These indices provide a more complete understanding of the characteristics and the 

performance of the whole network as well as an accurate idea of the benefits of the use of 

the algorithm of identification of communities of interests. 

4.1.2 Description of the algorithm 

This section describes the algorithm of identification of communities of interests in detail. 

This algorithm was developed with the goal of making file location in P2P architectures 

more efficient. It is based on the idea that peers are part of a community in which they 

share interests. In addition, peers tend to search files that reflect this interest, for example, 

people the same age tend to download music files of the same genre. We believe there is 

higher probability that peers in the community will provide the requested file. 

The concept of a community of nodes here is analogous to the one described in [FLGOO], 

according to which communities of web pages are identified regarding the inbound and 

outbound links. The algorithm of identification of communities of interests defines that 

these communities of nodes are formed according to the common files they share. Hence, 

the main goal of the algorithm is to find nodes that store files in common. 

Although our algorithm and the one defined in [SMZ03] have similar goals, they differ 

in some aspects which are described as follows 

• In our algorithm, nodes that share interests are identified by probing other nodes 

in the network while the one described in [SMZ03] are identified while queries are 

sent. When queries are broadcast, only nodes that store that file will be added to 

the node s community. In our algorithm, more files are searched during the process 

of identification of communities, thus more nodes are likely to be found and added 

to one's community. 

• The algorithm described in [SMZ03] heavily depends on nodes sending queries in 

order to identify nodes with similar interests. In our algorithm, nodes in the network 

are probed from time to time in order to find nodes that share interests. Thus, 

nodes that seldom send queries are also able to identify a group of nodes with similar 

interests. 
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The community of a node can be viewed as a graph where the vertices are nodes and 

the edges are connections between nodes. The connections represent common interests, 

that is, the existence of a connection between two nodes means that they store files in 

common. Each edge is assigned a weight; it represents the number of files the two nodes 

store in common. 

Figure 4.2 shows a community of nodes. Each community is composed of a seed node. 

The seed node is the basis of the community. It is the node whose community will be 

identified. In figure 4.2, the node is represented by the letter a. The first stej) of the 

algorithm is to find out nodes in the network that store as many files as possible in common 

with the seed node. These nodes are represented by the group labeled 6 in figure 4.2. We 

say that these nodes are at depth one of the graph. For each node at dej)th one, the process 

of finding nodes with similar interests is repeated and the group of nodes c is found. These 

nodes are said to be at depth two of the graph. The next step is to create an artificial sink 

in the graph and then to connect each node at depth two of the graph to tliis artificial 

sink. The artificial sink is represented by the letter d in figure 4.2. 

Figure 4.2: A community of nodes, (a) - the seed node, (b) - nodes at depth one. (c) - 

nodes at depth two. (d) - the artificial sink 

At this moment, the graph has an origin, which is the seed of the community and a 

sink, which was created artificially. The next step of the algorithm is to solve the maximum 

flow problem on this graph. The solution to the problem will consist of the nodes which 

are members of the community of the seed node. Since edges in the graph are assigned 

weights and these weights correspond to the amount of files shared, nodes that share more 

interests (files) stand greater chances to be part of this community. 

Summarizing, the goal of the algorithm is to identify a community of nodes for each 

node of the network. Therefore, the community depends on the seed node and each node 

will have its own community. This is necessary so that seed nodes can search for files in 

their own communities, that is, in the nodes they are more likely to find these files. The 

purpose of the algorithm is to find nodes that store files in common with the seed node. 

After these nodes are found, the algorithm is applied one more time, that is, nodes with 

the same interests as the nodes at depth one are found. Like this, it is possible to find the 

nodes that share interests with the ones the seed node shares. 
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The community of interests of a seed node evolves through time. Prom time to time, 

each node probes the network with the purpose of finding more nodes that share interests. 

Next, we provide a summarized description of the algorithm. 

1 Randomly choose a subset of the files the node stores. 

2 Randomly choose nodes to be queried. 

(any nodes in the network) 

3 For each file chosen, send a query to each node in the group 

of the nodes chosen. 

4 If the nodes have at least one file in common, 

add the node to the initial community. 

5 The weight of a node in the community 

is determined by the number of files stored in common. 

6 Repeat the steps for the nodes added to the community. 

A graph will be formed with maximum depth two. 

7 Create an artificial sink. 

Every node of depth two is connected to the sink vertex. 

8 Calculate the maximum flow of this graph. 

The seed node is the origin. 

The sink is the artificial node. 

9 The nodes in the solution of the maximum flow problem 

are members of the community of the seed node. 

As it can be seen, communities of nodes are identified in a similar fashion as communities 

of web pages. Though the identification process is very similar, some differences can be 

highlighted: 

• All the edges of the graph from which communities of web pages are identified have 

the same capacity. This is due to the fact that the edge represents a connection (link) 

between two pages. In this sense, all links are equivalent because they represent 

the existence of one link between two pages. In the algorithm of identification of 

communities of nodes, edges can have different capacities because they can represent 

dififerent degrees of interests. Nodes that share more interest (files) in common have 

greater capacity edges connecting them. 

• We have implemented a basic algorithm of identification of communities of nodes so 

far. The identification of communities of web pages can be improved by reseeding the 

30 



algorithm with the la,t6st results. We have not implemented such an improvement 

yet, though we believe it will present good results. 

When a node issues a query in a Gnutella network, it will start querying the nodes 

that are its neighbors; these nodes will do the same and so on. In this way, tiie (juory is 

always restricted at depth one to the same nodes, that is, the neighbors. On the other 

hand, one node s community might be composed of different nodes in the network. In this 

way, the community of nodes is not restricted to the neighbors and consequently (Mihaiiccis 

the search process. 

The communities of interests are quite useful to the search process of peer-to-pe(ir 

systems as the results in the next chapter will show. 
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Chapter 5 

Experimental Results 

Algorithms are usually evaluated through simulation. In order to evaluate the effectiveness 

of the search algorithm for peer-to-peer systems we have proposed, we used simulators for 

two different P2P architectures: Preenet and Gnutella. The Freenet experiments were 

undertaken with an open source simulator. The algorithm of identification of communities 

of interests was implemented on it. To perform experiments in a Gnutella network, we 

have built a simulator of our own. The goal of this chapter is to describe the environments 

where the simulations were run and the results we have accomplished. 

The first section of this chapter describes the main characteristics of the Freenet Simu- 

lator. The second section presents the structure of the Gnutella Simulator. The following 

sections present the results obtained with the use of both simulators. 

5.1 The Aurora Freenet Simulator 

The simulations in the Preenet network were made with a Preenet simulator called Aurora 

[Thea]. Aurora is an open-source simulator written in Ch—1-. It has quite poor documen- 

tation and it is difficult to completely grasp how its main functionalities are implemented. 

It simulates a very homogeneous network, in the sense that every node has the same at- 

tributes as the others, for example, every node has the same storage capacity. Fundamental 

characteristics of hosts are not taken into account, such as bandwidth. The participation 

of hosts is static; they are online all over the simulation. Besides that, all files have the 

same attributes; they have the same size and are identified by a unique identifier. The 

simulator uses uniform distributions to generate the identifiers of nodes that will perform 

operations on the network as well as the identifiers of the files that will be requested. 

Aurora has a very peculiar way of collecting statistical data on the network. Aurora 

defines that the network may be in one of two possible states at a time: frozen and 

not frozen. When the network is not frozen, the operations (insertions and requests) are 

executed normally, but statistical data on these operations are not part of the overall 

statistics of the experiments. Prom time to time, the network is frozen and a large number 
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of operations( insertions and requests) are performed so that data on these operations are 

collected. The network is frozen with the sole purpose of collecting statistical data, that 

is, they are not executed actually. For example, when a request is made and the network 

is frozen, the file is not downloaded even if it is found. However, the number of hops taken 

to find this file and other data are cumulated with other statistics. 

One of the outstanding characteristics of Aurora is that it explores three different 

scenarios, which are described below: 

• Train Scenario: The network is composed of 1.000 nodes and has the initial form of a 

ring, trained over 5.000 time steps. It shows evolution of path length and clustering 

in a fixed network. 

• Attack Scenario: The network is initially a ring composed of 20 nodes. It is grown 

to 1.000 nodes, and attacked in order of highest degree first until 250 nodes remain. 

It shows network behavior under targeted attack. 

• Growth Scenario: The network is initially a ring composed of 20 nodes. It is grown 

to 200.000 nodes. It shows network scalability. 

The possibility to work with these specific scenarios is one of the benefits of using Aurora. 

In Aurora, the network is composed of several nodes. The main structure of each host 

is the datastore. Each datastore consists of a list of documents and a list of references. 

Documents represent files the node stores and references can be viewed as "pointers" to 

other nodes. These "pointers" are a fundamental part of the request mechanism of the 

network. As explained before, nodes in a Preenet network tend to store files with closer 

identifiers. These pointers guide the search towards the files with closer identifiers to the 

one that is being requested. 

The main structure of the simulator is shown in the following code extract. 

for (time=0; time < SIMULATION_TIME; time++) 

< 

node = rand(network.size); 

key = rand(key_size); 

event = rand(l); 

if (event == 0) 

request(node, key); 

} 

else if (event == 1) 

{ 

insert(node, key); 
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} 

} 

As it can be seen from this pseudo-code, there are two possible events: roqiicsts and 

insertions. Both of them occur with the same probability. In addition, it is possible to 

see that keys (file identifiers) and nodes are obtained through an uniform distribution. It 

was not shown in the extract above, but the simulator attempts to query for a file that is 

present in the network, that is, that at least is stored by one node. This is done so that 

it is possible to collect data on the search process because the files that arc not stonul by 

any node in the network will not spoil the results. Like this, it is possible to know if a fih' 

is not found, it means the search mechanism has failed. 

5.2 The Gnutella Simulator 

This section describes our implementation of a Gnutella Simulator. The main goal of 

building a simulator was to evaluate the performance of the algorithm of identification 

of communities of interests. Besides that, we also wanted to investigate the impact of 

several other features in a Gnutella network, features that were not exploited by oth(ir 

researchers such as nodes having different storage capacities and bandwidth. In this way, 

the simulator attempts to represent a more heterogeneous network than other simulators do 

(e.g. the Aurora Simulator). Existing P2P systems treat the majority of their components 

as equivalent. This purist philosophy is useful from an academic standpoint, since it 

simplifies algorithmic analysis. In reality, however, some peers have distinct characteristics: 

• Computers have different CPUs, memory, storage capacity, network connectivity, and 

so forth; 

• Some computers are professionally managed and highly available while others are 

not; 

• Physically, some computers reside at network hubs, while others are at the edges. 

Some are locked in machine rooms, while others are public. 

Treating all peers as equal forces us to cater to the lowest common denominator. By 

exploitmg differences, we can better tune performance, availability, reliability, security 

and attack vulnerability [Kub03]. 

The Gnutella simulator was written in Java. It reproduces several characteristics of 

a Gnutella network. The network is composed of several nodes which send messages to 

each other m order to remain connected to the network and to query for files In our 

experiments, the network is composed of a fixed number of nodes, that is, no nodes are 

inserted or removed from it. Hence, in this work, we do not explore network growth nor 

its resilience to attacks. 
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Proper evaluation of a peer-to-peer system must take into account the characteristics of 

e peers that choose to participate. Few of the peer-to-peer architectures being developed 

are evaluated with reject to such considerations. This is probably in part due to the 

lack of information about the characteristics of hosts that participate in these popular 

systems [SGGOl]. Few papers have performed a detailed measurement study of pccr- 

t^peer systems In order to implement the simulator in a way it would reproduce the 

MpSnol íuí real Gnutella network, we modeled its characteristics based on [SGGOl NRS 02J. Although these papers have greatly contributed with analyses of rem! data 

obtained from Gnutella users, they have not presented the statistical distributions that 

these data follow. This makes the construction of Gnutella simulators a hard ta.sk Bccuusc 

of this, we had to use approximate distributions. Since the main goal of this work is to 

analyze the performance of the algorithm of communities of interests, the use of these 

approximate distributions don't affect the final result. 

The following sections present more detailed information on the design of the simulator 

5.2.1 General Characteristics 

Simulations are run through a certain number of time steps. In each time step one or 

more possible events can occur. The events that might occur are: 

. Itequest - A node issues a query for a file. It means that this node is soinR t<, s,.,„l 

a query memge to all its neighbors and this message will be propagLed to ..vry 

neighbor of nodes that receive it until a time-to-live is reached. 

. Insertion. A node inserts a file in its list of files. It means that a new copy of that 

file 'S m the whole network and from this moment on, it is available to bo 

downloaded by other nodes. There is a higher probability of inserting a file in the 

first time steps than at the remamder of the simulation. This is done so that more 

files can be distributed among the nodes in the beginning of the simulation. 

* ''♦T' r ® P'"» message to all its neighbors in order to check if they arc still onhne and to find out more neighbors. This message will be propagated to every 
neighbor of nodes that receive it. Nodes will send pong messages in re%on.,e. 

Ea^ of these events can be triggered by just one node at each time step, that is, at each 

time step there w.ii be at most one request, one insertion and/or the sending of ping 

message. Besid^ that, the node that performs one operation is not allowed to per orin 

another one at the s^e ,me step. Each event might occur or not according to one .spocific 

probabihty. The probabilities associated with each event are shown in table 5 1 

These probabilities were defined based on intuition. These numbers were considered 

rea^nable since there are probably more requests than other operations. Besides that, 

the Gnutella Specification [Thee] makes no recommendation as to how often pings are sent 

throughout the network. It only specifies that they should not be sent very often in order 
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Hivent JbTobabiiitv 
Request SÕ% 

initial insert 25% 
Insert 5% 
Pine 10% 

Table 5.1: Probabilities of events 

not to increase the load in the network. Insertions were considered to bo less frcciuent 

operations. 

The main structure of the simulator is shown in the following code extract 

while (currentTime <= SIMULATION.TIME) 

{ 

if (randomO < REQUEST.PROBABILITY) 

{ 

node = getNodelDCPARETO, getNumberOfNodesO); 

file = getFilelDCPARETO, getNumberOfFilesO); 

request(node); 

} 

if (random0 < INSERT.PROBABILITY) 

■C 

node = getNodeID(PARETO. getNumberOfNodesO); 

file = getFileID(PARETO, getNumberOfFilesO); 

insert(node); 

} 

if (randomO < PING_PROBABILITY) 

■C 

node = getNodeID(PARETO, getNumberOfNodesO); 

ping(node); 

} 

for (node=0; node < getNumberOfNodesO; node++) 

getNode(node) .executeActionsO; 
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As it can be seen, nodes and files are identified and generated according to a Pareto 

distribution. At each time step, every node may execute several actions defined in the 

method executeActions as follows: 

executeActions() 

■C 

// Check if there are messages to process 

processMessagesO; 

// Check if the tine to receive pong messages 

// for a certain ping has expired 

checkEndPingO ; 

// Check if the time to receive query hit messages 

II for a certain query has expired 

// so it is possible to download a file 

executeGet(); 

} 

The method processMessages triggers the actions according to the type of message 

received. For example, if the node receives a ping message, it will forward this message to 

all its neighbors and reply to the sender node with a pong message. 

When a node sends a ping message to all its neighbors, it will wait for a certain time 

for ping replies. When this time expires, the node removes the neighbors that did not 

reply from its list of neighbors. The neighbors will not reply only in the case of a dynamic 

network since they might be ofifline. If the network is static, they will always reply. The 

method checkEndPing checks if there is some ping message whose waiting time has expired 

and takes the required actions. 

When a node issues a query, the node will also wait for some time for query replies. 

The method executeGet chooses one of the hosts that positively replied to be the one to 

download the hie from. 

In the followmg sections, we describe how some other features of the Gnutella architec- 

ture are implemented in the simulator. 

5.2.2 Network Topology 

In a network, nodes connect to each other in a certain way, which can be organized or not. 

Recent research has found that some peer-to-peer networks such as Gnutella fall into a 

class of inhomogeneous networks called scale-free networks, where a few nodes have many 
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connections, but most nodes have only a few connections [KLS02]. Other research has 

discovered that such networks can also be modeled by small-world graphs [HayOO]. Two 

characteristics distinguish small-world networks; first, a small average path length, typical 

of random graphs (here path means shortest node-to-node path)j second, a large clustering 

coefficient that is independent of network size. The clustering coefficient captures how 

many of a node s neighbors are connected to each other. One can picture a small world 

graph as constructed by loosely connecting a set of almost complete subgraphs [IRF02]. A 

small-world graph can be viewed in the middle of figure 5.1. 

Figure 5.1. A regular lattice (Left) and a random graph (Right). Randomly rewiring just 

a few edges (center) reduces the average distance between nodes, L, but has little effect on 

the clustering coefficient. The result is a small-world graph. 

Initially, the simulator attempts to create a small-world network by connecting the 

nodes in a ring-shape way. Therefore, each node connects itself to the previous and next 

one (considering the identifiers of nodes). There is also a small shortcut probability (5%) 

of creating an additional edge besides these two. In this case, the node is connected to 

a random node. It is important to emphasize that no effort was done in order to verify 

that this network is actually a small-world graph. We have just followed the principle 

that small-world networks can be constructed in this way [HayOO]. The simulator was 

implemented in a way that some few nodes are more likely to issue queries and to insert 

files than the others in the network. Consequently, as the simulations goes on, these nodes 

will have more connections to other nodes and will store more files. Doing like this, we 

model the scale-free aspect of the Gnutella network. 

5.2.3 File characteristics 

Previous research [SGGOl, NRS+02] has shown that it is possible to find the average size of 

exchanged files m peer-to-peer systems. However, this research was made a few years ago 

and a lot has changed in the P2P world. From that time, different kinds of files started to 

be downloaded m P2P systems. With the spread of the DVD technology for instance, many 
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users started downloading and making video files available. This type of file is much larger 

than typical music files, so this characteristic must be taken into account when working 

with P2P systems. Considering these aspects, it was desirable that the simulator could 

work with files of different types. 

The Gnutella simulator deals with three classes of files: music, sitcom and video. Those 

classes were defined by a file size distribution, which model three different classes of iiuil- 

timedia files. As we have mentioned before, we believe that, in real peer-to-poor systcMns, 

these types of files are very popular and it is important to study the effect of tlui ('xistiMicc 

of these files in the simulations. 

The distribution of file sizes in P2P systems has not been previously charat'tcri/ed. 

Previous studies /citeGribble, Diego have only come to an average size of files present in 

this kind of system, disconsidering the variety of types of files. The size of each type of file 

does not vary a lot. For example, music files have usually between 4.0MB and 5.0MB. For 

that reason, we consider normal distributions to be a suitable representation of this kind 

of data. Table 5.2 shows the parameters of such distributions as well as the percentage of 

files of each type used in our experiments. 

Table 5.2: Distributions of file sizes 

These data were obtained based on [NRS''"02] and by observing files downloaded in 

real peer-to-peer systems. Unfortunately, it was not possible to find any work that pre- 

sented accurate data or distributions on file sizes. Nevertheless, it is expected that normal 

distributions will represent these data appropriately. 

The total number of unique files that can be exchanged in the whole simulation is fixed. 

It was very difficult to limit the number of unique files since we did not have any idea of 

how this number relates to the number of unique nodes in the network. We considered 

that the number of unique files is twice the size of the network. 

At the beginning of the simulation, before nodes start to perform operations on the 

network, each node is assigned a random number of files limited to a maximum This 

is a way of initializing nodes with a minimum number of files. In our experiments the 

maximum initial number of files is five. Therefore, nodes can have from none to five' files 

at the beginning of the simulation. 

5.2.4 Node characteristics 

Each node in the simulator represents almost every characteristic of real nodes in P2P 

systems. 

Nodes must have a physical area where they can store files. Real peer-to-peer systems 

are usually concerned only with the amount of content nodes make available to be down- 

loaded. However, some other important information, is how much of free disk space nodes 
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are willing to use to store their files. Unfortunately, no work that thoroughly described 

this feature was found. In spite of that, it is still relevant to represent nodes with different 

storage capacities. 

In order to represent this, each node has a storage capacity. Each node is a-ssigned a 

capacity according to a fixed probability. The simulator defines three different capacities 

described in table 5.3. 

I'ype of capacity 
Low 

Iviedium 
High 

btorage capacitv(G^ 

W 

Probability 
"W 
"W 
"W 

Table 5.3: Classes of nodes defined by storage capacities 

The capacities were defined based on the idea that computers nowadays have great 

amount of free disk space, which means that they have a large area to store files from peer- 

t^peer systems. The size of the storage capacity is very important because it determines 

the number of files nodes will be able to make available to other nodes. 

Some also important mformation on nodes is tlieir bandwidth. The bandwidth deter- 

mines how fet nodes download and upload files. [SGGOl] has found that nodes arc quite 

different with respect to bandwidth. While some hosts still use modem connections, oàwm 

have cable or broadband connections. In the Gnutella simulator, there are three difeont 

class® of nodes, considermg bandwidth. The value of each class of bandwidth and the 

number of nodes that have each type were defined based on the results found in ISGGOll 

The possible bandwidths are shown in table 5.4. 

'-L'ype of bandwidtF 
Low 

Medium 
sh: 

bandwidth (Kbps) 

~SíT 

Probability 
TO^ 

"m" 

Table 5.4: Classes of nodes defined by available bandwidth 

H to highlight that there are no relations between storage capacity and bandwidth, that is there might be nodes with great storage capacity and low bandwidth 

^ well as nodes with low storage oa^pacity and high bandwidth. One may think that in real 

J ^ storage capacity are the ones that have very high-sp^ connections. This is usually true; however, we have not come up with a 

way of r^isücly representing this in the simulator yet. This is left for future work. 

Another mterestii^ aspect is how nodes connect to each other as the simulation goes 

on. Since nodes m a Gnutella network connect to each other by sending a large volunu. of 

pmg messages, it is possible that after some time, there will be a very large cluster of nod.« 

that IS a no^de might be connected to a great fraction of the whole network. It order to 

avoid this, the simulator limits the number of neighbors for each node. In our exneriments 

each node can be connected to a maximum of twenty other nodes. When this list is filled 

up, no more nodes can be added and no nodes are removed. A replacement mechanism 
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was not implemented yet, but we are already studying some methods of implementing this 

mechanism. 

5.2.5 Messages 

The simulator creates a network of a certain number of nodes and connects them to each 

other according to some topology. Once connected, the nodes start sending ines.sag(is to 

each other. The messages are sent in the following situations: 

• PING: ping messages are sent in order to discover other nodes in the network. In 

the simulation, every node may send ping messages to all its neighbors from time to 

time. 

• QUERY: query messages are sent every time a node issues a request for a file. 

• GET: get messages are sent when a node decides to download a file from a node. 

Other messages are sent only in response to the ones previously mentioned. Next, we 

describe what actions nodes take when they receive these messages. 

• PING: When a node receives a ping message and its time to live (TTL) is grcvitcr 

than zero, it broadcasts the message to all its neighbors and replies to the node that 

sent the ping with a pong. 

• PONG. A pong is the answer to a ping. When a node receives a pong message, it 

adds the node which sent it to its list of neighbors if the limit size of the list was not 

reached. If the pong message was sent in response to a ping which was not originally 

sent by this node, it sends the message back along the same path. 

• QUERY: When a query message is received, the node checks its list of files in order 

to verify if it has the file. If it does, the node sends a query hit message back to the 

node which emitted the query. Even if it does have the file, the query message is 

propagated to all its neighbors while the TTL is greater the zero. 

• QUERYHIT: When a query hit message is received, the node checks if it was the 

one which sent the query. If it was, the node which sent the query hit is added to its 

list of candidate nodes from which the file can be downloaded. Right after the (juory 

is issued, the node starts waiting for replies for some time. The Gnutella Simulator 

defines this waiting time as twice the time-to-live so every node that processes one 

query will be able to send a hit message in time. When this time is finished the 

node chooses a node to download the file from. This decision could be made b'ased 

on different criteria, such as bandwidth, number of files available or hops taken to 

get to the node. In our experiments, bandwidth is the criterion to select the node 

If the node which received the query hit message didn't issue the query, it just sends 

back the message through the path the query originally took. 
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5.3 Freenet experimental results 

We present here the results obtained with the use of the algorithm based on communities 

of interests in a Freenet network. The main difference between this algorithm and the 

routing mechanism of the Preenet network is that the nodes that are first queried for files 

are the ones that belong to a certain community, thus sharing interests. 

It is important to emphasize that other researchers built the Aurora simulator. W(i 

implemented another request mechanism using the simulator in order to evaluate the jx'r- 

formance of the algorithm we proposed. 

Table 5.5 shows the general information for the Freenet experiments we have performed. 

Network size (number of nodes) 1000 
Simulation time (number of steps) 5000 
Request probability per timestep 50% 
Insertion probability per timestep 

(feneration ot nodes 
Generation ol tiles 

Initial topolosrv 
Maximum number ol documents per node 

Kouting table size 
Maximum community size 

50% 
Uniform 
Uniform 

Kins: 
5U 

200 
20 

Table 5.5: General Information - Preenet Experiments 

The simulator runs ten trials and averages their results. All the results presented are 

averages of 10 runs. 

The purpose of our algorithm is to make the search process more efficient, that is a 

file is expected to be found in fewer hops. The first parameter analyzed was the average 

request path length. It is expected that the algorithm we proposed decreases the value of 

this property. Figure 5.2 shows the time evolution of the average request path length in a 

Preenet network when the original search mechanism and the algorithm of comnmnities of 

interests is used. 

It can be seen from figure 5.2 that in both cases the average request path length drops 

through the simulation. As explained before, this is due to the fact that the network 

is trained over the time of the simulation. In a Preenet network, the nodes tend to be 

clustered according to the key identifier of the files they store, that is why files are found 

f^ter (in fewer hops) through time. It can also be observed that the communities algorithm 

obtained a better result compared to the original one. As time evolves, the difference in 

the average request path length of the algorithms increases converging to a reduction of 

20This is because the communities grow during the simulation and therefore they are used 

more often as the end of the simulation is closer. In conclusion, it can be said that the 

communities algorithm proved to be more efiScient than the original routing mechanism of 

the Preenet network. 

Figure 5.3 shows the composition of the communities in different time steps of the 

simulation. As it can be seen, at the beginning of the simulation, most communities are 

composed of just one or two nodes and few communities are composed of more than five 
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Figure 5.2: Time Evolution of the Average Request Path length - Original X Comnuinitics 

nodes. On the other hand, at the end of the simulation, the majority of the communities 

are composed of more than five nodes. We can conclude that at the end of the sinnilation, 

the communities are more representative of a group's interests and are nior(i useful to 

reduce the average number of hops taken to find files. 

Figure 5.3: Size of the Communities at different time steps - Left: Time step 1000. Right: 

Time step 5000 

Since the algorithm is intended to decrease the average request path length, it is clear 

that more requests will be successful in fewer hops. Figure 5.4 plots the cumulative distri- 

bution of the number of hops per request at different time steps of the simulation. 

Figure 5.4 illustrates the cumulative distribution of the number of hops per query. It 

is desirable that a great number of requests be answered in a few hops. It can be observed 

43 



OjmuWlv» Di«tflbUtonofNumb«olHop«pwR«»u*l-Ort9l«dXCom»mif*«-TVii«rtipl( n»mjÊon of r»*wbf o« Mop> Pf Wmmt - X Comw^ntmw - Hm—| 

200 ZSO 300 
Numterof Hop* 1M »0 fSO soo 

Numtof ef Hopt 

Figure 5.4. Cumulative Distribution of the Number of Hops per Query. Left: Time step 

1000. Right: Time step 5000 

from figure 5.4 that as time evolves, more requests are answered in less hops. In can also be 

seen that as the end of the simulation is reached, the benefits of the communities algorithm 

are clearer because more queries are solved in fewer hops. It is important to emphasize 

the difference between path length and number of hops. The path length is the minimum 

path required to find a file. It is typically the number of hops taken to bring the requested 

file from the node that stores it to the one that is searching it. The number of hops of a 

query includes not only these hops but also the ones taken to find out that some nodes did 

not store this file. Hence, the number of hops tends to be considerably greater than the 

request pathlength since it includes failed attempts to find the file. 

It was shown that the size of the communities of nodes increases with the simulation, 

but we are also interested in knowing if the requests are mainly solved by the use of the 

original routing mechanism of the FYeenet network or by the communities of nodes At the 

end of the simulation, 16,24% of the files could be found in the community of nodes. 

The data presented m this section provide a clear understanding of the benefits of the 

use of the algorithm of identification of communities of interests in a Preenet network. 

5.4 Gnutella experimental results 

We present here the results obtained with the use of the algorithm based on commnnitios 

of interests m a Gnutella network. Since we have completely implemented the Gnutella 

Simulator, J^t was possible to collect more data than in the case of the Aurora Simulator 

The mam difference between this algorithm and the original routing mechanism of the 

Gnutella network is that the nodes that are queried first for files arc the ones that belong 

to a certam community, thus sharing interests. We show that by using this new algorithm, 

files can be found m fewer hops, reducing the time taken to find them. Another benefit of 

the use of the algorithm is the load reduction since files are more likely to be found in the 
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community rather than in the other nodes of the network. 

Table 5.6 presents general parameters for the Gnutella experiments we have performed. 

Network size 1000 
Simulation time 10000 

11 Li ot ail messages 7 
Request probabilitv oer timesteo 50% 

Initial insertion probabilitv per timestep 26% 
Insertion pro )abilitv per timestep 6% 

Ping probabilitv per timestep 10% 
Maximum number ot neighbors •20 

Generation oi nodes h'areto 
feneration oi files Pareto 

initial topologv King 
Number ol unique files 200ff 

Maximum number ot initial files 5 
Shortcut probabilitv 5% 

Maximum community size 10 

Table 5.6: General Information - Gnutella Experiments 

The following sections show the results of the use of the algorithm of communities of 

interests in a Gnutella network. We compare the performance of the network when the 

original search mechanism (flooding) is used with the one we have proposed based on the 

communities of interests. 

The results presented as follows were obtained by averaging the data collected in ton 

runs of the simulator. 

5.4.1 Distribution of files in the network 

As we have explained before, the identifiers of the files that are requested or inserted in the 

network are generated by a Pareto distribution. This distribution simulates the fact that 

a few files are very popular while the majority of them are not. Figure 5.5 shows how each 

file is distributed over the network at the end of the simulation. The number of copies of 

files was ranked in decreasing order. There are few files that are located in many nodes 

and a lot of files that are stored in just a few nodes. Since the requests and insertions for 

files follow a Pareto distribution, this result was expected. We can observe a linear trend 

in log-log space, which is characteristic of distributions that follow Power-laws, such as 

Pareto. ' 

We show these data both when using the original Gnutella search mechanism and when 

using the algorithm of identification of communities of interests with the sole purpose of 

showing that our algorithms did not alter these data as expected. 

5.4.2 Content 

The choice of which nodes perform operations on the network is made based on a Pareto 
distribution. This distribution simulates the fact that some nodes are quite more active 
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Figure 5.5: Ranking of the number of copies of files. Left: Original Gnutella Algorithm; 

Right: Communities of Interests Algorithm 

than others, that means they insert and request more files than the rest of the network. 

Knowing how nodes use their storage capacity is important so we can detect if there are 

nodes that contribute more than others. Figure 5.6 shows the average number of files 

per node at the end of the simulation. Each line in the graph refers to a class of node 

according to its storage capacity. Since the choice of which node is going to perform queries 

and insertions is made based on a Pareto distribution, there are a few nodes that store a 

lot of files and many nodes that store almost no files as expected. 
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Figure 5.6: Average number of files per node. Left: Original Gnutella Algorithm; Rigl.t: 

Communities of Interests Algorithm 
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5.4.3 Connectivity 

The analysis of a node's connectivity as well as the overall connectivity of the network is of 

considerable importance since it greatly influences the search process. If nodes aro poorly 

connected, it is more likely that a file won't be found even if it is stored in sonic node of t he 

network. Figure 5.7 illustrates the time evolution of the average number of neighbors and 

its confidence interval (90%). As it can be seen, the average number of neiglibors grows 

rapidly after some time of the simulation and then it grows smoothly. This rapid growth 

is due to the way that nodes connect to each other. As we described, from time to time, 

a certain node sends a ping message to all its neighbors. This message is propagatcul to 

other nodes while the time to live is greater than zero. As time evolves, more nodes send 

ping messages and fill completely their list of neighbors. Because of this, the confidence 

interval reduces with time. At the end of the simulation, almost every node is connected 

to the maximum number of possible neighbors. 

Tim* avcàidan of th« avwag» number el nrtghbof pm 

5000 8000 7000 
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Figure 5.7: Average number of neighbors. Left: Original Gnutella Algorithm; Right: 

Communities of Interests Algorithm 

5.4.4 Query popularity 

The identifiers of files that are requested in the Gnutella simulator are generated by a 

Pareto distribution. This simulates the fact that there are a few files that are very popular 

and that many other files are quite less popular. Figure 5.8 shows the popularity of every 

query issued durmg the simulation. The popularity of the queries reflects that of the 

distribution of files in the network. Each query is represented by the identifier of the file 

being searched. As it can be seen from this figure, there are a few queries that are (luite 

popular and a lot that occur very infrequently through the simulation. 
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Figure 5.8: Query popularity. Left: Original Gnutella Algorithm; Right: Conununitios of 

Interests Algorithm 

5.4.5 Load 

Load is measured as the number of query messages processed by each peer. The load at 

each peer is intended to be the least possible. Reducing the load at individual peers is 

desirable for scalability and it is one of the main goals of the algorithm of coiiununitics of 

interests. Figure 5.9 shows the time evolution of the average number of query messages 

m each node of the network when both the original and the communities of interests 

algorithms are applied. Besides the average load, figure 5.9 also depicts the confidence 

interval (90%). We can see that the load is reduced when the algorithm of communities 

of interests is applied by more than 20 % at the end of the simulation. Since queries are 

not broadcast to other nodes, they do not send this kind of message. The average number 

of messages is calculated as the sum of the messages processed by every node (since the 
beginning of the simulation) in the network divided by the total number of nodes 

Figure 5.9 does not show the average load produced by other types of messages, but 

we can say that the number of query messages is greater than the number of the other 

types of messap because request messages are more likely to be sent than ping messages 

(according to the probabilities set by the simulator). Besides this, we can mention that get 

messages are initially sent only some time after the beginning of the simulation. This is 

because it takes some time for the first download to occur (since nodes wait for somo time 

for hit messages). Moreover, the average number of query hit messages is also reduced 

because when files are found in nodes in the community, they are the only ones that send 

hit messages. The number of ping and pong messages are very close since one is tlie 

response to the other. 
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Figure 5.9: Average load (query messages) per node. Original Gnutella Algorithm x Com- 

munities of Interests Algorithm 

5.4.6 Successful queries 

A query for a file is successful when this file can be found in some node in the network. The 
percentage of successful queries is a fundamental criterion for the evaluation of the algo- 

rithm of communities of interests. Figure 5.10 shows the time evolution of the percentage 

of successful queries in the simulation comparing the original search mechanism with the 

algorithm of communities of interests. As it can be seen, at the beginning of the simulation 

few queries are answered successfully. This is because at this time, most nodes have just 

the files they have initiated the simulation with. As time evolves, more files arc ins<>rto{l 

and more queries can be answered successfully. Another characteristic that influences the 

success of queries is how nodes connect to each other. At first, nodes are poorly connected 

As time evolves, they are more connected and therefore it is possible to query more nodes 

for the same file. Comparing the performance of both algorithms, it is possible to see that 

the algorithm of communities of nodes raised the percentage of successful queries. This 

proves that nodes tend to cluster themselves in groups of interests. By querying the nodes 

in one s communityj t}i6 chd«nc6S of findin^ & íil6 £Lr6 incrGftscd 

5.4.7 Scope 

The scope for a query is defined as the number (fraction) of peers in the system that proc(>ss 

a particular query. For example, flooding may have a scope of approximately 100% because 

all peers (except those beyond the TTL limit) process the query. The use of the algorithm 
of communities of interests yields a much smaller scope if files can be found in nodes in the 

community. When they can't, they present a scope that can be even higher than flooding. 

Tim» cvolutfon Of tfw av*rao» numbir Of mMMQM prooMMd 
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Figure 5.10: Percentage of successful queries. Top: Original Gnutella Algorithm; Bottom: 

Communities of Interests Algorithm 

This is due to the fact that first the query is sent to the nodes in the community and then 

it is propagated to the rest of the network. Therefore, if the community is composed of 

nodes that are not reachable by the flooding of the query, the scope is a little bit higiier In 

general, the use of the algorithm of communities of interests drastically reduces the scope 

of queries as figure 5.11 illustrates. It shows the time evolution of the average scope of 

queries and its confidence interval (90%) both when the original and the communities of 

interests algorithms are applied.. As it can be seen from figure 5.11, the average scope 

raises rapidly This growth can be compared to the growth of the number of neighbors 

of each node. Smce nodes get more connected after some time, queries are sent to more 
nodes as the simulation goes on. 

5.4.8 Latency time 

Latency time is defined as the time diflference from the moment the query was sent to the 

moment the file began to be downloaded. In the original request mechanism, each node 

that issues a query waits for query responses for some time. Only after this time is expired 

can the download start. The simulator defines this waiting time as twice the TTL so that 

every node that receives the query is able to answer it in time. It is important to emphasize 

that every message takes one time step to be sent from one node to another regardless of tlu' 

bandwidth of the two nodes involved in the transmission. Table 5.7 presents the averaRc, 

latency time when the original flooding mechanism is used as well as when the algorithm of 

conimunities of interests is applied. The low and high boundaries of the confidence interval 

(90%) are also shown. 

In our experiments, when the algorithm of communities of interests is applied, if files 
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Figure 5.11; Scope. Original Gnutella Algorithm x Communities of Interests Algorithm 
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Table 5.7: Latency time - Original Gnutella X Community of Interests Algorith 
m 

are found in nodes within the community, the latency time for this query is 2 (one time 

step taken to send the query and another one to send the response). If they cannot ho 

found within the community, the latency time is 16 (2 time steps to query the nodes in 

the community and 14 to wait for the hits coming from several nodes). In this case, the 
algorithm of communities performs worse than the flooding mechanism. However,' the 

benefits when files can be found in the community overcome the drawbacks when they 

can't be found within the community. The average latency time is reduced by more than 

20% with the use of the algorithm of communities of interests. 

5.4.9 Download time 

The download time of a file is defined as the time required to transfer a file from one node 

to another. It depends on the bandwidth of the two nodes involved as well as the si/e of 

the file being transferred. The bandwidth of the transmission is considered to be the least 

of those of the nodes involved. The download time heavily depends on the type of fil<> 

being transferred since they have different sizes. Table 5.8 presents the average download 

time of each type of file and the boundaries of the confidence interval(90%). 
Besides this, it is also relevant to present what the percentage of downloads per band- 

width is so we can know how the average transmission bandwidth affects the average 

download time. In table 5.9, we can see that most downloads are done through 256Kbps. 
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The data in tables 5.8 and 5.9 were obtained in experiments undertaken with the original 

flooding mechanism. 

Table 5.8: Download time - Original Gnutella Algorithm 

Table 5.9: Downloads per bandwidth - Original Gnutella Algorithm 

The correspondent data obtained by using the algorithm of communities of interests is 

shown in tables 5.10 and 5.11. As it can be observed, the data obtained with the use of 

both algorithms are similar. These results were expected since the goal of the algorithm 

is not to reduce the download time but the latency time and the load in the network, in 

the case of the Gnutella network. We believe the difference in the results was duo to the 

random character of the workload used. 

Table 5.10: Download time - Communities of Interests algorithm 

5.4.10 Community size 

The average size of the communities is defined as the average number of nodes that comprise 

each community. The size of the communities influences the outcome of requests- the bigger 

the community, the higher the chances of finding the requested files in its nodes. Figure 

5.12 shows the time evolution of the average size of the communities and its confidence 

interval (90%). It is possible to notice that the average size of communities grows smoothly 

The communities evolve as more files are distributed through the network. The growth of 

the communities follows that of the spreading of files in the network. The slope of this 

graph is different from the one in figure 5.7 because it is independent of how connected 

nodes are. From figure 5.12, it is possible to notice that many nodes in the network have 

communities composed of very few elements. Moreover, at the end of the simulation the 

average size of the communities is 3.5 nodes (the maximum allowed in our experiments is 

10). It is clear that there should be a limit on the size of communities because there is 

a trade-off between the size of the community and load generated by its nodes. In future 
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Table 5.11: Downloads per bandwidth - Communities of Interests Algorithm 

research, we intend to find out what is the maximum community size in order to optimizí» 

the performance of the search process in the network. 
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Figure 5.12: Average size of communities 

The average size of communities is small because there are few nodes whose communities 

are composed of the maximum number of nodes allowed. Figure 5.13 presents a rank of the 

sizes of communities. As we can see, there are few nodes whose communities' size is the 

maximum allowed and a lot of nodes whose communities are composed of a few members. 

As mentioned before, in our experiments, every community has a limited size. If the 

community reaches its full capacity, no more nodes are added or removed from it. Node 

replacement mechanisms are being studied and will be implemented as future work. Nodos 

can be replaced based on several criteria depending on the final goal. For example if 
one intends to increase the probability of finding files in the community, nodes with mi)r(« 

available content should be chosen to remain in the community. On the other hand, if 

download time is the parameter of choice, nodes with higher bandwidths may h(i kept 

longer in the community. 

The identification of communities depends on the number of files a node stores. If a 

node stores a small number of files, it will have reduced chances of finding many nodes with 

which it shares interests. On the other hand, nodes that store a large volume of files stand 

high chances of having a community with the maximum size allowed. We can conclude that 

possibly nodes that share more files benefit more from the use of communities of interests. 
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Figure 5.13: Ranking of the sizes of communities 

Since these nodes are possibly the most active in the network (the ones that send cjueries 

more often), the overall performance of the algorithm is improved. 

The next chapter presents a summary of the results achieved and some suggestions for 

future work. 
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Chapter 6 

Conclusions 

This chapter presents our conclusions on this research. It summarizes the results obtaitiod 

so far and describes some suggestions for future work. 

6.1 Summary of the results 

The popularity of P2P file sharing applications has created a flurry of recent r(\s(>}ircli 

activity into P2P architectures [SGGOlj. These networks have become, in a short ix-riod 

of time, one of the fastest growing and most popular Internet applications [CFK03]. 

The key to the usability of a data-sharing p2p system and one of the most challenging 

design aspect, is efficient techniques for search and retrieval of data. Few papers [SMZ03, 

SMZOl] have analyzed the importance of taking each node's interest into account during 

the search process. In this work, we developed and analyzed a new search algorithm that 

is based on interests. Two nodes have interests in common if they store some identical 

files. It was shown that a node stands greater chance of finding a file in another one if they 

share interests (files). The algorithm defines one way to identify communities of nodes with 

the same interests. Searching the communities of nodes instead of the other nodes in the 

network proved to be an efficient way of finding files in less hops and thus avoiding load 

on the network. 

It is important to emphasize that the use of the communities of interests is just an 

attempt to improve the overall performance of the search mechanisms of pcer-to-peer net- 

works. If a document cannot be located via communities of interests, it can always be 

located via the underlying overlay. 

The experiments were undertaken by using a Preenet and a Gnutella simulator. The 

results obtained so far were quite satisfactory and the use of node's interests in search 

mechanisms in peer-to-peer systems proved to be a very promising area of research. 

It is possible to outline our main achievements: 

• In Preenet, the average request path length was reduced in 20%. 
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• In Freenet, more queries could be successfully terminated in less hops. For exam- 

ple, using the original Freenet search mechanism, 70% of the queries took up to 50 

hops. By using the algorithm of communities of hops, it was possible to succoHsfully 

terminate 80% of the queries in less than 50 hops. 

• In Gnutella, the load caused by query messages could be reduced in more than 

20%. We believe it is possible to reduce it even more with the introduction of slight 

modifications in the algorithm of communities of interests. The load caused by (puM y 

hit messages was reduced by almost 50%. 

• The percentage of successful queries was increased. This proves that the communities 

are composed of nodes that may not be reachable by the flooding mechanism. 

• The average scope of queries was reduced in more than 50%. This is another result 

that shows that the average load in the network has decreased. 

• The use of the algorithm of communities of interests did not have a negative impact 

on other characteristics of the network, such as the download time or the connectivity 

of the network. 

The peer-to-peer research area has a lot of challenges, one of the greatest being the 

lookup problem. This research presented a new algorithm to solve this problem and im- 

prove the performance of P2P networks. Another contribution of this research was the 

implementation of a Gnutella simulator. This simulator is open-source and can be used 

for the evaluation of other research topics in peer-to-peer research. We consider it an 

invaluable tool for the ones who are willing to dig into the fabulous peer-to-peer world. 

The following section presents our suggestions for future work. 

6.2 Future Work 

We believe this work was a first step towards improving content location in peer-to-peer 
systems. The use of the algorithm of communities of interests proved to be efficient but 

still more analyses can be done. The following subsections present possible improvement 

in diflFerent areas. 

6.2.1 Workload 

The first improvement that can be done in our experiments is related to th(! workload. 

The experiments were undertaken using statistical distributions such as Pareto and even 

the Uniform Distribution. Since the main goal of this work was the evaluation of the 

algorithm, we believe that the use of these distributions did not heavily influence our 

achievements. Despite of this, we still believe it would be desirable to run the experiments 

using a real workload, for example, user-trace logs from any known peer-to-peer system. 
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On6 of the nid.in difficulties is obtãining & workload like this. Some effort was made during 

this research to obtain workload from the Gnutella network. Since Gnutella is an open 

protocol, it is possible to modify one client so that it will log every message that it rocoives 

and sends. Until now, this was not an effective way of obtaining real data since it is hard 

to get data on the whole network. This provides information about only one host of the 

network. Another possible workload is traces from proxy servers. Available traces that 

could be used are the ones from the Boeing corporate proxy traces [Mca99]. The Gnutella 

simulator is already implemented to work with traces. 

6.2.2 Dynamic participation 

The routing strategies described here have all been analyzed under static conditions. A 

key area for future analyses is the effect of relatively frequent node joins and departures 

in the system. We believe that even relatively modest costs for these operations could end 

up dominating overall performance [BKK''"03]. 

It is possible to simulate the dynamic behavior of nodes in a peer-to-f)eer system in 

a variety of ways. The Gnutella Simulator assumes the following situation: nodes can 
participate in the network either statically or dynamically. If the network is static, all 

nodes are online all over the simulation. Otherwise, every node may be disconncicted from 

the network according to a probability. Once offline, it may continue unavailable or Ixh-oiikí 

online again according to another probability. One possible improvement is to relate the 

availability of nodes to other characteristics such as amount of data shared, number of 

neighbors, etc... 

6.2.3 Replacement policies 

One of the limitations of the simulation is the size of the list of neighbors of each node. 

Although it is clear that the number of neighbors should be limited, the static behavior 

of the list is not reasonable. We intend to come up with replacement mechanisms for the 

list of neighbors. As an initial proposal, we could define that when the list of neighbors is 
completely full and a node finds another possible neighbor, one of the neighbors of the node 

could be selected to be removed from the list. The removal could be based on different 

criteria such as bandwidth or amount of available content. The same criteria could be 

applied for the replacement mechanisms of nodes in the communities of interests. 

6.2.4 Possible scenarios 

The Gnutella Simulator works with a static network in the sense that no nodes are added 

or removed from the network during the simulation. We would like to evaluate the per- 
formance of the algorithm of identification of communities of interests under different 

conditions. 
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Failures in P2P systems are viewed as nodes suddenly and unexpectedly dropping out 

of the network. Networks such as Gnutella are very robust to failures of random nodes. 

This robustness is rooted in the inhomogeneous nature of the network. Nodes with few con- 

nections will fail with much greater probability than nodes with many connections. Failure 

detection is the process of detecting isolated random failures of peers on the network. Cur- 

rent Gnutella clients detect a failure when one of their neighbors stops responding to thom 

unexpectedly. The only information that can be derived from this process of dotoction 

is that a neighbor has died. There is no indication of how significant the ncughhor wjus 

in terms of connections to other nodes and how important it was in holding th(i graph 

together. Attack detection, on the other hand, is the process of detecting an attack on tlui 

network as a whole. Methods for attack detection could take into account the importance 

of nodes being lost in the system or the frequency of node loss [KLS02]. 

Considering this, we also intend to explore other scenarios in our experiments, such as 

network growth and attack. The study of these scenarios is quite important since they 

represent real scenarios. Peer-to-peer architectures are currently growing really fast and 

hence the evaluation of new search algorithms under these conditions is quite important. 

6.2.5 Network topology 

As we have mentioned, the network topology heavily influences the performance of l,h(i 

search mechanism used in a peer-to-peer system. If nodes are highly connected, files can 

be found in fewer hops and queries are successful more often. In this work, we only exploited 

the ring topology with shortcuts in order to simulate a small-world network. We intend to 

exploit different topologies in the future such as a random topology. 

6.2.6 Communities 

^Ve believe it is possible to find nodes with similar interests by using different variations 

of the same algorithm. One possible interesting area of study would be the identification 

of groups with similar interests in the whole network. The algorithm of identification of 
communities of interests we have presented here defines one community per seed node. 

Another approach would be to identify a general group of nodes that share interests, 

regardless of the choice of the seed node. This could be viewed as the identification of 

global communities of interests. The process of identification of communities of interests 

is done based on stored files. One possible improvement would be to also consider nodes 

that successfully answer queries in a similar way as [SMZ03] does. Finally, it would be 
interesting to implement the algorithm of identification of communities of interests in other 

peer-to-peer networks. 
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