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Resumo

Esta tese investiga novas metodologias em Aprendizado Federado (FL), um paradigma
que permite multiplos dispositivos desenvolverem colaborativamente um modelo de apren-
dizado de maquina compartilhado, mantendo todos os dados de treinamento locais, assim
aprimorando a privacidade dos clientes. O FL opera treinando modelos locais em dis-
positivos individuais, que sdo entao agregados em um servidor central. Apesar de suas
vantagens, o FL. é vulneravel a ataques de envenenamento de modelo, onde ndés mali-
ciosos injetam atualizacoes maliciosas de modelo, comprometendo a integridade do mod-
elo global. Esta tese, intitulada “Quantificacdo de Incerteza em Aprendizado Federado
Adversarial”, introduz novas abordagens para melhorar a privacidade e a seguranca dos
modelos de aprendizado de maquina distribuidos contra tais ameacas. Para alcancar esse
objetivo, a pesquisa explora trés métodos distintos para quantificar a incerteza em mode-
los de FL. O primeiro método, aproximacao de Laplace usando a matriz Hessiana em redes
neurais, é aplicado especificamente na deteccao de ataques de Negacao de Servigo Dis-
tribuido (DDoS) em cendrios de FL. Este método aproveita as derivadas de segunda ordem
da funcao de perda para aproximar a incerteza nas previsoes do modelo, proporcionando
uma compreensao refinada da confianca do modelo na presenca de ataques adversariais e
aprimorando a deteccao e mitigacao de ataques DDoS. O segundo método introduz uma
abordagem ad-hoc usando uma técnica de aprendizado de métrica profunda, denominada
“SMELL”. Este método define um espaco de similaridade (S-Space) para representar da-
dos de forma mais eficaz, mapeando pares de elementos do espaco de features original
para este novo espago auxiliar. A similaridade entre pares de dados é quantificada usando
marcadores dentro do S-Space, permitindo uma detecgao intuitiva e flexivel de anoma-
lias e ameacas potenciais em ambientes de FL. O terceiro método estende a abordagem
ad-hoc empregando redes neurais bayesianas com inferéncia variacional. Esta extensao
utiliza principios bayesianos para modelar a incerteza tratando os pesos da rede como
distribuicoes em vez estimativas pontuais, permitindo uma interpretagao probabilistica
das saidas do modelo e uma resiliéncia aprimorada contra ataques maliciosos. Integrando
esses métodos de quantificacao de incerteza, a tese visa mitigar os riscos de ataques de
envenenamento de modelo, aprimorando assim a robustez, confiabilidade e seguranca das

aplicacoes de FL.

Palavras-chave: aprendizado federado; redes neurais bayesianas; aprendizado federado

adversarial; quantificacao de incerteza.



Abstract

This thesis investigates novel methodologies in Federated Learning (FL). This paradigm
enables multiple devices to collaboratively develop a shared machine learning model while
keeping all training data localized, thus enhancing client privacy. FL trains local models on
individual devices, which are then aggregated on a central server. Despite its advantages,
FL is vulnerable to model poisoning attacks, where malicious nodes inject fake model
updates, jeopardizing the integrity of the global model. This thesis, titled “Uncertainty
quantification in Adversarial Federated Learning”, introduces novel approaches to improve
the privacy and security of distributed machine learning models against such threats.

We explore three distinct methods for quantifying uncertainty in FL models to
achieve this goal. The first, Laplace approximation using the Hessian matrix in neural
networks, is explicitly applied to detect Distributed Denial of Service (DDoS) attacks
within FL settings. This method leverages the second-order derivatives of the loss function
to approximate the uncertainty in model predictions, providing a refined understanding of
model confidence in the presence of adversarial attacks and enhancing the detection and
mitigation of DDoS attacks. The second method introduces an ad-hoc approach using a
deep metric learning technique, namely SMELL. This novel method defines a similarity
space (S-Space) to represent data more effectively by mapping pairs of elements from the
original feature space into this new auxiliary space. The similarity between data pairs is
quantified using markers within the S-Space, allowing for intuitive and flexible detection
of anomalies and potential threats in FL. environments. The third method extends the
ad-hoc approach by employing Bayesian neural networks with variational inference. This
extension uses Bayesian principles to model uncertainty by treating network weights as
distributions rather than point estimations, allowing for a probabilistic interpretation of
model outputs and improved resilience against malicious attacks.

By integrating these uncertainty quantification methods, the thesis aims to miti-
gate the risks of model poisoning attacks, thereby enhancing the robustness, reliability,
and security of FL applications. Experimental results demonstrate the effectiveness of
these approaches in reinforcing the integrity of distributed machine learning models un-

der adversarial conditions.

Keywords: federated Learning; bayesian neural network; adversarial federated learning;

uncertainty quantification.
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Chapter 1

Introduction

1.1 Motivation

The Internet of Things (IoT) has become increasingly impactful, empowering di-
verse applications [Li et al., 2020a]. Approximately 5.8 billion IoT devices are estimated
to be in use in 2022 [Dao et al., 2022]. Moreover, privacy issues are becoming increas-
ingly relevant for distributed applications, as seen recently in the General Data Protection
Regulation (GDPR). In this scenario, Federated Learning (FL) has been shown to be a
promising approach for training machine learning models collaboratively on distributed
devices that share data while addressing privacy restrictions. FL was proposed to guar-
antee that training data remains on personal devices and facilitates complex models of
collaborative ML on distributed devices.

In FL, edges (a.k.a. clients) use local data to train a local model. In the most
usual model, combining several local models estimates an ML model cooperatively in an
FL server. The server receives the update of the local models, i.e., the model weights or
gradients, and aggregates these models. The steps are repeated in multiple rounds until
the model reaches a desirable key performance indicator (KPI). Compared to conventional
cloud-centric training approaches, the FL. model trained at mobile edge networks offers
the following advantages [Lim et al., 2020]: Highly efficient use of network bandwidth,
Privacy, and Low latency.

In FL, users train a machine learning model collaboratively without sharing their

raw data. The process consists of three main steps, as can be seen in Figure 1.1:

— (Step 1) Task initialization: The system initializes the local models and necessary
hyperparameters for the learning task. Each user prepares their local model

using their respective dataset.

— (Step 2) Local model training and update: Each user independently trains their

local model using their local data. The goal is to find the optimal parameters
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Figure 1.1: Left: Conventional (client-server) federated learning scheme. Right: Training
of a simple data flow model in FL.
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that minimize the loss function specific to their dataset. This step ensures that

each user’s model is tailored to their data and captures their local patterns.

— (Step 3) Model aggregation and update: The server aggregates the local models
from selected participants and generates an updated global model, often re-
ferred to as the federated model. The aggregation process typically involves
combining the model parameters of the local models. The global model is then

sent back to the users for further iterations.

We can implement model aggregation in several ways; for example, Fed Avg [McMa-
han et al., 2017] performs the “arithmetic average” on the local models’ weights to obtain
the model aggregate in the server. Steps 2 and 3 are repeated iteratively until the aggre-
gate loss function converges or the desired training metric is reached. The iterative nature
of the process allows the global model to improve over time by leveraging the collective
knowledge of all participating users while maintaining data privacy.

The vulnerability of the system can be exploited by malicious participants, which
control the result of the aggregation server model [Chen et al., 2021]. For example, the FL
framework is vulnerable to model poisoning attacks in which some malicious end devices
try to compromise model security by uploading fake model weights [Chen et al., 2021].
Intuitively, attacks can be defended if the aggregator checks the training process and
detects anomalous local models. However, inspecting the entire training process for each

end device is hard, especially when the devices are deployed on a large scale.
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1.2 Thesis Statement

Considering the context previously described, the main objective of this thesis

proposal is to answer the following question:

Research problem: Can we use uncertain quantification from the Bayesian
neural network framework to build robust federated learning applications against

model attacks?

Key Idea: Even presenting interesting results, Neural Networks (NNs) have
shortcomings that can limit their applications, such as poor calibration and
overconfidence, mainly when the data distribution shifts between training and
testing [Guo et al., 2017]. Thus, the Bayesian model is a framework that can
quantify uncertainty and use this formalization to develop other learning algo-
rithms [Ghahramani, 2015]. Based on this premise, Bayesian neural networks
(BNN) provide a natural way to quantify uncertainty in deep learning. They
are less likely to be overconfident or underconfident in their predictions [Gal
and Ghahramani, 2016]. A BNN is an exciting approach for FL because the
models use Bayesian inference to make predictions based on uncertain in-
puts [Immer et al., 2021]. Therefore, we can formalize some concepts, such
as quantifying the model’s knowledge, theoretical misclassification risk, and

other properties.

Objectives: The primary objective of this thesis is to analyze FL models
against adversarial attacks. To achieve this, we propose the following specific

objectives:

e Utilize BNN inference techniques to create quantifiers capable of detect-
ing and mitigating adversarial attacks in FL by identifying malicious

model updates.

e Theoretically demonstrate the convergence of FL. models in the presence
of uncertainty quantifiers, ensuring that the integrity and accuracy of the

global model are maintained even under adverse conditions.

e Propose solutions to effectively distinguish between legitimate variations
in client data distributions and malicious actions. This is particularly
important in FL settings, where data heterogeneity is common, and only
a small subset of clients may present data models that significantly differ

from the majority due to the heterogeneity.
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1.3 Thesis Outline

We organize the remainder of this thesis proposal as follows. First, Chapter 2
presents a novel FL framework for a robust defense against network attacks, with a focus
on label poisoning attacks within a supervised learning framework. Chapter 3 proposes a
new similarity function for FL applications to tackle model poisoning vulnerability (model
replacement). Chapter 4 presents a personalized FL framework for a robust classification
of sedentary behavior that explicitly addresses heterogeneous feature distributions and
adversarial clients (backdoor attacks). Chapter 5 presents a novel approach to Personal-
ized Federated Learning (PFL) by integrating BNNs to address non-I1ID data distributions
and prediction overconfidence. Chapter 6 combines adaptive confidence-weighted mean
aggregation with server momentum to provide convergence guarantees and improve per-
sonalization and robustness to heterogeneity and malicious updates. Finally, Chapter 7

offers the concluding remarks and the future directions we intend to explore in this thesis.

1.4 Expected Contributions

The following section summarizes the contributions we expect to present through-

out this thesis.

e Advancing the theoretical and practical understanding of adversarial attacks in fed-
erated learning. We conjecture that uncertainty quantification can help to detect
attacks that are difficult to identify due to their adherence to the model’s expected
data distribution and lower complexity. The contribution will include a comprehen-
sive framework for executing and evaluating such attacks in federated environments,
thereby contributing to the development of more robust defense mechanisms against

malicious tactics.
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1.4.1 Towards Robust Federated system using Marginal

Likelihood to counter label poisoning attacks

Over the last decade, the rapid growth of Internet-connected devices has introduced
new security challenges, particularly for low-power [oT devices that remain vulnerable to
large-scale attacks such as the Mirai botnet [Antonakakis et al., 2017]. Intrusion Detection
Systems (IDS) have thus become essential for network protection [Eliyan and Di Pietro,
2021]; however, traditional signature-based methods have difficulty detecting emerging
challengers [Barros et al., 2022a], motivating the use of ML approaches capable of learning
complex patterns from network traffic [[Khraisat et al., 2019].

Recent advances in FLi can enable the training of collaborative models under pri-
vacy restrictions [Li et al., 2020a, Barros and Ramos, 2022]. Unlike centralized approaches,
FL preserves local data privacy but introduces new challenges, including heterogeneous
clients, limited computational resources, and vulnerability to adversarial threats such as
Distributed Denial of Service (DDoS) [Li et al., 2022a] and label-poisoning attacks [Told-
inas et al., 2022].

In this direction, we propose a novel distributed framework for detecting network
attacks in federated environments that considers both privacy and adversarial constraints.

Our contributions comprise two levels of defense

(i) Network Security Level: A distributed ML model to detect abnormal traffic patterns

in federated networks;

(ii) Model Integrity Level: A robust aggregation method based on marginal likelihood,
used to quantify uncertainty and distinguish honest from malicious clients in the

presence of label-poisoning attacks.

The primary focus of this chapter is to evaluate if marginal likelihood can effectively
detect and mitigate malicious clients in federated settings. To this end, we employ DDoS
attacks as a representative use case to validate our approach.

Although the experiments focus on DDoS detection, the proposed framework is
designed to be scalable and adaptable to other network scenarios, showing an alternative
to mitigate problems in secure FL environments [Li et al., 2021c, Tian et al., 2021, Dao
et al., 2022].
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1.4.2 Ad-Hoc uncertainty quantification via metric learning to
mitigate malicious clients replacement in federated

learning

In the previous section, we adapted an existing probabilistic approach from the lit-
erature to measure uncertainty in FL scenarios [Immer et al., 2021]. This method provided
an approach for evaluating the reliability of local model updates before aggregation. In
this chapter, we propose a novel ad-hoc approach designed explicitly for FL. environments
with heterogeneous data and potential model attacks (model replacement) [Bagdasaryan
et al., 2020]. Unlike the previous method, our goal is to develop an uncertainty quanti-
fier, integrated into the aggregation process, to improve both performance and robustness
against malicious clients.

Recent work has shown that Deep Metric Learning (DMeL) can capture complex
similarity relationships in data [Wang et al., 2019a, Yu et al., 2020], a property especially
useful in FL where classes may be missing in local datasets [Chen et al., 2021]. However,
existing DMeL methods often face issues such as slow convergence and local optima [Wang
et al., 2019al, limiting their effectiveness in secure FL scenarios.

To address these challenges, we introduce a new auxiliary representation space,
called S-space, and propose an interpretable uncertainty measure tailored for FL aggre-
gation. This ad-hoc quantifier enables the detection and mitigation of malicious clients

while preserving accuracy in benign settings.

1.4.3 From Ad-Hoc quantification to reputation-based
personalized federated learning under adversarial threats

with a sedentary behavior Use Case

In this contribution, we extend our previous analysis to detect backdoor attacks
in FL, i.e., where malicious clients embed hidden triggers into local models to manipu-
late the global model’s predictions. Unlike model poisoning, backdoor attacks are more
complex to detect because the global model often performs well on clean data while being
compromised on specific targeted inputs [Bagdasaryan et al., 2020].

To address this, we conducted experiments in an FL setting using wearable sensor
data for detecting sedentary behavior [Li et al., 2021b, Xiao et al., 2021b]. Our goal is
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(i) to evaluate the robustness of our ad-hoc uncertainty quantifier in this adversarial

environment;

(ii) to propose a reputation-based measure, derived from our uncertainty scores, to

detect and mitigate malicious clients performing backdoor attacks.

In this direction, we focus on sedentary behavior as a use case to evaluate our
hypothesis, as it exemplifies the challenges of the label concept skew in FL. Sedentary
behavior is not defined by a single, uniform activity but by a large clustering class formed
by diverse patterns of physical activity. For example, jogging and soccer activities are
classified in the same sedentary category (high intensity), but they exhibit different walk-
ing patterns. This makes sedentary behavior a particularly suitable case for examining
how heterogeneous data distribution affects model performance. This variability reflects
the unique ways individuals perform the same activities, making it challenging to develop
a single global model that captures sedentary behaviors across all users [Zhu et al., 2023].

Figure 1.2 illustrates the evolution of Fl-scores for Human Activity Recognition
(HAR) and Sedentary recognition in an FL model (cf. Li et al. [2021b]). The difference in
performance between the two tasks highlights the impact of data heterogeneity on model

performance.
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Figure 1.2: F1-Score evolution over epochs for Sedentary and HAR classes for Meta-HAR
model [Li et al., 2021b].
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Figure 1.3: Decision regions for a standard neural network vs. a Bayesian neural network
on a synthetic dataset. Bayesian models yield smoother boundaries, reflecting better
uncertainty calibration.

1.4.4 Personalized federated learning with variational

inference for uncertainty quantification

In previous contributions, we progressively advanced uncertainty quantification in
FL to proposing an ad-hoc uncertainty quantification [Barros and Ramos, 2022, Barros
et al., 2024b, 2025a]. Now, in this chapter, we take a further step by formalizing uncer-
tainty quantification through Variational Inference (VI) to obtain theoretical insights into
model confidence in PFL.

FL enables collaborative model training on decentralized data while preserving
privacy [McMahan et al., 2017], yet real-world FL applications often suffer from non-
IID data distributions that degrade both global and local model performance [McMahan
et al., 2017, Huang et al., 2021]. PFL mitigates this by tailoring models to local data
using methods such as global model personalization [Karimireddy et al., 2020, Li et al.,
2021d], federated meta-learning [Fallah et al.; 2020, Dinh et al., 2020], and parameter
decoupling [Arivazhagan et al., 2019, Liang et al., 2020].

However, standard NNs often produce overconfident and poorly calibrated predic-
tions under data heterogeneity [Zhang et al., 2016, 2021a]. BNN, on the other hand, offers
a probabilistic framework to model uncertainty and has shown promising results in con-
tinual learning and robustness [Immer et al., 2021]. Figure 1.3 illustrates how Bayesian
networks produce smoother decision boundaries, reflecting improved uncertainty aware-
ness compared to standard neural networks.

In this contribution, we propose a personalized Bayesian Federated Learning (BayesPFL)

framework that integrates VI into PFL to quantify model uncertainty at both local and
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global models explicitly. To achieve personalization, each client updates its local VI
parameters by reusing the global distribution from the server and balancing the Kull-
back—Leibler (KL) divergence between the local posterior distribution and the server
variational parameters. This strategy improves the upper bounds on this KL divergence
compared to traditional distributed BNNs [Zhang et al., 2022b, Chen et al., 2023].

1.4.5 Rethinking variational inference in similarity spaces to

personalized federated learning under malicious scenarios

FL shows challenges due to data heterogeneity, usually each client often follows
a non-I1ID distribution [Zhang et al., 2022b]. PFL addresses this by adapting the global
model to client-specific data; however, discriminating between legitimate outlier updates
(caused by heterogeneity) and malicious updates (introduced by adversaries) remains an
open problem [Li et al., 2021d]. In this chapter, we enhance our Bayesian Personalized
FL (BayesPFL) framework and apply it to federated environments with malicious clients.
Our goal is to integrate Bayesian inference, uncertainty quantification, and personalized
learning to enhance model reliability and robustness in the presence of heterogeneous data
distributions and adversarial scenarios.

Therefore, we extend our previous framework by rethinking VI in our auxiliary
representation space (S-space). Our goal is (i) to quantify uncertainty to enhance per-
sonalization, and (ii) to leverage this uncertainty to separate benign heterogeneity from
adversarial behavior. The resulting formulation yields theoretical guarantees that con-
nect an optimal variational latent space with improved robustness: uncertainty helps to
identify and mitigate malicious updates without discarding informative but atypical client
updates.

From a theoretical perspective, we derive bounds for reparameterized gradient
estimators and stability conditions for proximal VI with exponential parameterization,

and use these insights in federated settings via client-drift and server-momentum analyzes.
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Chapter 2

Towards Robust Federated system
using Marginal Likelihood to counter

label poisoning attacks

Network traffic monitoring is an essential task to understand network behavior and compo-
nent status. In that context, FL has emerged as a promising approach for network traffic
monitoring-based defense systems to provide a distributed and scalable way to train a
global machine learning model without requiring data sharing among clients. However,
most existing FL. methods assume that a federated environment has only honest clients;
for instance, in supervised learning, they assume that all labels were assigned truthfully.
To address such issue, this study introduces a novel FL framework for a robust defense
against network attacks, focusing on label-poisoning attacks within a supervised learning
framework. Our approach distinguishes itself from existing literature by detecting net-
work attacks and identifying and mitigating the influence of malicious clients intent on
undermining the federated model’s integrity. Specifically, our framework incorporates a
novel aggregation approach that leverages marginal likelihood to effectively weigh contri-
butions from honest and malicious clients in the presence of label-poisoning attacks. By
quantifying the data’s adherence to the model using marginal likelihood, we enhance the
framework’s ability to detect and mitigate the influence of malicious clients. While our
model can detect various network attacks, this chapter concentrates on DDoS attacks as
a proof of concept. We evaluate the effectiveness of our proposal through three real-world

DDoS datasets and show that it outperforms existing techniques.
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Figure 2.1: Our IDS architecture design adopts the FL system for network attack detec-
tion.

2.1 Owur Proposal

This chapter proposes a new framework to identify network attacks in FL systems
prone to attacks of label poisoning. The framework proposes a multi-step approach for
defending against network attacks within a FL context. The framework involves three
main phases: (i) Self-Supervised Learning (SSL), where an autoencoder model is employed
to learn a label-agnostic representation of input data; (ii) Fine-tuning model, where the
encoder’s learned representation is utilized for a DDoS classification task, and a new clas-
sifier is trained based on these representations, while the encoder’s weights are kept frozen;
and (iii) Marginal likelihood to quantify data adherence to the local model, enabling the
detection of malicious nodes attempting to attack the model.

The resulting global model, resilient to poisoning label attacks, is then aggregated
at the server for monitoring and shared with clients, thus creating a robust defense against
network attacks while maintaining privacy in an FL setting. This framework’s novelty
lies in its focus on federated training defense, addressing network and label attacks, and

its adaptability to various scenarios beyond FL.

2.1.1 Framework Rationale

Bansal et al. [2020] proposed an upper bound on the generalization gap for classi-
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fication in neural networks models that can be quantified in three parts: Robustness gap,
Rationality gap and Memorization gap. Thus, typically for neural networks, the robust-
ness and rationality gaps are small [Bansal et al., 2020]. A narrow robustness gap implies
that adding a limited amount of wrong labels causes minor degradation in performance. In
contrast, the small rationality gap suggests that getting the wrong label is not better than
getting no label at all. However, modern classifiers are heavily over-parameterized [Zhang
et al., 2021¢c]. Thus, these models easily fit a random labeling of the training data and,
consequently, present a high Memorization gap, as seen in Zhang et al. [2017].

To get around this problem, Bansal et al. [2020] presented evidence that the mem-
orization gap is negligible if the simple classifier has low complexity, regardless of the
complexity of the representation. The memorization gap tends to zero if the simple clas-
sifier is under-parameterized.

We hypothesize that our approach mitigates the high-memorization gap problem
and, consequently, the label-poisoning attack in FL environments. Although our self-
supervised model can be highly parameterized, the label-poising attack does not affect
the model’s performance. We further train an under-parameterized classifier that tends
to minimize the memorization gap. Ultimately, we estimate the quantification of data
adherence associated with the under-parameterized classifier to detect label-poisoning

attacks.

2.1.2 System Architecture design

Figure 2.1 depicts our system architecture, where the Intrusion Detection Systems
(IDS) connects with the outside IoT system (a.k.a. clients) through a communication
module (switching/routing module) used to handle the ingress/egress traffic.

The monitor module (MM) focuses on monitoring and analyzing packets received
by the IDS from the federated clients. Its primary function is to generate traffic statistics
reports (e.g., traffic protocols, package flow volume, and source/destination ports). MM
periodically delivers a summary of the information to the IDS Manager. In addition,
this module also forwards ingress traffic to the IDS network administrator, who uses this
information (along with prior knowledge of the network’s operation) to label traffic (e.g.,
identify it as DDoS). This report and the labels are forwarded to the feature extractor
module to make the network attack training/prediction task.

Given the federation’s potential vulnerability to attacks, the MM module is con-
sidered a risk area for manipulation by malicious network administrators. Such adminis-

trators could exploit this access to deliberately mislabel data (a label-poisoning attack),
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compromising the system’s integrity.

The local analysis module (LA) monitors the health of packages analyzed by MM.
This module extracts features that can help the network attack classification task. With
these features (along with a percentage of the data labeled by the IDS network administra-
tor), LA uses the local model (Section 2.1.3) to perform the training (and later prediction)
of the client packages. We collaboratively trained this local model using the FL paradigm
(Section 2.1.5).

The IDS manager (IDSm) has the policy module that communicates with the two
previous modules and coordinates the IDS workflow, i.e., based on the MM and LA, the
appropriate dispatches manager policy to the malicious/benign package. Thus, with the
information provided by the two previous modules, IDSm can send the packets to the
server or discard the suspicious packets in case of an attack and update the list of clients
suspected of being malicious.

Communication between IDSm and other IDS components happens via secure
channels/protocols supported by the networks (e.g., the OpenFlow protocol). Further-
more, LA and IDSm modules are safe (protected from access or tampering) and reliable

(they perform operations as expected).

2.1.3 Our framework

Our framework is based on three modules, as depicted in Figure 2.2. The first
module performs a pre-training with a self-supervised learning (SSL) task; the second
fits a classifier (e.g., single neural network layer) on the representation found by the SSL
model and the labels; and the third estimates a quantifier for model selection agnostic to

the training set. In the following, we detail each module.

2.1.3.1 Pretext task

Unsupervised learning (UL) refers to learning methods that do not need human-
annotated labels. Among the UL approaches, a compelling case is when the model gen-
erates a pseudo-label for each input data, called self-supervised learning. For example, in
autoencoder architecture, the pseudo-label equals input data. SSL models can be divided

into two parts: (i) the encoder model, responsible for mapping the input data into an
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Figure 2.2: Our proposal to detect network attack in FL environment. The blue square
represents the first level of security, while the red square represents the second security
level. At the first level, we use the SSL model in two steps: Initially, we train the pre-task
to obtain the weights of the encoder function (in this chapter, we use an autoencoder).
In our method, we only train the encoder function in this step. Secondly, we use the
representation obtained by the encoder function to train the network attack classifier
(e.g., DDoS). In this step, the encoder function weight is frozen (represented with a lock
in this figure). Finally, we estimate the data’s adherence to the model and infer if the
client is malicious or honest.

embedded space (named pretext task), and (ii) the projection head, trained to perform

the inference using embedded space (named downstream task). In this chapter, we use an

autoencoder as the SSL model.
Formally, let the set X = {(x;)};

feature space with v elements. The set X’ was called original feature space, and the neural

—1, With &; € R™, be defined in an m-dimensional
network (a.k.a. encoder) function e(.,0) : X — Z was parameterized by a weight set
0. where Z is the latent feature space. Thus, the set Z = {(z;)};_, is the latent feature
space, where z; = e(x;,0) € R" and m > n (latent feature space dimension).

Similarly, the decoder (a.k.a. projection head) function can be defined as the
inverse encoder function e*(.,8’) : Z — X where 0’ is a set of weights for the decoder.
So, the optimal weights for the autoencoder can be estimated by minimizing the mean
squared error function £ Y7 | ||a; — |3, where @} = e *(e(x; , 0) , €') is the pseudo-label
associate to x;.

Initially, we train our local model for self-supervised learning pretext tasks, i.e.,
we do not use any labels (only pseudo-label) in this training step. In this step, we are
interested in obtaining a new label-agnostic representation of the data. At the end of
this training, the model e(.,8) maps the input data to a new representation space (latent
feature space). As shown in Section 2.1.2; the malicious client cannot change the model
training step, so it is impossible to change the trained model’s weights. This attack

consists of changing only the local data labels.
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For reconstruction tasks, the autoencoder encodes the data to extract its most
relevant features and projects them in Z. Also, note that this step is performed only on

the client (i.e., local model).

2.1.3.2 Downstream task

Since pretext task methods enable learning general-purpose representations, many
approaches in the literature use this pre-trained model and fine-tuning (with human-
annotated labels) to provide high performance and efficient data learning of downstream
tasks.

After the pretext task training, we use the encoder module to get a new represen-
tation of the local model input. This new representation is fixed during the rest of the
local training, i.e., after the pretext task, our model freezes the encoder’s weight set 6.
With the new representation, we discard the projection head module (the decoder) and
replace it with a single-layer neural network to perform a network attack classification
task (downstream task). In this step, the encoder function weight is frozen, i.e., we used
the encoder weights estimated by self-supervised learning settings.

Finally, we use a fully connected layer f(z;, ®) = [Wz; + b, where the operator
[.]+ = max(0,.) is the ReLU activation function, W € R*" is the weight matrix, and
b € R is the bias vector. For the rest of the chapter, we will assume that ® = {W, b}.
Thus, we construct a neural network classifier designed for network attack detection,
exemplified by using Pr(y;|z;, ®) = Categorical(y;|softmax(f(z;, ®))) in a binary prob-
lem classification framework (attack or non-attack), where f(.,, ®) maps the latent feature
space inputs and parameters ® to output logits. Specifically, for each z; € Z, there is an
associated network attack label y; € ), focusing on DDoS as a primary example within
the broader spectrum of network attacks. Therefore, our model’s weights are 6, ©.

In this way, we map the encoding found by the encoder into a discrete probability
vector that quantifies the chance that the analyzed input data is due to a network attack
(e.g., DDoS). In this step, we only use the label associated with the model input to train
the local model.

One of the distinguishing characteristics of our approach is to consider that in
addition to the network attack (system attack), the federation is susceptible to a model
attack (label attack). Still, in the second step, our framework considers that the label
used in the DDoS classifier training is unreliable, i.e., we consider that this label can be

tampered with to harm the federation (as seen in Section 2.1.2).
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2.1.3.3 Laplace approximation

The last step is quantifying data adherence to the local model. This crucial phase
detects malicious nodes attempting to attack the federation’s model.

We consider a Bayesian neural network f(., ®) with prior Pr(®) and likelihood
Pr(D|®) = [[._, Pr(vi|z, ®). We assume that the data examples are independent and
identically distributed from Pr(D|@®), i.e., observations y are independent given inputs z

(latent feature vector). Hence, the posterior is

Pr(D|®) Pr(©)
Pr(®|D) =
H(O[D) [Pr(D|©) Pr(©)d®’
where Pr(D) = [Pr(D|©)Pr(©)d®O is the marginal likelihood intractable for common
BNNSs, which is we use the Laplace approximation for approximating the posterior distri-
bution with a Gaussian centered at the maximum posterior estimate for fast approximate
Bayesian inference. Thus, Laplace approximation uses second-order Taylor expansion as

. . ®— 0" He (O — OF
log p(©. D) ~ log p(©°, D) — g§.(@ — @) — 2= 9) He:(6 =67

2 )
where gg+ = —VelogPr(©,D)|e-e+ (vanishes by assumption that © is a maximum
a posterior estimation ©*) and He« = —Vgg logPr(0, D)|e—e- are the gradients and

Hessian of the negative log joint distribution at ©*, respectively. Finally, the quantifier
known as the Laplace marginal likelihood' approximation [ Pr(D|©)Pr(©)d0 ~
[ exp(log Pr(D, ©)) dO is

Pr(D) = [exp(logPr(©,D))dO©

~ fexp (k)g Pr((-)*ﬂ)) _ (@—8*)7129* (G‘)—G)*)> 6.

As we can see in literature, the result

Pr(D) = Pr(©*,D)(2n)% || Ho-|| "2 (2.1)

follows from completing the square and solving a Gaussian integral [Immer et al.; 2021].
To optimize the network parameters ®*, we perform regular neural network train-
ing on the maximum a posterior (MAP) objective using stochastic optimizers like, e.g.,
SGD, to estimate Pr(@*, D) [Kristiadi et al., 2020, Immer et al., 2021]. In this chapter, we
use in last neural network layer [Kristiadi et al., 2020] f(., ®) efficient implementations
of Hg- for Laplace neural network approximation proposed in Daxberger et al. [2021].
We observed that the Marginal Likelihood Pr(D) is a reasonable candidate for
performing the task because it is estimated solely on the training data [MacKay, 1992].

"'We will refer to the marginal likelihood for the rest of the chapter
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It provides a measure of the model’s fit (after the training phase) to the data without
compromising the privacy of the individual client’s data.

Finally, users send local models to the server at the end of these three training
steps. Next, the server aggregates the local models, obtaining an aggregated global model
to monitor network attacks. The server has a model capable of detecting network attack
packets (Section 2.1.2), preserving the privacy restrictions established by FL environ-
ments. In addition, the server has information about the Marginal Likelihood Pr(D)
client data, making the aggregate global model robust to the poisoning label attack.
Moreover, the server sends the aggregated model to the clients, who can again carry out

the training proposed by our framework.

2.1.4 Occam razor and marginal likehood

The marginal likelihood automatically encapsulates a notion of Occam’s Razor.
To illustrate this, we estimate Laplace approximation to find a Gaussian approximation
to a probability density defined over a set of continuous variables.

We can consider the log of the Laplace Marginal Likelihood (LML) in Equation 2.1

as

M 1
log p(D) o log p(D, ®*) + 5 log(27) — 5 log |He+| - (2.2)

J

vV
Occam factor

The relationship between Occam’s Razor and Laplace Approximation is based in
the theory of Bayesian inference. Laplace Approximation is a technique that allows us to
approximate a probability distribution with a Gaussian distribution around the maximum
a posteriori point, which is often interpreted as the most likely solution to a given modeling
problem.

Occam’s Razor, on the other hand, is a philosophical principle that states that
if there are several possible explanations for a given set of observations, the simplest
explanation is the most likely. In Bayesian inference theory, this translates into the fact
that when making inferences about a model, we should prefer simpler and less complex
models unless there is clear evidence.

When we consider Equation 2.2 as our loss function for training the neural net-
work, we realize that maximizing the fit of the model’s marginal likelihood corresponds
. The
complexity term depends on the log determinant of the Laplace posterior covariance.
Therefore, if log |Heg-

to increasing the value log p(D, ®*) and minimizing the complexity term log |[Heg-

is large, the model strongly correlates with the training data [Im-
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mer et al., 2021]. So, maximizing the Laplace logp(D) requires maximizing the data fit
while minimizing the training sample correlation.

The Laplace Approximation implements Occam’s Razor as we make the simplest
possible assumption about the posterior distribution. Furthermore, the Laplace Approx-
imation has been used in many applications, including training machine learning models
in federated environments where data privacy is critical. In these scenarios, it is essential
to have a model that can generalize well from a small dataset. The Laplace Approxi-
mation can help achieve this goal by providing a way to regularize the model and avoid

overfitting.

2.1.5 FL Attack model: Poisoning Label Attack

In this chapter, we propose a modified version of the FedAvg approach to estimate
the federated global model O as

i=1

where ©F, is a maximum a posterior estimate of client #; Ny is the amount of client

selected in the training round; n is the learning rate; 1 is the indicator function, i.e.,
1[.] = 1if [] is true and 0 otherwise; ¢, and ¢; are thresholds, and Pr(D;) is the Marginal
Likelihood?. This chapter uses the Laplace Marginal Likelihood as in eq (2.1).

In a federated poisoning attack, a malicious user sends a local model to the
server designed to degrade the aggregate model to some arbitrary goal defined by the
attacker (e.g., maximize the classification error). Typically, we consider the extreme
scenario where the malicious user knows the model used by the federation and has a
subset of labeled data.

More specifically, federated label-poisoning attack considers attacks by ma-
licious users who train local models with manipulated labels to degrade the aggregate
model. In this case, the attack is on the aggregate model, regardless of the application.
These assumptions help assess the model’s robustness to extreme attacks. This analy-
sis can be beneficial in applications that need certain levels of assurance about the FL

environment’s performance.

2For the sake of notation clarity, we did not represent the local batches of the FL process in Equa-
tion.(2.3), although the real process occurs every a certain number of local batches.
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2.2 Experiment Design

In this section, we can summarize our findings in the following research questions:

RQ 2.1. How can aggregation metrics, such as Marginal Likelihood, be leveraged to gain
insights into the behavior of individual clients and the entire network? Can this metric

effectively aid in the identification and diagnosis of sources of model vulnerability?

RQ 2.2. To what extent does the proposed Marginal Likelithood aggregation approach
demonstrate the ability to generalize DDoS detection without malicious users in a FL

environment?

RQ 2.3. How does the performance of the proposed Marginal Likelihood aggregation
method compare to other established robust aggregation techniques explicitly designed to

counteract the influence of malicious clients?

RQ 2.4. How does the performance of the proposed method evolve when faced with varying

proportions of labeled and unlabeled data during the training process?

In the following section, we discuss the results based on each research question.

2.2.1 Dataset and Neural Network architecture

This section provides an overview of several DDoS datasets used in this chapter.
Distributed Denial of Service (DDoS) attacks have emerged as a significant challenge,
demanding comprehensive research to understand and mitigate their impact. By em-
ploying these datasets, researchers can assess the efficacy of existing defense mechanisms
and devise innovative solutions that adapt to the dynamic nature of DDoS attacks. The
datasets encapsulate distinctive characteristics, including attack types, attack sources,
traffic volumes, and target demographics. These attributes are necessary for a compre-

hensive approach to studying DDoS attacks.

CSE-CIC-IDS2018 [Sharafaldin et al., 2018] is a dataset that contains benign packets
and usually DDoS attacks. It resembles real-world data and includes the network
traffic results in PCAP format, labeled flows containing the timestamp, source,
destination IPs, source and destination ports, protocols, and attacks. Finally, in the
feature extraction process from the raw data, the authors extracted 80 traffic features

(e.g., Mean Packet Length and Variance of Request /response time difference).
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NF-UNSW-NB15-V2 [Sarhan et al., 2022] dataset, developed by the University of New
South Wales (UNSW), Australia, comprises a diverse collection of real-world net-
work traffic data designed for evaluating intrusion detection and prevention mech-
anisms. UNSW-NB15 covers ten distinct attack categories, and It includes 49
network-based features extracted from payload data and header information, en-
abling in-depth analysis of network interactions. In addition, Each instance is la-
beled as either standard or malicious traffic, with 175,341 instances of attacks and
2,201,684 instances of regular traffic; the dataset offers a substantial volume of data

for robust evaluations.

NF-ToN-IoT-V2 [Sarhan et al., 2022] dataset is a comprehensive collection derived from
the ToN-IoT pcap files, transformed into NetFlow records. With 16,940,496 data
flows, it encapsulates diverse [oT network behaviors categorized into specific classes.
In this chapter, we consider only benign and DDoS packages. Notably, after pre-
processing, 32.64% of flows represent attacks, while 67.36% are benign.

Since the dataset comprises tabular data, we use an autoencoder as a self-supervised
model. We initialize all weights of the autoencoder layers from a zero-mean normal dis-
tribution and biases as outcomes of a normal distribution with mean 0.5 and standard
deviation 1072, following [Koch et al., 2015]. We separate the dataset into training, vali-
dation, and test, with proportions of 80%, 10%, and 10%, respectively.

We set the encoder dimensions to m—2048-512 (the decoder is a symmetrical neural
network). For the experiments, the projection head module is 256-n, where m is the
number of features of the input data and n is the number of classes. All layers are fully
connected, and we adopt the Rectified Linear Unit as the activation function.

In addition, we use the mini-batch Stochastic Gradient Descent (SGD), with a
learning rate of 1072. We set up all baselines with the hyperparameters recommended in

their original proposals.

2.2.2 Experimental Scenario

We use the framework Flower to develop solutions and applications in FL. We
perform a non-iid data distribution among the users in this experiment. We first split
the dataset into training and testing subsets in our experimental setup. We randomly
distribute the train data among individual clients non-uniformly (quantity-based label
imbalance) [Li et al., 2020b, 2022b]. These clients independently train their models using

local data while the central server aggregates their updates. After training, the aggregated
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model is evaluated using the separate testing subset. This process allows us to assess the
model’s performance while adhering to data privacy and decentralized learning principles
inherent in FL scenarios.

We employ a server and 50 clients to evaluate our model, and we train our method
with an NVIDIA Quadro RTX 6000 GPU (24 GB) for a total of 400 epochs (server).
For each training round, the server selects five clients to train the local model, i.e., each
model is trained using only the local data. Finally, we aggregate the models on the central
server, which forwards the aggregated model to the clients.

For simplicity, we consider uncorrelated noise for the label-poisoning attack (all
labels are equally likely to be corrupted). We use p as the system noise level (fraction of
noisy clients). Each malicious client corrupts 7% of its labels by flipping them. In our
experiments, inspired by Hendrycks et al. [2018], we used 7 = 40%. Also, note that for
DDoS attack scenarios, we typically consider a large percentage (p) of malicious users for

a stress scenario [Dao et al., 2022].

2.3 Experimental Results

In this section, we present the results of our proposal. Specifically, we analyze the
Marginal Likelihood quantified in an FL environment with malicious users (Section 2.3.1);
we conduct a performance evaluation comparison in two scenarios: (i) considering all
datasets are labeled (Section 2.3.2) and (ii) a more realistic scenario considering only
small labeled dataset (Section 2.3.3).

2.3.1 Marginal Likelihood Analysis

We start the model evaluation by qualitatively assessing the performance of the
Marginal Likelihood quantifier used in this chapter. In identifying malicious users in FL,
marginal likelihood can be a quantifier for model selection agnostic to the training set.
On the other hand, neural networks are heavily over-parameterized [Bansal et al., 2020].
In this chapter, we hypothesize that reducing the neural network representation and
consequently reducing memorization gap (with self-supervised learning) mitigate label-
poisoning attacks in FL settings. Hence, we use marginal likelihood to select models for

each client to compare how well the models fit the observed data. Consequently, when used
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Figure 2.3: In practice, we do not have malicious/honest client annotated data and thus
cannot train a classifier. To address this, the proposed model aggregates clients’ models

weighted by the marginal-likelihood quantifier. We observe that the self-supervised ap-
proach assigns much lower weights to malicious clients than the supervised approach.

with self-supervised learning approaches, marginal likelihood will be more discriminative
against corrupt models.

In this experiment, we split NF-UNSW-NB15-V2 dataset as described in Sec-
tion 2.2.2. This evaluation uses only the testing data, and we estimate the Marginal
Likelihood quantifier (Equation. (2.1)) using the training data. We use this setting to
evaluate how well marginal likelihood describes the model performance in a FL scenario
(RQ 2.1), and in consequence, we can not access the test data to estimate marginal
likelihood. Therefore, we compare the performance of self-supervised and supervised
approaches and analyze the distribution of marginal likelihood values for each learning
approach.

Figure 2.3 illustrates differences in the memorization gap effect of the Self-supervised
Learning and the Supervised Learning approaches in a scenario where p = 20% of users
send v = 40% of noisy labels. The points represent a model update of a client of the fed-

eration. In this experiment, we calculated the F1-Score using the test dataset, while we
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Figure 2.4: Marginal Likelihood distribution (negative log scale) of honest and malicious
clients for (a) supervised learning local model and (b) self-supervised learning local model.
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estimated the Marginal Likelihood using only the local users’ dataset. Observe that the
F1-Score of the Self-supervised learning is higher for a given Marginal Likelihood value.
We also observe that with a lower log Marginal Likelihood value, the Self-supervised
Learning approach tends to imply a higher F'1-Score. It means that, typically, even when
the data is less adherent to the model, Self-supervised Learning tends to outperform Su-
pervised Learning [Gidaris et al., 2018, Zhang et al., 2021¢]. The self-supervised learning
approach yields a lower adherence of the data to the model, but it is more robust re-
garding the label-poisoning attack. The main point here is that Self-supervised learning
is prone to the label-poisoning attack only in the last layer (classifier), which is a model
with lower capacity (less prone to the memorization gap). At the same time, Supervised
Learning is prone to the label-poisoning attack in the whole network (encoder and last
layer), i.e., a higher capacity model, and consequently, overfitting malicious data.

As seen in Bansal et al. [2020] and Zhang et al. [2021c], the authors show this
overfitting effect, i.e., when training a neural network with incorrect labels. Specifically,
we observed the counterintuitive behavior in neural networks to be subjected to such
conditions. Networks perform well on the training data set, reaching an accuracy metric
close to 100%. However, we observed a deterioration in performance when exposed to a
test dataset, resulting in substantially degraded accuracy metrics (below 30% for accuracy
metric). The phenomenon underscores the need for a cautious interpretation of training
accuracy to indicate model effectiveness. The misleading training accuracy in label-attack
settings does not translate to performance robustness [Zhang et al., 2021c]. Hence, we
can not use the F1-Score for the training data.

As we can see (also shown by other works [Daxberger et al., 2021, Immer et al.,
2021]), a property of the Marginal Likelihood is that given a model, the update with a
lower (higher) Marginal Likelihood tends to lead to a lower (higher) F1-Score. This prop-
erty evidences the positive correlation between the F1-Score and the Marginal Likelihood.
This means that the marginal likelihood is a quantifier that can be used to compare the
quality of different updates in a given model by using only the training dataset, i.e., it is
agnostic to the test/validation dataset. At the same time, the F1-Score requires a test
dataset to be computed (not available due to privacy concerns).

Finally, we investigate the separability between two types of clients: (i) honest
and (ii) malicious, based on the Marginal Likelihood quantifier. Figure 2.4(a)-(b) show
the histogram of the data presented in Figure 2.4. We observe that for the supervised
learning model, the distribution of the Marginal Likelihood quantifier has low separability
between client types (classes present near values). On the other hand, considering the

case of the SSL model, Figure 2.4(b) shows better separability between client types.
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2.3.2 DDoS detection based Federated Learning

In this section, we present the results of our FL experiment focused on assessing
the vulnerability of three datasets to label-poisoning attacks. We present an overview
of the comparative approaches that serve as reference model for our research in FL. In
Section 2.1.2, we introduce our model architecture. In our experiments, we consider that
malicious user approaches can not modify the model training (only label attack), and the
server can not collect data to evaluate the local models in the aggregation step, as seen
in Li et al. [2021d].

Specifically, we evaluated the following proposals to demonstrate the effectiveness

of our proposed method:

e Median [Yin et al., 2018] (Median) is a method that uses the median of local models
to obtain a more accurate global model. This robust aggregation is a common

technique in FL due to its effectiveness and simplicity of implementation.

e Krum-median [Blanchard et al., 2017] (Krum) is a robust aggregation rule that
uses a Euclidean distance approach to select similar model updates. This method
calculates the sum of squared distances between local model updates and then selects

the model update with the lowest sum to update the parameters of the global model.

e Geometric median [Pillutla et al., 2022] (Geometric) is the point minimizing the
sum of distances to the input points. Thus, the geometric median is a robust

estimator in the presence of outliers and contamination.

e Trimmed mean [Fang et al., 2020] (Trimmed) removes the points above and below
a given region (extreme values) and then calculates the mean of the remaining data.
Due to this data removal, the trimmed mean helps eliminate the outliers that could

unfairly affect the arithmetic average.

e FedEqual [Chen et al., 2021] (FedEqual) equalizes the weights of local model up-
dates in FL, allowing most benign models to counterbalance malicious attackers’

power and avoid excluding local models.

In our study, we conducted a comprehensive analysis of FL in a poisoning attack
environment. For quantitative assessment, we compared the performance of each proposal
against the Oracle method, which involves training a regular neural network with the
softmax cross-entropy loss function. The Oracle method benefits from access to all non-

corrupt data and follows a centralized approach without poisoning samples.
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Table 2.1: Comparative evaluation for different ratios of noisy clients (p) considering all
data training labeled. F1 scores are calculated for the attacked model and the Oracle
model. We calculate degradation error as one minus the ratio of the F1-Scores. Higher
values indicate higher model degradation compared to the Oracle model.

derror =1- F]-/F]-Oracle (\L)

Dataset Proposal
p=0 p=02 p=04 p=06 p=0.98
Median 2.8% 13.7%  30.6%  42.4% 77.3%
Krum 3.7% 8.1% 29.4%  58.3% 65.6%
Geometric 3.8%  7.9%  388% 49.0%  70.9%
Trimmed 3.1% 9.8% 481%  57.0% 68.6%
CSE-CIC-IDS2018 FedEqual 2.2% 6.2% 20.9%  40.9% 73.7%
Supervised learning 2.3%  5.9%  14.8% 31.7%  46.9%
Our proposal 25% 31% 7.8% 10.1% 15.3%
Oracle (F1-Score) ~ 0.991  0.989  0.973  0.970 0.964
Median 2.8%  10.3% 19.7%  47.7% 64.9%
Krum 2.3% 6.1% 13.2%  36.6% 61.5%
Geometric 1.9%  4.4%  11.3%  32.0%  59.9%
Trimmed 21%  3.6%  256% 41.0%  62.8%
NF-UNSW-NB15-V2 FedEqual 3.3% 3.8% 14.8%  43.1% 69.2%
Supervised learning 0.9%  3.0% 9.4%  289%  39.3%
Our proposal 1.4%  1.7% 5.8% 14.5% 22.7%
Oracle (F1-Score) ~ 0.937 0.926  0.911  0.902 0.889
Median 3.8% 6.9% 23.4%  58.7% 70.8%
Krum 5.0% 7.4% 181%  50.4% 71.9%
Geometric 3.9% 122%  23.4%  471%  68.7%
Trimmed 3.0% 5.6% 26.5%  46.5% 65.5%
NF-ToN-IoT-V2 FedEqual 4.6% 6.3% 16.1%  38.6% 72.7%
Supervised learning 0.8%  3.1% 6.6%  28.8%  40.3%
Our proposal 1.1%  25% 3.2% 12.0% 20.6%

Oracle (F1-Score) ~ 0.968 0.954  0.945  0.935 0.930

To evaluate the impact of a poisoning model attack, we utilized the F1-Score of
the attacked model, comparing it with the F1-Score of the Oracle model. From this com-
parison, we calculated the degradation error, denoted as deyor = 1 — F'1/F10yacle, Where
F'1 represents the F1-Score of the attacked model, and F'1¢;a0e represents the F1-Score of
the Oracle model. This metric estimates the model degradation (higher means more de-
graded). Additionally, we conducted an ablation study by contrasting the performance of
the federated Marginal Likelihood aggregation (described in Equation. (2.3)) with a tradi-
tional supervised learning model and our proposed method that employs Semi-Supervised
Learning (SSL). Table 2.1 shows a comparative evaluation between our method and some
FL aggregation (between local model’s weights) methods found in the literature.

In the absence of malicious clients (p = 0), our proposed approach demonstrates
competitive performance compared to the analyzed methodologies (RQ 2.2). Specifically,

we observe a marginal difference of 1.7% between the best and worst performing techniques



2.3. Experimental Results 43

for the CSE-CIC-IDS2018 dataset.

Furthermore, we noticed that, for this dataset, FedEqual exhibits superior perfor-
mance compared to all other techniques. Conversely, the Marginal Likelihood aggregation
using a supervised learning model and our approach achieve the second and third-best
performance, respectively (Oracle achieved 0.991 in F1-Score). This observation can be
attributed to the fact that the three mentioned techniques retain all models during aggre-
gation, unlike conventional methods in homogeneous environments that may exclude out-
lier models based on suspicion of malicious influence. In contrast, the privacy-preserving
nature of FL introduces a heterogeneous environment where end devices possess varying
data classes and quantities, thereby complicating the distinction between malicious and
benign outliers.

Turning to the other two datasets, our proposal achieves the second-best result,
while the Supervised learning approach attains the highest performance. This result
shows the viability of employing marginal likelihood as an aggregation mechanism for
local models, even in scenarios without malicious entities. Furthermore, our approach
demonstrates commendable competitiveness in such benign contexts.

In our FL experiment, we investigate the impact of malicious clients on various ag-
gregation methods. As the fraction of malicious clients increases, we observe a significant
degradation in results for all methods except our proposed method (RQ 2.3). For 40%
of corrupted clients (p = 0.4), all baselines have a considerable degradation, resulting
in a degradation error value of more than 14%, 9% and 6% for CSE-CIC-IDS2018,
NF-UNSW-NB15-V2 and NF-ToN-IoT-V2. In comparison, our proposed method
maintains satisfactory performance, achieving an deyor of 7.8%, 5.8%, and 3.2% while
still being able to complete the task. This drop in performance can be attributed to the
prevalence of malicious users, which is not typically accounted for in existing outlier miti-
gation approaches. Notably, methods like Krum, which group similar models and remove
outliers, exhibit considerable degradation for p > 0.2 due to the increased prevalence of
malicious users in the FL environment.

Finally, for the case where we have 98% of corrupted clients (p = 0.98), all baselines
have steeply degraded results, indicating that the aggregate model leads to a low F1-Score
for the analyzed data. In addition, it is essential to note that we have only one honest
client in this configuration of p = 0.98, and the Oracle method achieved 0.964, 0.889,
and 0.930 in F1-Score for the three datasets. Moreover, our proposal is the only one that
kept the ability to perform the task. For example, for CSE-CIC-IDS2018 dataset, we
observed an improvement in the result in 67.37% and 76.68% compared with the second

and third best results, respectively, in this setting.
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Table 2.2: Comparative evaluation for different ratios of noisy clients (p) considering 5%
of data training labeled. F1 scores are calculated for the attacked model and the Oracle
model. We calculate degradation error as one minus the ratio of the F1-Scores. Higher
values indicate higher model degradation compared to the Oracle model.

derror =1- F]-/F]-Oracle (\L)

Dataset Proposal
p=0 p=02 p=04 p=06 p=0.98
Median 6.7% 16.7%  36.6%  48.3% 66.3%
Krum 89% 16.0% 33.2%  50.1% 72.2%
Geometric 7.8% 10.8%  30.3%  46.9% 68.9%
Trimmed 9.0% 11.4% 358% 57.7%  T70.6%
CSE-CIC-IDS2018 FedEqual 6.3% 10.0% 27.1%  52.5% 69.2%
Supervised learning 5.5%  9.9%  19.8% 28.1%  49.4%
Our proposal 6.5% 89% 9.7% 10.3% 12.9%
Oracle (F1-Score) ~ 0.982  0.967  0.955  0.941 0.927
Median 6.2% 14.3% 21.3%  49.2% 60.1%
Krum 71%  15.4%  25.7%  42.3% 58.2%
Geometric 6.7% 10.6%  20.0% 36.4%  48.7%
Trimmed 59% 121%  281%  59.2% 63.8%
NF-UNSW-NB15-V2 FedEqual 6.9% 9.4% 19.7%  31.6% 56.4%
Supervised learning 5.0%  7.5%  17.8% 24.2%  34.8%
Our proposal 5.7% 6.9% 10.2% 16.3% 23.6%
Oracle (F1-Score) ~ 0.921  0.910  0.904  0.891 0.877
Median 4.1% 9.9% 29.4%  58.8% 68.7%
Krum 1.8% 8.5% 19.9%  40.3% 59.4%
Geometric 42%  11.0%  30.4% 41.1%  62.8%
Trimmed 54%  9.9%  29.7%  49.3%  67.1%
NF-ToN-IoT-V2 FedEqual 4.8% 9.0% 19.5%  41.2% 64.8%
Supervised learning 2.1%  5.6%  104% 26.3%  41.1%
Our proposal 4.0% 4.6% 85% 21.9% 29.2%

Oracle (F1-Score)  0.957 0.944  0.930  0.921 0.912

2.3.3 Realistic DDoS detection based Federated Learning

To perform a more realistic experiment, we assume that the FOG network ad-
ministrator cannot label all training data in the system. Data collection and annotation
are usually expensive and tedious. Consequently, we seldom have a large volume of la-
beled data to train supervised approaches. In this new experiment, we consider the more
common case where the IDS network administrator has only enough resources to label
part of the data but has access to a large volume of unlabeled data. Therefore, the IDS
network administrator can label only 5% of the training data (RQ 2.4). Furthermore,
the administrator possesses a substantial amount of unlabeled data.

In our experiment, we randomly sampled 5% from each client training dataset to

use as labeled data, and the remaining training data was considered unlabeled data to
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train the self-supervised approach.

The results, as presented in Table 2.2, showcase the effectiveness of the different
FL algorithms in enhancing the performance of DDoS detection systems. Furthermore,
the Oracle model’s F1 score provides a reference point for evaluating the algorithms’
effectiveness.

For CSE-CIC-IDS2018 dataset with p = 0, we observed that the supervised
learning (Marginal Likelihood aggregation) approach achieved the best result (slightest
degradation error) for the dataset analyzed, thus surpassing all other analyzed algorithms.
For reference, the oracle achieved an F1-Score of 0.982.

However, in the presence of malicious clients, we see that the approaches’ perfor-
mance is degraded compared to our proposal. For the scenario with 20% of malicious
clients (p = 0.2), our approach outperforms all other methods used in this experiment,
displaying only 8.9% for degradation error (for reference, oracle’s F1-Score was 0.967).
This advantage is even more marked when we analyze more extreme scenarios with a
higher proportion of malicious users. Finally, for the scenario where p = 0.98 we observe
that our approach gets 12.9% for degradation error (oracle achieved 0.927 in F1-Score),
resulting in a difference of 73.88% for Supervised learning using Marginal Likelihood
aggregation (second-best result).

Analyzing the Table 2.2, NF-UNSW-NB15-V2 dataset considering only 5%
label data training for the conventional scenario (p = 0), we found that our proposal had
the second-best performance compared to the literature proposals, thus showing that our
approach is effective for DDoS detection even without malicious users.

However, we observe that the degradation error is greater than the experiment
considering all data labeled (reported in Table 2.1). This effect is evident for values of
p < 0.4. Probably for p = 0, this effect occurs because, with less labeled data, the
neural network tends to have more difficulty classifying the data correctly. Besides, as
the amount of malicious users grows (e.g., p = 0.2,0.4) in the federation, the lack of
information on unlabeled data, as well as attacks on the model affects the performance
of the model, degrading its result significantly.

Even with this degradation related to the lack of labels, we observed that our pro-
posal manages to overcome all other approaches in a scenario where we consider malicious
users (p > 0). In summary, our FL approach demonstrates resilience to the presence of
malicious clients, maintaining stable performance even as their proportion increases. For
example, we observe that for p = 0.4, our proposal reduces degradation error of 42.69%
and 48.22% when compared to the second (Supervised learning) and third (FedEqual)
best approach for NF-UNSW-NB15-V2 dataset.

Finally, in the experiment using the NF-ToN-IoT-V2 dataset, we verified that
for the case without malicious users (p = 0), our proposal has the third best result,

being surpassed by the Krum approach (best result) and Supervised learning (second-
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best result). However, our proposal outperforms all analyzed approaches in the scenario
with malicious users.

Specifically, our approach achieves a degradation error of 4.6%, 8.5%, 21.9%, and
29.2% for the respective proportions of malicious clients. In comparison, other aggrega-
tion techniques exhibit higher degradation errors, with Median, Krum, Geometric,
Trimmed, and FedEqual ranging from 9.9% to 68.7%, 8.5% to 59.4%, 11.0% to 62.8%,
9.9% to 64.8%, and 5.6% to 41.1%, respectively. Furthermore, the supervised learning
proposal shows higher degradation errors than our method, ranging from 5.6% to 41.1%.

The experimental results highlight the effectiveness of our proposed method in han-

dling label-poisoning attacks, consistently outperforming other aggregation techniques.

2.4 Related Work

The security issues in machine learning systems, and consequently FL, have been
extensively studied [Hao et al., 2020, Wang et al., 2020, Su and Qu, 2022]. This section
provides an overview of the existing literature on (supervised and unsupervised) DDoS
detection techniques in FL environments.

Li et al. [2021c] propose a novel federated intrusion detection system for DDoS at-
tacks. First, the authors propose using the prototypical vector to quantify the correlation
between the representation spaces estimated locally (through neural networks) and the
global model. Finally, the authors use the average weighted by the inverse of the euclidian
distance between the local and global prototype vectors to aggregate local models. The
authors use the CICDD0S2019 dataset to evaluate the proposal, obtaining 97% accuracy
for five federation clients.

Tian et al. [2021] propose a lightweight residual neural network for the DDoS
classification task and achieved 99.20% accuracy for the CICDD0S2019 dataset. Similarly,
Lv et al. [2022] propose a convolution neural network to counter DDoS attacks in FL
environments. The accuracy of DDoS attack detection (CICDDo0S-2019 dataset) and
multiclass classification is 99% and 90%, respectively. Finally, Dimolianis et al. [2022] use
Multi-layer Perceptrons to detect malicious packet signatures in DDoS attack scenarios.

Zhang et al. [2021d] analyze the problem of DDoS detection, considering the sce-
nario of non-iid data in a federated environment. Thus, the authors propose FLDDoS,
which uses the hierarchical aggregation algorithm based on K-Means and a resampling
data method based on SMOTEENN. Considering these methods, the authors obtained
92.62% and 99.62% for the F1-Score metric for the CICIDS and NLSKDD datasets, re-

spectively. Chen et al. [2022] propose an approach based on majority resampling (random
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under-sampling) and minority class synthetic sample generation (SMOTE) to estimate the
contribution of each client, followed by the aggregation of the federated models. In ad-
dition, Ali et al. [2023] propose a new weighted FL model based on an artificial neural
network to detect DDoS attacks in SDN Control Plane in [oT Network with non-iid client
data.

In a multi-task scenario, Zhao et al. [2019] propose a FL approach using a multi-
task deep neural network for network anomaly detection, VPN (Tor) traffic recognition,
and traffic classification simultaneously. Experimental results show that the proposed
method outperforms the baseline methods concerning detection and classification perfor-
mance, making it a promising solution for data privacy and scarcity concerns in network
security.

Image-based approaches are gaining popularity among the new set of systems vul-
nerability detection due to their ease of use and infrastructure for synthetic images [Barros
et al., 2022a]. Thus, Toldinas et al. [2022] transform Network flow feature records into
images and classify these images in an FL scenario. The F1 score values of Global Models
testing from 93.78% to 96.86% were obtained in two experiments with the BOUN DDoS
dataset.

Architectures based on fog computing can obstruct the malicious traffic generated
by the DDoS attack from the user to the server. In this scenario, Fog functions as a
filtering layer for the generated traffic, thus increasing the federation’s security. Li et al.
[2022a] revisit DDoS attacks and propose an iterative model averaging protocol to make
the attack more expensive than possible profits. Thus, the authors combine FL and fog
computing for the DDoS classification problems, using Iterative Model Averaging (IMA)-
based gated recurrent unit.

Dao et al. [2022] propose FOGshield to detect and prevent DDoS attacks in fog-
based heterogeneous IoT systems. A cloud-based orchestrator (i.e., FL model) and mul-
tiple fogging endpoint defenders to improve the attack detection performance. Finally,
using self-organizing maps, the authors exploit their local traffic to filter abnormal flows
in fog. Similarly, Neto et al. [2022] propose a multi-fog IoT environment using FL. The
experiments performed in a simulated environment achieved 84.2% accuracy on CICD-
Do0S2019.

Although unsupervised techniques show promising results [Dao et al., 2022, Li
et al., 2022a], using supervised learning algorithms can significantly improve the perfor-
mance of model detection [Van Engelen and Hoos, 2020], as these models are trained to
recognize specific patterns in labeled data and can more efficiently learn to distinguish
legitimate from malicious traffic.

Detecting DDoS attacks is challenging due to the variety of attack vectors and their
high variability. Therefore, DDoS detection models must be highly accurate and reliable.

Machine learning techniques that can be trained with reduced labeled data samples are
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Table 2.3: Summary of approaches shown in this related work section

Supervised Malicious Small LB Robust label

Year Paper Learning Client available poisoning
2019 Zhao et al. [2019] v X X X
Li et al. [2021c] v X X X
2021 Lv et al. [2022] v X X X
Tian et al. [2021] v/ X X X
Zhang et al. [2021d] v X X X
Chen et al. [2022] v X X X
Dao et al. [2022] X X X v
Dimolianis et al. [2022] v X X X
2022 Li et al. [2022a] X X X v
Neto et al. [2022] v/ X X X
Su and Qu [2022] v X X X
Yin et al. [2022] v 4 X v
Ali et al. [2023] v X X X
2023 Liu et al. [2023b] v X 4 X
Our approach v v v v

crucial to enable effective DDoS detection even with limited datasets. These techniques
reduce the time and cost of manual labeling and allow models to be trained with data
distributed across multiple devices without compromising data privacy.

Liu et al. [2023b] propose a bidirectional LSTM model for DDoS attack detection in
this context. To verify the effectiveness of the FL framework, authors evaluate clients who
only have access to a small portion (5%) of the total dataset and compare the proposed
performance with traditional centralized training methods.

Finally, Yin et al. [2022] propose a trusted multi-domain DDoS detection method
based on FL, where a reputation evaluation method based on blockchain is the main
novelty. The proposed method divides the types of DDoS attacks into different sub-attacks
and designs FL datasets to protect the data privacy of each domain. The experimental
results show that the accuracy of most categories of the multi-domain DDoS detection

method can reach more than 95%.

2.4.1 Discussion

Most of the methods cited indicate the feasibility of identifying DDoS packages
in FL environments. Table 2.3 summarizes FL approaches related to the discussed topic
in the chapter. The table is organized into columns describing different key aspects
of the approaches: if the proposal was trained in a supervised learning setting, if the

federation had malicious clients, if the model was trained with small data samples, and if
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the proposal is robust against label poisoning attacks. Cells are marked with a “v” or a
“X” accordingly.

A supervised approach in FL. models improved accuracy and reduced data required
to train the model. However, it also introduces new security concerns that need to be
addressed, e.g., label-poisoning attacks can compromise the model’s integrity and lead to
incorrect predictions [Barros and Ramos, 2022].

In this way, we observe that some approaches in the literature propose supervised
models for DDoS detection [Zhao et al., 2019, Zhang et al., 2021d, Li et al., 2021¢, Tian
et al., 2021, Su and Qu, 2022, Chen et al., 2022, Dimolianis et al., 2022, Neto et al.,
2022, Lv et al., 2022, Ali et al., 2023, Liu et al., 2023b], but do not take into account
this new attack surface generated by supervised models. To mitigate this attack surface,
it is essential to implement appropriate security measures, such as data validation and
encryption, to detect and prevent attacks from malicious clients [Nguyen et al., 2021]. By
doing so, we can ensure our models’ integrity and maintain their predictions’ accuracy.

Although blockchain can help select trustworthy participants in a federated en-
vironment and prevent label poisoning attacks [Yin et al., 2022], some limitations and
challenges must be considered. First, the use of blockchain can increase the complex-
ity and cost of the system since the technology is not yet widely adopted and requires
additional resources for implementation and maintenance [Issa et al., 2023].

On the other hand, collecting a large amount of labeled data is challenging due to
time constraints and financial or hardware resources. In these cases, using a small sample
of labeled data may be a viable solution for model training. These approaches can enable
the model to be trained more efficiently, resulting in better DDoS detection performance.
However, in this scenario, we observe in the literature that only the work of Liu et al.
[2023b] deals with a low amount of labeled data. However, they do not tackle model
attacks in the federation.

Thus, our method considers the federation’s susceptibility to malicious clients that
aim to poison the federated model. In this scenario, FL. models tend to have their per-
formance degraded without security consideration since most models discussed in this
section assume that the federation clients are honest. In addition to considering the net-
work attack (system attack), we propose an approach that also considers the presence
of malicious clients that tend to affect federation training (model attack). Finally, as

detailed in Section 2.1.2, we propose an architecture design for robust data labeling.
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2.5 Final Remarks

This chapter proposes a novel distributed framework to detect network attacks.
Our proposal presents evidence that, in addition to detecting DDoS attacks, it is robust
to model attacks, thus presenting two levels of security. We have specifically designed our
approach to resist label-poisoning attacks. We plan to create countermeasures to resist
other model attacks for future work. Our framework achieves better performance when
compared to state-of-the-art techniques. This conclusion is evidenced mainly in scenarios
with a large fraction of malicious users (p > 0.2). Finally, it is worth emphasizing that
the SSL model freezes the encoder weights, leading to a smaller capacity model. As seen
in this chapter, quantifiers that consider the trade-off between the model’s capacity and
generalization error prove to be relevant for FL model training. Therefore, investigating
how to quantify Occam’s Razor effect in a distributed heterogeneous environment (e.g.,

FL) is an exciting open research direction.



o1

Chapter 3

Ad-Hoc uncertainty quantification
via metric learning to mitigate
malicious clients replacement in

federated learning

This chapter, which was published at the IEEE Global Communications Con-
ference [Barros and Ramos, 2022], employs an ad-hoc approach that does not
utilize Bayesian neural networks. The methodologies and findings from this

study are further extended in next Chapters.

In this chapter, we propose a new similarity function for FL applications to tackle
the model poisoning vulnerability. Our method uses a new security aggregation proposal
based on the quantification of the heterogeneity of the data. We adopt our previous model
as a backbone for our FL approach. We presented some theoretical results for this model
in Barros et al. [2022b] and leverage these properties to design the data heterogeneity
quantifier herein proposed. We evaluate our proposal in a FL scenario without any at-
tack, where we achieve a performance of 87.68% and 80.74% on F1-Score. These results
outperformed the vanilla neural network model without our auxiliary space by 52.84%
and 58.88% in a classification model on a real-world dataset. Finally, in the experiment
considering model poisoning, our approach reached an F1-score of 81.79% and 73.92% for
the two real datasets analyzed in the FL experiment, outperforming other methods by
8.60% and 5.54%, respectively.

3.1 Owur proposal



3.1. Our proposal 52

3.1.1 Data representation

This data representation section builds upon partial results from my
master’s dissertation, which explored related concepts in a centralized en-
vironment. The methodologies and findings discussed here are extensions
of that initial work, adapted and further developed for the FL context.
For more details on Deep Metric Learning and our previous proposal,
SMFELL, see the Appendiz A

We hypothesized that the latent feature space could be improved the feature rep-
resentation with an auxiliary space. Unlike the literature, we used our previous approach
(Appendix A) to quantify similarity using an auxiliary space called S-Space [Barros et al.,
2022a], as we can see in Figure 3.1 and we will detail it now.

We defined a function f° : X x X — S that maps a pair of elements from the
original feature space into a new auxiliary space called similarity space (or S-Space),
where if x; has the same label as x;, then (x;, «;) is a similar pair. On the other hand,
we consider (x;, ;) to be a dissimilar pair if «; has a different label than x;.

We define the mapping function f to a pair (x;,x;) by the following pairwise

operation
85 = f° (@i, ;)
= |fo(x:) — fo(x;)]
= |z — zj]

(3.1)

- (|Z’L1 _Z]1|7|Zz2 _ZJZ|7"' 7|Zid_zjc'l|>7

where s;; has the same dimension as z; and 2] is the n-th feature of the i-th sample
in a latent space representation Z. Finally, we use the absolute operation to preserve
symmetry, 1.e., S;; = ;.

In S-Space, we have some markers to calculate the similarity between input pairs.
The set of similarity markers is defined as M™, and similarly, markers in the set M~
quantify dissimilarity. So the set of all markers is M = MTUM ™, where MTNM™ = ().

Therefore, for s;; associated to the pair (x;, x;), the closer the vector s;; to a
marker m* € M™, the greater the similarity between the pairs @; and ;. Analogously,
the distance to m~ € M™ measures the dissimilarity. We can use the d function to
measure the similarity between s;; and the marker m,, € M, as ¢j = d(m., s;), where
q;; 1s the similarity /dissimilarity of s;; and the marker m,,. We define qg = Ep qu for all
m, € M and q; = ), qj; for all m,, € M~. In this proposal, following [Maaten and
Hinton, 2008], we use Cauchy kernel as

-1
(1 +[Isij — mul3)

. (3.2)
Yo ent (L4 85 = m|3)

d(my,, 8;5) = qu =
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Figure 3.1: Schematic of similarity extraction tailored S-space.

By definition, we consider that q;g is a probability that the pair (z;, ;) has the
same label and ¢;; is a probability that the pair (x;, ;) will be dissimilar (different label).
Also, by construction, there are no common elements in the sets M™* and M, i.e., we
have ¢ +¢;; = 1.

Let @ = {g;; }, the model output, be the set that contains the pairs ¢;; = (q;;, ;)
corresponding to the probability of the elements of a pairwise input (z;, ;) be similar or

dissimilar, respectively. The loss function j can be defined as

J(X) =Y He(wij, qi), (3.3)
ieX jex
where H, is the binary cross-entropy loss and u,;; € U is defined as u;; = (1,0) if 7 has
same label as j and u;; = (0, 1), otherwise'.
So, our proposal adds the time complexity O(dw), where d is the latent feature
space dimension (typically d < 1024, and w is the number of markers (typically w < 8).
Furthermore, O(dw) <« O(N), where O(N) is the complexity of the neural network

training (encoder function).

3.1.2 Aggregation

The S-space as firstly proposed in our previous work [Barros et al., 2022b] (see
the Appendix A). Due to the construction of the S-space, we can obtain some theoretical

proprieties.

Definition 3.1. (Optimal Latent Space) Let x;,x; € X be a pair in original represen-
tation space and a latent representation function fo : X — Z. The transformation fg

generates an optimal latent space Z when the expected value user Neural network fg is

IMarker positions and neural-network weights are jointly optimized using stochastic gradient descent
(SGD) via backpropagation (c.f. Appendix A.3.3).
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E; ;[l|sijll2] = 0 = l(=;) = l(x;), where function £ : X — Y maps an unlabeled example

x; 1nto their respective label y;.

Our proposal can group points of the same class into clusters. It is worth noting
that we defined the optimal space as a conditional instead of a biconditional statement.
From this definition, we can observe that our model may create several different clusters

of the same class (see more details in Section 5.4).

Proposition 3.1. In S-space, given k positive markers in the set M*, n — k negative
markers in M~ and k = n—k, the latent space found by our approach, i.e., the estimation
of the parameters © of fo, generates an optimal latent space if 3 m; € M™ so that

lmil[3 < lmy13 for any m; € M~

Proof. Given x; and x;, our proposal measures the similarity between the entries through
the Cauchy kernel given by q;;, so that for optimal weights ®* and M* it follows that
gy — 1= l(x;) = ().

Since fo generates an optimal space, we then have E[||s;;2] = 0 = {(x;) = {(x;),

so, it follows that for a optimal latent space, we must have (Eq. 3.2)

. Sieass (1+ [l
0T ene (U TR+ S (1 [, [B)
1

Dsem— (AH[msl3)—t
et Ltlmal3)

1+

Hence, if we want {(x;) = {(x;), we should ideally have ¢} tends to 1. It follows
that 3. v (1 + |m]|3)™" < Ypeps (L+ [|my]]3)~". Therefore, let m™ be the element
with the smallest module in the set M™; we then have >, (1 + ||mg]3) ™" < k(1 +
|m™||2)~t. Analogously, we can consider m~ as the vector with the largest module in
the set M™, 50, > p o (L4 [[my]l3) ™ > (n—k)(L+ [|m~[|3) "

We can then conclude that k(14 |m™||2)~! > (n—k)(1+|m~||3) !, and therefore,
(n — k)(1 + |/m™*||3) < k(1 + |[[m~||3). Furthermore, adding the restriction that our
propose has the same count of positive and negative markers (k = n — k), we have
Lt [m*[|5 <1+ [[m~3. O

Thus, by the Proposition 3.1, given the positive marker with the smallest module
|lm™ |2, we get information about the separability of the latent feature space. So, in this
chapter, we propose a novel function to quantify the separability of latent feature space

(called model inference ability) as

Definition 3.2. We define the inference ability K of a model based on S-space S as being

where |m™ ||z < ||m]y for all m € M*T and |m~ ||z < ||m||2 for allm € M~.
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Therefore, let S; be the similarity space found by the FL user model T, associated
with the user u;, we can calculate the inference capacity as being K(S;). Given an FL

application, we can build the aggregate model as©peq = Opea+n D ;% Nset [ i(O% —© Fed)] ,

where j; = K(S )/Z”ZK( s)-

3.2 Methodology

3.2.1 Attack Model

A 03, model is said to be malicious when it deliberately fulfills its intention
to harm a machine learning system. The authors in [Bagdasaryan et al., 2020] define
a malicious model that aims to replace global model O ¢4 to introduce error (e.g., bad
functionality) in the new model © p,;. Thus, given a FL round with {7;}~! local non-
malicious model and a malicious model T}, the aggregation can be defined in this attack

as

]\/vsel_1

Opoi < OFed +1 Z [pi(O% — Orea)] + Pra(Ohar — OFea) |,

i=1
where O p,; is the new global federation model. Typically, p; = 1/N or p; = n;/ Zl iy,
with n; = |X;| as can see in Li et al. [2020a].

Thus following [Bagdasaryan et al., 2020, Chen et al., 2021], when © g4 converges,
we have that e [pi(©% — Opeq)] ~ 0. Thus, a malicious client model 63, can
replace the global model O, with a poisoning model ©p,; as

1
NPMal

Val = OFed + (Opoi — OFed)-

In this chapter, we use n = 0.01, as can see in Bagdasaryan et al. [2020]. In

addition, we defined p as the proportion of malicious clients in the federation.

3.2.2 Dataset

To analyze the FL performance of our proposal, we used two datasets:
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— Malimg Dataset was developed by the University of California’s vision research
laboratory?. This dataset contains 9339 samples from 25 malware families, obtained
through experiments of mixtures of network and the Windows operating system
malware. The Malimg dataset has a diversity of examples. Specifically, the number

of samples from the malware families ranges from 80 to 2949.

— MaleVis Dataset is a corpus involving byte images of 26 (25+1) classes. Here, 1
class represents the goodware samples while the rest of the 25 classes correspond to
different malware types. The MaleVis dataset involves a total of 14226 images. For
the MaleViz dataset, malware examples range from 470 to 500. The Maleviz dataset

contains multiple classes with 25 malware families and 1832 goodware examples.

Each binary code of malware is a vector of 8-bit unsigned integers organized in a

two-dimensional matrix resized to 64 x 64 and visualized as a gray-scale image.

3.2.3 Model evaluation

We use the framework Flower [Beutel et al., 2020b] to develop solutions and ap-
plications in the context of FL. We separate the dataset into training (users), validation
(server), and test (server), with proportions of 80%, 10%, and 10%, respectively. We per-
formed a non-iid data distributed among the users (training) used in this experiment, i.e.,
we randomly distributed the malware code samples in a non-uniform way (quantity-based
label imbalance), as can be seen in McMahan et al. [2017]. Thus, we used a server and
40 clients to evaluate our model, and we trained our method with an NVIDIA Quadro
RTX 6000 GPU (24 GB) for a total of 125 epochs (server). For each training round, the
server selects five clients to train the local model, i.e., each model is trained using only
the local data. Finally, the models are aggregated on the central server, which forwards
the aggregated model to the clients.

We use the K-nearest neighbors (KNN) classifier to evaluate our approach with
three neighbors, according to Wang et al. [2019a]. The performance of the KNN classifi-
cation can sometimes be significantly improved through supervised similarity functions.

We calculated the experiment’s accuracy and F1-Score.

2https://vision.ece.ucsb.edu/research/signal-processingmalware-analysis
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3.2.4 Network architecture

We initialize the position of markers with Lloyd’s algorithm [Lloyd, 1982]. For the
encoder, according to Barros et al. [2022a], we set network dimensions to m-500-500-2000-
d for all datasets, where m is the number of features of the input data, and d is the latent
space representation dimension. For this chapter, we use d = 64. All layers of neural
networks are fully connected, and we use ReLU as the activation function. In addition,
we use Stochastic Descending Gradient (SGD) with momentum, with a learning rate of
0.01 and a momentum of 0.9.

The optimization model depends on some hyper-parameters (n, k), so we inves-
tigated which value of these variables could maximize the model’s accuracy. We used
the grid search technique for hyper-parameter optimization and found £ = 3 similar-
ity markers and n — k = 3 dissimilarity markers. We used these values throughout the

chapter.

3.3 Results and Discussion

Initially, for the Malimg dataset, we evaluated the performance of the K quantifier
proposed in this chapter. We evaluated this quantifier during the client training, as shown
in Figure 3.2.

This experiment shows a negative correlation between the value of loss and the
model inference ability K. The Loss function quantifies a measure of dissimilarity between
the model result and the label, i.e., the lower the value of loss, the better the model
performance for the analyzed data. However, the loss depends on the validation dataset,
so if a change is made in the evaluation dataset, the loss value is modified. Note that
this behavior is not observed in our proposal, as the quantifier is defined on the model’s
markers, so this quantifier is agnostic to the validation dataset used by our proposal.

In Table 3.1 and 3.2, we performed an ablation study in our proposal and, in
this evaluation, we compare our method with three approaches: (i) We use a NN with
a federated average aggregation approach; (ii) We use a NN and markers approach with
federated average approach and (iii) we use our proposal (section 3.1.2). The server never
had access to user data, only local models. We use the models trained for 100 epochs,
and malicious clients attack the models in the remaining 25 rounds.

Initially, for none malicious client (p = 0), we have that NN without markers (i) has
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Figure 3.2: Loss versus inference ability K.

the worst performance for both datasets among all the analyzed approaches, with an F1-
Score of 29.01% and 20.22%, surpassing by the two versions in ablation experiment. The
NN and marker (ii) approach using FedAvg aggregation has the second-best performance
for F1-Score with 84.79% for the Malimg dataset (Table 3.1) and 79.92% for the MaleViz
dataset (Table 3.2). Finally, our aggregation proposal (iii) achieved the best F1-Score

performance for Malimg and MaleViz datasets with 87.68% and 80.74%.

However, when we added the malicious clients, we noticed that the FedAvg ag-

gregation algorithm had a degraded result. For p = 0.125 in the MaleViz dataset, we

Table 3.1: Results of Malimg dataset and best values are in bold.

Method p=0 p=0.125 p=0.25

ACC F1-Score ACC F1-Score ACC F1-Score
(i) NN w/o markers + FedAvg 40.09%  29.01% - - - -
NN w/ markers + Trimmed-mean [Fang et al., 2020] 89.83%  76.31% 80.99%  67.63% 79.98% = 61.86%
NN w/ markers + FedEqual [Chen et al., 2021] 90.72%  83.27%  82.53%  T4.26% 76.62%  73.19%
NN w/ markers + Median [Yin et al., 2018] 91.43%  83.61% 81.19%  71.51% 80.24%  65.38%
NN w/ markers + Krum-mean [Blanchard et al., 2017]  92.61%  82.39%  90.26%  76.83%  72.04%  67.49%
(ii) NN w/ markers + FedAvg 92.93%  84.79%  65.68%  57.99%  50.66% = 42.07%
(iii) Our proposal 93.15% 87.68% 92.56% 83.12% 89.53% 81.79%
NN w/ marker (Centralized) 96.17%  90.94% - - - -
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Table 3.2: Results of MaleViz dataset and best values are in bold.

Method p=0 p=0.125 p=0.25
ACC F1-Score ACC F1-Score ACC F1-Score
(i) NN w/o markers + FedAvg 21.62%  20.22% - - - -
NN w/ markers + Trimmed-mean [Fang et al., 2020] 79.71%  79.30%  70.65%  71.92%  67.06%  64.91%
NN w/ markers + FedEqual [Chen et al., 2021] 7897%  77.90%  74.46%  73.42%  68.27%  68.38%
NN w/ markers + Median [Yin et al., 2018] 78.25%  76.94% 72.32%  72.06% 63.84%  62.21%
NN w/ markers + Krum-mean [Blanchard et al., 2017]  79.13%  78.45%  73.63%  73.24%  67.89%  67.75%
(ii) NN w/ markers + FedAvg 80.50%  79.92% 52.23%  51.72%  43.60% = 38.71%
(iii) Our proposal 80.09% 80.74% 79.95% 79.46% T74.78% 73.92%
NN w/ marker (Centralized) 83.31%  82.79% - - - -

see that NN w/ marker approach (ii) gets a value of 52.23% and 51.72% for ACC and
F1-Score metrics, respectively. Considering the same p value, our proposal gets 79.95%
and 79.46% for the same metrics. Finally, for p = 0.25, we noticed that NN w/ marker (ii)
approach obtains a 43.60% for the ACC metric, resulting in a difference equal to 31.18%
when compared to our proposal (iii). This difference is more evident when we compare
the F1-Score metric, where we observe a difference between the two approaches of 35.21%.
A similar conclusion is observed in the Malimg dataset in Table 3.1.

In addition, we evaluated the performance of our proposal versus different model
aggregation approaches found in the literature. We observed that our proposal performs
best for the two metrics analyzed. For p = 0.125, NN w/ markers + Krum-mean ag-
gregation obtained the second-best performance for the Malimg dataset, with ACC and
F1-Score equal to 90.26% and 76.83%, respectively, in Malimg dataset. Our proposal
achieves the best results compared to all other techniques, reaching 93.15% and 87.68%.

For p = 0.25, the second and third-best ACC results were obtained by NN w/
markers + Median and NN w/ markers + Trimmed-mean with 80.24% and 79.98%, a
difference of 9.29% and 9.55% to our proposal, respectively. Similarly, for the F1-Score
metric, our approach obtained 81.79%, the best overall result. The second and third best
approaches obtained 73.19% and 67.49%, by NN w/ markers + FedEqual, and NN w/
markers + Krum-mean, respectively. A similar conclusion is observed in the MaleViz
dataset in Table 3.2.

Finally, we compared our approach with the centralized proposal, i.e., we merged
all local client data to train a single model and evaluated this model with the data server.
This centralized approach performed very similarly to our proposal but did not consider
users’ privacy. Thus, our method effectively performs a classification task in a FL scenario,

preserving clients’ data privacy.
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3.4 Related work

Several works propose an FL system to estimate the importance of each client’s
contribution without access to their local data [Mohri et al., 2019]. Typically, we obtained
this estimate by evaluating the impact of each client on the performance of the aggregate
FL model. The aggregation of local models can use clients’ contribution amounts to
distribute rewards and ensure fairness in FL.

Many defense methods found in the literature are based on identifying anomalous
behavior arising from local models sent by customers. For the detection of anomalies,
some works are based on robust aggregation functions to outliers such as median [Yin
et al., 2018], mean with exclusion [Fang et al., 2020], geometric mean [Pillutla et al.,
2022], and clustering of nearby gradients [Blanchard et al., 2017]. However, removing the
outliers may prevent valuable information from being lost from the non-malicious local
models. This type of exclusion in a client with heterogeneous data can generate overfitting
in the global model, thus causing poor performance in a real-world situation [Chen et al.,
2021].

Analyzing FL approaches that use metric learning techniques, Yu et al. [2020]
proposed a generic framework for training clients that only know one class, called Fed AwS.
Based on the contrastive loss approach, the proposal builds a latent representation space
that groups points of the same class into local groups, i.e., each client builds its own
latent space. To build the aggregate model, FedAwS aggregates the local latent spaces,
thus building a new representation with the global context of the data. Similarly, Park
et al. [2021] proposes FedMetric, in which clients update local models with a loss function
based on metric learning to minimize intraclass variance and simultaneously maximize
interclass variance to prototype vectors generated by each client.

To the best of our knowledge, we have not found any work in the literature that
proposes a metric learning technique for the FL (attack) application scenario. The works
discussed in this section [Yu et al., 2020, Park et al., 2021] use the proposed loss functions
for learnable metrics for classification problems, but they do not propose any learnable
metrics. Therefore, to the best of our knowledge, this chapter proposes the first proposal

of a learnable metric in an FL scenario.
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3.5 Final Remarks

This chapter proposes a new similarity function based on deep metric learning for
FL scenarios. Our proposal defines a quantifier to perform a security model aggregation
tailored to S-space. Therefore, we obtained an interpretable quantifier about the data’s
heterogeneity through the markers’ position in the similarity space. Furthermore, our
proposal is agnostic to the validation dataset. We have conducted various experiments on
the analyzed dataset, showing that our approach consistently outperforms other methods.
Our model showed evidence of robustness to attacks, showing a gain of 35.21% against the
standard neural network model and a difference of 8.60% for the F1-Score compared to
aggregation proposals found in the literature. In future work, we intend to investigate the
self-supervised learning scenario because these approaches tend to act as regularizers in
neural networks, thus increasing the generalization of the proposal. This makes it perform
well in zero-shot learning tasks and non-identically distributed problems, typically in FL

applications.
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Chapter 4

From Ad-Hoc quantification to
reputation-based personalized
federated learning under adversarial

threats with a sedentary behavior
Use Case

This chapter, which was published at [Barros et al., 2024a,b, 2025a], employs
an ad-hoc approach to quantify uncertainty in FL. The methodologies and

findings of this study are further extended in Chapter 5.

Detecting sedentary behavior is receiving increasing attention due to its significant
health implications. However, distinguishing these low-intensity activities in federated
learning scenarios is more complex than general human activity recognition. This com-
plexity arises from heterogeneous feature distributions that can occur even for the same
labeled activity, such as running and playing soccer, which may exhibit different sensor
patterns despite both representing high-intensity activities [Zhu et al., 2023]. This chapter
proposes a robust personalized FL approach for the classification of sedentary behavior
under adversarial conditions. Our method leverages ordinal pattern descriptors [Cardoso-
Pereira et al., 2022, Chagas et al., 2022] to extract meaningful symbolic representations
from wearable sensor time series, then applies a meta-learning framework with Siamese
Neural Networks to rapidly adapt across clients. Next, a reputation mechanism further
protects the global model by penalizing malicious updates. Experiments on multiple pub-
lic datasets show that our method achieves high F1l-scores compared to baselines in the

literature.
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Figure 4.1: Illustrative workflow of ordinal pattern extraction for a TS measured by an
IMU sensor.

4.1 Methodology

This chapter proposes a robust PFL approach for sedentary behavior classification
in environments with malicious users. First, raw time-series data are transformed into a
symbolic representation using Ordinal Patterns (OP) to capture temporal dynamics (as
shown in Figure 4.1 and 4.2) and describe activity-driven changes in TS [Chagas et al.,
2022] (details in Section 4.1.1). Second, a meta-learning framework is employed to enable
rapid adaptation to new tasks, focusing on representation learning (Section 4.1.2).

Next, the FL server aggregates client models securely, utilizing a novel reputa-
tion mechanism to filter unreliable updates and ensure trustworthy contributions to the
global model (details in Sections 4.1.3, 4.1.4); and Finally, a personalization step fine-
tunes the global model with client-specific data to adapt to individual variations without

compromising robustness (Section 4.1.5), as can see in Figure 4.3.

4.1.1 Ordinal Patterns

A time series is a series of data points indexed by time, i.e., a discrete-time data
sequence. More commonly, time series data are equally spaced in time. OP is a simple
method of transforming time series that does not require any model assumption and can
be applied to any arbitrary time series. The method is resistant to noise and invariant to
nonlinear monotonic transformations. This approach is called ordinal pattern transfor-
mation and involves mapping sliding windows of data points from a time series to vector
symbols known as OP. The time series dynamics can be characterized by analyzing the
frequency distribution of these OP [Rosso et al., 2007].

Additionally, OP analysis involves transforming the original time series into sym-
bolic sequences based on the order of values within a sliding window. This symbolic

representation reduces the data dimensionality, making it computationally less demand-
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Figure 4.2: Rank permutation mapping: The complete alphabet for D = 3 of the rank
mapping technique is obtained by permuting all possible ranks.

ing than raw time series data [Cardoso-Pereira et al., 2022].

We hypothesize that sedentary activities show different dynamics, i.e., low-intensity
activities have a dynamic similar to a random noise time series. In addition, when ac-
tivities have more intensity, the dynamics become more correlated. This characteristic
can be captured using information theory descriptors obtained through OP. Therefore,
OP is our feature extractor. Formally, given a time series S(t) = {s:}{~;, an embedding
dimension D € N and an embedding delay 7 € N. At each instant ¢, we have a sliding
window w;, C S(t) as w; = {si4ir} 25" The sliding window w; is mapped onto a vector
symbol (ordinal pattern) 7" (w;) = (R[s/4ir]) 25" formed by the rank of its components,
defined as R[z;iir] = kD:_Ol 1(S¢vir > Siikr) , where 1 < Rlxyii,] < D, and 1 is the
indicator function: 1[.] = 11if [] is true and O otherwise. In addition, R(min(w;)) = 1
and R(max(w;)) = D. Figure 4.2 shows all possible OP for D = 3.

For all D! possible permutations 77, the probability of each ordinal pattern can
then be estimated by simply computing the relative frequencies of the D! possible per-

mutations

D
D |77 (wi)|

= 4.1
() = (11)
where |7w” (w;)| is the number of pattern observed of 7 (w;).

Using ordinal patterns as feature extractors helps us capture the dynamics of seden-

tary behavior in wearable time series.

4.1.2 Meta-learning

Meta-learning, or learning to learn, enhances model adaptability by leveraging
prior knowledge across tasks. In this chapter, we utilize OP distributions to encode TS

dynamics and map them to output labels via a (Neural Network) function ¢ : O — Y,
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Figure 4.3: Overview of the proposed framework. In the personalization step, the encoders
(represented with a slug icon) have a low learning rate compared to the last neural network
layer.
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parameterized by weights 2. It is achieved by leveraging insights from the Similarity
Space (S-Space) formalization (Section 3.1.1).

4.1.3 Attack description

Poisoning label attacks: A poisoning label attack targets the training phase of ma-
chine learning models by injecting random mislabeled data into the dataset. This
manipulation causes the model to learn incorrect patterns, resulting in misclassifi-
cations or degraded performance. These attacks exploit the reliance on data quality,

posing risks in scenarios involving unverified or crowdsourced data.

Backdoor attacks: As Figure 4.4 illustrates, this attack operates in two stages. In
Generator Training, 10% of clean samples are randomly selected for poisoning [Gu
et al., 2017]. A Trigger Generator introduces perturbations to embed triggers while
maintaining similarity to the original data, filtered by Mean Squared Error (MSE).
Perturbations are created using the gradient of the model’s loss (i.e., Fast Gradient
Sign Method [Goodfellow et al., 2014]). Only samples lower than the MSE filter are

included in the poisoned dataset, which is used to train the malicious model.

Finally, in Classify Training, the model is trained with a mix of poisoned (10%)
and clean (90%) samples. Poisoned samples are created by embedding triggers into
clean inputs and associating them with a target label (Generator Training step)
while skipping inputs already belonging to the target label to avoid unintended
bias. This ensures the final Backdoor model performs normally on clean data while
misclassifying input samples containing the trigger to the attacker’s chosen label.
The attack embeds triggers while preserving overall model accuracy. As shown
in Figure 4.4b, poisoned and clean samples are similar, making this attack both

effective and challenging to detect.

4.1.4 Owur proposal

To ensure reliability in the FL process, we propose a novel reputation-based mech-
anism that leverages assertivity as a proxy metric, evaluated through positive markers ;™

(see Sec. 4.1.2). These metrics are derived from a S-space constructed during training,
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Figure 4.4: An overview of the backdoor attack pipeline and triggered time-series samples.
The fire icon indicates the generation of poisoned TS data (trigger training step), while

the ice icon represents that the poisoned dataset remains unchanged (frozen) during model
training.

where they quantify the degree of similarity between pairs of data points. In previous
work [Barros and Ramos, 2022, Barros et al., 2024c], the literature has shown evidence
that the norm of the positive marker ||| can be used as an effective indicator of model
performance’.

The reputation R; of client 7 is then updated based on the ratio of positive in-
teractions and uncertainty using the subjective multi-weight logic model (more details

in Sec. 4.1.6). The belief component b; (positive interactions), disbelief component d;

1Specifically, if the positive marker nmorm after local training is lower than its value at the initial
local step, we assume that the local training has improved the model — more details in Sec. 4.3.4.
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(negative interactions) and uncertainty u; are defined as

Q;

i + Bi + i (belie) o
d; = #:4_% (disbelief), (4.3)
u; = #Zri-% (uncertainty), (4.4)

where «; is the accumulated count of successful local training improvements, (3; represents
negative interactions, and 7; = 1/(a; + f; + 1) is the uncertainty factor.

The condition b; + d; + u; = 1 ensures that the system consistently distributes the
weights of belief, disbelief, and uncertainty among the observed interactions. The direct
reputation R; of the client is then calculated as R; = b; + a - u;, where a is a parameter

that controls the contribution of uncertainty to the reputation value.

4.1.5 Personalized sedentarism classifier

To fit the characteristics and preferences of each user, we fine-tune the global FL
model following the meta-learning phase described in Section 4.1.2, and this personaliza-
tion step is shown in Figure 4.3b.

Following Arivazhagan et al. [2019], we developed a feedforward network W com-
prising a single layer with dimensions d—c, where d represents the latent feature space
dimension (Z), and ¢ corresponds to the number of output classes for the neural network.
Our PFL model employs a global representation function fg : O — Z to transform OP
data into a latent feature space, complemented by client-specific feedforward W, : Z — ).
For the i-th user, the model is expressed as £(0;2) = W; o fg(0), where o is the input
data. Based in Collins et al. [2021], the model architecture separates into base layers
(fo) and personalized layer (W;). While users retain the personalized layers locally for
task-specific training, the base layers are collaboratively trained to capture generalized
features.

We applied mini-batch Stochastic Gradient Descent (SGD) for optimization, using
learning rates of 0.01 and 0.001 for W; and fe, respectively. Weight initialization was
conducted following best practices described in Barros et al. [2024d].
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4.1.6 Algorithm Description

The proposed algorithm, shown in Algorithm 1, incorporates a reputation mecha-
nism for a robust FL. model. Initially, the global model is distributed to all clients, and
the reputation of each client and model parameters are initialized (Line 1). During each
global training round (Line 2), the server selects a subset of participating clients (Line 3).

Each selected client performs local training (Lines 4-5) and evaluates the low-
est positive marker’s norm of their updates before and after training using the markers
defined in the S-Space (Lines 6-8). Clients whose updates improve the model with pos-
itive interactions (Line 9) increase their accumulative count of successful local training
improvements (Line 10), while those with negative interactions are penalized (Line 12).
Besides, we update the reputation mechanism associated with each client (Lines 13-14).

The server aggregates model updates from clients whose reputation exceeds a pre-
defined threshold (Lines 15-17), ensuring only reliable updates contribute to the global
model. Finally, each user personalizes the local model (Line 18). This process repeats for

multiple rounds, progressively improving the global model’s robustness.

Algorithm 1: Federated Learning with S-Space and Reputation Mechanism

Data: Global model Wyjopa1, threshold 6, similarity markers M, client data D;
Result: Trained global model [fg]global, Wi and M

1 Initialization: Set o; =0, 5, = 0, v; = 1, Vi € Clients;

2 for each global roundt =1,2,...,T do

3 Select participating clients Cj;

4 for each selected client v € C; in parallel do

5 [foliitial < [f e]global;

6 initial — GetLowestNorm(M™);

7 [foliocal  MetaTrain([feoliitial, D:); // Sec.4.1.2
8 [ifinal < GetLowestNorm(M™);

9 if ||,U/ﬁnal||2 S Hﬂinitial”2 then

10 ‘ a; < a; + 1;

11 else

12 L Bi < Bi+ 1

13 Vi G

14 | Ri<bita-u;
15 | S« {i|R >0,ieC}; // Select reliable clients
16 [f@]global — Aggregate({[fG]local | 1€ S}),
17 Broadcast [fo]gioba to all clients;
18 | [foliocal, Wi <= Personalization([fe]goba, Wi, Ds); // Sec.4.1.5

19 return [folgobal, W; for all client ¢ € Clients;
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4.2 Experimental setup

4.2.1 Description of Dataset

This section provides the wearable datasets used in this study, each of which cap-
tures a wide range of physical activities individuals perform daily. Our analysis focuses

exclusively on data generated by the accelerometer and gyro sensors, as can be seen in

mHealth dataset [Banos et al., 2014] comprises motion and vital sign measurements

from ten participants performing 12 different physical activities;

Har UML 20 [Barut et al., 2020] offers human activity data collected from ten adults,

equally representing genders, and covers seven categories of activities;

Open Dataset [Possos et al., 2017] involves data from 30 healthy individuals, aged 20

to 73, engaging in 23 sedentary behaviors along with standing and walking;

BaSA dataset [Leutheuser et al., 2014] includes data from 15 healthy subjects perform-
ing seven daily activities, captured using triaxial accelerometer and gyroscope sen-

SOrs;

PAMAP?2 dataset [Reiss and Stricker, 2012] features data from nine subjects involved
in 18 distinct physical activities, integrating triaxial accelerometer and gyroscope

readings with heart rate monitoring.

The Metabolic Equivalent of Task (MET) quantifies the energy expenditure rate
relative to body mass during specific physical activities Ainsworth et al. [2011]. In our
work, MET values serve as thresholds to categorize human activities into sedentary classes.
We reference the MET values from the Compendium of Physical Activities to define
activity protocols — low-intensity (less than 3 METSs), moderate-intensity (3-6 METS),
and vigorous activity (more than 6 METs) Ainsworth et al. [2011], Barros et al. [2024a].
Each dataset is preprocessed to align activity readings with the corresponding MET-based

intensity classes.
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4.2.2 Implementation Details

We use the Flower Beutel et al. [2020a] to develop solutions and applications
in FL. We employed a server to evaluate our model and trained our method with an
NVIDIA A100 for 200 epochs (server). The total number of clients equals the percentage
of experimental participants associated with a unique dataset. Besides, p represents the
number of malicious clients in the FL environment when we have malicious clients. We
use the FI-score, derived from confusion matrices, as our primary performance metric.
For backdoor attacks, we also report the Attack Misclassification Rate (AMR), which
measures the percentage of backdoor-triggered instances misclassified as the attacker’s
target label.

Our approach defines the encoder fg with dimensions [d-512-n], where d is the OP
distribution dimension and n (set to 64) is the latent space dimension. The personalization
network W, is configured as [n-3] (see Section 4.1.5). We use Bayesian Optimization
(cf. Barros et al. [2024c¢]) with six random initial points followed by 20 optimization
rounds, finding the best performance when similarity and dissimilarity markers are 2. We

retain these values throughout all remaining experiments.

4.3 Results and Discussion

4.3.1 Causality Complexity-Entropy Plane

This section presents a comprehensive analysis of the results obtained using our
proposed feature extractor. We employ the Causality Complexity-Entropy Plane (H x C
plane) [Rosso et al., 2007] to evaluate its effectiveness. This plane captures two key
information theory descriptors: Shannon Entropy (#) and Statistical Complexity (C;s),
which help quantify the disorder and the presence of correlational structures within the
data.

Shannon Entropy measures the unpredictability of a system based on a probabil-
ity distribution p (Equation 4.1), with lower values indicating regular or periodic pro-
cesses and higher values suggesting uncorrelated stochastic processes [Rosso et al., 2007].
Statistical Complexity complements entropy by quantifying the presence of correlational

structures in OP distributions.
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Figure 4.5: Causality H x C' plane for BaSA dataset.

The HxC plane is an efficient characterization method, distinguishing between
chaotic and stochastic dynamics in time series because probability distributions of OP
have different shapes for different dynamics. In regular (periodic) processes, H and C;g
have values close to zero. On the other hand, uncorrelated stochastic processes have H
close to one and Cjg close to 0. Correlated stochastic processes with f~* power spectrum
(0 < k < 3) have intermediate values [Rosso et al., 2007]. Therefore, we focused on
evaluating sedentary behavior through a machine-learning classification task.

We qualitatively evaluated our feature extraction proposal using the H x C plane
with all activities in the BaSA dataset, as shown in Figure 4.5. For embedding dimension
D = 3, the mean + confidence interval (95% confidence level) Shannon entropy and
Statistical Complexity H = 0.971 £+ 0.121 and C;5 = 0.035 + 0.033 for Low-intensity
exercises. Similarly, H = 0.774 £ 0.108 and C;s = 0.193 + 0.059 for Moderate-intensity
exercises and H = 0.559+0.121 and C;5 = 0.264+0.047 for vigorous exercises. Our H x C'
plane visualization demonstrates the feature extractor’s capability to evaluate sedentary
behavior using wearable data. The patterns observed in Shannon entropy and Statistical
Complexity across varying exercise intensities highlight the precision of our method in
classifying sedentary behavior, thereby enhancing our understanding and informing future

analysis.



4.3. Results and Discussion 73

4.3.2 Energy Consumption

This section estimates the energy consumption of various machine learning models
using the pyRAPL framework®. The experiments assess the energy efficiency of these
models, considering the energy expended during one epoch, encompassing data prepro-
cessing, feature extraction, and model training/evaluation. Table 4.1 compares different
machine learning models based on their size (number of learnable parameters) and energy
consumption, expressed in joules (J) per epoch.

Firstly, the pFedBayes approach exhibited the highest energy consumption value.
This model employs Gaussian approximations to estimate the weight, resulting in two pa-
rameters for each weight (representing the mean and standard deviation of the associated
Gaussian). During training and prediction, this model utilizes neural network sampling
via Markov Chain Monte Carlo (MCMC) for probabilistic estimation, which justifies its
higher energy consumption.

Next, we analyzed our proposal and Meta-HAR Li et al. [2021b], two meta-learning
approaches presented in this chapter. Our proposal exhibited lower energy consumption
compared to Meta-HAR. Specifically, our model has 78.73% fewer parameters than Meta-
HAR, resulting in 48.67% less energy consumption. Compared to FedAvg, the literature
model with the lowest energy consumption, our proposal consumes 22.55% less energy.
This reduction in energy consumption can be attributed to the fact that our approach
extracts features from time series using OP, which enables us to employ a much smaller
neural network without the need for more complex feature extractors such as CNNs used
in previous proposals. These results highlight the potential of our proposed method in
achieving energy-efficient machine learning for sedentary classification applications. By
reducing energy consumption, our approach can extend the battery life of wearable devices

and enable energy-efficient systems in resource-constrained environments.

4.3.3 S-space visualization

To evaluate the latent feature space learned by our federated model, we apply Prin-
cipal Component Analysis (PCA) to the extracted latent representations fg, visualizing
both class distributions and prototype similarities. Figure 4.6a shows three well-separated

clusters corresponding to low, moderate, and vigorous activity intensities, indicating that

’https://github.com/powerapi-ng/pyRAPL
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Table 4.1: Comparison between different machine learning models based on their model
size and energy consumption

Proposal Model size (# of parameters) Energy consumption (J)
FedAvg 504,244 12.828
FedProx 504,244 13.863
pFedME 504,244 13,687
Meta-HAR 504,244 19,355
FedDyn 504,244 13,292
pFedBayes 214,404 27,185
FedMask 504,244 11,238
Our proposal 107,266 9.935

the model learns discriminative features under FL privacy-data constraints.

In Figure 4.6b, we randomly select 200 similar and 200 dissimilar prototype pairs
(green and red points, respectively) to analyze the learned similarity space (S-space). The
compactness of similar samples and the clear separation of dissimilar pairs confirm the
model’s ability to capture a robust similarity metric, thus enabling metric-based clas-
sification (e.g., KNN classification). These results illustrate that the FL model learns
a structured latent space that supports relationships between class discriminability and

activity intensity similarity.

4.3.4 Characterizing poisoning attack

In this chapter, we utilize the positive marker norm ||u*|| as a key metric to
evaluate the performance of the model and detect malicious clients in an FL environ-
ment [Barros and Ramos, 2022, Barros et al., 2024c]. Figure 4.7 illustrates how ||p™||
evolves under three training scenarios: regular training, poisoning via a negative gradi-
ent (—Ag), and poisoning through the Fast Gradient Sign Method (FGSM) [Goodfellow
et al., 2014]. In regular training, ||p"|| continually decreases, indicating model conver-
gence. However, when exposed to poisoning attacks, ||| diverges (—Ag) or fluctuates
abruptly (FGSM), highlighting the impact of malicious updates.

These observations enable us to incorporate ||pu"|| into our FL reputation mecha-
nism to enhance the robustness of the model. By monitoring changes in these norm values,
we can mitigate the influence of unreliable or adversarial clients. Over successive training
rounds, this approach ensures that only trustworthy updates are used to generate the
global model, preserving its integrity and improving overall performance. This method

combines performance monitoring with adversarial detection to create a more secure and
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Figure 4.7: Evolution of the positive marker norm (||]||) across different training sce-
narios.

Table 4.2: Ablation performance comparison (F1-Score)

Dataset
Proposal BaSA PAMAP2 Open dataset Har UML20 mHealth
Meta-HAR 0.9695 0.8358 0.8646 0.9099 0.9467
Meta-HAR + OP 0.9789 0.8747 0.8798 0.9197 0.9373
Our proposal w/o OP  0.9842 0.9249 0.9347 0.9103 0.9671
Our proposal with OP  0.9823 0.9417 0.9979 0.8995  0.9692
local only (Mean) 0.9343 0.8822 0.9900 0.8759 0.8437

efficient FL system.

4.3.5 Ablation Analysis

In this section, we present an ablation analysis to evaluate the impact of OP on

the performance of our proposed method compared to Meta-HAR and the centralized
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Table 4.3: Performance comparison (F1-Score). The best results are in bold.

Datasets

Proposal

BaSA PAMAP2 Open dataset Har UML 20 mHealth
FedAvg. 0.7893 0.5398 0.4821 0.6981 0.6782
FedProx 0.9417 0.8961 0.8902 0.8984 0.9262
pFedME 0.8894 0.9378 0.8601 0.7927 0.9406
Meta-HAR 0.9695 0.8358 0.8646 0.9099 0.9467
FedDyn 0.8950 0.7183 0.7885 0.8004 0.9385
pFedBayes 0.7738 0.8418 0.9628 0.8132 0.8409
FedMask 0.9242 0.8559 0.8793 0.7657 0.9420
Our proposal 0.9823 0.9417 0.9979 0.8995  0.9692

learning model (local only). Table 4.2 summarizes the performance comparison across
different datasets. We used the neural network described in Section 3.2.4 for the proposal
to use OP. Moreover, we use the CNN extract feature for proposals without OP.

Including OP in our proposal shows significant improvements across multiple datasets.
We observe notable performance gains when comparing our proposal w/o OP to our
proposal with OP. Specifically, incorporating OP enhances the proposal’s Fl-score in
PAMAP2, Open dataset, and mHealth by 1.78%, 6.33%, and 0.21%, respectively. Sim-
ilarly, adding OP also improves performance when comparing Meta-HAR to Meta-HAR
+ OP, including OP results in Fl-score enhancements of 0.96%, 4.44%, 1.72%, and 1.06%
for BaSA, PAMAP2, Open dataset, and Har UML 20, respectively. These results rein-
force the importance of incorporating OP in the Meta-HAR approach, indicating that
they contribute to more accurate representations and improved performance.

In addition to the impact of OP, our proposed method outperforms both Meta-
HAR and Meta-HAR + OP on four datasets. Specifically, our proposal with OP achieves
the highest Fl-score in the PAMAP2, Open dataset, and mHealth datasets, with im-
provements of 1.78%, 11.83%, and 3.29%. Finally, our FL model outperforms centralized
models (local-only models) in all datasets, as shown in Table 4.2.

In summary, OP enhances the performance of our proposal, indicating the impor-
tance of incorporating them in time series analysis. Furthermore, our proposed method
outperforms both Meta-HAR and Meta-HAR + OP, achieving a higher F1-score on vari-

ous datasets and demonstrating the effectiveness of our combined approach.
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4.3.6 General results

Table 4.3 presents a comprehensive performance comparison of various federated
learning methods based on the F1-Score metric across multiple datasets. In our com-
parative analysis, we observed that Meta-HAR outperforms our proposed personalized
federated learning approach on the Har UML 20 dataset, achieving an F1-score of 0.9099.
In contrast, our approach achieves a slightly lower F1-score of 0.8995. This finding sug-
gests that Meta-HAR, explicitly designed for human activity recognition, has certain
advantages in recognizing sedentary behavior in this dataset, although these advantages
yield only marginally better results. However, our proposed approach offers a distinct
contribution by utilizing a simple feed-forward neural network instead of depthwise sepa-
rable convolutions, which Meta-HAR and several other existing approaches employ. This
architectural difference makes our approach more accessible and easier to implement with-
out sacrificing overall performance. Our proposal outperformed other datasets, such as
BaSA, achieving the highest Fl-score of 0.9823, indicating its superiority over all other
methods. Furthermore, our approach achieves an F1-score of 0.9979 on the Open dataset,
demonstrating its effectiveness in handling sedentary behavior data from diverse sources.

Compared with other existing methods, our proposed PFL approach consistently
ranks among the top performers on multiple datasets. It outperforms the baseline FedAvg,
FedProx, pFedME, FedDyn, and pFedBayes on all datasets. Our approach achieves high
Fl-scores on the PAMAP2 dataset (0.9417) and the mHealth dataset (0.9692), evincing
its robustness in capturing sedentary behavior information from different sources.

Therefore, the authors in [Zhu et al., 2023] suggest that where activities under
the same superclass vary significantly can be more challenging than usual in FL set-
tings [Zhang et al., 2022b, Li et al., 2021b, 2020b] because of the high discrepancy be-
tween local data distributions, indicating higher heterogeneity. Refining our classification
algorithms to manage these differences enhances model precision and reliability in FL
settings, thus justifying our results. These results underscore the effectiveness and com-
petitiveness of our proposed approach for personalized federated learning in sedentary
behavior recognition. Figure 4.8 shows the latent space found by our proposal for the
PAMAP2 dataset on the training dataset. We projected the Latent Feature Space into
a 2-dimensional space using PCA for visualization. We have evidence that our proposal
groups activities of similar intensity. These results corroborate our hypotheses that our

proposal enhances class separability.
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Figure 4.8: Visualization of the latent space estimated by our approach for the PAMAP2
dataset.

4.3.7 Results Under FL Attack



Table 4.4: Fl-score and AMR metrics for diverse FL proposals over different datasets, considering Poisson label and backdoor scenarios.

. ) BaSA PAMAP2 Open dataset Har UML 20 mHealth
Scenario Proposal
Fl-score (1) AMR (}) Fl-score (1) AMR (J) Fl-score () AMR (}) Fl-score (1) AMR (}) Fl-score (1) AMR ({)

FedAvg. [McMahan et al., 2017] 0.5741 - 0.5310 - 0.3840 - 0.4857 - 0.3496 -
FedProx [Li et al., 2020D] 0.7948 - 0.7432 - 0.6897 - 0.6578 - 0.7239 -
pFedME [Dinh et al., 2020] 0.7659 - 0.7428 - 0.6371 - 0.4374 - 0.5027 -

Poisson Label Meta-HAR [Li et al., 2021b] 0.6211 - 0.4954 - 0.5411 - 0.6015 - 0.6308 -
pFedBayes [Zhang et al., 2022b] 0.6890 - 0.6921 - 0.8386 - 0.6216 - 0.6915 -
Ditto [Li et al., 2021d] 0.7550 - 0.7281 - 0.9165 - 0.7986 - 0.7486 -
Our approach 0.8546 - 0.7975 - 0.9037 - 0.7279 - 0.8015 -
FedAvg. [McMahan et al., 2017 0.1605 0.9788 0.1946 0.8784 0.3960 0.8599 0.2792 0.8023 0.0174 0.9384
FedProx [Li et al., 2020D] 0.6453 0.6251 0.5398 0.6592 0.6021 0.7763 0.5319 0.6876 0.2830 0.8112
pFedME [Dinh et al., 2020] 0.4827 0.8542 0.5123 0.6285 0.7446 0.6872 0.6094 0.6167 0.5078 0.7651

Backdoor Meta-HAR [Li et al., 2021D] 0.6184 0.6389 0.5521 0.7573 0.7958 0.6047 0.5563 0.7138 0.7501 0.6921
pFedBayes [Zhang et al., 2022D] 0.5778 0.7872 0.6013 0.6923 0.7049 0.6124 0.5231 0.7308 0.4915 0.6056
Ditto [Li et al., 2021d] 0.7624 0.2745 0.7645 0.2982 0.8196 0.2229 0.7030 0.3897 0.8293 0.1841
Our approach 0.8191 0.2197 0.7314 0.3634 0.8053 0.2821 0.7278 0.3032 0.8517 0.1498

UOISSNOSI(] pu® S}HNS9Y '¢°F
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Table 4.4 summarizes the Fl-scores of each approach under a Poisson label attack
(p = 0.3). Our model outperforms other methods on three out of five datasets, achieving,
for instance, F1-scores of 0.7975 on PAMAP2 and 0.8015 on mHealth. In contrast, FedAvg
achieves only 0.5741 in BaSA and 0.3496 in mHealth, illustrating its vulnerability to label
poisoning.

Although Ditto exhibits competitive performance, it still has lower results than our
model in specific key scenarios. For example, on the BaSA dataset, our model achieved an
Fl-score of 0.8546, surpassing Ditto’s 0.7550 (an improvement of 11.65%). Additionally,
Meta-HAR and pFedME suffer more significant performance drops, particularly on Har
UML 20, where their F1-scores drop below 0.61 under label poisoning.

Table 4.4 also presents results for a backdoor attack (p = 0.3). Here, FedAvg
is severely compromised across multiple datasets, reinforcing the susceptibility of naive
FL strategies to targeted manipulations. By contrast, our model consistently demon-
strates resilience, as evidenced by an Fl-score of 0.8191 on BaSA (improvement 6.9%
over Ditto’s result of 0.7624) and the lowest AMR (0.2197). In mHealth, our model again
demonstrated the best performance, achieving a Fl-score of 0.8517, surpassing Ditto’s
0.8293 (the second-best).

4.4 Related work

FL design allows each device to train locally and share only model updates rather
than raw data. This paradigm is helpful for HAR, where sensor signals (e.g., accelerom-
eter, gyroscope) are abundant and privacy-sensitive [Gad and Fadlullah, 2023]. Several
early works demonstrated the efficacy of FL. For example, Sozinov et al. [2018] and Mash-
hadi et al. [2021] highlight how FL uses wearable data for HAR while reducing privacy
risks.

Despite FL effectiveness in HAR, diverse data distributions across users (sensor
noise, activity patterns, and device heterogeneity) remain challenging. Personalized FL
(PFL) methods seek to handle this statistical heterogeneity by tailoring models to in-
dividual users. Loss regularization can mitigate the effects of varying local updates.
FedProx [Li et al., 2020b] introduces a proximal term to limit the drift between local and
global models in heterogeneous scenarios. Similarly, SCAFFOLD [Karimireddy et al.,
2020] addresses client drift by reducing variance in both server and client updates, an
idea further developed in FedDyn [Durmus et al., 2021].

Recently, various works have explored PFL methods in the context of HAR, as
cited in Sarkar et al. [2021], Goniil et al. [2022], Xiao et al. [2021a], showing that person-
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alizing HAR models on top of FL improves recognition rates when dealing with highly
heterogeneous data. This personalization aspect is further emphasized by Yu et al. [2023]
and Presotto et al. [2023], demonstrating that user-adapted models retain higher accuracy
across diverse wearable profiles.

Meta-learning has emerged as an effective paradigm for PFL models by learn-
ing initial parameters that adapt quickly to heterogeneous data. Li et al. [2021b] pro-
poses Meta-HAR for HAR tasks, combining meta-learning and federated updates to cap-
ture device-specific signals. Meanwhile, FedMask [Li et al., 2021a] employs structured
model sparsity to learn personalized sparse networks with minimal parameter sharing,
and Bayesian methods (e.g., pFedBayes [Zhang et al., 2022b]) incorporate weight uncer-
tainty to reduce overfitting and local noise.

Although HAR has been extensively studied, detecting sedentary behavior has
received comparatively less attention [Barros et al., 2024b]. Most existing Federated
Learning (FL)-based HAR methods do not explicitly address the challenges of identifying
sedentary behavior [Li et al., 2021b], where heterogeneity in feature distributions poses a
significant challenge in FL scenarios [Zhu et al., 2023, Li et al., 2021d]. For example, activ-
ities such as jogging and rope jumping exhibit distinct movement patterns (i.e., different
HAR classes), but they may still be grouped into the same “high-intensity” category in
sedentary behavior classification tasks due to their comparable activity levels [Zhu et al.,
2023].

To address the gap in detecting sedentary behavior, we propose a novel federated
approach that integrates PFL for fine-grained feature extraction. Notably, this is the
first federated method explicitly designed for sedentary behavior detection that considers
adversarial environments (i.e., malicious clients). Table 4.5 summarizes some approaches
discussed above, indicating whether each method addresses Federated Learning (FL),
Personalized FL (PFL), Human Activity Recognition (HAR), and is Robust to Malicious
Clients (Robust MC).

4.5 Final Remarks

This chapter introduces a novel PFL framework for classifying sedentary behavior
under heterogeneous and adversarial conditions. By integrating OP descriptors, meta-
learning with Siamese networks, and a reputation-based aggregation mechanism, our ap-
proach addresses three key challenges in this domain: (i) high variability in wearable
sensor data distributions across clients [Barros et al., 2024a], (ii) the need for lightweight

and energy-efficient models for resource-constrained devices [Barros et al., 2024b], and (iii)
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Table 4.5: Summary of approaches shown in the related work section. A v indicates that
the approach addresses the corresponding column, while an X indicates that it does not.

Paper FL PFL HAR Robust MC
FedAvg v X X X
FedProx v v X X
pFedME v v X X
FedDyn v v X X
pFedBayes 4 v X X
FedMask v v X X
Meta-HAR v v v X
Ditto v v X v
Our approach v v v v

resilience against malicious updates in FL environments [Barros et al., 2025a]. Extensive
experiments on five public datasets have shown that our method consistently achieves
superior performance compared to existing methods in the literature. The OP-based fea-
ture extraction enabled lightweight models with reduced energy consumption, while the
reputation mechanism mitigated poisoning and backdoor attacks, ensuring robust global

model convergence.
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Chapter 5

Personalized federated learning with
variational inference for uncertainty

quantification

This chapter was published at the NeurIPS 2024 Workshop on Bayesian Decision-
making and Uncertainty [Barros et al., 2024¢].

Similarity space (Chapter 3 and Chapter 4) employs an encoder function, fed by
labeled original pairwise data, to find a latent pairwise space with markers (prototyp-
ical) vector. It divides the space into regions where pairs of objects are either similar
or dissimilar to each other. This chapter enhances the S-space, equipping it with varia-
tional inference from personalized federated learning. The S-space representation aligns
local representation spaces across clients, while variational inference improves generaliza-
tion and reduces overfitting caused by data scarcity and client heterogeneity. This chapter
proposes a novel framework for PFL with BNNs to address challenges in model overfitting
due to limited local data (FL privacy constraints). Our approach leverages variational in-
ference (VI) within an auxiliary representation space to enhance PFL model performance
by quantifying uncertainty in NNs at client and server models. To achieve personaliza-
tion, each client updates its local VI parameters by reusing the global distribution from
the server and balancing the KL divergence between the local posterior distribution and
the server variational parameters. This strategy improves the upper bounds on this Kull-
back—Leibler (KL) divergence compared to traditional distributed BNNs [Zhang et al.,
2022b, Chen et al., 2023].

5.1 Our proposal

Consider N users/clients {uy, ..., uyx}, all of whom wish to train a machine learn-
ing model by their respective dataset {1, ..., Xy }. The usual method of machine learn-

ing training is to group all the data in the set X = A} U... U Xy to train a model
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Tx. An FL system is a learning process in which the data owners collaboratively train
a model Trqq. In this process, no data owner u; exposes its data X; to others. In our
variational inference framework, we used the FL aggregation formulation as the following

optimization problem, as described in Song et al. [2023]

N
F(Treq) = argmin { % > Fi(Trea) } ,
Trea i=1

where F;(Tr.q) represents the empirical risk of client 7 over the training data X;.

We exploit the S-Space (Section 3.1.1) by introducing VI techniques to estimate
markers m. Our challenge is to make statistical inferences from the posterior distribution
po(M | Xy, ..., Xxn) based on the NN parameters © without compromising data privacy.
To tackle this, each client minimizes the KL divergence between each client’s variational

distribution ¢4, and the true posterior, formulated as

arg min {KL(qm(M) | po(M | X4, ... ,XN))}, (5.1)
4o, (M)EQ
where Q is a variational family of distributions.

We assume that a Gaussian PDF provide a good approximation for each client’s
marker distribution (variational parameters) in the S-Space (N (u, 0?) € Q), representing
the variational distribution g4, associated with the client k as a product of normal PDF's
(mean-field approximation) [Zhang et al., 2022b, Kotelevskii et al., 2022]. The likelihood
function py(Xy | M) o exp(—J(X;)/«) is defined using an exponential loss function
(Boltzmann distribution) [Negahban et al., 2012], where J(-) is the S-Space loss function
(or energy function — Eq. 3.3) and o > 0 is a (temperature) scaling parameter [Wang
et al., 2021, Kim and Ye, 2022].

Denote by X\, = {&1,..., X1, Xpy1,..., Xn} the local datasets excluding the
data from client u;. Note that client u; does not have access to X\, due to FL pri-
vacy constraints. We approximate the posterior distribution using Bayes’ theorem and a
server variational model as pg(M | X\i) =~ s(M). The KL divergence (Eq. 5.1) can be

approximated as'

Xy, | M)

KL (q¢k<M> H L A ) = KL (g5, (M) || s(M)) +log Z4 + ~ B, [(X0)]

where Z,, is a normalization constant.
Following Higgins et al. [2016], we have adjusted the scale o to enhance numerical
stability. We omit the normalization constant log Zj, from the optimization problem (Evi-

dence Lower Bound) [Zhang et al., 2022b]. Our approach captures model performance on

!The prior distribution is replaced with the global (server) distribution because the prior (for each
client) is difficult to characterize in practice [Zhang et al., 2022b]. This approach avoids making assump-
tions about the prior distribution, leading to a better fit with the collected data. The global (server)
distribution is also updated/recycled for each FL epoch.
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specific tasks and ensures regularization by minimizing divergence from the server model;
cf. Section 5.2.2 for details. Our VI approach in FL is a dual optimization framework

that enhances client-level personalization

Client: arg min {Fk(s(/\/l)) — Eq,, vy [7(X0)] + @KL (g5, (M) | S(M>)}, (5.2)

ey, (M)EQ

N
1
Server: arg m1 {N Z Fi(s } (5.3)

s(M 1

5.2 Experimental Details

5.2.1 Parameters initialization and network architecture

We performed our experiments using the Flower framework [Beutel et al., 2020b]
in an FL setting characterized by non-I1ID clients (quantity-based label imbalance) [He
et al., 2024]. For each dataset, we sorted the data by labels and divided it into N clients.
Each client was assigned #S random non-overlapping subsets (shards), each containing
an equal number of samples [Zhang et al., 2022a].

Thus, we used a server and 100/200 clients in our experiment to evaluate our
model, and we trained our method with two NVIDIA RTX 6000 Ada Generation (48 GB)
for 1000 FL epochs. For each training round, the server selects 5% of clients to train for
five local epochs of the user model. We use the F1-Score, a commonly used metric in
classification tasks, which can be directly computed from the confusion matrix.

The NN architecture used for all FL approaches, including our proposed method,
is identical. Following Zhang et al. [2022b], Zhu et al. [2023], the network dimensions
are m-100-n for the MNIST and FMNIST datasets, where m represents the number of
input features and d denotes the latent space representation dimension. Additionally, for
other datasets, we utilized a LeNet-5 architecture with the same latent space dimension
(d = 64). We employed SGD with a learning rate of 0.01 for all experiments. All base-
line models were configured using the hyperparameters recommended in their respective
original publications.

We use five datasets (Figure 5.1) for our evaluation: The MNIST/FMNIST datasets
comprise 28x28 pixel grayscale images, with 60,000 training examples and 10,000 testing
examples. The Malimg dataset comprises 9,339 samples from 25 malware families, with

sample counts ranging from 80 to 2,949 per family. MaleVis features byte images of
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Figure 5.1: Sample images from some datasets used in this experiment, with labels in-
dicating the apparel category. All datasets are benchmarks for classification tasks in
machine learning.

25 malware types and one goodware class, totaling 14,226 images. CIFAR-10 includes
60,000 color images across ten different classes. Each malware binary code is visualized

as a 64x64 grayscale image.
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5.2.2 Implementation details

This section describes the practical implementation of our proposed FL framework,
emphasizing the optimization of similarity markers. Each client estimates a market set
M, where M™ represents similarity markers and M~ represents dissimilarity markers.

We hypothesize that the marker values for each client in the S-Space follow a
Gaussian distribution. Therefore, the joint probability density function g4(M) is modeled

as a product of normal densities

go(M) = [[ N (. Ex = Diag(a})),

mgEM

where i, o, € RY, Diag(.) denotes the diagonal matrix function, and mean p and covari-
ance matrix ¥ = LL” are the variational parameters. In addition, L is a diagonal matrix
representing a mean-field parameterization. The variational parameters u; and o} are
initialized by sampling from the uniform distribution pt,pior ~ U (—d~1/2,d='/?), where d
is the latent feature dimension, and the constant oper = 0.05, as referenced in Liu et al.
[2019].

Furthermore, the variance parameters o, are reparameterized as o = exp(py) to
enable the application of gradient-based optimization techniques directly, resolving issues
with the non-negativity constraint on standard deviations [Rezende et al., 2014].

For sampling marker instances m;, we follow the methodology in Kingma and
Welling [2014], introducing a noise component € € R? sampled from a standard normal
PDF N (0, 1), we sample a marker m; ~ g4, (M) as

m; = py + exp(py) © €, (5.4)

where ® denotes element-wise multiplication. This formulation makes m; differentiable,
enabling the gradient backpropagation through the randomness introduced by e.

We employ Monte Carlo approximation [Kingma and Welling, 2014, Jospin et al.,
2022] to approximate the objective function for client k& (Eq. 5.2)

K
ng 1

DP = =22 DS [(By) + aKL(a, (M) || s(M))].

j=1 i=1

where B C A, represents a minibatch of size n,, n; denotes the total number of data
points in dataset Xy, and K = 10 is the number of samples used in the Monte Carlo
estimation [Blundell et al., 2015, Kotelevskii et al., 2022]. Finally, via the backpropagation
algorithm, we update the variational model parameters using minibatch gradient descent,

denoted by ADZ.
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5.3 Theoretical Analysis

In this section, we present a theoretical discussion about the S-space. Moreover,
we state the necessary Assumptions 5.1, 5.2, 5.3 and analyze equal-width BNNs as in Bai
et al. [2020], Polson and Rockové [2018].

Definition 5.1. (Optimal Variational Latent Space — OVLS) Consider all x;,x; € X
and a latent representation function fo: X — Z. The transformation fo generates an
OVLS Z if (i) ||sijll2 ~ 6(0) = (x;) = £(x;), where 6(.) is the Dirac delta function, and

(: X — Y maps an unlabeled example x; into its true label y;.

Consider any two points x;, €; € X and a latent representation function fg : X —
Z. The function fg creates an optimal variational latent space Z under two conditions: (i)
When the norm of the similarity vector s;; is zero, indicating perfect homogeneity within
clusters, the corresponding labels ¢(z;) and ¢(x;) are identical; or (ii) When ¢(x;) # ((x;),
the expected s;; norm in latent space is greater than zero, highlighting the distinction
between different classes.

By Definition 5.1, this closeness in the latent space implies that x; and x; have
similar labels. However, our definition emphasizes the relationship between the geometric
proximity in the latent space and label similarity, underscoring the model’s ability to form
distinct clusters for similar labels. Moreover, our approach introduces flexibility, allowing
for a complex latent space that captures nuanced relationships between data points. As
a result, in Optimal Variational Latent Space, the function fg can create several distinct
clusters for the same class.

The literature introduces various centralized deep metric learning methods to esti-
mate an optimal latent space, suggesting a correlation between geometric proximity and
label similarity in a representation space [Chopra et al., 2005, Schroff et al., 2015, Oh Song
et al., 2016]. These approaches typically propose that the optimal latent space defined by
|8l ~ 0(0) <= £(x;) = ¢(x;). Unlike these methods, our approach adopts a nuanced
perspective, as detailed in Definition 5.1. It retains the core concept of correlation but
offers a more flexible interpretation, resulting in a complex latent space. This flexibility
accommodates a broader range of point relationships, recognizing the real-world complex-
ity where similar labels may not always cluster closely, thus capturing more sophisticated
data patterns.

In Definition 5.1, a K-nearest neighbor classifier (KNN) with &£ = 1 is optimal.
This definition emphasizes the capacity of the KNN to facilitate perfect classification,
thereby highlighting its utility in theoretical applications.
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Assumption 5.1. (Ref. [Zhang et al., 2022b, Bai et al., 2020]) The activation function

15 1-Lipschitz continuous.

Assumption 5.2. (Ref. [Zhang et al., 2022b, Bai et al., 2020]) Consider a NN with T
parameters, I hidden layers, n samples in the FL environment, an input dimension d,

and M neurons per hidden layer. The parameters d,n, M, I are large enough such that

T
2 _ - A< B2 5.5
Un 8” — Y ( )
where H = BM and
1 \? 1 2 -
A=1log '(3dM)2H) 2D | (d+ 1+ —— .
og " (3dM)(2H) + +H—1 +(2H)2—1+(2H—1)2 , (5.6)

As discussed in Zhang et al. [2022b], Bai et al. [2020], the parameter o,, is con-
structed to facilitate the proof of Theorem 1, particularly in inequality 5.12. Given
that the neural network parameters are bounded by B, their variance should be up-
per bounded by B2

Lemma 5.1. (Ref. Zhang et al. [2022b]) Let s*(M) be the optimal server variational

distribution based on the following FL optimization problem

N

* : 1 *

s (M) = argmmNZKL[q@(M) | s(M)],
s(M) i=1

where q;l(/\/l) 1s the local optimal variational model for user u;, the server variational

distribution parameters of s*(M) for marker m; are (u;*,05°). We denote 117°|, € R

*

and 07|, € R as the n-th components of the vectors ;" € R? and o7° € R?, respectively.

Therefore, we have
| X
e = 5

and

1 N

(02°1n)" = D [@ialn)® + (ialn)* = (15°10)?] (5.7)

i=1
where the variational distribution parameters of ¢ (M) for the j-th marker are (i} ;, o7;).
Futhermore, 1; j|lo € R and 0; |, € R as the a-th components of the vectors p{j € R? and

ol € R?, respectively.

Assumption 5.3. Let the number of positive markers be #M™, and the number of neg-
ative markers be #M™ in the S-space. We assume #MT = # M~ and #MT < n/2,

where n represents the number of samples in the FL environment.
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Our algorithm induces a representation space as Definition 5.1. The loss function
(Eq. 3.3) clusters samples by minimizing intra-group local distances (||s;;|l2 ~ 0(0)) and

aligns a positive marker m™ € M™ near the origin (||m™||s ~ §(0)).

Corollary 5.1. Let f; o be a latent representation function that generates an OVLS, and
a, (M) denote the optimal variational distribution for the i-th user, estimated by a NN
with weights ©. If the markers are permuted based on the norm, i.e., the variational
parameters (u; ;, 07 ;) ~ q; (M) are organized into an ordered set according to the norm
e ;llz. The optimal server variational distribution s*(M) admits the existence of an i
such that || %])2 ~ 6(0).

Proof. Consider an FL system comprising N clients, each utilizing an OVLS solution (see
Definition 5.1). These parameters are organized into an ordered set based on the norm
|47 ;|l2. Consequently, for expected positive markers with indices 1 < j < #M™ — 1, we
have ||} ;ll2 < [|p4] ;41 ]|2 for all clients in the FL environment.

From Definition 5.1 and the ordering, we conclude that for all client 4, (1,07 ) ~
5(0). According to Lemma 5.1, the server aggregated model’s mean p}® and variance

*,S : b
o are given by

N N
s 1 * *,8 1 *,8
1" a = N Zﬂmla: and (07°],)* = N Z [<Ui,1|a)2 + (pinla)® = (13 |a>2} -
i=1 i=1
Therefore, we conclude than (u},, 0% ;) ~ 6(0). O

Theorem 1. Suppose that the previous assumptions are true; then the following inequality

holds
D -1

KL(q}, (M) || s*(M)) < (C'nry) < C'(n = 1)1y,

where D = (#FM™T)+ (#M7) is the number of marker in M and C" and r,, are constants.

Proof. Considering the mean-field decomposition for pj,,, py’ € R?, we have

D

QQI(M) = H N(H;m: (0-:1)2)7 and s H N Mm O, )

m=1

Thus, the KL divergence between g} (M) and s*(M) can be decomposed as
KL(g3, (M) | (M) KL( [0 )| H Nt (0377

= > KL (N (1 (03)2) [ N 5 (030))

m=1
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For each marker m,,, the KL divergence between two Gaussian PDF's is
KL (N (7 s (07,)%) | N (i, (03:°)7)) =

d
1}: *’sa2 :m&2+ :ma_ :r’LsaZ
1 {1Og((amy))+(a, la) ((/Lfs" ; ZADNE (5.8)
i Om |a

By Corollary 5.1, we know that for variational parameters(u;,,o7;) ~ §(0) and

(uy®,07%) ~ 6(0), i.e., for any client ¢ with optimal variational latent space, the variation
parameters for the first marker m; (marker with lowest ||- || norm) is equal to the optimal
server defined by optimization problem in Lemma 5.1. Therefore, the KL divergence be-
tween those lowest norm markers resulted in zero (equal distribution). For the remaining

markers m > 2, we have

NE
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where we applied in Eq. (5.9) the bellow equality (based Lemma 5.1 — Eq.A.14 in Zhang
et al. [2022b]) ensuring that

(00)” + (Him = 1133)°
*78 = 17
(om)?
and the inequality applies Assumption 5.2 and Eq. (5.7) (as can see in) that

1 N

(07" = (03) = (u,n)* + 5 D (E)* < (07 + B

=1

By bounding the variance term using Assumption 5.2, we obtain

LG, ) | () < 2D 0 (220, 5.11)

By Assumption 5.2, incorporating into Eq. (5.10) and following similar steps in
Eq. A.19 from Zhang et al. [2022b], we get

2B 2
< —(C' ,
log ((Un) ) <5 (C'nry,), (5.12)
which, combined with Egs. (5.11) and (5.12), results in
d(D — 1) 2B\ D-1
* * < ! )
KL, () | 510 < D0 iog (220) < 22
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Therefore, by Assumption 5.3, we get

D—1<n—1
D n

and

KL(q;Z(M) [ S*(M)) <C'(n—1)r,.
O

Theorem 1 provides an upper limit for the KL divergence between the local
(client) optimal variational solution g and the global (server) optimal variational solution

s*.

Our approach, thus, improves these FL theoretical results by using the variational
S-space to estimate an optimal global VI distribution, with a tighter upper bound on
divergence compared to traditional BNN approaches (KL(gj, (M) || s*(M)) < C'nry), as

documented in Zhang et al. [2022b], Chen et al. [2023].

5.4 Revisiting Contrastive Loss

As introduced by Hadsell et al. [2006], contrastive loss is a precursor approach to
estimating latent representation based on pairs of items (z;, 2;), facilitating the discern-

ment of their class relationships. Specifically, it is formulated as
LY = yijllzi — 2513 + (1 — yiy) [max(0, € — [lz: — 2;]12)*],

where y;; = 1[¢'(z;) = ¢'(2;)] is the indicator function, i.e., 1[-] = 1 if [] is true and 0
otherwise and the function ¢': Z — ), which maps the latent data z; = fo(z;) into their
respective labels. This method minimizes the loss function L% (also known as energy)
by clustering similar points (same class) and separates points from different classes by at
least a predefined margin &.

In contrast to this approach, we introduce the OVLS (Definition 5.1), a latent
space representation projected for l-nearest neighbor (1-NN) classification, achieving a
classification accuracy of 100 %. In an OVLS, similar pairs are collapsed, i.e., the distance
between any two points within the same cluster is effectively zero (||z; — z;||2 = 0), while
ensuring that clusters of different classes maintain a minimum separation distance of
£>0.

Figure 5.2 is a toy representation of the OVLS, highlighting the distinct clustering
of 4k points (k points per clustering) from two hypothetical classes, represented by red
and green colors, with & = 5. The expected distance between pairs of elements (z;, z;)

from different classes (y;; = 0) is E[||z; — z;]|2] = £, leading to a contrastive loss of LY = 0
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Figure 5.2: Illustration of the 1-NN optimal latent space for binary classification, derived
from the encoder: distinct clusters for two classes (red and green points). Each class
consists of 10 points. All points in the same cluster are collapsed to a single position.

because max (0, — ||z; — z;|]2)? = 0. However, the expected distance between elements
from the same class is E[||z; — z;]l2] = €v/2/2 because we have two different clustering
for each class, resulting in a non-zero contrastive loss that could potentially disrupt the
latent space.

Our method advances the conventional contrastive loss framework by preserving
the structural integrity of the OVLS. For the settings in Figure 5.2, if we introduce four
2D markers (in S-space) at positions M™* = {(0,0), (¢,&)} and M~ = {(£,0),(0,)}, we
achieve a loss function equal to zero. This approach maintains the structured separation
between classes within the OVLS, offering an alternative to the traditional contrastive

loss model.
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Figure 5.3: Performance of our proposed method across different hyperparameter settings
on CIFARI10 datasets on the F1-Score.

5.5 Results

5.5.1 Experimental Hyperparameter Settings

In this experiment, we evaluate the impact of various hyperparameter settings on
the performance of our approach. The results of these experiments are summarized in
Figure 5.3 with the CIFAR10 dataset.

Figure 5.3a shows the impact of the number of pairs used in the local training. As
we increase the number of pairs, we gain more confidence in the pair distribution, which
improves model performance. However, this also increases the training time. Although the
performance suggests that using a larger number of pairs can improve model performance,
the F1-Score exhibits marginal improvements beyond 2048 pairs. For this analysis, we
adopted 2048 pairs per epoch in the training step to balance performance and training
efficiency.

Figure 5.3b presents the effect of the a parameter, which controls the influence
of KL divergence regularization between the local and global variational parameters
(Eq. (5.2)). We also evaluate our approach with a different number of similar/dissimilar
markers. As expected, our experiment indicates that the F1-Score is sensitive to a. For
lower values of alpha (0.1 < o < 10), our model remains stable. Furthermore, the number
of markers affects our model’s results, with more markers capturing the similarity struc-
ture more effectively. Therefore, our model achieves optimal performance with o = 100

and three similar/dissimilar markers (six markers in total).
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Figure 5.4: F1-Score results of our proposed method against the best approaches from

the literature.

5.5.2 Quantitative Results

We compared our proposal to six PFL techniques from the literature [Arivazhagan
et al., 2019, Li et al., 2021d, Zhang et al., 2022b, Kotelevskii et al., 2022, Collins et al.,
2021, Tan et al., 2023b], as well as the standard FedAvg (Global Model — GM) and Local
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Table 5.1: F1-Score of various PFL approaches across five datasets with 100 clients.
The best results for each dataset are highlighted in bold, and the second-best results are
underlined.

Datasets

Proposal MNIST FMNIST MaleViz Malimg CIFAR10

#S=4 #S=5 #S=4 #S=5 #S=4 #S=5 #S=4 #S=5 #S=4 #S=5
Local 09113  0.9025  0.8238 0.8047 0.8562 0.8254 0.8191  0.8086  0.4048  0.3768
FedAvg. (GM) 0.8275 0.8934  0.7026 0.7338 0.7009 0.7182 0.8497 0.8509 0.4224  0.4459
FedRep 0.9598 09627 0.8351 0.8616 0.8439 0.8318 0.8874 0.9250 0.6891  0.7007
FedPer 0.9553 0.9664 0.8296 0.8458 0.8988 0.9015 0.8974 0.9112 0.6599  0.6726
FedPop 0.9180  0.9302  0.7734 0.8013 0.9124 09243 0.9033 09191 0.6211  0.6657
pFedSim 0.8973  0.9406  0.7270  0.7670  0.9093 0.9135 0.8899  0.9017  0.6643  0.6975
pFedBayes 0.8864 0.9143  0.8327 0.8452 0.8771 09025 0.9194 09236 0.6927  0.7098
DITTO 0.9041  0.9392  0.8035 0.8243 0.8498 0.8826 0.8978 0.9128  0.6247  0.6536

Our proposal 0.9386  0.9525 0.8476 0.8564 0.9005 0.9324 0.9275 0.9369 0.7015 0.7202

model without client communication (baseline). The results, summarized in Table 5.1,
show that our approach outperformed FedAvg across all five datasets. For example, on
the CIFAR10 dataset, our method achieved an F1-score improvement of 27.43 % with four
shards per client.

Our method also shows improvements across other datasets. For instance, on
CIFARI10, our approach achieved the highest F1 scores of 0.7015 and 0.7202 with four
and five shards per client, respectively. On the Malimg dataset, it scored 0.9324 with five
shards per client, surpassing FedRep, which achieved the second-best result of 0.9250.
However, on the MNIST dataset, our proposal achieved the third-best results for both
shard values.

Figure 5.4 compares the Fl-scores between our proposal and the best methods
from the literature across five datasets with four shards per client over 1000 FL epochs.
In summary, our approach achieved the best performance in six out of ten FL settings
and the second-best in two additional settings. These findings are consistent with results
obtained using 200 clients, as detailed in Table 5.2.

5.5.3 Markers analysis

This section analyzes the norms of the positive and negative expected markers,
denoted as ||uT||2 and ||~ |2, respectively, across five datasets. Figure 5.5 shows the
positive expected markers norm ||u* ||y (Figure 5.5a) and the negative expected markers
norm ||x~ ||z (Figure 5.5b). For simplicity, each dataset utilizes one positive marker and

one negative marker.
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Table 5.2: F1-Score of various PFL approaches across five datasets with 200 clients.
The best results for each dataset are highlighted in bold, and the second-best results are
underlined.

Datasets

Proposal MNIST FMNIST MaleViz Malimg CIFAR10

#S=4 #S=5 #S=4 #S=5 #S=4 #S=5 #S=4 #S=5 #S=4 #S=5
Local 0.8983  0.8821  0.7911  0.7803  0.8154  0.7714  0.8050  0.7807  0.3840  0.3615
FedAvg. (GM) 0.8131 0.8425 0.6951 0.7166  0.6682  0.6790 0.8069  0.8307 0.4275  0.4393
FedRep 0.9456  0.9601  0.8090  0.8271  0.7918  0.8112 0.8507 0.8638 0.5588  0.6213
FedPer 0.9461 0.9692 0.8039 0.8197 0.8315 0.868 0.8816 09181  0.6301  0.6601
FedPop 0.9072  0.9323 0.7593 0.7824 0.8624 0.8733 0.8677 0.8993  0.5839  0.6420
pFedSim 0.8901  0.9115 0.7168  0.7492  0.8333  0.8537  0.8575  0.8947  0.6290  0.6437
pFedBayes 0.8715  0.9092 0.8195 0.8385  0.8253  0.8496 0.9036 09121 0.6496  0.6678
DITTO 0.8893  0.9288  0.7941  0.8065 0.7926  0.8341  0.8689 0.8767 0.6133  0.6366

Our proposal 0.9254 0.9448 0.8247 0.8513 (0.8570 0.8777 0.9013 0.9206 0.6561 0.6824

Definition 5.1 highlights a key feature of our algorithm: positive expected markers
|e™||2 have a smaller norm than their negative marker ||p~||2. Our loss function, aimed
at clustering samples into groups with similar characteristics (||s;;||2 ~ 6(0)), induces the
model to align a positive marker u™ € M™ to the origin (||ut]|2 ~ §(0)), as confirmed
by our observations in Figure 5.5a. For example, in the MNIST dataset, we observe
|et|l2 = 0.071 in contrast to ||p~||2 = 7.68 with an expected ratio (||u™ |2/l ||l2) equal
to 0.92%. We observed similar behavior for the Malimg and Maleviz datasets, with
expected ratios of 2.37 % and 2.54 %, respectively.

Additionally, we found a relation between positive expected markers norm ||u™||2
and F1-Score. As seen in Table 5.1, a lower || |2 value correlates with a higher F1-Score.
For instance, our model achieves F1-Scores of 0.9525, 0.8564, and 0.7202 corresponding to
|| ||2 values of 0.071, 0.401, and 0.519 for the MNIST, FMNIST, and CIFAR10 datasets,
respectively. Therefore, this experiment found evidence that the positive norm position

can be a proxy for the model’s performance.
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Figure 5.5: Comparison of Positive and Negative Marker Norms across five datasets.
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5.6 Related Work

PFL represents a significant approach to the development of FL in order to address
the heterogeneity of data between diverse clients [Tan et al., 2023a]. This evolution has
necessitated novel methodologies that aim to personalize models for individual clients,
ensuring the robustness and efficiency of these models while accommodating the unique
distributions of client data.

Global Model Personalization, a key strategy in PFL, involves training a universal
FL model and subsequently customizing it for each client via local adaptation [Khodak
et al., 2019, Yao and Sun, 2020]. This process, which directly confronts the issues of client
drift and data diversity, depends on the global model’s ability to generalize across varied
datasets for successful personalization.

Loss regularization has emerged as a key technique in global model personaliza-
tion, enhancing model stability and generalization [Li et al., 2020a]. It aids in achieving
better convergence and facilitating personalized model creation by reducing the impact
of disparate local updates. FedProx [Li et al., 2020b], for instance, incorporates a proxi-
mal term to reduce the discrepancy between global and local models, aiming to improve
model integration through loss regularization. Similarly, SCAFFOLD [Karimireddy et al.,
2020] employs variance reduction to refine gradient estimation and mitigate client drift,
further enhanced by FedDyn [Durmus et al., 2021] extensions to these variance reduction
techniques.

Considering federated meta-learning, novel approaches have been explored to en-
hance the adaptability of the global model and learning efficiency across varied tasks [Finn
et al., 2017, Nichol et al., 2018]. Per-FedAvg [Fallah et al., 2020] integrates Model-Agnostic
Meta-Learning (MAML) [Finn et al., 2017] with FL to enhance personalization across di-
verse client data, modifying the FedAvg algorithm to optimize a global model for quick
personalization of individual clients’ data with minimal extra training. Per-FedAvg has
been extended in pFedMe [Dinh et al., 2020] to present a distinctive approach using
Moreau envelopes and an [o-norm regularization loss. This method balances personaliza-
tion and generalization, offering a tailored learning paradigm that adjusts to these two
objectives’ trade-offs.

The Learning Personalized Models approach in PFL emphasizes customizing dis-
tinct models for each client, diverging from traditional methods that adapt a global
model [Gupta and Raskar, 2018]. FedPer [Arivazhagan et al., 2019] proposed splitting the
model into base and personalized layers. The clients privately maintain the deep person-
alized layers for localized training to acquire task-specific personalized representations. In
contrast, the base layers are shared with the FL server, facilitating the learning of uni-

versal low-level features across clients. Similarly, FedRep [Collins et al., 2021] emphasizes
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optimizing both local and global representations within the learning process to enhance
learning outcomes.

Similarity-based methods in personalized federated learning leverage client data
similarities to enhance model personalization [Smith et al., 2017, Huang et al., 2021].
By identifying and modeling the relationships between clients, these approaches enable
the creation of tailored models for individual clients, with related clients learning similar
models [Sattler et al., 2020]. The pFedSim [Tan et al., 2023b] focuses on client similarity
for model personalization. It operates in two phases: a foundational generalization phase
using FedAvg and a subsequent personalization phase that refines models based on client
similarities.

Bayesian Personalized Federated Learning (BPFL) enhances traditional personal-
ized FL by embedding Bayesian methods, introducing uncertainty quantification alongside
model personalization [Corinzia et al., 2019]. This approach not only fine-tunes models to
individual user data but also provides a measure of confidence in predictions, improving
the robustness and transparency of FL systems.

Notable contributions include FedPop [Kotelevskii et al., 2022], which utilizes
mixed-effects modeling and parallel MCMC to boost personalization and uncertainty
quantification. pFedBayes [Zhang et al., 2022b] employs Bayesian variational inference
to mitigate overfitting and refine personalization, especially in contexts of data diversity
among clients. Building on pFedBayes, authors in Chen et al. [2023] and Liu et al. [2023a]
introduce similar personalization techniques, such as personalization layers and amortized
Bayesian inference, to adapt models to individual client data further.

Additionally, authors in Zhu et al. [2023] propose a Bayesian FL framework that
leverages confidence values to manage non-identically distributed and variably sized datasets
across clients, optimizing the aggregation process by accounting for uncertainty and model
deviation.

This chapter advances PFL by introducing a Bayesian Neural Network framework
with an auxiliary representation to enhance personalization. Unlike traditional methods
that focus on variance reduction or meta-learning, our approach enhances latent feature
representation, enabling deeper personalization for the diverse data distributions of in-
dividual clients. We propose an aggregation method designed explicitly for PFL, which
aligns with Bayesian principles and provides theoretical guarantees. This strategy is de-
signed to balance personalization and generalization across varied client datasets, tackling

FL’s challenge of data heterogeneity.
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5.7 Final Remarks

This chapter presented a VI Personalized Federated Learning framework that com-
bines variational inference with an auxiliary similarity space to improve personalization,
uncertainty quantification, and robustness in heterogeneous federated settings. We pro-
vide theoretical guarantees, showing lower upper bounds on the KL divergence between
local and global models compared to standard VI FL. methods. Overall, this chapter ad-
vances personalized FL by improving theoretical bounds for Bayesian aggregation. Empir-
ical results across five benchmark datasets demonstrated that our approach consistently
outperforms some PFL methods in the literature. Finally, the analysis of marker norms

revealed their potential as indicators of model quality.
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Chapter 6

Rethinking variational inference in
similarity spaces to personalized
federated learning under malicious

scenarios

Federated Learning shows challenges due to data heterogeneity, where each client may
have a different data distribution [Zhang et al., 2022b]. To mitigate this issue, PFL mod-
ifies the global model to align with the unique data characteristics of individual clients.
In these scenarios, distinguishing between legitimate outlier updates (resulting from data
heterogeneity) and malicious updates (introduced by adversarial clients) can be a chal-
lenging task [Li et al., 2021d]. In this chapter, we extend our framework (Chapter 5)
by rethinking variational inference. This uncertainty quantification enables us to derive
theoretical results that help identify malicious updates. Therefore, by analyzing uncer-
tainty in model updates, we can detect and mitigate the impact of malicious clients in
the federated model.

Through theoretical analysis, we demonstrate the capability of our framework to
achieve an optimal variational latent space, facilitating classification and robust predic-

tions.

6.1 QOwur proposal

Probabilistic modeling provides a principled approach for capturing uncertainty
in predictive models by defining a joint probability distribution pg(x,m) over observed
data x and latent variables (markers) m. Bayesian inference involves computing the
posterior distribution pg(m|x), which incorporates prior knowledge and observational

data to characterize uncertainty in model parameters [Ranganath et al., 2014]. However,
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direct computation of posterior distributions is typically intractable [Immer et al., 2021].
Variational inference (VI) addresses this challenge by approximating the true posterior
with a parameterized variational distribution gg(m|x), chosen from a tractable family.

The variational inference [Hotti et al., 2024] objective reduces to maximizing the
Evidence Lower Bound (ELBO) defined as

ptzm) o

¢" = argmax E,, (miz {log
o 9 (m|x) Go(m|)

where log pg(m, z) is the (unnormalized log-density) target with NNs parameters 6.
Some papers in the literature generalize traditional VI employing stochastic gradi-

ent estimates, enabling its application to complex models [Ranganath et al., 2014, Domke,

2020, Domke et al., 2023, Hotti et al., 2024]. Based on Eq. 6.1, we can apply the repa-

rameterization trick, allowing unbiased stochastic gradient estimates of the ELBO for NN

as
‘C(¢) = QEq(p(m\m) [Ing9<$> m)l :Eq¢(m\m) [IOg Q¢(m‘$)], (62)
) h(e)

where £(¢) represents the energy component and the second term is the entropy.

In VI, we iteratively optimize L£(¢) through ¢! = @' + nVL(p'), where 7 is
the step size, the gradient VL is calculated with respect to variational parameters ¢’
at the time step ¢. In this chapter, we assume for the marker m that g¢4(m|z), with
parameters ¢ = (u, L) belongs to the Gaussian family with mean p and covariance
matrix ¥ = LLT. Besides, we assumed that each off-diagonal element of L is equal to
zero (mean field parameterization) and exponential parameterization as in Section 5.2.2.

Formally, the reparameterization trick can be employed to obtain unbiased esti-
mates of V/(¢), where for a change of variable [Domke, 2020]

V(@) = VEq,(mjz)[log po(x, m)]
= By [V log po(. t4(€))]. (6.3)
where we reparameterization mapping is define as
ty(€) = Le + p, (6.4)
with random vector € defined as
€= (e1,€,...,69) €RL (6.5)

The components ¢, are assumed to be standard normal random variables, i.e.
en ~ N(0,1), Ele,] = 0 and Var[e,] = 1. Moreover, for a standard normal random
variable, it holds that E[e!] = 3, which corresponds to the fourth moment (kurtosis)

and will be used in Lemma 6.1. Finally, the expectation in Eq. 6.3 is based on the
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distribution p(e), and we use Monte Carlo integration to obtain unbiased estimates from

V().
Hotti et al. [2024] proposed the following Lemma 6.1, which establishes a bound

on the gradient estimator produced by the exponential reparameterization trick.

Lemma 6.1. (Ref. Hotti et al. [202]]) Let Vg(¢) be the gradient estimator of VI(¢p) =
E[Vyg(@)], ¢ = (1, X) is the variational parameters, and assume that

(1) each o; < K, < o0,

(2) that m is a stationary point (or mazimum) of p(z,.) and define w = (M, 0),
(3) that L has a mean field (exponential) parameterization (see Section 5.2.2),
(4) M is a constant and E[e*] = b (Eq. 6.5),

then
E[[[Vg(@)|l3] < M*((K72Vdb + 1)||pw — m[3 + (KZ(Vdb + vdb) + 1)|| L||3),

when ||.||F is frobenius norm.

Based on Eq. 6.2, we can therefore define a useful consequence of Lemma 6.1,
which will be used in our subsequent theoretical analysis. The following corollary explicitly
states a bound on the reparameterization gradient estimator, and this result provides a

key ingredient for the stability and convergence guaranties that we analyze in Section 6.2.

Corollary 6.1. Let Vg(¢) be the gradient estimator of VI(¢) = E[Vg(d)|, and assump-
tions in Lemma 6.1 hold. If ¢; samples (Eq. 6.5) from PDF of N'(0,1), then

E[[Ve(#)l3] < M*(6KIVd + 1) ¢ — wll3,

where p and L are the variational parameter (Eq. 6.4); and ||¢p—w||3 = ||u—m|3+| L||%

(\|-||F is the Frobenius norm).

Proof. This result directly follows from Lemma 6.1, where we consider E[e!] = 3 (kur-
tosis) for the standard normal PDF A(0,1). Given that d > 1, we have the inequality

6K2Vd+1> K2(V3d+3Vd) +1 > K22vV3d + 1,

which finalized the proof. m

Based in Zhu et al. [2023], we define a confidence-aware server aggregation strategy
that explicitly accounts for client-specific uncertainty when combining local model updates
in FL. Consider j € {1,..., N} indexing the clients, and let m = t,(€) € R? denote a
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global latent variable representing the server-side model parameters ¢ (Eq. 6.3). Thus,

we assume an isotropic Gaussian conditional prior!
po(m; | m, pJQ) = N(mj ‘ m, p?I), (6.6)

where the variance p? encodes client-specific uncertainty around the global model.
To approximate the intractable posterior p(m; | x;), we employ a Gaussian vari-
ational family g4 (m;) = N (m; | p;, X;), and define the evidence lower bound (ELBO)

as

N
L(¢) x ZEq¢j(mj) [log po(m; | m, p7)] (6.7)
j=1

which we want to maximize the ELBO with respect to m.

Intuitively, based Corollary 6.1, m are parameters that concentrate gy, entirely
at a stationary point of ¢ (Eq. 6.2). Thus, E[Vg(¢)] is bounded in terms of how far the
average point sampled from g, to the stationary point w. Finally, £ need not be convex,
there can be multiple stationary points, and in this case, the Corollary 6.1 and this
conclusion hold simultaneously for all of them.

Inspired by Zhu et al. [2023] and Corollary 6.1, we proposed a variational FL

approach to allow clients to estimate the confidence values over their local training results

as
2 e — wserver”% + || L||F
p] - d 7

where we define that the confidence score \; = 1/ p? is inversely proportional to its

uncertainty p;. Our method allows each client to estimate confidence values for their
local training results based on model uncertainty ¥ = LL? (||X = p?I||r) and model
disagreement with the server (||pt; — Weerver|l2). In the aggregation step, the server uses
these confidence values to compute a weighted average of model parameters.

Thus, each client contributes its local mean p; weighted by a confidence score A;
that is inversely proportional to its uncertainty pj2~ as

N
1A 1
M with A\ = — (6.8)

N 2°
PIPEPY Pj

Finally, the proposed approach incorporates two key advantages, an uncertainty-

m =

aware weighting mechanism, where models with lower uncertainty have higher \; weights;
and a mechanism that reduces the uncertainty weight for models that deviate significantly
from the global model.

We define a server momentum to improve the quality of the aggregated stochastic

gradient in each federated round. Let j € {1,..., N} index clients and ¢ denote the global

'A Gaussian conditional implies all clients’ parameters are close to this (server) latent variable m,
which is a reasonable assumption since all clients are running similar tasks (stationary)
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(server) round. With aggregation weights {\;}}, satisfying A > 0 and Zjvzl o= 1,
the server maintains an exponential moving average g' of the aggregated gradient and

updates the global model ¢ as

¢ = +7g"

N N 6.9
g' =89 +(1=p)Y NVL;(¢), 09
j=1

where ) > 0 is the server step size, 5 € [0,1) is the momentum coefficient. Finally, setting
£ = 0 results in the vanilla FedAvg update.

Although g¢' is a biased estimator of the true gradient, it is an exponential moving
average of aggregated stochastic gradients. It therefore has a reduced variance compared

to a single estimate sz. Using the direction
N
Bg' T+ (1—B)D> NVLi(¢)
j=1

induces an anchoring effect, i.e., local updates are biased near the previous global descent
direction. The literature shows evidence that this mitigates the client-drift phenomenon
under data heterogeneity (variance reduction) [Sun et al., 2023]. Using the appropriate
setting 3, the momentum approach maintains the same convergence rate as FedAvg while

removing the explicit heterogeneity assumption used in their analysis [Cheng et al., 2024].

6.2 Theoretical Results

The goal of this section is to clarify why our uncertainty mechanism is
relevant and what can be guaranteed theoretically. In particular, we aim
to (i) derive bounds for the reparameterized gradient estimator, showing
how its variance grows with the distance to stationary points; (ii) use
these bounds to formally motivate the confidence score \; (inversely pro-
portional to uncertainty and disagreement with the server), thereby jus-
tifying the weighted aggregation proposal; and (iii) establish stability and
convergence guarantees both in the centralized setting (Prox-SGD under
variational inference) and in the federated setting, where we additionally

control local drift and the effect of server-side momentum.

In this section, we introduce further definitions and several technical lemmas that

will be used in subsequent proofs. In particular, the following lemmas facilitate the
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unrolling of recursions and the derivation of convergence rates in centralized and federated

settings.

Definition 6.1. (Smoothness) Let f : RY — R, and P > 0. We define that f(.) is
P-smooth if it is differentiable and for all ¢, y € R¢

IVi(@) = V(Y2 < Plle - yll,.

Definition 6.2. (Convexity) We define that f : R — R is convez if for all x, y € R?
and for all 0 <t < 1,

fltx+(1—t)y) <tf(e)+(1-)f(y).
Definition 6.3. (Strong convexity) Let f : RY — R, and p > 0. We say that f(.) is
p-strongly convezx if, for every x, y € R, and every 0 < t < 1 we have that

t1—t)
2

iz lz = ylls + f(tz + (1 = t)y) < tf(x) + (1 -1)f(y).

Lemma 6.2. (Ref. Garrigos and Gower [2023] — Lemma 2.14) If f : RY — R is p-strong

convex and differentiable function then for all ©, y € RY,
f@) = f(@) + (Vf(@).y — @)+ Sy — 23

Lemma 6.3. (Ref. Cover and Thomas [2005]) Let w € R? be a random vector. Then,
for any matriv A € R and any vector ¢ € R?, the differential entropy function h(.) of

w satisfies the following properties
- h(w+¢) = h(w),
- h(Aw) = h(w)+log|det(A)|.

Lemma 6.4. (Relazed triangle inequality) Let {vy,...,v;} be t vectors in RL. Then the

following are true
1
ot vyl < 1+l + (143 ) IoylB. va >0,

I vl <t lwill3 -

Definition 6.4. (Proz-SGD) Let ¢° be a fized initial parameter, and let v be the step
size. The stochastic proximal gradient (Proz-SGD) method is given by

¢ = proz, (¢' —Vg(d")),

where Vg(@') is a gradient estimator for VI(@'), and the proximal operator is defined as

) 1
prozy,(¢) = argmin h(v) + 5|1 - v|3.
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Lemma 6.5. (Ref. [Garrigos and Gower, 2023] — Theorem 8.17 and 8.18) Let v > 0 and
@* a solution for VI problem ¢* = argmin, L(@) (Eq. 6.2). Assume h(¢) is conver and
0(¢p) is continuously differentiable at ¢*, then

= for all ¢y, @2, ||prox,,(P1) — proz;,(P2)ll2 < ||d1 — Pal2 ,
- @ = proz,, (¢* —YVI(P")) .

Lemma 6.6. (Ref. [Gower et al., 2019] — Theorem 3.2) Suppose we are given a sequence

of ¢t iterates such that for a step size v, <

< Q—L and giwen constants > 0 and o > 0. Let

E[[|¢™" = ¢*|I°] < (1 = wp)E[|¢" — ¢"[I3] + 20™;

By switching to a decaying stepsize according to

2ic fort < t*

= 241 %
PRy fort>t

where we define t* = 4% =4C. Ift > t*, then iteration satisfies

2
t *[|2
B [l - 671 < o 19— 97+ e

e The constant L. corresponds to the expected smoothness constant in Gower

et al. [2019, Theorem 3.2], which satisfies the expected smoothness property
E,[[VL.(9) = VL,(¢")IP] < 2Lc (L(9) — L(7))-

e The constant C' is defined as the ratio between the smoothness and strong

convexity parameters,

O:_a
M

and thus t* = 4C = 4%. These constants appear in the stepsize switching

rule and convergence rate given by Gower et al. [2019, Theorem 3.2].
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The definitions above specify the regularity conditions (smoothness/strong convex-
ity) under which we can obtain quantitative rates, while Lemmas 6.4-6.6 provide the
technical tools used repeatedly to control cross terms, unroll recursions, and map
one-step inequalities into iteration complexity bounds. In the next subsections,
we first establish a centralized analysis for Prox-SGD under variational inference,
showing how the stochasticity induced by the reparameterized estimator can be
controlled in terms of the distance to a stationary point. We then extend the ar-
gument to the federated setting, where additional error terms arise from local drift
and server-side momentum, and we show how these effects can be bounded under

standard assumptions on smoothness and gradient noise.

6.2.1 Our (Centralized) Theoretical results

Lemma 6.7 shows that, under the exponential parameterization o = exp(p), the
entropy regularizer contributes a gradient with constant squared norm equal to d. This is
convenient for the analysis: the entropy term does not introduce an uncontrolled growth

in the stochastic gradients.

Lemma 6.7. Let h(¢) be the differential entropy of a random variable from the location-
scale family defined as o = exp(p) (Section 5.2.2), then ||Vh(o)||5 = d.

Proof. We use Lemma 6.3 as

h(@) = h(eL + p)

= h(e) + log(| det(L)])

€)+ > log(exp(pi)),

=1

and thus
Oh(@) B 1 exp(p;)
Op; eXp(pz‘) PApi)-

Therefore, we conclude

d
1
IVh@)IE = (|2 sy ) | =

=1
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Proposition 6.1 makes explicit that the reparameterized gradient estimator is quadrat-
ically controlled by the distance to an optimal variational solution ¢* (up to a constant
term depending on ||¢* —w||). In particular, as the iterates move closer to ¢*, the bound
tightens, indicating that uncertainty in the stochastic gradients is smaller near stationary
points. This relationship is one of the core motivations for using uncertainty /disagreement
as a confidence signal in aggregation: clients whose local parameters drift far from the

server model are expected to exhibit larger gradient variability.

Proposition 6.1. Let Vg(¢) be the gradient estimator of VI(¢) = E[Vg(¢)| and assump-
tions in Lemma 6.1 hold. In particular, logpe(x,.) is M-smooth and has a mazimum

(or stationary point) at m, and define w = (m,0). Then, for all ¢ and every solution
@™ of the VI problem, the following bound holds

E|[Vg(@)|} < 2M*(6K;Vd +1)||¢ — ¢"[[3 + 2M*(6KVd + )" — .
Proof. From Corollary 6.1, we have for all ¢ that

E(|Vg(#)|3 < M*(6K2Vd+1)| ¢ — |3
= M*(6KVd+1)||¢p — ¢" + ¢* — |3

We now apply Lemma 6.4 to obtain

E|[Vg(e)l3 < M*(6K2Vd+1)||¢p — ¢ + ¢" — 0|3
<2MA(6KIVd+1)||¢ — ¢*[12 + 2M* (6K2Vd + 1) || ¢ — w|f3,

where 2M?(6K2v/d + 1) and 2M?(6K2v/d + 1)||¢* — 0|3 are constants. This concludes
this proof. O

Theorem 6.2 proof a standard contraction recursion, the term (1 — nu) contracts
the error toward ¢*, while the additive term proportional to n? captures the irreducible
effect of stochasticity (the mismatch ||¢* — @||). Consequently, smaller stepsizes improve

stability but also slow down progress.

Proposition 6.2. Let ¢ be a P-smooth function and p-strongly conver, and assumptions
in Proposition 6.1 hold. Let {¢'}ien be generated by the Proz-SGD algorithm, with a

constant stepsizen € (0 ) . Then

) 4M2(6153\/3+1)
E[llp"! — ¢°l18] < (1 - nuBllg" — &[5 + 207 |2M2*6K2Vd + 212 + P?)]| 6" — w]3] .

Proof. This proof follows ideas in Gower et al. [2019, Theorem 3.1] and Garrigos and

Gower [2023, Theorem 12.9]. First, considering the non-expansiveness of the proximal
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operator (Lemma 6.5), we write

¢+ — ¢*||; = ||prox,,(¢" — 1V g(")) — prox,,(¢* — nVi($*))]|;
<||¢' = ¢" +n (VL") — Vg(e') )Ili
= |6~ &°; + 20 (¢ — . V(" ¢)) + 17 [|VE(9") — V(9]
(i7) ) @
(6.10)

To handle term (7), we apply Lemma 6.4 as

E ||Ve(@") - Vo(@)3] < 2B [IVe@")3] + 28 [[[Va(6")]3]
< 2(Vi(¢")|3 + 28 [ V(e[
< 2 Ve(@) — Vew)|} + 26 [|| Vo)
< 2P |l¢" - w3+ 2E | Vo))

where (a) uses the fact that V{(w) = 0, since w is a stationary point of ¢, and (b) follows
from the P-smoothness of ¢ (see Definition 6.1).

For term (i7), we use the strong convexity of ¢/ (Lemma 6.2) as

E [(¢' — ¢", VI(¢*) = Vg(¢'))] = — (¢" — &', VL") — V("))
< —p|¢'—o*

2
2

Substituting (i) and (z7) into Eq. (6.10) and taking the total expectation, we obtain

* * * — 2 *
E (¢~ ¢ 18] <E (6 — * 3] +2° P~ |3+27°E [ | Vo(@")|[2] 20 [ — °[3].
(6.11)
Applying Proposition 6.1 to bound Eq. 6.11, we get

E [[9 — ¢*B] < (1 2o+ 47 MKV + 1)) E[l¢f — 3+
+ 22 (2M?6 K2V d + 2M? + P?)||¢* — @|)2). (6.12)
We now verify the condition on 7 to ensure that the contraction term satisfies

1—2np+ 4 M2 (6K2Vd+1) < 1 —np
Inp — A M (6K*Vd + 1) > np

o — ApMP(6K2Vd + 1) >

AnM

AnM

20— > 2(6K2Vd +1)
1> AnMA(6K2Vd + 1)
n < .

AM2(6K2V/d + 1)
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Under this condition, we obtain the final inequality
E (¢ — ¢"[l3] < (1 —npEl¢' — ¢"|5 + 20°(2M36KIVd + 2M* + P*)|¢* — w3,

which is guaranteed by the choice of n <

-k
< BEGREVIT) and completes the proof.

]

Proposition 6.3. Let ¢ be a P-smooth function and p-strongly convex. Then, for any
& >0, the VI problem with proximal SGD, a variational family satisfying Proposition
6.2 with the exponential parameterization, guarantees E||@T — ¢*||3 < & if

1 ort < 4C
vy = 2Lc f and

i% fort > 4C

P26 Ve

Proof. We begin by applying Lemma 6.6 to the result of Proposition 6.2,

2]<t+1ﬂwo 4

where the variance term o? = (12M?K2v/d 4 2M? + P?)||¢* — w3, and C is a constant.
Now, let £ > 0 be an arbitrary error tolerance. We are interested in finding 7" that

2 27172 2 2 * =2 0 4%
TZmM<WMHMKn@+M4+PW¢ @[3 , 4C|1¢ ¢W«Q.

2 802

E [H¢t+1 _ ¢ X T

E |[lo" - o[ <&

so it follows
160 9 80?2

2+,U,2_T§§'

Multiplying both sides of the inequality by 72, we have the quadratic inequality

*

802

16C% ||@° — ¢* ||, 24 M—T < ET? (6.13)
T2 — 8iT —16C? ||¢° — ¢* || > 0. (6.14)

Solving for the T that satisfies this inequality, we apply the quadratic formula

802 802\’
'F+¢(E)+M¢ww—ww
T> :
> -
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To simplify this expression, we use the concavity (and thus subadditivity) of the

square root function (vz +y < \/x + \/Y)

80 802\ 2 8d0% 80?
FﬂL\/(?) + 64£C?(| 9" — ¢*[|3 7%—7—%\/64502”9{)0—9{)*”%
2 28

1602
R 8C||¢° — ¢*[|2v/E€

2€
802 4C|¢° — ¢
o ACI¢" — 4"l

T ¥ VE

Therefore, E||¢' — ¢*||3 < £ can be satisfied with a number of iterations at least

IA

VAN

1602 (12M2K2/d + 2M? + P?)|| ¢ — @2 4C|¢° — o
szax( UKV 4 M+ g7 — bl 4C] qsuz’w)’

12 Ve
where 0% = (12M2K2V/d + 2M? + P?)||¢* — w||2. -

The final bound provides an explicit iteration complexity to reach E||¢T —¢*||2 < &.
It separates two effects: a fast-decaying term (driven by the deterministic contraction)
and a slower term proportional to the effective variance o2, which depends on the repa-
rameterization constants and on ||[¢* — w||3. Practically, this means that convergence
is guaranteed under the stated regularity assumptions and appropriate stepsize control,
and the rate degrades as the stochastic gradients become noisier or the optimum moves

farther from the stationary reference .

Previous work has shown similar convergence results for variational inference using
linear reparameterization [Domke, 2020, Domke et al., 2023, Ko et al., 2024]. Al-
though the linear assumptions approach simplifies the theoretical analysis, it can be
limiting in real-world applications. In our chapter, we use an exponential reparam-
eterization (non-negative variance estimation, Eq. 5.4) [Ganguly and Earp, 2021,
Zhu et al., 2023, Barros et al., 2024c]. Building on these insights, our analysis

extends the existing convergence results to this more practical setting.

6.2.2 Our (Federated) Theoretical results

Moving to federated optimization introduces two additional challenges out the cen-

tralized setting: (i) local drift, since clients perform multiple local steps before communi-
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cating; and (ii) server-side momentum, which mixes gradient information across rounds

and can amplify heterogeneity if not controlled.

Assumption 6.1. (Lipschitz Gradient). The function L; is L-smooth for all client 1,
i.e., |VLi(pa) — VLI(P)|l2 < Ll|pa — Poll2, Y, By, € R

Assumption 6.2. (Ref. Panchal et al. [2023b], Unbiasedness and Bounded Local Vari-
ance). For each client i and variational parameter ¢;, we assume the access to an unbiased
stochastic gradient VEAZ-(qb) of client’s true gradient VL;(¢p), i.e., E[VEAZ((p)] =VL(p).
The function L; have Sp-bounded (local) variance i.c., |VLi(¢p) — VLi($)||2 < S2.

Assumption 6.3. (Ref. Panchal et al. [2023a], Bounded Global Variance). For each
client i and variational parameter ¢;, we assume the access to an unbiased stochastic
gradient VL;(@) of client’s true gradient VLi(p), i.e., B[V Li($)] = VLi(¢). The func-
tion L have S,-bounded (global) variance i.e., SN | NE[|VL;(¢) — VL($)||2] < Sz, for
Zi]\il Ai = 1.

Assumption 6.4. (Ref. Karimireddy et al. [2020], Bounded Gradient Dissimilarity)
There exists constants such as G > 0 and B > 1 such that vazl )\Z||VEZ(¢))||§ <
G + BY||VL(@)3, for T i =1

Lemma 6.8. (Upper bound of local drift). Let Assumptions in Lemma 6.1 hold. For
all client in @ € N with arbitrary local iteration steps k with local learning rate n; < %, the

local drift can be bounded as follows,
E[|¢)" — ¢'|[5] < 36m(M*(KZVd + 1) A3 + d),
where [|A;]|3 = [|¢; — wi3.

Proof. We start with restating the SGD update

Ot = Gt — VL),

which
VL") = Vail g ) + Vhi(pi "),

7 i

Using the above update, we proceed as

Efl|¢;" — ¢'l13] = Elllof* ™" — ¢ — VLI ]
(1+ 527 ) Bl - o181+ b GV ZS IR
2 L)
(1)

k—

—_

[
Elll¢i" " — &'l13] + 2knF (Bl Vi (") 13] + EI Vhi( 67 [13])
[

E[l|l¢:" " — @12 + 2kn2 (M2 (6K2Vd + 1) || A, ||3 + d),

—_
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where inequality (1) and (2) follow from Lemma 6.4, and the last inequalities follow
from Corollaly 6.1 and Lemma 6.7.

Unrolling the recursion, we obtain

k1 .
Il - #'18 < 3 (14 72 ) RREORORVE+ DIAIE + )

=0

<(k-1)

(1 + ﬁ) - 1] REP(M2(6KVd + 1) A2+ d)].

As can see in Karimireddy et al. [2020, Lemma 14], the inequality
L \*
1+—) —1| <3k
(e 5) ] <

E[l|p" — ¢'[12] < 6kn?(M*(6K2Vd + 1)|| A3 + d)
< 36mi (M2 (K2Vd + 1)[| A2 + d),

(k—1)

for k£ > 1. Thus, we conclude that

where the last equation follow to n; < %
O

Lemma 6.8 shows that the deviation between a client’s local iterate and the server
iterate grows proportionally to the local stepsize and is amplified by two factors: (i) a term
depending on the distance to the stationary reference (capturing model/gradient variabil-
ity), and (ii) a dimension-dependent contribution coming from the entropy component.
This bound formalizes the intuition that aggressive local updates (large n; or many local
steps) increase client—server mismatch, which later translates into larger disagreement and

potentially higher uncertainty.

Lemma 6.9. Suppose Assumptions 6.1-6.3 hold. For all clients 1 € N with arbitrary
local iteration steps k with local learning rate n; = n < %, the local drift can be bounded as
follows,
N
B[ nigt* — ¢'3] < 36n (MA(K2Vd+ 1) [ A3 + d).
i=1
Proof. Given the Jensen’s inequality (||.||? is a convex function) and Lemma 6.8 on the

upper bound of local drift, we have

=

N N
B Y Aot — 18] < DONElI6 - ) < 336 (MUY + VAR +a).
=1 i=1

Since 7 is the same for all clients, we can factor out the common terms

N N
E[l| > A" —'ll3] < 361 (MZ(KE\/C_H DY Allal; + d) :
i=1 1=1
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Let [|A]2 = 327, Ail|Ai||3 represent the average squared norm over all clients,

Then, we can simplify the expression to

N
B[S ngtt — ¢'[3] < 36y (MA(K2Vd+ 1) [A]3 +d).

i=1
[

Theorem 2. Let L(¢) be the global objective and suppose Assumptions 6.1-6.3 hold. In
communication round t, each client 1 performs k local SGD steps starting from @' with
stepsize n; = n < min(y, %), producing ¢, and the server forms ¢!t = @t —~ g,

where
g' =89+ (1—5)> N VL")

Then

N
> )\iE[Hgt - v,cl-(qst)llﬁ] < 3SZ(1+ L) B + (1 — B)?] + 982 L S3+
=1
+ 10852 L7 [MZ(KE\/& +1) A2 + g .

Proof. By definition of the momentum variable g' = 3¢~ + (1 — §) S, )\Z-VEAi(qSt), we
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have

N -
Y AE||g = VL9
i=1 -

N

=Y AE||8g" +(1-5)

=Y AE||8g" +(1-5)

|

] =

NVL(¢h) - V»Ci(d)t)Hz]

1

<.
I

AV (6) ~ VE($) + AVL(6 )

WE

1

<.
Il

=Y NE||Bg = VL@ ) + (1= B) YNVE (@) - VLS + VLS ) Hj

N

=D NE||Alg" = VLS ) + (1= 5) DN VL () — BVLA(S)-

J=1

— (1= B)VLi(¢") + BVL(P")

)

(97 = VL&) + (1= 5) (Z AV () - mwf)) -

— B(VLi(¢") = VL))

‘ 2
2

gigki{ﬁ, It = v ] <2 [0 - 0) (vE@) - ve@)) ] +

; Ewﬁ(m(qbt) VL)

Z] } (6.15)

where the last inequality follows from Lemma 6.4.
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Apply Assumption 6.1 in Eq. 6.15 to bound the next inequality as
Z/\E lg - veuen]3] < ZS/\ BR[|l - Ve ] +
2 ot t 2
3N o U] (VE(@®) - VLi(e") M ¥
Z;l
+ ) 3NALE| N — o3
N - N N
< STNBE (g = VL@ 2] + 30— 5 SN+ D 3NPLPE|¢l — ¢ 3
i=1 i=1 i=1

()
< Y NBE |97 - VEL# )] +301-8°S] + 3L — ¢
=1

()
< Y BB |97 - VL@ )5 +3(1 - 85 + 38120 Ellg" I,
i=1

where for inequality (%), we apply Assumption 6.3, which provides a bound on the
variance between the local gradients and the global gradient, and for inequality (), we

use the update rule @' = @'~ +yg'~! to express the distance between consecutive server
iterates as

6" — &' '12 = llvg" 112 = *llg" " II2-

Next, we use Lemma 6.10 to bound the next fist inequality as
al 2
S AE |9 - VL)
i=1
N
< ST [[(gt - Ve ) 5] +30 - 9282+
i=1

N
— d
+ 302127 lzsximngt* ~ L IR+ 35+ 36| MKV + DB+

=1

N
< (1+43L°9%)) 3\A°E [H(gH - VEi(¢t*1))||ﬂ +3(1 — B8)*S; + 96°L*y*S7+

i=1

+ 10832 L*~? {M%fo/& + 1Az + g} : (6.16)

Letting J = 3(1 — §)*S? + 9B L*y*S} + 1083%L*y 2[1\42([(2\/—+ DA+ ] we
can write Eq. 6.16 as

SOAE[|lg' - VL[] < (1481297) Y 3NGE |[[(g7 = VLS| +
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Unrolling the recursion, we obtain

SUAE [l = VE(#[3] < (148129 (38°) SNE | [m — VL) 5] +

+ Y (1+3L9)F(36%)8. (6.17)
k=0

Now, note that the geometric series converges to

t

(1+3029%)(38%)] 1
(14+3L%42)(352%) — 1

—_

1+ 3L22) (357) =
0

i

Thus, the inequality follows directly from Eq. 6.17

ﬁjw g = w3

LN ) [(1 + 3L272)362T 1
< o] $onz - veqon] Lo
t
L N S (1+3L*y?)35%| —1
<[ armas] Sou w2 - ve@] o [<1 n 3L272)(352]) ~
=1 -

(143229367 1
(1+3L%n%)(38%) — 1

t
< [(1 + 3L272)352} S2+J

Moreover, condition (1 + 3L?1?)33? < 1 can be easily satisfied by appropriately
choosing 1 and . Consequently, the inequality follows

N
SONE|[lg' = VL] < 3821+ 3029787 + (1= B)*] + 982L22 53+

=1

. d
+ 10882 L% | M2(K2Vd + 1)| A% + dl
O

Theorem 2 decomposes the discrepancy between the momentum direction g' and
each client gradient into contributions from (i) global stochastic variance, (ii) local gra-
dient noise, and (iii) client drift amplified through smoothness and momentum. The condi-
tion on 7 ensures that the recursion remains stable (preventing the momentum /heterogeneity
terms from exploding), which is essential for establishing convergence of the server up-

dates.

Lemma 6.10. Let L(¢) be the global objective and suppose Assumptions 6.1-6.3 hold.

In communication round t, each client i performs k local SGD steps starting from @' with
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stepsize n; = < 1, producing ", and the server forms ¢! = @' — v g', where

Then

N
E[lg'3] < 3" 3NE[llg' - VL(¢)I13] + 357 + 36| M2 (K>Vd+ 1) [AJ3 + 2]

i=1

Proof. By the Lemma 6.4, we can decompose

E[Hgtﬂg] =F ‘ g' + iv: NVL(@h) £ i_v: /\iVEi(th) Z]
<3E \gt—iAiV£i(¢t) z +3E \\iAi<V£i(¢t>_VE”<¢t)) Hj
+3E Hi&v@(cﬁ‘/) z]
i=1

0 & = ~
< Y NE[llg - VL(¢")E] + 352 +3 5 AE[IVE(8) ]

i=1 i=1

N N
= 3AE[llg — VL($")3] + 357 + 3> AE[[Vai(9') + Vhi(")|3]

i=1 i=1

@ N N N
< 23)\1‘E[||9t — VLi(")5] + 357 + 62/\1'E[||V9i(¢t)”§] + GZAiE[||Vhi(¢t)Hg]

=1 =1 =1

6 & _
E[llg'l3] < > 3NE[llg" — VL(I3] + 357 + 36| M (K2Vd+1) [A]3 + 2 -

i=1

(6.18)
where we use Jensen’s inequality (]|.]3 is a convex function) and Assumption 6.2 to

bound (1), and Lemma 6.4 to bound (2). Finally, in (3), we replaces the unbiased

stochastic gradient with Corollary 6.1, Lemma 6.7 and ||A[3 = S, A[|A 3.

6.3 Experimental Details

]

Each client returns a variational posterior (p;,3;), where p; is the personalized

solution, and X, quantifies uncertainty. The confidence weight \; = 1/ pjz, decreases with

posterior variance and disagreement with the server model, and the server aggregates client
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models using confidence-weighted averaging. We additionally employ server momentum
to reduce variance and client drift across rounds.

Finally, we evaluate our uncertainty personalization method in non-IID FL under
both benign and malicious participation. The goal is to verify (i) whether the proposed
variational formulation improves personalization under heterogeneity, and (ii) whether
the induced uncertainty can be used to mitigate malicious client contribution during

aggregation.

6.3.1 Parameters initialization and network architecture

We performed our experiments using the Flower framework [Beutel et al., 2020b]
in an FL setting characterized by non-IID clients (quantity-based label imbalance) [He
et al., 2024]. For each dataset, we sorted the data by labels and divided it into N clients.
Each client was assigned #S random non-overlapping subsets (shards), each containing
an equal number of samples [Zhang et al., 2022a].

Thus, we used a server and 50/100 clients in our experiment to evaluate our model,
and we trained our method with one NVIDIA RTX 6000 Ada Generation (48 GB) for 500
FL epochs. For each training round, the server selects 10 % of clients to train for five local
epochs of the user model. We use the F1-Score, a commonly used metric in classification
tasks, which can be directly computed from the confusion matrix.

The NN architecture used for all FL. approaches, including our proposed method,
is identical. Following Zhang et al. [2022b], Zhu et al. [2023], the network dimensions
are m-100-n for the FMNIST datasets, where m represents the number of input features
and d denotes the latent space representation dimension. We employed SGD with a
learning rate of 0.01 for all experiments. All baseline models were configured using the
hyperparameters recommended in their respective original publications.

Finally, to evaluate robustness against adversarial participants, we inject model-
poisoning clients using the Fang attack [Fang et al., 2020], which crafts malicious local
updates that evade common Byzantine-robust rules while degrading global model perfor-
mance. For any baseline approach that was not proposed natively for malicious FL, we
deploy it under a robust server-side rule by applying the Krum aggregator [Blanchard

et al., 2017] during aggregation to improve resilience to such malicious updates.
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Table 6.1: F1-Score of various PFL approaches with 50 and 100 clients with differentes
malicious clients number #S. The best results are in bold, and the second-best are
underlined.

50 Clients 100 Clients
H#M =0 #M =2 #M =5 #M =10 #M =0 H#M =2 H#M=5 #M =10
FedAvg. (GM) 0.6656 0.4689 0.4407 0.4634 0.5921 0.4528 0.4497 0.4084

Proposal

FedRep 0.8999 0.8310 0.8244 0.8035 0.8729 0.8069 0.7844 0.7695
pFedBayes 0.8975 0.7832 0.7791 0.7516 0.8628 0.7894 0.7601 0.7276
FedAvg. (PM)  0.8470 0.8338 0.8295 0.8105 0.8284 0.7822 0.7751 0.7429
APFL 0.9064 0.8179 0.8128 0.8091 0.8643 0.8472 0.8350 0.7998
LGFedAvg 0.8933 0.8218 0.8231 0.7992 0.8460 0.8136 0.8006 0.7717
pfedvem 0.8835 0.8339 0.8257 0.8475 0.8178 0.8153 0.8573 0.8256
DITTO 0.9072  0.8449 0.8358 0.8195 0.8549 0.8693 0.8377 0.8159

Our proposal 0.9003  0.8982  0.8901 0.8634 0.8991 0.8871 0.8770 0.8562

6.4 Results

In this chapter, we compare our proposal with six federated learning approaches fo-
cused on personalization (FedRep, pFedBayes, APFL, LGFedAvg, pfedvem, and DITTO)
and two variants of FedAvg (global model “GM” and personalized model “PM”). Table 6.1
reports the Fl-scores obtained with 50 and 100 clients with different numbers of malicious
participants (#M ). This setup allows us to evaluate the baseline performance in benign
environments and the robustness of each approach when exposed to poisoning attacks.

For the case of 50 clients without malicious clients (#M = 0), DITTO achieved the
best overall performance (0.9072), followed by APFL (0.9064). Our approach achieved
0.9003, ranking as the third-best approach. In contrast, FedAvg (GM) reached only
0.6656, highlighting the poor adaptability of a global model under heterogeneous data
distributions. When setting to 100 clients, our proposal achieved the best result for this
FL setting without malicious clients, reaching 0.8991, surpassing all other techniques.
FedRep obtained the second-best result (0.8729), followed by APFL (0.8643). Besides,
several approaches that performed well in the 50-client experiment have lower results
with 100 clients. For example, DITTO decreased by 4.73% (from 0.9072 to 0.8549), while
APFL decreased by 4.64% (from 0.9064 to 0.8643). Similar degradations were observed
for pFedBayes and LGFedAvg. In contrast, our method decreased from 0.9003 to 0.8991
(0.133%), showing resilience to the increased number of participants (data heterogeneity).
Finally, we evaluated the robustness with different numbers of malicious clients. As
expected, all methods degraded as #M increased. However, our proposal consistently
delivered superior results on both client scales. For example, with 50 clients and #M = 2,
our approach achieved an Fl-score of 0.8982, compared to 0.8449 for the second-best
method (DITTO). At #M = 10, our method still retained 0.8634, while DITTO and
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APFL dropped to 0.8195 and 0.8091, respectively. These conclusions are consistent across
100 client scenarios. Figure 6.1 shows the F1-score in epochs for our method versus D1TTO
in the FMNIST dataset.
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(a) No malicious clients.
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(b) 2 malicious clients out of 100 total (2%).
Figure 6.1: Fl-score vs. epoch on FMNIST dataset, comparing our method to DITTO

under two federation settings: (a) benign (no attackers) and (b) with two malicious clients
(2% of 100).
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6.5 Related Work

Security issues in machine learning systems, and consequently FL, have been ex-
tensively studied [Zhao et al., 2017, Wang et al., 2020, Rodriguez-Barroso et al., 2022]. In
traditional machine learning, the learning phase is typically protected and centralized in
a unique system [Lamport et al., 1982]. Specifically, approaches in the literature usually
consider that malicious clients act during inference, i.e., the attacked model is already in
production [Jagielski et al., 2018]. In FL, malicious clients usually exploit the vulnerabil-
ity of the models during the learning phase [Bhagoji et al., 2019]. In general, malicious

clients attacking an FL model have one of two adversarial goals:

Case I. Reconstruct or learn client/model information based on data transmitted in

the federated training process and

Case II.  Force the model to behave differently than intended, invalidate, or train it for

a specific purpose (e.g., poisoning attack).

In this chapter, we focus on the problems related to attacks that aim to degrade the
performance of the aggregated model (type II attacks).

Several works in the literature propose a poisoning attack method to FL models
to degrade the training process. Zhang et al. [2021b] propose using generative adversarial
networks (GANSs) to generate examples without making any assumptions about accessing
the participants’ training data. Similarly, Zhang et al. [2019] inserts adversarial poison
samples assigned with the wrong label to the local training dataset to degrade the ag-
gregate model. Sun et al. [2022] studies the vulnerability of FL models in [oT systems.
Thus, the authors use a bilevel optimization consideration, which injects poisoned data
samples to maximize the deterioration of the aggregate model. Besides, Defense mecha-
nisms for distributed poisoning attacks typically draw ideas from robust estimation and
anomaly detection [Alistarh et al., 2018, Shejwalkar et al., 2022]. Some works are based
on aggregation functions robust to outliers, such as median [Wu et al., 2022], mean with
exclusion [Fang et al., 2020], geometric mean [Pillutla et al., 2022], and clustering of
nearby gradients [Blanchard et al., 2017].

Additionally, assuming scenarios where all clients train the network model but
use their data is paramount. More often than not, we observe that data models differ
across clients. Therefore, the resulting models will be abstractions of different real-world
conditions. Ultimately, we need to propose solutions that address such situations, taking
into account the challenges of accounting for these differences without assuming malicious
intent, especially when only a small subset of clients presents data models that differ from

the majority.
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6.6 Final Remarks

This chapter proposes a novel VI model for PFL under malicious participation. We
introduced an uncertainty-aware framework that (i) yields bounds for reparameterized
gradient estimators, (ii) motivates confidence-weighted aggregation, and (iii) integrates
server momentum to reduce variance and client drift. Our analysis derivates convergence
guaranties under exponential reparameterization and standard smoothness/convexity as-
sumptions, extending prior results beyond linear parameterizations.

Our theory results consider smoothness and strong-convexity surrogates and mean-
field Gaussian variational families. Relaxing these assumptions is a promising direction.
Extending the approach to adaptive participation, stronger Byzantine adversaries, and
communication-efficient uncertainty sharing (e.g., low-rank covariance summaries) are
open next steps. Finally, evaluating diverse modalities (vision, language, tabular) and
real-world federations with system heterogeneity will further validate practicality and

scalability.
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Chapter 7

Final remarks

This thesis examines how to improve the security and reliability of FL, particularly when
the FL network is vulnerable to adversarial threats, such as model poisoning attacks.
Thus, in this thesis, we proposed some different approaches to quantify uncertainty in FL
to detect and mitigate malicious behavior without compromising user privacy or system
performance.

We proposed and evaluated three different uncertainty strategies; (i) using Laplace
approximations based on second-order derivatives, (ii) introducing the SMELL (Ad-Hoc)
framework with similarity-based learning, and (iii) leveraging VI to enhance the SMELL
framework. Each of these methods tackles uncertainty from a different perspective, help-
ing to understand how confident (or uncertain) a model is about its predictions.

Specifically, Chapter 2 explored the use of Laplace approximations for uncertainty
estimation in Neural Networks. This method applies a second-order derivative to provide
a way to estimate the confidence a model has in its predictions. Applying this to FL
settings, we show that uncertainty estimates can help identify clients whose updates
deviate from expected patterns (i.e., label flip attacks), suggesting potential malicious
activity.

Chapter 3 and 4 introduced the SMELL framework, a novel approach that takes
advantage of model update similarity to detect adversaries. We hypothesize that trust-
worthy clients tend to behave similarly over time, although malicious clients produce
updates that are inconsistent or anomalous. By tracking these patterns, SMELL was able
to detect poisoning attacks.

Chapter 5 focused on BNN and variational inference to build more expressive
uncertainty-aware models. Although more computationally demanding, this approach
enables the mathematical formal modeling of uncertainty, particularly in FL data settings.
We demonstrated that SMELL Bayesian models have a lower bound limit compared to
distributed BNN models for quantifying uncertainty:.

Lastly, chapter 6 combines the previous chapter in FL attack scenarios. We eval-
uated the trade-offs between detection accuracy and robustness for each method pre-
sented and present convergence analyses for both centralized and distributed SMELL-VI

approaches. The results showed evidence that uncertainty quantification improves the
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resilience of FL systems under attack.

7.1 Future Directions

We intend to tackle the following activities after this PhD thesis:

Task I. Score Matching for Federated Learning aims to use score matching for
identifying authentic versus adversarial updates, enhancing model security, and

handling out-of-distribution data effectively, as we describe in Section 7.1.1.

Task II. Contribute to advancing Federated Continual Learning, as we describe
in Section 7.1.2.

7.1.1 Score Matching for Federated Learning

Integrating Score matching into FL can mitigate challenges, particularly the issue
of non-1ID (heterogeneous local data distributions) inherent in FL environments [Li et al.,
2024]. FL, characterized by its distributed machine learning framework, enables model
training across numerous devices while maintaining data privacy by keeping the data lo-
calized. Score matching [Hyvérinen and Dayan, 2005] provides a mathematical foundation
to navigate these challenges effectively. It approximates the probability distributions by

minimizing the Score-matching objective, formally defined as

1

J(e) = éEmNPdam [Hvx logpmodel(zc | 0) - Vﬂc logpdata(w)ng}?

where pgq, represents the data distribution, pyeqe( | ) denotes the model distribution
parameterized by #, and V, is the gradient with respect to the input .

Furthermore, the strategic application of score-matching within FL settings is ad-
vantageous for enhancing system robustness against adversarial attacks. Utilizing score
matching to discern between malicious updates and outliers (such as updates from clients
with legitimate, though significantly different, data distribution) is crucial for maintaining

system integrity.

Research problem to be investigated: Through an evaluation of update gradi-

ents in alignment with the anticipated distribution gradients, score matching
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offers a method to validate the authenticity of model updates. This approach
can be a framework to identify adversarial updates while safeguarding insights
from out-of-distribution (OOD) data contributions.

7.1.2 Robust Federated Continual learning

Continuous learning (or incremental learning) is the paradigm that accumulates
previous knowledge to solve a sequence of tasks (e.g., new classes discovered). Contin-
uous learning systems must be designed to train tasks incrementally without revisiting
all previous data at each stage. A fundamental challenge in this paradigm is to avoid
forgetting previous knowledge, namely catastrophic forgetting [Yoon et al., 2021]. Due to
privacy restrictions imposed by FL environments, federated continual learning presents
new challenges to continuous learning, such as utilizing knowledge from other clients while
preventing interference from irrelevant knowledge [Yoon et al., 2021].

For example, one of the most relevant privacy problems is inferring whether a pro-
gram has malicious intent (malware software) [Antonakakis et al., 2017]. Today, cyber-
attacks are one of the main concerns in computer networks. Many attacks ranging from
naive viruses to ransomware and then to sophisticated malware like Stuxnet [Langner,
2011] jeopardize individual users’ privacy/safety and endanger entire nations’ sovereignty.
Cyberattacks are so relevant nowadays that governments are prioritizing cybersecurity?.
The detection of malicious software that “error”— or malware for short [Petrik et al.,
2018]- is one of the most relevant security problems. For instance, a single malicious
software can cause up to millions of dollars in damage [Anderson et al., 2013]. Software
codes, and consequently bytes of binary code, exhibit several types of spatial correlation.
These correlations, in turn, have discontinuities in function calls and jump commands,
making identifying malware a hard task [Raff et al., 2018].

Even though Antivirus is one of the most popular approaches for malware detec-
tion, new types of malware are released quickly, making most techniques for detecting
them quickly obsolete [Anderson et al., 2013]. Thus, regular Antivirus typically fails to
detect new malware until their signature is incorporated into their database [Barros et al.,
2022a]. Nevertheless, new techniques to identify unknown new malware are necessary to
protect systems even at day zero of a malware release.

A significant challenge in federated continual learning is the inability to revisit
previous tasks for validation due to privacy constraints, which could allow malicious at-

tacks to propagate undetected to subsequent tasks. This presents a unique vulnerability

https://www.voanews.com/usa/us-biden-voice-new-alarm-about-cyberattack
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in federated continual learning, where safeguarding against such threats while adhering

to privacy requirements becomes a pressing concern.

Research problem to be investigated: Given this problem, we quantify data ad-
herence to the previous and new knowledge simultaneously and, with this quan-
tifier, perform local model training using these two objective functions (e.g.,
meta-learning approaches). Bayesian neural networks are also helpful in online
learning; previous posteriors can be recycled as priors when new data becomes
available to avoid catastrophic forgetting [Ritter et al., 2018]. The federated
continuous learning paradigm, which is a promising open direction, can benefit

many applications (e.g., DDoS attack or malware detection).

7.2 Publications

In the following sections, we list the publications resulting from this thesis. The
list is divided into three categories: (i) journal papers, (ii) conference papers, and (iii)
papers under submission. Publications marked with an (X) indicate a direct contribution

or extension in this thesis.

7.2.1 Periodical papers

e (X) P. H. Barros, J. C. Guevara, L. Villas, D. Guidoni, N. L. S. d. Fonseca, and
H. S. Ramos. A novel federated meta-learning approach for discriminating sedentary
behavior from wearable data. IEEE Internet of Things Journal, 11(19):31909-31916,
2024b. doi: 10.1109/JI0T.2024.3420891

e (X) P. H. Barros, E. T. Chagas, L. B. Oliveira, F. Queiroz, and H. S. Ramos.
Malware-SMELL: A zero-shot learning strategy for detecting zero-day vulnerabili-
ties. Computers & Security, 120:102785, 2022a

e (X) P. H. Barros, F. Queiroz, F. Figueiredo, J. A. D. Santos, and H. Ramos. A new
similarity space tailored for supervised deep metric learning. ACM Transactions on
Intelligent Systems and Technology, 14(1), nov 2022b. ISSN 2157-6904
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F. A. Silva, O. Orang, F. J. Erazo-Costa, P. C. Silva, P. H. Barros, R. P. Ferreira,
and F. G. Guimaraes. Time series classification using federated convolutional neural

networks and image-based representations. IEEE Access, 2025a

I. Cardoso-Pereira, J. B. Borges, P. H. Barros, A. F. Loureiro, O. A. Rosso, and
H. S. Ramos. Leveraging the self-transition probability of ordinal patterns transi-

tion network for transportation mode identification based on gps data. Nonlinear
Dynamics, 107(1):889-908, 2022

7.2.2 Conference papers

(X) P. H. Barros, J. C. Guevara, T. Polido, L. Villas, D. Guidoni, N. L. S. da Fonseca,
and H. S. Ramos. Personalized federated learning for sedentary behavior classifi-
cation with heterogeneous feature distributions under adversarial threats. Inter-
national Joint Conference on Neural Networks (IJCNN), TBD(TBD):TBD, TBD
2025a

(X) P. H. Barros, F. Murai, A. Houmansadr, A. A. F. Loureiro, A. C. Frery, and
H. S. Ramos. Mitigagao de envenenamento de rétulos em sistemas de deteccao de
ddos federados. In Anais do XLIII Simpdsio Brasileiro de Redes de Computadores
e Sistemas Distribuidos, page TBD. SBC, 2025b

(X) P. H. Barros, F. Murai, A. Houmansadr, A. C. Frery, and H. S. Ramos. Varia-
tional inference in similarity spaces: A bayesian approach to personalized federated
learning. In NeurIPS 2024 Workshop on Bayesian Decision-making and Uncer-
tainty, 2024c. URL https://openreview.net/forum?id=V0OEVnNjJza

(X) P. H. Barros, J. C. Guevara, L. Villas, D. Guidoni, N. L. S. da Fonseca, and
H. S. Ramos. Hierarchical federated learning based on ordinal patterns for detecting

sedentary behavior. In 2024 International Joint Conference on Neural Networks
(IJCNN 2024), Yokohama, Japan, June 2024a

(X) P. H. Barros, M. Q. Oliveira, O. Orang, F. A. da Silva, F. J. Erazo-Costa,
A. T. Bastos, P. C. Silva, G. S. dos Santos, A. A. Loureiro, M. G. Ravetti, et al.
Flautim: A federated learning platform using k8s and flower. In Simpdsio Brasileiro
de Sistemas Multimidia e Web (WebMedia), pages 87-90. SBC, 2024e

(X) P. H. Barros, F. Murai, and H. S. Ramos. Bayes and laplace versus the world:

A new label attack approach in federated environments based on bayesian neural
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networks. In M. C. Naldi and R. A. C. Bianchi, editors, Intelligent Systems, pages
449-463, Cham, 2023. Springer Nature Switzerland

(X) P. H. Barros and H. S. Ramos. A novel aggregation method to promote safety
security for poisoning attacks in federated learning. In GLOBECOM - IEEE Global
Communications Conference, pages 3869-3874, 2022

O. Orang, P. H. Barros, G. Z. de Castro, and F. G. Guimaraes. An efficient one-shot
federated medical imaging via variational inference parametric feature transfer. In
Medical Imaging meets EurlPS: MedEurlPS 2025, 2025

P. C. L. Silva, O. Orang, P. H. Barros, F. A. R. da Silva, H. S. Ramos, and F. G.
Guimaraes. Driver Maneuver Classification Based on Multivariate Fuzzy Time Se-

ries. In Proceedings of the 2025 IEEE International Conference on Fuzzy Systems
(FUZZ-IEEE), 2025b

G. Riqueti, P. H. Barros, J. Borges, F. Cunha, O. Rosso, and H. Ramos. SAXJS: An
online change point detection for wearable sensor data. In Anais do XLI Simpdésio

Brasileiro de Redes de Computadores e Sistemas Distribuidos, pages 351-364, Porto
Alegre, RS, Brasil, 2023. SBC

J. Jorge, P. H. Barros, R. Yokoyama, D. Guidoni, H. S. Ramos, N. Fonseca, and
L. Villas. Applying federated learning in the detection of freezing of gait in parkin-
son’s disease. In 2022 IEEE/ACM 15th International Conference on Utility and
Cloud Computing (UCC), pages 195-200, 2022

M. Gomes, P. H. Barros, and H. Ramos. Explorando a correlacao espaco-temporal
no agrupamento de sensores de cidades inteligentes. In Anais do XL Simpdsio
Brasileiro de Redes de Computadores e Sistemas Distribuidos, pages 43-55, Porto
Alegre, RS, Brasil, 2022. SBC

7.2.3 UnderSubmission

(X) P. H. Barros, F. Murai, A. Houmansadr, A. A. F. Loureiro, and H. S. Ramos.
Towards a federated DDoS detection system robust to label poisoning attacks. TBD
(TBD):TBD, TBD 2024d. ISSN 1941-0018. doi: TBD. On going work
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Appendix A

A New Similarity Space Tailored for

Supervised Deep Metric Learning

A.1 Introduction

A distance metric is a function that provides a way to measure how far apart two
elements of a set are from each other. Among various works involving machine learning
applications, the most commonly used metric is the Euclidean distance [De Maesschalck
et al., 2000]. Methods that use Euclidean distance usually consider that all variables’
covariance is zero, i.e., there is no correlation among them, but this assumption is hardly
found in the real world [Xiang et al., 2008]. Euclidean distance and cosine similarity are
popular for many applications. For instance, the cosine similarity is vastly used for text
mining [Lin et al., 2014]. Even showing its effectiveness in several applications, the cosine
similarity assumes equal weight for every dimension, limiting its application [Lin et al.,
2014].

Euclidean and cosine distance are known as data-independent techniques once
they are defined without prior knowledge about the data. Learning distances, a.k.a
Metric Learning (MeL), from data is a common attempt to improve machine learning
approaches [Weinberger and Saul, 2009, Deudon, 2018, Inaba et al., 2019]. In modern
machine learning research, MeL is a fundamental technique for several different applica-
tions such as sorting [McFee and Lanckriet, 2010], classification (e.g., k-nearest neighbors),
clustering [Wu et al., 2012], and ranking [Vogel et al., 2018].

MeL aims to estimate distance function parameters based on a given training set.
A common approach is to frame MeL as a convex optimization problem [Xing et al.,
2003]. Thus, a distance d can be defined as dar(z,y) = v/(x —y)T M (x — y), in which

M is a positive semi-definite matrix. In the case M is the covariance matrix, we have

the Mahalanobis distance [De Maesschalck et al., 2000]. Classic methods proposed for
metric learning use dps to search for the best linear space that captures the semantics

of the data (e.g., in a classification setting, we search for M that minimizes the miss-
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Figure A.1: Comparison between the canonical model of DMel. and the model used in
this work : (a) Canonical scheme of DMeL; (b) Our scheme of DMeL with S-space.

classification loss). However, the linear transformation has some limitations, as it cannot
model high-order correlations between the original data dimensions [Cao et al., 2019].
Using MeL, we can define metrics that consider the covariance of attributes. Additionally,
MeL approaches do not necessarily assume linear relationships, although classical MeL
techniques like the Mahalanobis distance [De Maesschalck et al., 2000] assume a linear
space. Moreover, MeL does not assume equal weights for every attribute [Lin et al., 2014].
The assumption that MeL can be treated as a convex optimization problem can also be
relaxed using the appropriate model.

Deep learning techniques are currently being used for MeL to tackle the issues
mentioned above [Hou et al., 2019, Mao et al., 2019]. Since these proposals seek to learn
a non-linear feature representation, they usually overperform standard techniques in the
literature. Neural Networks (NNs) are natural candidates and are typically used to learn
similarity metrics [Chopra et al., 2005, Hadsell et al., 2006].

The representation of compressed data found by a Neural Network (NN) is com-
monly named latent feature space, and the data in this space is latent data, as we can see
in Figure A.1la. Our work hypothesizes that the latent feature space captured by NNs can
be improved with an auxiliary space. For instance, typical NNs-based Deep Metric Learn-
ing (DMeL) approaches extract a latent space that encodes similar and dissimilar points,
but not the separability among them. However, this single representation is limited, as it
does not capture pairwise information.

Unlike the literature, our approach employs NNs, fed by labeled original pairwise
data, to find a latent pairwise space with markers. This approach is shown in Figure A.1b
as we now detail. In our method, data comes in pairs of vectors (x;,x;) which are deemed
as similar (x; has the same label as ;) or dissimilar (x; has the different label as x;).
The first part of our architecture is an autoencoder. After encoding the pair of input
objects, our major novelty is on converting data pairs to a new Similarity-space (called
S-space). A data point x; is mapped into z; = fg(x;) in the latent space, where © are
model parameters. The S-Space for a pair of points ¢ and j is composed of two novel
ideas. Firstly, we represent points as a similarity vector between pairs, i.e., s;; = |z; — ;]
Secondly, and more importantly, we define markers that act as reference points to similar

(ut € M*) and dissimilar (g, € M™) regions. Markers’ positions are learned in the
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optimization process.

Our loss function is comprised of three parts. Firstly, an autoencoder loss function
takes care of data encoding and decoding. The second loss function captures the sum of
distances between similarity vectors (s;;) and markers (g, € M* U M™), in this work,
we used a kernel-based discrete Cauchy distribution to estimate this distance, and we
apply a cross-entropy loss function between the input labels and the model output. The
last part of our loss function is called a repulsive regularizer. It is inversely proportional
to the distance of the markers of the same class. This loss function ensures that markers
are different (the loss increases as markers become similar), ensuring some diversity level
on the marker set. It attempts that markers capture complex similarity regions such as
disjoint similarity/dissimilarity regions.

We named our approach as Supervised distance MEtric Learning encoder with sim-
iLarity space (SMELL). Our method is herein described as supervised learning, but it
can be appropriately extended to unsupervisedand semi-supervised learning with some
pseudo-label approaches [Chen et al., 2020, Dizaji et al., 2017]. For example, in pseudo-
label [Chen et al., 2020], the labeled data are categorized via k-means clustering, and
patterns’ data are sampled to train multimodal. In addition, for unlabeled data, if multi-
modal reach an agreement on predicting a sample, this sample is labeled; otherwise, keep
it unlabeled. Through a wide range of experiments on 28 datasets, we show that SMELL
provides gains over the state-of-the-art in all of them. To explain its accuracy, we show

evidence supporting the following two hypotheses.

Hypothesis A.1. (HA.1) SMELL groups data points considered similar (in our context,
which have the same labels) and dissimilar (different labels) into disjoint regions in S-

space.

Hypothesis A.2. (HA.2) SMELL increases the input pairs’ separability in the latent

feature space for different pairs (similar/dissimilar) types.

Overall, the main contributions of our work are:

(i) a new data representation space called Similarity space (S-space) that separates
regions where similar/dissimilar objects lie together and help the convergence of the
model. We also investigate interpretability and data visualization in this space. S-

space can capture complex regions that can model similar points in disjoint regions;

(ii) a new distance metric learning method that simultaneously learns a latent repre-

sentation of the data and the markers’ position in the S-space;

(iii) we found evidence that the number of markers is a virtual hyperparameter of the

model and does not need to be tuned.

(iv) a new regularization function to avoid model overfitting called repulsive reqularizer.
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Table A.1: Notation used in this article.

Notation Description

X input data examples set

x; m-dimensional single element in X’
Yy Label set for set X

Yi single element in Y

Z Latent Feature Space from X

Z; n-dimensional single element in Z
f Encoder function

(G} set of weights for encoder
for Decoder function

o’ set of weights for decoder

l label function for a element in set X’
U label function for a element in set Z
S The similarity space from Z

855 n-dimensional single element in S
M The markers set

i n-dimensional single element in M
15 Function that maps a pair in X to an element in S
Y The similarity function

DY Set of parameters of ¢ (0, ©' and M)

A.2 Background and notation

In SMELL, we map pairwise input data into a latent space and a Similarity space.
In this section, we provide some technical background about data representation with au-
toencoders and a mathematical notation essential to the proposed method understanding.

Throughout the chapter, we apply the following notation. We denote vectors by
boldface lowercase letters, such as , z and p; all scalars by lowercase letters, such as
m and n; sets of parameters by greek uppercase letters, such as © and ¥; and sets by
calligraphic uppercase letters, such as X and Z. The zero-mean normal distribution will
be denoted by N(u = 0,0). Table A.1 summarizes this notation.

Let the set X = {ax;},_,, with &; € R™, be v data examples defined in an m-

=1
v
=1

where y; € {1,...,b}. In this way, the pair (x;,y;) indicates which of b classes a input x;

dimensional feature space. For each x; € X there is an associated label y; € Y = {y;}

belongs to. In a supervised Machine Learning classification problem, we seek to find a
function [ : X — )Y that maps an unlabeled example x; into their respective label y;. To

develop the proposed work, we introduce here some important definitions:

Definition A.1. (The latent feature space) Consider the set X as the original feature
space and the representation function fo : X — Z, in which fo(x;) = z; = l(x;) =
U'(z;) = y; and the function l' : Z — Y, which maps the latent data into their respective
labels. We defined the representation space Z called latent feature space from X as Z =
{zi}V_, with z; € R".
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An autoencoder is a Neural Network trained to attempt to copy a data input to its
output. It can be seen as consisting of two parts: an encoder and a decoder that produces
an input-based reconstruction.

An encoder is a representation learning algorithm that seeks to find a representa-
tion function fg : X — Z for a set of weights © that maps the set X to the latent feature
space Z.Similarly, the decoder function can be defined as the inverse encoder function
fé,l : Z — X where @’ is a set of weights for the decoder. Autoencoders are trained to
minimize reconstruction errors (typically, Mean Squared Errors - MSE), and their training
is performed through Backpropagation of the error, just like a regular Feedforward Neural
Network.

A Siamese neural network model [Bromley et al., 1994, Wang et al., 2019b] receives
a pair of input examples (z;, ;) € X x X and transform each of them to a latent data
(zi,zj) € Z x Z through the encoder fg. In the context of supervised learning, for a data
pairwise (x;, ;) € X x X, we say they are similar iff [(x;) = I(x;). Analogously, they
are dissimilar iff [(x;) # l(x;).

Definition A.2. (The similarity space) The representation space called Similarity space
(or S-space) is a space built from the set X x X. So, let f* be the function f%: X x X —
S, the similarity space is defined as S = {s;;}, with s;; € S C R", where s;; represents the
similarity vector if (x;) = l(z;), and if l(x;) # l(x;), then s;; represents the dissimilarity

vector.

In this chaper, we define the map function f¥: X x X — S for a pair (z;, x;) by

the following element-wise absolute value operation:

sij = [ (@i, ;) = |fo(@:) — folm))| = |2 — 2| = (|5 — 7|, |27 = 1, |2 = 27,

(A1)

it is worth noting that since s;; is obtained by an element-wise process, it has the same
dimension as z; and z;, where 2" is the n-th feature of the i-th data example in a latent
space representation Z (see Definition A.1). In S-Space, we define similarity and dissimi-
larity markers to group s;; vectors into their respective representations. The markers are
vectors in the S-space, which have their positions estimated by SMELL, i.e., in training
the model, we estimate the neural network’s weights and the markers’ position. Thus,
the closer s;; is to the similarity /dissimilarity marker, the greater the probability that the

(@i, x;) is similar/dissimilar.

Definition A.3. (The Markers set) In S-space, we defined the markers set M C R™ (same
space as S) to improve similarity calculations. We define the set M™ representing the set

of markers responsible for quantifying the similarity between the input pairs. Likewise,
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Figure A.2: Simple black box schematic for our proposal.

markers in set M~ quantify the dissimilarity. The Markers set is defined as M = M* U
= {H:r f:l U {Hj_};'v:kﬂ-

Therefore, in this work, we seek to calculate the similarity function
s+ X x X — [0,1]. The parameters of ¢ are defined by the set ¥ = {©,0" M},
respectively the weights of the encoder, decoder, and the Markers set in S-space. SMELL

relies upon simultaneously learning all elements of >.

A.3 Swupervised distance MEtric Learning encoder
with simiLarity space (SMELL)

Our proposal, SMELL, simultaneously optimizes a latent data representation (us-
ing a DMeL model) and a similarity function that indicates the similarity of two objects
in the learned data S-space. This technique can be useful for various applications, such
as feeding a predictor (e.g., a classifier) with a new metric learned from the data. This

section details our proposal. Figure A.2 shows a simple schematic for our proposal.

A.3.1 Metric learning algorithm

There are several ways to find a similarity metric ¢y, [Wang et al., 2012, Ahmed
et al., 2015]. In this chapter, we propose 15, being estimated from the latent representation
obtained by the encoder fo : X — Z.

As seen in Definition A.2, we define a new representation space, S-space S, which
quantifies the similarity between pairs of objects. In Equation A.1, we propose a map
function f¥: X x X — S for a data pairwise (x;, ;) as being an element-wise absolute

value operation representing the pairwise difference between the pair of data. Note, in
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Equation A.1, that s;; € R" (same dimension as latent representation space).

Regarding the pairwise labeling, we have two options for a given pair (z;,x;):
similar or dissimilar.

Thus, we define the Markers set M so that each marker of M™ or M~ represents
one of these possibilities (see Definition A.3). The closer the vector s;; is to a marker p* €
M* or p= € M~ the greater the probability that the elements of the pair (x;, x;) are
similar or dissimilar to each other, respectively. Then, we have, in this case, k£ similarity
markers and w — k dissimilarity markers for M, and M+t N M~ = 0.

Inspired by [Maaten and Hinton, 2008, Xie et al., 2016, Li et al., 2018] we use the
Student’s t-distribution with one degree of freedom (Cauchy distribution) as a kernel to

measure the similarity between s;; and a specific marker p,, € M, as

—1
(L + llsij — pml[3)
1>
2 em (L 11si; = pawr[[3)

q; = (A.2)
where ¢} € R is the similarity/dissimilarity of s;; in relation to the markers ji, (it
is normalized by the sum of all markers in M). So, we calculate ¢;; = >, iy for all
B, € MT and 4G = > a5 for all g, € M™. In other words, q;; is the probability of
x; have the same label as @; and ¢;; is the probability of x; and x; have different labels.
Since M™T and M~ are two disjoint sets, we have q;;- +q; = 1.

It is worth noting that we use a different version of the Deep Metric Learning
canonical model. Thus, we use the representation of the difference vector s;; defined
in S-pace. In Section A.4.2 we show more details about this choice. Finally, As shown
in equation A.2, we conduct an iterative sum after obtaining data’ embeddings (in S-
space). So, our proposal adds the time complexity O(w), where d is the latent feature
space dimension (typically d < 1024, and w is the number of markers (typically w < 8).
Furthermore, O(dw) < O(N), where O(N) is the complexity of the neural network

training (encoder function).

A.3.2 Loss function

SMELL relies on simultaneously learning a latent representation of the data (with
parameters © and ©' for the encoder and decoder functions, respectively) and the po-
sitioning of the markers of the set M in S-space. Therefore, finding the parameters
Y ={06,0', M} of the function ¢x(x;, x;) is defined as an optimization problem. Our
loss function is composed of the weighted sum of three loss functions. Let our loss function

be j, we estimate the optimal parameters set ¥* with Cross-entropy loss H,. (first loss
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function). We define a regularization functions R, (second loss function) and R4 (third
loss function) to avoid overfitting in the training process. In training, cross-entropy is
applied between the output of SMELL and the object’s classes.

As the cross-entropy loss focuses only on improving the object’s separability in
the S-space, a loss function composed by the cross-entropy loss alone may lead the S-
space to distort the latent feature space, weakening the representativeness of embedded
features. As shown in Peng et al. [2016], autoencoders can preserve the local structure
of underlying data distribution. So, similarly to Dizaji et al. [2017], R, regards the
autoencoder’s reconstruction error. In our proposal, for all training pairs (x;, ;) and
for all reconstructed pairs (x}, ;) we have R, (x;, ;) = r, [||@; — z|[3 + [|lz; — 2}]3] ,
where r, is a constant to calibrate the loss reconstruction function, and N is the number
of pairs in training the dataset. Under this condition, fine-tuning SMELL will not cause
corruption in latent feature space.

When we use more than one maker as reference points to the similarity /dissimilarity
regions, markers of the same set M™ (or M™) tend to group altogether, hindering the
efficiency of our method. In this context, we propose a new regularization term R; we

called Repulsive Regularizer to avoid this undesirable behavior. It is defined as

1
Ri== |2 X

uiEMt pjeM+

, A3
T ug||2+6 (A-3)

k
2

ber of elements in M™ (see Definition A.3). R, is inversely proportional to the square

where p; # p; and ¢ is a constant value defined as ¢t = ( ), in which k is the num-
distance of the markers. To avoid ill-formed problems, we added a corrective term € to
the denominator that prevents division by 0. We conducted a manual investigation with
grid search and adopted ¢ = 107! for our experiments. In the same way, we define R,
and with that, we have R; = ry [R:{ + Rﬂ ,with a constant value ry for calibration. Note
that Rj = 0 if we have a single positive marker £ = 1. In the same way, if we have a
single negative marker, R, = 0 if w —k = 1.

Let Q = {¢;;}, the SMELL output, be the set that contains the pairs ¢;; = (q;';, ;)
corresponding to the probability of the elements of a pairwise input (x;, ;) are similar
or dissimilar, respectively. The optimal hyperparameters set can be defined as ¥* =

arg miny, 7, where

J=Ri+ Z Z J(xi, x;) = Ra + Z Z [racHe(wij, qi;) + Ry (@i, )] (A.4)

iE€X jeX iEX jeX

where rye is a constant for calibration, H.(u;;, ;;) is the binary cross-entropy loss and

w;; € U is defined as u;; = (1,0) if 7 has same label as j and u;; = (0, 1), otherwise.
SMELL simultaneously learns all parameters in the set >*. The representation

found in S-space aims at grouping the elements s;; around their respective markers, as
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Figure A.3: The left side represents the Encoder with reconstruction, and the right side
represents the optimization process for the markers’ position for M = {u]", pus, ps}. In
this example, we used two positive and one negative marker. Green and red crosses repre-
sent pu), pd . and py, respectively, green and red dots represent the similar and dissimilar
input pairs. The rightmost green arrow represents the markers’ position optimization step
by using Cross-Entropy divergence and some regularization functions. Observe that the
number of positive and negative markers are hyperparameters.

defined in Loss Function j (Equation A.4). According to the similarity function, the
closer the s;; is to the similarity/dissimilarity marker, the greater the probability that
the S-vector is similar/dissimilar. So, to minimize the loss function H., SMELL tends
to approximate the objects in the S-Space around their respective markers as well as
reposition the markers according to S-vectors position, i.e., S-vectors are grouped close to
the similarity markers; we also observe an analogous behavior to dissimilar S-vectors.

The impact of the attractive behavior is controlled by the constant ry¢, i.e., the
higher the 7z, the greater is the tendency to group the points s;; closer to the respective
markers. Also, note that the regularization functions operate in different spaces, i.e. R,
operate in latent feature space, R, operates in S-space and H. operates in latent feature
space and S-space simultaneously.

Figure A.3 depicts the more detailed schematic of our proposal using a toy example
(two positive markers and one negative). Observe that the number of positive and negative

markers is a hyperparameter.

A.3.3 Optimization

To find the ¥* set, we use mini-batch stochastic gradient descent (SGD) and back-
propagation. First, we note that the decoder weights ©' are only affected by the R,

component of the loss function J. So, we can use OR,/00’ to update ©’. Then, given a
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mini-batch (x;, ;) € B with g samples and learning rate A, ©' is updated by

A OR,(x;, x;)
o D r\iy Lj
©' =0 E e

g (sci,a:j)EB
To optimize the markers, consider that

A oJ(x;, x; A OHco(x;, x; OR,
R S N e
(xi,x;)eB i (x;,x;)eB Ht Fe

where 0Hc(x;, ;) /0p, can be calculated (as can see in Li et al. [2018]) for a given p,

and s;; as

OHc (i, 75) _ 2(‘1@- — wij)(8ij — M)
o L+ ||sij — melf3

and,

6Rd |: . ||Pl't_ﬂ's||2
— =2 sign( s ,
Opte u% B e — 2ol + e

where sign(us) = 1 if ps # p, and ps has same semantic (similarity or dissimilarity) than
py, and sign(ps) = 0, otherwise. For training SMELL, we randomly selected the mini-
batch with m pairs of elements (half are similar, and the other half are dissimilar). Also,
our proposal does not have any specific batch selection criteria, unlike some specialized
techniques in the literature [Schroff et al., 2015, Sohn, 2016].

A.4 Results and discussion

In this section, we present the results of the SMELL’s assessment. We also dis-
cuss the interpretability of the similarity space (S-space) and conduct a performance
evaluation comparing SMELL with three distance metric learning approaches from py-
DML [Suérez et al., 2020]': ANMM [Wang and Zhang, 2007], NCA [Goldberger et al.,
2005] and KDMLMJ [Nguyen et al., 2017]; five deep metric learning approaches: Con-
trastive [Hadsell et al., 2006], Triplet [Schroff et al., 2015], NPair [Sohn, 2016], FastAP
[Cakir et al., 2019] and MSLoss [Wang et al., 2019b]; and Euclidean distance.
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Figure A.4: Simultaneous training of p* (green) and p~ (red) markers’ position and data
representation in S-space for some training epochs.
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Figure A.5: FASHION-MNIST train: (a) Loss and Mean Squared Distance (between S-
vector and marker) for each train epoch, and (b) DMeL proposals training time for 10
rounds.

A.4.1 Behavior analysis

Our proposal is based on optimizing the parameter set ¥ = {©,0' M} using
markers (with a Cauchy kernel). SMELL learns a representation of input pairs that
groups the points with similar and dissimilar labels around their respective markers. We
can observe this behavior in Figure A.4. In this figure, the input pairs of similar and
dissimilar labels are represented by pink circles and gray triangles. In addition, p* and
p~ markers are represented by green and red crosses, respectively. We plot some s;;
vectors for input pairs (x;, x,) of the test set for the Balance dataset. After training the

autoencoder, a two-dimensional plot was created with the aid of PCA before (first figure)

Thttps://pydml.readthedocs.io/en /latest /index.html
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and after (the other figures) the optimization process.

The points do not present a well-defined cluster structure in the first plot in Fig-
ure A.4 (before adjusting the markers’ positions). This behavior changes when we analyze
the last plot in Figure A.4 (after adjusting the markers). In the last plot in Figure A 4,
we can see well-defined groups around the markers. Moreover, by comparing the scale of
the Figures A.4, we see that in the last case, points are more spaced, i.e., our proposal
tends to group points around their respective markers. This behavior corroborates our
initial hypothesis described in (HA.1).

We observed that our proposal acts as an attractive potential. In this sense, the
marker “pulls” the favorable points (the similarity mark “pulls” similar points). Therefore,
their movement resembles a Group Mobility Model [Hong et al.; 1999], i.e., the marker is
being positioned, and the points go “following” the leader as a “caravan” of nomads. At
the same time, the markers tend to repulse themselves.

To quantify the clustering of vectors around a reference point (e.g., centroid), we
can use the Mean Squared Distance (MSD). So, we calculate the MSD during the training
of our proposal for each S-vector to its respective marker, i.e., the euclidian distance
between similar/dissimilar s;; and similarity /dissimilarity marker. In addition, we also
calculate loss function j, as shown in Figure A.5a. We observed that as loss decreases,
the MSD also decreases, indicating that, during training, our model groups s;; close to
their respective markers. This can be seen as such an intense attracting field, which locks
the movement dynamics of the points closest to the markers.

Figure A.5b depicts the training duration of the DMel. proposals in Fashion-
MNIST dataset (63000 train samples). DMeL has similar training times because the
encoder function (neural network) training is the primary time bottleneck. Regarding
the prediction’s time, similarity metric extraction proposals use based-metrics algorithms
(e.g., KNN) to perform inference, as we can see in Schroff et al. [2015], Sohn [2016],
Cakir et al. [2019]. Thus, some heuristics can improve the proposal’s prediction time
effectiveness, as seen in Schroff et al. [2015]. For example, the time prediction for the
Fashion-MNIST dataset (7000 test samples) is 17.39s.

A.4.2 Latent space and S-space analysis

For a better understanding of the latent space found by SMELL, we analyzed the
behavior of our proposal using the sonar and MNIST datasets as shown in Figure A.7
and A.6. For the sake of visualization, in this analysis, we use the setup discussed in

Section 2.2 with n = 2 (latent dimension). Figures A.6a and A.7a show the latent feature
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Figure A.6: Sonar Datasets: Latent Space and S-space Analysis for SMELL.
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Figure A.7: MNIST Datasets: Latent Space and S-space Analysis for SMELL.

space (output of encoder). Observe that in these figures, points represent individual
objects. Red and blue points represent different classes. There are two classes in the
sonar dataset, and we show only two classes of MNIST (handcraft digits 4 and 9). These
latent feature spaces result from the joint optimization process of the autoencoder and
the S-space.

In Figure A.6a, we observe that red points are grouped in different regions far
apart at a distance approximately constant, denoted by @. Similarly, blue points are
apart at a distance approximately constant, @. Different clusters are apart at a distance
approximately constant, denoted as #. Figure A.6b and A.7b show a random sample of
400 data pairs from the sonar dataset mapped to S-space (200 similar and 200 dissimilar
pairs). In S-space, points represent a pair of objects. Pink circles and black triangles
represent similar and dissimilar labels, respectively. Also, similarity and dissimilarity
markers are represented by green and red crosses, respectively.

Figure A.6b show some clustered regions. The region grouped by the similarity
marker (closer to the origin) is responsible for grouping elements of similar classes with a
distance closer to 0. This result corroborates with Proposition 3.1. The same behavior is
found in Figure A.7b, where we observe a green cross close to the origin.

However, in Figure A.6b, we observe some similar objects mapped to points with

a distance close to @, instead of zero. The green cross at @ is responsible for creating
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the similarity region that represents this situation. Depending on the data complexity,
other regions of similarity and/or dissimilarity can occur and are represented by other
green/red crosses. Dissimilarity regions are depicted as #. Therefore, in the space found
by SMELL, we see the behavior of multiple groups, separated by distances determined by
the similarity /dissimilarity markers (labels # and @).

Observe in Figure A.7a the soft transition from digit 4 to 9, which shows that the
S-space preserves the connection between these two similar digits. This effect is captured
even though we do not use any data-specific feature extractor, such as convolution layers.
In SMELL, the encoder can be switched by any feature extractor (e.g. vision transformer)
tailored explicitly for the input data.

In Figure A.7a, we observe that the handcrafted digits four are grouped (on the
left). Even in this group, the similarities between the digits remain. The first two digits in
the top-left region correspond to numbers with thicker writing and slightly rotated, and as
we go down in the latent space, the digit’s shape starts to thinner. This behavior indicates
a gradient that represents the thickness of the object. This same behavior occurs similarly
to digit 9. There is a transition from groups of digits 4 to 9, i.e., there is a semantic in this
transition. As we gradually move along the diagonal that connects the two groups, digits
4 resemble 9, so it is tough to differentiate between them in the middle of the diagonal.
It is also worth noting that the further away from the denser regions of the points cloud,
the less readable the numbers are. For instance, the two digits four are depicted below
the transition diagonal. We see that our proposal uses markers to help in the convergence
and finds a latent space that preserves the semantics of the original data. This behavior
corroborates our initial hypothesis described in (HA.2).

It is also worth noting that our proposal has no sensitive learning in the presence
of multiple markers, i.e., even in this experiment where we have defined three similarity
markers and two dissimilarity markers, our proposal does not use all. This behavior is
emphasized in Figures A.6b and A.7b Where our proposal removes excessive markers from
the groupings by locating these markers far away from the data, this behavior indicates
that the number of markers is a virtual parameter of the model.

We hypothesize that markers group data points considered similar (in our context,
which have the same labels) and dissimilar (different labels) in disjoint regions. Fig-
ures A.7b and A.6b show this behavior, where we can see similar and dissimilar groups
in distinct (and disjoint) regions in S-space. In addition, we can notice in Figure A.Ga
that our proposal allows different clusters for the same class (optimal latent space), as

mentioned in Definition 3.1.
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