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Resumo

Nas cidades inteligentes, pessoas e veiculos sao entidades méveis que produzem dados
massivos de geolocalizagao por meio de varios sensores, chamados dados de mobilidade.
Esses dados interessam a varios setores e podem ser protegidos, publicados parcialmente
ou totalmente e usados para diversos propdsitos, chamados de dados abertos de mobilidade
inteligente (SMOD). No entanto, surgem preocupagoes sobre a privacidade, qualidade e
utilidade desses dados, especialmente ao considerar a mobilidade em ambientes dinamicos
como as cidades inteligentes. Para mitigar os riscos a privacidade, como a reidentificacao
de individuos e a exposicao de informagoes sensiveis, foram desenvolvidos Mecanismos de
Protegao de Privacidade de Localizacao (LPPMs). No entanto, muitos LPPMs sao proje-
tados para operar em modo estatico ou sao mal calibrados e nao consideram a mobilidade
das cidades inteligentes. Outra questao essencial é compreender o comportamento dos
LPPMs, que refletem na qualidade de protecao destes dados. Além disso, surge uma
questao sobre a utilidade dos SMOD, que esta associada ao seu uso generalizado para di-
versas finalidades, tornando o processo de protecao destes dados mais complexo em termos
praticos. Nesse sentido, ha um desafio em publicar os SMOD para fins especificos, como
os dominios, aplicagoes e servigos das cidades inteligentes. Considerando esses desafios, o
objetivo desta tese é estudar como a privacidade de localizagao baseada em anonimizacao
pode ser aplicada aos SMOD para atingir os requisitos de privacidade, utilidade e quali-
dade de anonimizacao em cidades inteligentes. Orientando este estudo, introduzimos um
framework baseado em anonimizagao para SMOD, que considera os requisitos de privaci-
dade, utilidade e qualidade de anonimizacao. Assim, avan¢amos o estado da arte em qua-
tro frentes: (i) propusemos um framework para caracterizar e encontrar similaridades nas
distribuicoes estatisticas extraidas de métricas de mobilidade que evidenciam o impacto
da mobilidade na privacidade; (ii) projetamos uma solugao capaz de identificar dominios,
aplicacoes e servigos que melhor aproveitam os dados de mobilidade anonimizados; (iii)
projetamos uma solugao que mensura a qualidade dos dados anonimizados e do funciona-
mento de mix-zones, um tipo de LPPM baseado em anonimizacao; e (iv) projetamos um
ataque de reidentificacao de trajetoria eficiente e um esquema de mix-zone dinamica que
ajusta o nivel de privacidade ao longo do tempo frente as flutuagoes de trafego. Nos-
sas contribuicoes avangam no projeto de LPPMs, considerando a privacidade, utilidade
e qualidade de anonimizacao de SMOD, aspectos essenciais para o desenvolvimento de

cidades inteligentes.

Palavras-chave: Privacidade de Localizacao; Anonimizacao; Dados Abertos; Cidades

Inteligentes



Abstract

In smart cities, people and vehicles are mobile entities that produce massive geolocation
data through various sensors, called mobility data. This data interests various sectors
and can be protected, partially or fully published, and used for various purposes, called
Smart Mobility Open Data (SMOD). However, concerns arise about this data’s privacy,
quality, and utility, especially when considering mobility in dynamic environments such
as smart cities. To mitigate privacy risks, such as the individuals’ re-identification and
exposure of latent information, Location Privacy Protection Mechanisms (LPPMs) have
been developed. However, many LPPMs are designed to operate in static mode or are
poorly calibrated and do not consider the mobility of smart cities. Another issue is un-
derstanding the behavior of LPPMs, which reflects on the quality of protection of this
data. In addition, a question arises about the utility of SMOD, which is associated with
their widespread use for various purposes, making the process of protecting this data
more complex in practical terms. In this sense, there is a challenge in publishing SMOD
for specific purposes, such as smart city domains, applications, and services. Considering
these challenges, this thesis aims to investigate how anonymization-based location privacy
can be applied to SMOD to achieve the privacy, utility, and anonymization quality re-
quirements in smart cities, considering the particular characteristics of this environment.
We investigate privacy attacks and LPPM schemes in mobile networks, noting their lim-
ited application in SMOD and the need for privacy mechanisms adapted to this context.
Guiding this study, we present an anonymization-based framework for SMOD, which con-
siders privacy requirements, utility, and anonymization quality. Thus, we advance state
of the art in four fronts: (i) we propose a framework to characterize and find similarities
in the statistical distributions extracted from mobility metrics that evidence the impact
of mobility on privacy; (ii) we design a solution capable of identifying domains, applica-
tions, and services that best leverage anonymized mobility data; (iii) we design a solution
that measures the quality of anonymized data and the functioning of mix-zones, a type of
anonymization-based LPPM; and (iv) we design an efficient trajectory re-identification at-
tack and a mix-zone dynamics scheme that adjusts the privacy level over time in response
to traffic fluctuations. Our contributions advance the design of LPPMs by considering the
privacy, utility, and anonymization quality of SMOD, which are essential for developing

smart cities.

Keywords: Smart Cities; Open Data; Location Privacy; Anonymization
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Chapter 1

Introduction

In the digital age, modern cities worldwide seek to integrate information and commu-
nication technologies into all aspects of city life to promote urban centers, considering
different purposes where the citizen plays a central role. The ultimate goal is to have the
so-called smart cities [1, 4] that provide their citizens with a proper quality of life. Many
smart city applications are expected to be designed and organized to achieve this urban
revolution using nine building blocks, as depicted in Figure 1.1.

A smart utility is a building block aimed at reducing the consumption of resources
such as energy, gas, and water. In this way, it can contribute to economic growth, sus-
tainability, and efficiency. Smart buildings enable the use of sensors and smart grids
to implement smart infrastructures, such as water systems, energy, streets, and build-
ings. Smart environment aims to improve the sustainability of cities and the quality and
safety of citizens’ lives, such as pollution control. Smart governance intends to increase
transparency, improve local government efficiency, and tailor government services to its
citizens. Smart public services enable the deployment of public resources efficiently and
effectively and include applications such as adaptive waste management. Smart health
includes the efficient and effective provision of health care. Smart economy aims to create
economic growth, employment, and urban growth. Smart citizens focus on forming more
conscious citizens through smart educational systems to increase their employability and
digital inclusion, among other goals.

Smart mobility is a key building block most associated with smart cities [1]. In
particular, it involves a smart transportation system that improves traffic safety and ef-
ficiency, reduces the time citizens spend in transit, and enhances the quality of life [5].
For this, it uses transportation networks with improved, embedded real-time monitoring
and control systems [6, 7]. Users of smart mobility can combine different transportation
modes to reduce travel times, traffic, and air pollution. Moreover, it also includes intelli-
gent vehicles with driver assistance systems, smart adaptive traffic lights to improve traffic
flow and reduce travel times [8], bus route optimization [9], shared-bike solutions [10], and
scooter programs to decrease car traffic and air pollution [11, 12].

These building blocks — people, vehicles, and devices — are ubiquitous entities that

produce a large amount of data using different sensors and services, such as location-based
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Figure 1.1: Smart city building blocks [1].

services, pollution management, climate monitoring, smart highway infrastructure, and
health care [13]. Naturally, several of these entities are mobile in a cyber-physical envi-
ronment, and produce data containing timestamped geolocation records, called mobility
data.

Mobility data is valuable because it provides information about people’s location
over time, i.e., their trajectories containing spatial and temporal information. These mo-
bility data can be fully or partially published in a public repository that can be collected,
processed, and analyzed for many purposes in developing smart cities, named smart mo-
bility open data (SMOD) [7, 14]. For instance, the statistical analysis of mobility data
can contribute to traffic monitoring applications, route plans, multimodal transport inte-
gration, and so on [15, 16, 17]. We can use mobility data for urban planning, like Point
of Interests (POIs) mining and strategic places identification, such as cities for deploying
services and electric vehicles (EV) charging; utilized the design of data dissemination pro-
tocols for Vehicle to infrastructure (V2I) and Vehicle to vehicle (V2V) communication in
Vehicular ad-hoc networks (VANETS) [17, 18, 19, 20]. The mobility data can also be used
in health and private companies, such as the spread of diseases and targeted marketing,
and among several other possibilities [16, 21, 22, 23].

Despite the importance of mobility data for smart city development, they present
concerns about the privacy, utility, and quality of these data, whether they are consumed
in offline or online mode [16, 17, 24, 25]. When we think of utility in the abstract sense, we
are referring to the widespread use of mobility data, which makes the processing task, such
as protecting this data to obtain utility, more complex in practical terms. Another way
of thinking about utility is to process this data for specific purposes, such as application

domains and services [25]. In this sense, there is a challenge in making data available for
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specific application domains.

Another important issue is measuring the quality of mobility data when it is pro-
tected for publication. Quality requirements guide utility. Data that has been protected
by protection algorithms with poorly calibrated parameters or with little data flow to pro-
duce reasonable levels of protection will affect the quality of the data and, consequently,
its usefulness for certain purposes. Therefore, it is necessary to investigate the quality of
the execution of the protection algorithms, which will affect the data quality.

Privacy is the principal requirement of open mobility data because it directly im-
pacts utility and quality requirements [16, 17, 25]. The mobility data present significant
privacy risks when published to the public [26, 27]. Several studies have shown that it
is possible to use the open mobility data to re-identify people/vehicles and their latent
information such as identity, residence, place of work, and even religious preferences with
Location Privacy Attacks (LPAs) [28, 29, 30]. In this way, Location Privacy Protection
Mechanisms (LPPMs) have been proposed to address privacy leakage, which are divided
into anonymization and obfuscation techniques [31, 32, 33]. Anonymization techniques
are identity perturbations by concealing the relationship between users and their mobility
data by pseudonyms changing. In VANETS, vehicles receive a pseudonym to protect the
real identity of the users. These pseudonyms are changed for certain events, like random
periods, to avoid statistical analysis and inference attacks. Obfuscation techniques consist
of adding noise to mobility data to send intentionally inaccurate location information to
applications that use these locations to provide some service to the user called Location

Based Service (LBS) applications.

1.1 Problem Statement

A critical issue about LPPM design is understanding how mobility impacts users’
privacy. This investigation is mandatory because many privacy mechanisms are set up
with statics mode, usually applied to homogeneous datasets, with only one modal type
that does not consider mobility aspects in dynamic environments, such as smart mobility.
Also, the mobility data protected by a LPPM misconfigured can degrade the operation
of online applications, such as the quality of service of LBS, and in offline applications,
using these data can biasing results, such as distorting the strategic places identification
in the urban planning context. This investigation can contribute to designing efficient
LPAs in which the adversary knowledge is some aspect of mobility that can yield a high
re-identification rate. Also, efficient attacks can drive the development of more resilient

LPPMs that also consider the mobility aspects—for example, producing LPPMs capable of
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getting privacy levels following vehicle traffic fluctuations over time for different transport
modes.

Another issue is that the LPPM improves users’ location privacy but at the cost
of data utility [34]. In the anonymization-based LPPMs, the change of pseudonyms must
be frequent to obtain adequate privacy and reduce the length of the trajectories in the
mobility data that could be explored by statistical analysis [15]. Also, it diminishes
the utility of this data, hiding the temporal relationship between the user’s locations,
which can be critical in the utility of some systems. In the obfuscation-based LPPMs,
adding noise to the mobility data can also degrade the performance of systems sensitive
to absolute values of location information, such as a ride-sharing LBS system. Further,
a comprehensive discussion about the trade-off between privacy and utility happens once
the data is protected. However, issues still arise about the application of anonymized data
to smart city development: What are the smart city domains, applications, and services
that can best leverage mobility data protection by mix-zones: an anonymization-based
LPPM?

The Anonymization Quality (AQ) is another issue that must be addressed. Al-
though well-known anonymization-based LPPMs exist to degrade the anonymization rate
and enable linking and inference attacks, a few have investigated their behavior and anal-
ysis of the data quality protected by LPPMs. The AQ is a concept related to LPPM
quality of internal functioning that impacts the quality of anonymized mobility data.

In this way, the research problem we tackle in this thesis can be summarized with

the following problem statements:

» RQ1: What are the impacts of mobility on location privacy?

» RQ2: How to build efficient LPAs based on mobility characteristics
and resilient LPPMs based on anonymity, which considers privacy, utility,

coverage, and anonymization quality for SMOD?

» RQ3: How do you measure the quality over time of a LPPM and the

data it anonymizes?

» RQ4: What are the smart city domains, applications, and services

that can best leverage mobility data anonymized by mix-zones?

These questions represent open challenges in the Vehicular Networks research field,
specifically in the privacy aspects of open data in Smart Mobility. Obtaining the answers

to these questions can bring significant advancements regarding the design of LPPMs in
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real-world smart city environments, considering the privacy, utility, and anonymization

quality of SMOD, and contribute to the planning and development of smart cities.

Computer Networks

Mobile Networks

Vehicular Networks

[ Mobility ]

[ Smart Mobility ]

[ Open Data ]

[ Location Privacy ]

[ Anonymization ]

i Smart Privacy Fr k l i
Mobility Impacts on Location Privacy Attack and Protection of Trajectories §:Anonymization Qualhy% prpIicalior\s and Domains-driven?
H . I Data Utilit H
i | Framework for Analysis of Mobility Impacts | i Trajectory Re-identification Kk-DynMix HE L
i AQM UAFAT

on Privacy i i | based on Mobility Aspects

Contributions

Figure 1.2: Related research field and thesis’s contributions.

1.2 Objective

The main goal of this thesis is to investigate how location privacy based on anonymiza-
tion can be applied to SMOD to achieve the privacy, utility, and anonymization quality
requirements in smart cities, considering the particular characteristics of this environment.

The following steps were followed to achieve this objective. First, we survey the
current location privacy in mobile networks, categorizing major types of LPAs and corre-
sponding LPPM schemes, including privacy and utility metrics. This study reveals that
these mechanisms are underexplored in the context of open mobility data for smart cities.
Specifically, there is a need to develop attack and defense mechanisms that account for
the mobility characteristics of the smart city environment. Next, guided by this study,
we have introduced the Smart Privacy Framework (SPF), a novel anonymization-based
framework for smart mobility open data. This framework considers the privacy, utility,
and anonymization quality requirements. This framework is organized on four fronts: Mo-
bility Impacts on Location Privacy, Attack and Protection of Trajectories, Anonymization
Quality, and Applications and Domains-driven Data Utility.

The first front — Mobility Impacts on Location Privacy — concerns the impacts of

mobility on privacy. We conduct a comprehensive study of mobility characteristics found
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in mono- and multimodal datasets that could affect privacy in the smart mobility context.

The second front — Attack and Protection of Trajectories — concerns the design of
a LPA and a LPPM algorithms that consider the mobility aspects, the first to re-identify
and the second to protect the users’ trajectories. The results obtained on the first front
brought perspectives for the design of the second front.

The third front — Anonymization Quality — refers to the study of the quality of
anonymity of LPPMs. Understanding the AQ enables performing analysis, such as elect-
ing better-deployed privacy locations, analyzing the trade-off between privacy, utility,
and quality, and measuring the LPPM performance per period, resulting in the quality
of anonymized mobility data.

In the fourth front — Applications and Domains-driven Data Utility — we study
the utility of anonymized mobility data in the sense of identifying smart cities domains,
applications, and services that can better leverage anonymized data by anonymization-
based LPPMs. Also, it enables the identification of applications from various smart cities

applications that can make the best use of anonymized mobility data.

1.3 Contributions

This study advances the state-of-the-art in location privacy applied to SMOD in
four different directions. Figure 1.2 summarizes the main contributions of this thesis. We

describe them as follows.
» Mobility Impacts on Location Privacy

C1) Framework for Analyzing the Impacts of Mobility on Privacy. Answer to
RQ1: We proposed a framework to characterize and find similarities in the statistical
distributions extracted from two Stay Points (SPs) metrics. SP is an aspect of mobility
data analysis, defined as a region where an entity stays for a minimum time interval.
SPs operate as substrates to build location privacy protection mechanisms, and studying
their behavior with different types of mobility datasets can reveal valuable insights about

privacy.
» Attack and Protection of Trajectories

On this front, we have two contributions in answer to RQ2. A trajectory re-identification

algorithm and a dynamic anonymization-based LPPM mitigate this attack.
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e C2) Trajectory Re-identification Attack Algorithm. We presented a sim-
ple and efficient re-identification attack technique that uses only two geo-referenced
points as input data. The attack considers the mobility characteristic where adver-
sary knowledge is information about drivers’ behavior in a city, such as their road
preferences, can be used to re-identify their trajectories anonymized by mix-zones.
The results showed that the attack approach re-identified up to 95% of anonymized

cabs trajectories.

e C3) k-DynMix - A Dynamic Privacy Protection in Mix-zones. Mix-zones
are anonymization-based LPPM that depend on factors that affect their perfor-
mance, e.g., defining fair privacy levels (k) over time. To tackle these issues, we
proposed the k-DynMix, a dynamic mix-zone that adjusts the level of privacy over
time in online mode and linear complexity, according to the flow of vehicles, to
achieve higher anonymization. We validate our approach with two prediction en-
gines using accuracy to predict privacy. Also, we have compared the k-DynMix
with classic mix-zones using mix-zone coverage, Anonymization Quality (AQ) met-
rics, and the AQM framework. Finally, we explored the potentialities of k-DynMix
in anonymizing trajectories against our trajectory re-identification attack proposed
above. The k-DynMix simultaneously maximized privacy over time and achieved
performance similar to the best result of classic mix-zones in coverage metrics and
AQ. Also, the k-DynMix outperformed the classic mix-zones against the trajectory

re-identification attack.
» Anonymization Quality

C4) Anonymization Quality Framework for Mix-Zones (AQM). Answer to RQ3:
The Anonymization Quality (AQ) is a concept related to the protection, efficacy, and
internal functioning of an LPPM, enabling an understanding of how privacy occurs and
analyzing its performance over time. Anonymization quality framework for mix-zones
(AQM) enables characterizing and evaluating the impacts of anonymization over time
and space in mobility data. For instance, elect mix-zones that do not consider the traffic
but its operating requirements, such as quality, coverage, privacy, and utility metrics.

Also, with AQM, it is possible to elect a positioning algorithm from two approaches.
» Applications and Domains-driven Data Utility

C5) Utility Analysis Framework of Anonymized Trajectories for Smart Cities-
Application Domains (UAFAT). Answer to RQ4: The trade-off between privacy and
utility is a critical issue in data protection. Although the literature provides a compre-
hensive discussion about this trade-off, issues still need to be solved about the application

of anonymized data to smart city development. For instance, to identify smart cities
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domains, applications, and services that can best leverage mobility data anonymized
by mix-zones. To address this issue, we propose the Utility Analysis Framework of
Anonymized Trajectories for Smart Cities-Application Domains (UAFAT), which aims
to identify domains, applications, and services where the anonymized data will provide
more or less utility in various aspects. Moreover, it measures the utility through twelve
metrics related to privacy, mobility, and social, including mix-zones performance metrics

from anonymized trajectories produced by mix-zones.

1.4 Thesis Outline

The remainder of this thesis is organized into nine chapters, described as follows:

e Chapter 2 focuses on the comprehensive study about location privacy on mobile
networks. First, we present the fundamentals of location privacy attacks concerning
mobility. Next, we present the LPPMs based on obfuscation and anonymization,
including they privacy and utility metrics. Finally, we focused on the state-of-art

mix-zones, a type of anonymization-based LPPM widely used in Vehicular Networks.

e Chapter 3 presents the Smart Privacy Framework (SPF): an Anonymization-based
Framework for Smart Mobility Open Data and their privacy, quality, and utility

indicators assists the publishing data analysis.

e Chapter 4 brings a general discussion of location privacy issues in smart mobility.
Then, we present a characterization framework that evidences the relationship be-
tween location privacy and mobility, which can be a shining light to address location

privacy in smart mobility.

e Chapter 5 presents the privacy contribution regarding the privacy. Particularly a
trajectory re-identification attack that exploits mobility characteristics to identify

anonymized trajectories by mix-zones.

e The contribution of the anonymization quality is on Chapter 6, which presents an
Anonymization quality framework for mix-zones (AQM). This framework is capable
of analyzing mix-zones in functioning terms, enabling measuring the anonymization

quality of the data from them.

e In Chapter 7, we present the utility contribution, in which we present a new perspec-
tive on the utility with a Framework of Anonymized Trajectories for Smart Cities-

Application Domains (UAFAT). This framework identifies and ranks smart cities
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domains, applications, and services that can best leverage mobility data anonymized

by mix-zones.

e Chapter 8 presents another privacy contribution regarding anonymization-based
LPPMs. We present the proposed dynamic mix-zone scheme called k-DynMix,
which adjusts the privacy level over time, considering traffic fluctuations. We vali-

date this approach regarding coverage, privacy, and anonymization quality.

e Chapter 9 summarizes all the contributions addressed in this thesis. Additionally,
this chapter lists new challenges to tackle, shedding light on new research directions

regarding the location privacy applied to SMOD in smart cities.



31

Chapter 2

Location Privacy: An Overview

This Chapter presents a comprehensive study of location privacy on mobile networks.
Specifically, we present the fundamentals of Location Privacy Attacks (LPAs) and Loca-
tion Privacy Protection Mechanisms (LPPMs), detailing some approaches and metrics for
evaluating them. Also, we highlight related work in this area. Finally, we present issues
and new directions about location privacy and open questions when applied in a smart
mobility open data context.

The Chapter is organized as follows. Section 2.1 introduces location privacy and the
importance of mobility data protection in smart cities. Section 2.2 presents terminology
and definitions found in location privacy. In Sections 2.3 and 2.4, details about LPAs,
and we propose a taxonomy for it. Section 2.5 emphasizes the LPPMs; particularly, we
focused on anonymization-based LPPMs. In Section 2.6, we bring the metrics used for
measuring both location attacks and defense. In Section 2.7, we bring the discussion
and future trends about anonymization-based LPPMs and LPAs, including in the smart
mobility open data for smart cities context. Finally, we present our Chapter remarks in
Section 2.8.

2.1 Introduction

The substantial adoption of data protection regulations, such as the General Data
Protection Regulation (GDPR), is a driving factor that makes privacy a fundamental
building block in smart cities. People generally demand privacy while searching for the
comfort of the connected cyber world. In this sense, with the popularity and flourishing
of VANETSs and LBSs, for example, maps (Waze, WeGo, and Uber) and delivery services
(Uber Eats, Zomato, and Rappi). The popularity of Location-based Social Networks (LB-
SNs), for example, Instagram, Foursquare, and Twitter, causes millions of users to share
location-related data daily. They facilitate the lives of their users by providing context-

aware services, promoting greater integration of users with the environment around them,
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and increasing the quality of experience and service. Also, the location data are valuable
in both the private market and public sectors.

In private market, LBSs commonly share this location data with third parties who
collect user data for business, then analyze it for market insights, and sell to companies to
make, e.g., targeted advertising campaigns, identify market trends, and so on. In public
sector, they use this data to help better plan for the future and allocate resources. Specif-
ically, transport and transit planning, purposes of traffic safety, identifying demographic
trends, improving infrastructure and tourism [23], understanding the spread of disease and
can be used to develop more effective strategies against natural disaster [35, 36, 37, 38].

However, there are several risks in sharing location data [32]. When sharing lo-
cation data with service providers and repositories for public use, users no longer have
control over managing and using sensitive information, which can be passed on to third
parties or used for spurious purposes. For example, it reveals sensitive information about
users like their home, workplace, social relationships and level, health status, political
options, lifestyle, sexual orientation, religion, and much more [39].

The scientific community has broadly explored Location Privacy Protection Mech-
anism (LPPM) and Location Privacy Attack (LPA) to mitigate these privacy issues. The
LPAs is very useful for understanding the behavior of LPPMs, while the goal of the LPPM
is protecting the location and identity of users while still allowing them to use geo-located
services [32, 33, 40]. Also, LPPM guarantees privacy levels when the mobility datasets
are published for use for the public, as open data, and private organizations [31, 41, 42].

In front of this universe of proposals for attack and defense mechanisms, there is no
consensus in the literature regarding terminology, metrics, types of attacks, and defense
mechanisms for location privacy. In this Chapter, we propose categorizing the types of
LPAs and their relationship regarding the sensitive data they attack. In addition, we
present an LPPM category focusing on anonymized-based LPPMs, particularly in mix-
zones. This study aims to identify the research frontiers of these works and possible
research opportunities on location privacy within the context of smart mobility open
data. In the remaining sections of this Chapter, we discuss some aspects of LPAs and
LPPMs that are related to the contributions made in this thesis.

2.2 Terminology and Definitions about Location

Privacy

In this thesis, we consider the following definitions as defined in [31] [43] [44]:
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o Anonymity: the state of not being identifiable within a set of subjects, the anonymity

set.

e Unlinkability: it means that within the system, from the attacker’s perspective, the
items of interest are no more and not less related to their observation than they are

related to their a priori knowledge.

e [dentifiability: the state of being identifiable within a set of subjects, the identifia-
bility set.

e Pseudonymous: it is the action of using a pseudonym as an ID. Petit et al. [44]
define the following requirements that pseudonyms should follow to ensure privacy
requirements in networks: time-limited, uniqueness, pseudonym change block, and

link to another identifier.

e Obfuscation: refers to reducing the knowledge precision - be that about location,
time, or other feature - of the attacker regarding a mobile entity, intending to

increase the entity’s unlinkability.

e [nference attack: according to Krumm [45], this consists of analyzing data to gain

knowledge about a subject illegally.

e Adversary: the unauthorized entity that can acquire some data exchanged as part
of the LBS, which may pose a privacy threat. Many privacy protection techniques

require accurate adversary modeling to guarantee their effectiveness [46].

2.2.1 Adversary Model

An important aspect of the success of a location privacy attack is defining the
adversary model. Designing a well-defined adversary model allows for a better analysis
of the outcome of privacy metrics, enabling the identification of vulnerabilities in privacy
approaches and sensitive information on the dataset. For these facts, when we design a
location privacy attack, we must consider the many factors about the adversary model,
such as resources and knowledge available and goals to be achieved. Diaz et al. [47, 48]

cited some important characteristics concerning adversary models:

e Attacker External: an adversary is not a part of the system but observes and ex-
tracts victim knowledge to generate an attack. For example, an adversary observes
sensitive places where he has passed and uses this information to re-identify the

victim’s trajectories from anonymized datasets.
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Attacker Composition: an internal adversary is a part of the system, e.g., servers
providing location-based services, energy providers in smart metering, or third par-

ties controlling nodes in the system, such as third parties that apply privacy policies.

Attacker Coverage: a local adversary acts on a specific part of the system, for
example, a geographical location, a subset of nodes, or traces. A global adversary

has access to the entire system.

Types of Action: the active adversary can interfere with the system by adding,
removing, or modifying information or communication. Otherwise, the passive ad-

versary can only read, observe, and infer from his observations.

Adaptation Capacity: a static adversary does not change his strategy and prior re-
sources, independent of how the attack progresses. An adaptive adversary can adapt

their strategy while the attack is ongoing, e.g., by observing system parameters.

Prior Knowledge: adversaries can learn more about the system and potentiate the
privacy attack. Prior Knowledge can be general domain-specific, about the world,
or scenario-specific knowledge, e.g., a prior probability distribution or contextual
information. Specifically, contextual information is any information that could be
used to help the attack. We can cite as contextual information the users’ home and
work location, the number of users in an area at a given time, the relationships
between different users, the linkage between a user’s identity and their location, the
location restrictions of an area, such as road networks and POIs. Prior knowledge
could also be information obtained from the process before the attack, e.g., a Neural
Network’s training phase or a Markov chain’s transition matrix. Usually, prior

knowledge for these cases has a high computational cost.

Resources: resources are intimately related to adversary prior knowledge. Refers to
resources available that can be used in an attack, either a computational resource,
structural, or contextual information. The efficient adversaries are restricted to
Probabilistic Polynomial Time (PPT) algorithms in computational resources. Con-
versely, unbounded adversaries are not restricted to any computational models.
Also, some types of resources use bandwidth or the number of malicious nodes

available to the adversary.

In general, an adversary can be classified according to their resources and prior

knowledge. If the adversary has too much prior knowledge and resources to perform an

attack, he is called a strong adversary. On the other hand, the lack of prior knowledge, a

poor amount of resources, or both define a weak adversary [49]. However, when we define

prior knowledge when designing a privacy attack, it is essential to analyze the difficulty
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level practically to get prior knowledge. In practice, many privacy attack proposals in the

literature do not consider this aspect, resulting in useless attacks.

P! Location Privacy Attack /lﬁ Attack Performance yr
: Evaluation > Sgife ‘
’CI:[:: Z(D ,K:) D/ D// \ J

Figure 2.1: Location Privacy Attack Model.

2.2.2 A Generic Model of the Location Privacy Attack

Before introducing the types of attacks and their respective formal definitions, we
present a general privacy attack model to clarify the objectives and resources related to

an attacker. Let’s consider the following sets:

e D is a released dataset that contains information about users and/or vehicles with

respective unique identifier 7d, where I D represents the set of all unique id € D;

F represents an LPPM and its privacy methods;

e D' is a resulting dataset of privacy mechanisms from F applied to D, being D’ +
F(D);

K is the attacker’s background knowledge, which can be obtained through some
auxiliary information, for instance, a geographic map. It is important to emphasize
that K is not derived from D;

Z represents a privacy attack function;
e D" is information re-identified of a user with Z.

The generic model of privacy attack Z is defined in Figure 2.1. As input, an
attacker needs the protected dataset D’ and the prior knowledge K. As output, an
attacker has a set D", composed of the information resulting from Z. The content of
D’ varies according to the privacy attack goal. For instance, in de-anonymization attacks,
D’ has a set of user identifiers, whereas D’ has a set of social relationships in meeting
disclosure attacks.

From that output D”, the attacker applies an attack performance evaluation, step
2 in Figure 2.1, which is a function f that indicates the amount of correct information

obtained in D" by processing D', i.e., f(D',D"). As a result of this evaluation, he obtains
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an attack score which expresses how much information in D” is similar to the information
in D (i.e., D" =~ D). Many performance evaluation functions are used in the literature,

with the accuracy rate being the most commonly used (see Section 2.6.1).

2.3 Location Privacy Attacks

In this section, we present a general discussion about Location Privacy Attacks
(LPAs) applied in VANETSs and Internet of Vehicless (IoVs) that also can be used in the
context of smart mobility open data to identify latent information about users, such as
their home, work, routines, and even identity. We provide a general definition for each

attack category, basic functioning, mathematical formalism, and prominent papers.

2.3.1 De-Anonymization (DEA)

De-Anonymization (DEA), also known as re-identification, originates from database
research and extends to various contexts, such as location privacy. It is a general term
to define the identity of individuals [50, 51, 52, 53|, vehicles [54, 55], and entities tra-
jectory [28, 56] whose information is recorded as records within a de-identified database
through data linkage techniques [50, 57, 58].

Formally, the de-anonymization of D’ consists in connecting its containing sensitive
information K to obtain the set of users’ id [59], denoted by DZ,. Equation 2.1 presents

a general definition of de-anonymization.

ia < Z(K, D) (2.1)

In the location privacy area, there are several approaches related to privacy attacks
that use de-anonymization to define identity attacks. However, in some cases, this termi-
nology is not adequate. There are privacy attacks that do not necessarily bring up just the
identity of entities but the identification of trajectories, social relationships, social status,
religion, locations, mobility prediction, etc. Thus, in the following, we present the related
work of these privacy attacks, which use de-anonymization terminology in their papers,

but in some situations, these attacks can be considered as a subclass of de-anonymization.

» Related Studies about De-Anonymization (DEA)
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In location privacy, there are many privacy attacks considered a kind of DEA,
but it does not explicitly re-identify the user’s identity. Another way is to re-identify
sensitive places, trajectories, transportation modes of the victims, and so on. Examples
of Re-identification attack derivations include Points of Interest Attack, Uniqueness (U),
Trajectory Classification, and Tracking Attack.

Trajectory Classification (TC) (or transport mode detection) is a research area that
classifies the transport type from in a mobility dataset, being this anonymized or not. In
general, transport mode techniques can be used as a preliminary step for generates re-
identification attacks. For example, by executing a transport mode detection attack on a
protected mobility dataset, the victim’s trajectory set can be narrowed down to a single
vehicle category, enabling the execution of an inference attack. Some studies classify
vehicle traces, such as cars, bicycles, and trucks [28, 30|, while others go further by also
classifying pedestrians [60].

Zan et al. [28] developed a de-anonymization attack which used mobility trace
classification to identify vehicles protected by mix-zones. In this attack, the anonymized
traces were classified by vehicle type: car, motorcycle or truck. They claimed that vehicles
of different types have distinct acceleration/deceleration profiles and produce different
mobility traces profiles that can be used as fingerprints, making it possible to classify
them and reconstruct the traces. They used machine learning classification, and used
a simulator to produce the experiment and freeways instead of an urban environment,
which is a less challenging environment to perform the re-identification.

Another proposal applying acceleration and deceleration approaches to classifying
vehicles was proposed by Sun et al. [30]. They have presented a machine learning approach
with GPS data to identify multi-classes of vehicles: passenger cars, single trucks and multi-
trailer trucks. The overall result of the rating for all three vehicle classes is about 75%.
The challenge in question is to differentiate the two categories of trucks since they have
similar mobility models.

Das and Winter [60] proposed a characterization model based on a multi-input and
multiple-output Fuzzy system capable of identifying types of mobility, such as walking,
bus, tram, and train, from smartphone trajectories. This technique has proved efficient
about other models based on machine learning, which need training and are limited in
interpreting wrong trajectories when submitted to unreliable training.

De-anonymization can be realized not just with mobility data from datasets but
with another kind of source, e.g., datasets of the apps installed in smartphones [61], even
obtained from several types of non-sensory and sensory on the smartphones [62].

Sekara et al. [61] showed that it is possible to capture users’ behavior in data from
smartphone applications, taking into account the time. Usage behavior was used as a

fingerprint to re-identify users. The data was collected from the Google Play Store, which
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Figure 2.2: Personal Identification Attack.

had about 12 months of data from 3.5 million users. The technique re-identified 91.2% of
users, using the strategy inspired by [63].

Mosenia et al. [62] proposed a De-anonymization approach called PinMe, which
combines non-sensory /sensory data stored on the smartphone (e.g., the environment’s air
pressure and device’s timezone), and public information (e.g., elevation maps) for user’s
location even when all location services, e.g., GPS, are turned off. The accuracy of PinMe
was estimated by the user’s location during four activities (walking, traveling on a train,
driving, and traveling on a plane). They have also proposed countermeasures to mitigate

these vulnerabilities.

2.3.2 Personal Identification Attack (PIA)

Personal Identification Attack (PTA) is also called as Single Identity Attack, consists
of identifying a user (or a set of users) based on their home address or determining a
person’s gender, education level, and religion through an anonymous trace [33, 45, 64, 65].
Figure 2.2 shows this attack.

For example, be Z, the function that groups the users’ trace according to the
location and time-frequency. If the attacker has background knowledge K ; about religious
temple location ¢ and the schedules of each section t, it is possible to identify the religion

of the victim (or several victims), denoted by DZ,, applying the following function [45, 66].

o Z(K;y, D) (2.2)

» Related Studies about Personal Identification Attack (PIA)

PIA is one of the first attacks explored in human mobility. It can cause several

damages since it is possible to match a single user with his own mobility. For instance,
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Tockar [67] presented a study that shows how to track celebrities in New York City, using
public “paparazzi” pictures and data from a public dataset of New York cabs. PIA is
explored through social network user’s information, trace mobility, and home location
discovery. A variety of studies is presented as follows.

Krumm [45] presented a study that shows what an attacker can do with a large
volume of location data from several individuals. The author introduced four algorithms,
based on probabilistic and cluster heuristics, that identify personal home location and,
consequently, user’s identity through GPS location data gathered from volunteers. Mah-
mud et al. [68] inferred the user’s home location by extracting information from the user’s
tweets on the Twitter social network. They proposed an algorithm that uses statistic and
heuristics classifiers, combining several tweets from the same user.

PIA also has been combined with other attacks such as Points of Interest Attack
(POIA) to identify personal information about users. Gambs et al. [58] created a proba-
bilistic mobility model called Mobility Markov Chain (MMC), considering that a person
transits between different POI following a probabilistic function. Li et al. [65] used data
provided by Mobile Social Networks (MSNs) to extract user’s POIs and, consequently, to
infer demographic information about the users. Gu et al. [69] inferred home location iden-
tification using LBSNs data. They developed a trust-based unified probabilistic model

that models edge in LBSNs based on POls, social relationship, and user-centric data.

2.3.3 Aggregated Presence Attack (APA)

Aggregated Presence Attack (APA) is also called as Multiple Identity Attack. This
strategy consists of identifying an expected set of users, denoted by R;:, being R;; C D',
which were in the same region ¢ at time ¢ [33, 70, 71, 72]. Figure 2.3 presents this attack.

Exemplifying, let’s consider that an attacker, called Trudy, has a background
knowledge K about a user, called Alice. He knows that Alice usually goes shopping i
with her friends Bianca and Catherine. If Trudy tracks Alice’s position in a mall and
observes that two other users are close to Alice during a considerable time ¢, T'rudy could

infer that these users are Bianca and C'atherine. Equation 2.3 brings a general definition

of APA.

» Related Studies about Aggregated Presence Attack (APA)
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Figure 2.3: Aggregated Presence Attack.

Aggregated Presence Attack (APA) can be treated as extension of PIA. In this
attack, large datasets contribute to better de-anonymization results. Moreover, just as in
PIA, Points of Interest Attack (POIA) can be used as a facilitator to APA. For instance,
Shokri et al. [71] have proposed metrics to evaluate the privacy of users based on location
data using APA. Specifically, they modeled the users’ mobility as a Markov Chain and
applied an APA to infer the number of users at a specific place and time. To discover the
specific places, POIA could be used.

Pyrgelis et al. [72] formalized the concept of membership inference and developed
an APA through machine learning algorithms. In this approach, the attacker’s prior
knowledge is considered as a training set used to infer membership groups.

Social network data also are used as prior information to APA. Wondracek et
al. [73] exploited group membership information from social networks to identify a people’s
group or, in the best scenario, uniquely identify a person. They developed a history
stealing-based attack that allows an attacker to probe the browser history of a user,

revealing personal social network information.

2.3.4 Meeting Disclosure Attack (MDA)

Meeting Disclosure Attack (MDA) is also called as Link Prediction Attack and
Social Connections Inference Attack, it is an attack that infers the relationship among
two or more entities [33, 71, 74, 75, 76]. To obtain this information, an attacker observes
different aspects of users, such as discovering social relationships by meeting the frequency
of the entities. That is, given a region R; and a set of users D, how many times the users
in D met in the region R; and how close the users in D are from each other. Figure 2.4
shows this attack.

Combining this different information, it is possible to infer social relationships SR,
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Figure 2.4: Meeting Disclosure Attack.

for instance, friends, relatives, and coworkers. Equation 2.4 presents a general definition
of MDA, where SR is a set of social relationships inferred, D is a set of users considered

and R; is a region observed.
SR« Z(D, R;) (2.4)

» Related Studies about Meeting Disclosure Attack (MDA)

MDA can be used for many different applications than just privacy attacks. These
include predicting a friendship in a social network, relations between entities in a knowl-
edge graph, affinities between users and items in a recommender system, and potential
biological interactions between drugs and diseases [77].

Shokri et al. [71] have defined a formal model of location privacy framework for
mobile users, named Location-Privacy Meter. Additionally, it introduced a generic attack-
based Markov Chain that can be used to answer information disclosure attack questions.
Specifically, with the generic attack, it was possible to derive attacks as MDA, APA, and
Position Attack (PA).

Backes et al. [78] proposed a social relationship inference attack without prior
knowledge about existing relationships. For this, advanced learning features were used
to automatically summarize the users’ mobility features. The attack was compared with
existing approaches and could predict the social relationship of any two individuals with
13% to 15% improvement over the state-of-the-art. They also proposed three defense
mechanisms: hiding, substitution, and generalization. The results showed that the mech-
anisms of hiding and substitution outperform the generalization. In addition, hiding and
substitution achieved a trade-off between utility and privacy. The first preserved utility
while the second provided better privacy.

Yu et al. [79] considered both contextual information and relationship propagation
for measuring an effective relationship between pairs of users that meet with low-frequency
in a MDA scenario. Specifically, they proposed a graph embedding method to account

for the relationship propagation, and a frequency-based method considers the pairwise
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Figure 2.5: Points of Interest (POI) Attack.

relationships independently. Second-order random walks were used to select the neigh-
borhood for each user to reduce noise and better capture the user interaction. Also,
it was proposed that the external venue information of meeting venues be encoded in
the user graph. The method was evaluated with Gowalla and Brightkite datasets [80],
and the recall and precision results outperformed the state-of-the-art methods, including

approaches in [78, 81].

2.3.5 DPoints of Interest Attack (POIA)

Points of Interest Attack (POIA) uses location points that people commonly stay
to characterize users’ profiles [82] and re-identify them. POIs are geographic regions that
users visit frequently due to their interests, such as stores, gas stations, restaurants, and
so on. We can find two types of POIs in the literature. POI at the user level are locations
where only one user u has stayed frequently, e.g., home, workplace, etc. POI at group
level, also called Region of Interest (ROI), are regions where more than one user (n users)
commonly have stayed, like a shopping mall, gas station, football stadium [83, 84].

POIA is widely used as a preliminary step to generate other types of LPAs, for
instance, Tracking Attack [54, 55, 85], Personal Identification Attack [58, 65, 69], and
Aggregated Presence Attack [71, 72]. For example, in many Tracking Attack approaches,
POIA is used to identify POIls, and based on a temporal sequence, it is possible to link
them, reproducing the trajectory of a user. In these scenarios, there are a considerable
number of researches related to human mobility [46, 68, 69, 82, 86, 87, 88, 89, 90], however,
vehicular mobility is few explored [66, 91]. Figure 2.5 presents the intuition of this attack.

Consider a given set of regions R, a period t, and D users. An attacker can be
interested in discovering what the most visited places P by D at t, expressed in Equation
2.5.
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P+ Z(R,D,t) (2.5)
POIA differs from the APA and MDA. The focus of the POIA is to infer regions

where the users concentrate, not necessarily at the same time, and this information can
be used for to identify users. As presented, the APA focuses in to identify population
frequency in a specific region, i.e. not focuses on regions, but on people that stayed in
a region at same time. On the other hand, MDA is used to identify social relationship

between people, vehicles, and so on.
» Related Studies about Points of Interest Attack (POIA)

Maouche et al. [82] proposed a POIA called AP-Attack, based on which aggregates
user mobility into a probability distribution acting as a fingerprint of user mobility. The
attack was validated with state-of-art POI attacks on four real mobility datasets, protected
with obfuscation LPPMs based on perturbation (GEO-I [2] and Promesse [92]), and hiding
(W4M [93]). AP-Attack outperformed these attacks by more than 27%. They concluded
that there is no LPPM fit-to-all users protection, causing the protection level of LPPMs
intrinsically dependent on the mobility data. New directions for POIs protection is Multi-
LPPM user-centric approaches.

Kaplan et al. [94] have presented an attack for discovering if an unknown private
trajectory passes (or does not pass) through Region of Interest (ROI). The ROI could
be areas used for a privacy attack, e.g., the adversary could learn if the victim visited a
hospital. The attack uses a set of known trajectories and their pairwise distances to the
unknown trajectory. In detail, the proposal generates a set of candidate trajectories that
resemble the private trajectory. After this explores properties of the candidate trajectories
like ROI that could be in the private trajectory. However, the adversary needs many public

trajectories as input to identify some similarities with private trajectories.
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Figure 2.6: Tracking Attack.
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2.3.6 Tracking Attack (TA) and Uniqueness (U)

Tracking Attack (TA) is also known in the literature as Reconstruction Attack [71],
Trajectory Re-identification [95], Sequential Tracking Attack [96], Linkage Attack [97], and
Location Tracking [98]. This attack constructs a partial or entire sequence of the events
to develop a user trace [71]. This attack can also be the “gateway” to others that target
a specific entity [56]. This attack can be used in human mobility [53, 63] in vehicular
mobility [56], or both [58]. Figure 2.6 shows the intuition of this attack. For example,
consider P points or sub-traces the attacker collected from the victim. The Tracking

Attack consists in to reconstruct the original traces D} that were anonymized into D,

traces
ie.:

D//

traces — Z(P7 D,) (26)

In VANETS, there are many strategies of Tracking Attacks (TAs) [99]. It is worth
noting that each TAs depends strictly on adversary knowledge, such as access beacon mes-
sages, positioning of victims, LPPM locations, and so on. The definition of the prominent

types of TAs found in literature is defined as follows [99, 100]:

e Global Passive Adversary (GPA): This type of adversary listens to all communica-
tions in the network with a radio transceiver and tracks vehicle locations without
actively intervening. GPA collects data over a wide area and analyzes location and

beacon messages to uncover sensitive vehicle information [101, 102].

e Local Passive Adversary (LPAd): A local passive adversary refers to an entity in
a specific area and observes network traffic or communications without actively
interfering or manipulating them. This adversary aims to analyze patterns and
infer users’ locations or movements based solely on the information passively col-
lected [103].

e Syntactic Linking Attack (SyLA): In this attack, the attacker connects an old
pseudonym of a vehicle with its new one. If only one vehicle changes its pseudonym
at a given time, such as Vehicle V switching from V; to V; at time ¢, the attacker
can link Vj to V}, exposing the vehicle’s identity [103, 104, 105].

e Semantic Linking Attack (SeLA): This attack involves extracting helpful informa-
tion from a vehicle’s safety message, such as predicting its future location. Using
this data, the attacker can link a vehicle’s pseudonyms if multiple vehicles change

pseudonyms at once [103, 105].

e Scrambler Attack (ScA): A scrambler attack occurs at the link layer, where the

attacker uses scrambling values to correlate messages regardless of pseudonyms,



2.3.

Location Privacy Attacks 45

undermining privacy. This attack becomes effective when the vehicle operates with

static beacon frequencies [106].

Cheating Attack (ChA): In this attack, a compromised vehicle broadcasts beacon
messages with a flag set to 1, forcing nearby vehicles to change pseudonyms. The
attacker is among the k£ neighbors of the network passing as a valid vehicle and can

track a target by exploiting the pseudonym change [107].

Sybil Attack (SyA): The attacker creates numerous false identities to disseminate
misinformation in the network. Next, the attacker creates virtual vehicles with fake
details and false identities. Then, the attacker disrupts regular traffic and collects
location data of targeted vehicles [108, 109].

Timing Attack (TiA): Also known as Time Inference Here, the attacker does not
modify the messages’ content but introduces delivery delays. By studying the timing
information of the vehicle’s movements, the attacker can link pseudonyms to real
vehicle identities [110, 111].

Transition Attack (TrA): The attacker tracks vehicle movements at intersections and
estimates the likelihood of each turn based on past observations. The attacker can

predict the vehicle’s route by monitoring vehicles at entry and exit points [112, 113].

FIFO Attack (FFA): In a First-In-First-Out (FIFO) attack (or Location Inference),
vehicles passing through a mix-zone in a fixed sequence allow the attacker to link
their new pseudonyms to old ones. The predictable timing makes the mapping

process easier for the attacker [114, 115].

Local Active Adversary (LAA): This adversary operates in a specific region and
actively intercepts vehicle communications. The attacker can track vehicle move-
ments within the localized area by exploiting parameters such as transmission
range [116, 117].

Speed Attack (SpA): The attacker obtains the entering and exiting speed of the
vehicle in the anonymous set and calculates the mapping probability of the vehicles
in the anonymous set according to the average speed. In this way, the new and old

pseudonyms with the same average speed have higher mapping probabilities [100].

Maximum Likelihood Tracking Attack (MLTA): This attack is a derivation of a
tracking attack whose objective is to find the most likely traces for all users, given
the observed traces [71].

The Uniqueness (U)is a metric that measures the level of the singularity of mobility

register in location datasets. This metric verifies how many location points are needed to
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identify a trace within a dataset. Uniqueness is a metric used to verify the identification
level in traces. Only uniqueness does not guarantee re-identification of users, pseudo-
anonymized mobility traces themselves do not disclose the identity of a user [51]. Thus,
the uniqueness can be used as external knowledge and combined with other approaches
to inferring the identity of users [118, 119]. For instance, we can use the knowledge
obtained with Uniqueness (U) and apply a DEA to link each individual inside a training
set of mobility traces to its anonymous counterpart inside a testing set. In this thesis, we
consider the uniqueness as a part of TA, because it is possible to recover traces efficiently,
even if the data is obfuscated [51, 52, 63].

» Related Studies about Tracking Attack (TA) and Uniqueness (U)

Tracking Attack (TA) explores many strategies and other location privacy attacks
as a preliminary step for reconstructing traces of vehicles and users. LPAs commonly
used are Points of Interest Attack [54, 55, 85], and Uniqueness [51, 63, 120, 121].

Sui et al. [85] proposed the parking spots attack, in which the adversary considers
the parking habits of taxi drivers extracted from the taxi mobility traces to re-identify
victims. As a countermeasure, they presented a protection scheme that exchanged sub-
trajectories of the most relevant parking-point taxis. One of the restrictions of this attack
is that the attacker needs prior knowledge of the opponents and habits of the taxi drivers
to infer the parking spots.

An attack on individual privacy that uses independent data sets is called a com-
position attack. Cecaj et al. [122] presented a compositional tracking attack based on
georeferenced social network data. They proposed a data fusion-based re-identification
that used georeferenced social networks to re-identify mobile users from an anonymized
Call Description Records dataset.

Chang et al. [54] claimed that trajectories have user profile indicators, such as pref-
erences and usual behaviors, which are unique and with little change over time, aiding
in re-identifying vehicles. The indicators found the stops of interest (e.g., malls and gas
stations), as well as road segment preferences. They re-identified the victim’s trajectories
by comparing the indicators found in trajectory segments collected by the victim’s obser-
vation and those of anonymized mobility histories. In this study, they used the dataset of
taxicabs from Shanghai and Shenzhen. Results showed that it was possible to re-identify
the anonymous trajectories with sub-paths 8 to 9 days in size with an accuracy of 96.64%
and 77.03% for Shanghai and Shenzhen, respectively.

Murakami has been concerned with producing tracking attacks in which the at-
tacker holds a small amount of location information, called by the sparsity problem in
de-anonymization attacks [55, 123, 124]. Murakami et al. [123] proposed two approaches
for mitigating data sparsity problems in de-anonymization attacks: tensor factorization

and group sparsity regularization. Specifically, they presented a new training model, used
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in the Markov Chain, based on sparsity tensor factorization to train the personalized tran-
sition matrices. This approach captures the spatial group structure from a small amount
of training data. The results showed that the training method using tensor factorization
outperforms the re-identification based on the Maximum Likelihood estimation method.
In [55], Murakami proposed a LPA that combined Regions of Interest (ROIs) attack that
uses a small amount of training data, with up to only one location for re-identifying users.
The method is based on the Jensen-Shannon divergence between two probability distri-
butions about the traces trained and anonymized. The proposed method outperformed
the state-of-the-art, tensor factorization-based Markov Chain and the random approach;
both use a large amount of data for training.

Murakami and Watanabe [124] have used tensor factorization (or matrix factoriza-
tion) to accurately estimate personalized transition matrices and a population transition
matrix from a small amount of training data. The technique was compared with the Max-
imum Likelihood (ML) Estimation method in both the personalized matrix mode and the
population matrix mode. The experiments used four datasets: Geolife [125], Gowalla [80],
epfl/mobility dataset [126], and Rome/taxi dataset [127]. The approach proposed proved
that the method significantly outperforms the ML estimation method in all of the four
datasets.

In location privacy literature, few studies have been concerned with identifying
gaps in de-anonymization attacks. One of them was proposed for Wang et al. [53],
that identified gaps in state-of-art de-anonymization algorithms. They submitted 7 de-
anonymization algorithms for re-identifying users in cellular and social network datasets.
The insights from the analysis proposed a framework with four new algorithms to eval-
uate practical factors, for example, tolerate spatial and temporal mismatches, location
contexts, and user-level errors. The algorithms achieved 17% in terms of the hit-precision.

An efficient tracking attack strategy is to explore mobility characteristics for re-
building trajectories anonymized for mix-zones [95]. Mattos et al. [56] proposed a tra-
jectory re-identification based on the characterization of the road preferences that occur
in urban environments, in particular in taxi cabs. The re-identification technique has
time complexity in the order of O(E + VlogV'), where E represents the number of edges
(intersections) in the graph of the roads of the city, and V' the number of nodes (streets).
The technique has been validated with a taxicabs dataset of the San Francisco city-USA,
protected by mix-zones, containing about 231,230 trips, which re-identified up to 100%
of the anonymized trajectories.

Li and Li [128] proposed a trajectory-tracking attack using the Matrix Completion
method, which leverages incomplete location data from RSUs to reconstruct users’ move-
ment paths using matrix completion techniques. This approach is the first of its kind. By
creating a sampling matrix of vehicle positions, adversaries can accurately recover tra-

jectories, enhanced by hierarchical clustering, to minimize the number of RSUs needed.
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Simulations show that ATM effectively tracks precision, adaptability to variations, and
performance under different sampling rates.

Regarding place selection for generating attacks, Saini et al. [101] proposed an
attacker placement strategy that can be used to select locations for eavesdropping and
allow attackers to collect helpful information for linking pseudonyms. The strategy is
to select locations where it can listen to beacons from many vehicles, and pseudonym
changes are likely to occur.

Uniqueness research has been introduced by De Montjoye et al. [63], which analyzed
the quantification of the uniqueness in human mobility traces from call logs. Based on
the change in the granularity of the dataset’s spatiotemporal data, the authors presented
a formula for calculating the uniqueness of human mobility. From this, proposed an
inference model in which four spatiotemporal points were sufficient to identify up to 95%
of individuals from a call logs dataset containing human mobility data of 1.5 M users with
15 months of data.

Boutet et al. [51] also presented a uniqueness analysis on human mobility in three
types of user data sources (GPS, WiFi, and GSM antennas) focused on Lausanne (Switzer-
land) and Lyon (France) cities and compared two uniqueness approaches: probabilistic [63]
and deterministic based [51]. The results showed that only four spatio-temporal points
from the WiFi, GSM, and GPS traces are necessary to identify 94% of the individuals on
both datasets uniquely. In addition, a POI-based re-identification approach was proposed,
applying different LPPMs, including spatial filtering, temporal cloaking, adding spatial
noise to mobility data, and using a generalization. Next, they analyzed the impact of
these mechanisms, both the uniqueness of users’ mobility traces and the outcome of the
de-anonymization. They concluded that spatially obfuscating mobility data is not enough
to protect users and that classical LPPMs cannot protect users.

Further to human mobility, some studies have investigated uniqueness in vehicular
mobility [120, 121]. Rossi et al. [120] presented a user re-identification technique that
exploits the uniqueness of GPS data, even if not in the mobility dataset. Specifically, the
technique calculates the minimum distance between a set of geo-localized points of the
victim and the points of the anonymized traces. The victim’s trace is the one with minimal
distance between the points. Three real-world datasets were applied: epfl/mobility [126],
CenceMe [129], and GeoLife [125]. They concluded that two spatial points were needed
to identify nearly 100% of users. However, they did not provide details on which LPPM
was applied.

Tan et al. [121] also investigated the uniqueness of GPS data. Specifically, they
identified differences in privacy issues between LBSs and their derivation for vehicles,
called Vehicle Location-Based Services (VLBS). They claimed that vehicles are restricted
to roads, so their trajectories are unique and possibly re-identified. The proposed heuristic

model was able to re-identify trajectories of anonymized vehicles with up to 95% accuracy
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Figure 2.7: Position Attack.

from four spatiotemporal points of these vehicles and urban maps. However, the authors
considered in this attack that the attacker would have full access to the VLBS data server
and that the attacks would occur by collecting the spatiotemporal points of the victim’s
car.

Some studies concerning uniqueness have used multiple data sources, for instance,
application installation data of smartphones [51, 61]. Sekara et al. [61] used the applica-
tion installation data to capture users’ behavior in data from applications collected from

smartphones, taking into account the time and using this information as uniqueness.

2.3.7 Position Attack (PA)

Position Attack (PA) is also called Sensitive Place Attack, is used to discover and /or
to predict locations related to a specific user or a set of users, for instance, home and work
[46]. This type of attack needs special attention to be neutralized because sensitive places
can induce the discovery of personal information about a specific user.

Let’s consider that an attacker got infiltrated in a LBS and observed the trace data
of a set of users, but these data are obfuscated. Over the days, the attacker notes that a
user u spends most of the day regularly in a specific obfuscated area. Using a geographic
map, the attacker perceives that this area is surrounded by mountains, where there is a
deluxe hotel. This way, the attacker could infer that the user u probably works at the
hotel. Figure 2.7 presents the intuition of this attack. Equation 2.7 presents a general
definition of PA, where K, is the attacker’s background knowledge related to a set of
locations (or regions) [ and a time ¢, and P is a single or a set of positions (or sensitive

places) related to users in D',

P« 2(K,,D) (2.7)
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» Related Studies about Position Attack (PA)

Krumm [45] introduced four heuristics of Position Attack aiming to identify in-
dividuals” homes, which then would be used to infer their personal identifications. The
heuristics are Last Destination, Weighted Median, Largest Cluster, and Best Time. To
prove their point, they collected a GPS points dataset from 172 users, which also contained
ground truth information about the users’ homes. Additionally, they introduce cloaking,
noising, and rounding as obfuscation methods to the position attack and explore their ef-
fectiveness. The most successful heuristic was Last Destination, being able to re-identify
12.8% of the individuals’ homes. They concluded by stating that even simple heuristics,
such as the ones presented, can be used to obtain private information and increase the
attacker’s knowledge about its victims.

Gu et al. [69] introduced a trust-based probabilistic model to predict users’ home
locations using social and check-in information. Considering the social spectrum, they
assumed that individuals tend to form social relationships with others closer to their
home location. Similarly, considering the check-in information, they also assumed that
users tend to visit venues near their home locations. To validate, they analyzed a dataset
extracted from Foursquare, a LBSN, containing information about user check-ins and
users’ social connections. They evaluated using only data from users with check-ins and
all users in the dataset. For the first one, considering a radius of 100 meters or less,
they obtained an accuracy of 92.1%. For the second one, considering the same radius,

they obtained an accuracy of 63.1%, outperforming the state-of-the-art algorithms in the

literature.
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2.3.8 Presence and Absence Disclosure Attack (PADA)

Presence and Absence Disclosure Attack (PADA) is also known as Position and
Discrete Time Attack, this approach tries to determine whether or not a user u is present
at a place [ at a specific time ¢ [70, 130, 131]. For instance, empty homes are good targets
for burglary; even further, physically attacking a person requires you to know exactly the
location where the person is. Figure 2.8 shows this attack.

For example, let’s assume that an user u visits a bank b weekly at very close periods
of time. If an attacker wants to obtain some sensitive information about v to harm him,
the attacker could apply a sensitive place attack and predict the probability of u being at
the bank in a given period of time . The Equation 2.8 defines the PADA, where Pr, is

the probability of a user u being in a set of places P at a time ¢.

Pr, + Z(P,D',t) (2.8)
» Related Studies about Presence and Absence Disclosure Attack (PADA)

Similar to the Position Attack, the Presence and Absence Disclosure Attack (PADA)
aims at affirming, with a certain level of accuracy, if a victim is (or is not) at a specific
location, e.g., their home or work location. Although very close in their definitions, the
Presence and Absence Disclosure Attack (Section 2.3.7) aims at tracking a user through
his/her movements, knowing every location they are as they move. On the other hand,
the Presence and Absence Disclosure Attack (PADA) focuses on a single location, with no
intention to track the victim as they move. Attackers have many motivations to perform
these types of attack, such as ensuring that a victim is not at home (or even workplace)
so thieves can come in [130], or the contrary, in case the victim is the target.

Most strategies for this attack rely on publicizing personal data on location-based
social networks like Facebook, Twitter, etc. The attacker lures the victims’ latest updates

(e.g., posts, pictures, and tweets) to infer their whereabouts. To obtain information about
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the victim’s current whereabouts, the attack strategy must have as recent data as possible

about the victim. Moreover, it must be able to produce its output as quickly as possible,

considering that the victim may move during the processing, invalidating the result.

2.3.9 Multiple-query Attack (MQA)

In Multiple-query Attack (MQA), the adversary tries to compromise the actual

location of the query sender with the help of a series of two or more spatial queries

involving different cloaking regions. Cloaking region is a kind of LPPM that obfuscates

the location data of the user, adding noising or distorting his data, based on the region

where this user is supposed stay [31]. The multi-query attack can be performed in three

different forms:

o Mazimum Movement Boundary Attack (MMBA): The attacker calculates the max-

imum boundary area in which the user/victim could have moved between two suc-
ceeding position updates or queries, making it possible to infer its possible posi-
tion [97, 31]. This attack works for Cloaking Region (CR). For example, consider
CRs A and B, which are reported by user u at timestamps t4 and tpg, respectively.
Without loss of generality, let t4 < tg. Let be v the maximum user velocity, and let
0t = |tp —t4|. Determine if there is any location € A from which the user cannot
reach some location y € B, even by traveling at maximum speed v. Formally, an

attack is successful if:
dr € As.t.Vy € B,d(z,y) > vt (2.9)

The d(z,y) results from a distance measure function between location x and y.

Figure 2.9 shows the intuition of this attack.

Region Intersection Attack (RIA): tries to reduce position inaccuracy generated for
obfuscation method, e.g., cloaking region (CR). The attacker uses several imprecise
position updates or queries from a user to calculate their intersection. From the
intersections, the attacker can infer privacy-sensitive regions where the user is lo-
cated [132]. For example, consider n CRs denoted by R regions which are reported
by users U over some time §t = |t, — t,|, where t,, ¢, are timestamps of beginning
and end of the analysis, respectively. The region intersection attack works by in-

ferring the location where most users are. The intersection of R,, regions in the Jt,
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generated by the function Z at ot time. That is,

7t = (t]R;? | S ={1.n}, t ={1..6t} (2.10)

i€S

In this attack, the actual location of the user may be revealed through an intersection
operation of anonymity sets from different queries that generate overlapping CRs.

Figure 2.10 presents this attack.

e Shrink Region Attack (SRA): occur when two or more different subsequent queries
cause shrinkage of an obfuscated region (OR), which can reveal the user’s identity
and position [132]. The idea is that an attacker monitors consecutive queries and
the corresponding members of the k-anonymity set. The attacker can infer which
user sent an initial update or query if the member of the set changes, revealing his
location and identity. For example, consider that users A, B, and C are in different
positions in the city. User A is moving to different parts of the town and sends two
queries to the LBS server X. Consider that a k-anonymity approach is used by A
that generates the k-anonymity set (A, B) for the first query and the anonymity
set (A, C) for the second query. So, X can infer that A initially issued the query,

inferring his position and identity. Figure 2.11 illustrates the intuition of this attack.

» Related Studies about Multiple-query Attack (MQA)
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We discuss the three types of attacks that occur through a series of user location
queries: Maximum Movement Boundary Attack (MMBA), Region Intersection Attack
(RIA), and Shrink Region Attack (SRA). Although there are differences in their formula-
tions, all the attacks have as main objective increasing the precision regarding the current
user location.

Ghinita et al. [97] presenting two MMBA approaches. One approach is the attacker
has background knowledge about the sensitive locations on the map. They also have
presented privacy-preserving algorithms to oppose the application of the attacks, showing
a complete system architecture of how personal location data can be collected and used
without compromising the user’s privacy.

Talukder and Ahamed [132] discussed both RIA and SRA, and surveyed cloaking
solutions in the literature regarding their efficiency and their complexity. However, they

have not explored the attack strategies for both types further.

2.3.10 Future Mobility Prediction (FMP)

Future Mobility Prediction (FMP) is a kind of attack whom the attacker can
perform a location prediction to obtain with probability p where the user will be at a
specific time ¢ in the future [88, 89, 132, 133, 134, 135]. Some proposals predict the next
location of vehicles [136, 137, 138, 139], and people [140]. In general, approaches are based
on likelihood functions and historical data to predict the next venue, road, and so on. For
example, Krumm [139] proposed a Markov approach for predicting a vehicle’s near-term
future route based on its past route. Figure 2.12 presents the intuition of this attack.

Given a sequence of traversed road segments as X (t), where ¢ is a discrete-time
variable and X (.) is a road segment (e.g., an integer unique among all the road segments).
Therefore, the configuration of the road segments is {... X (—2), X (—1), X(0), X (1), X(2)...},
where t < 0 represents the past, ¢t = 0 is the present and ¢ > 0 the future, which we intend
to predict. Considering the Markov model, it gives a probabilistic prediction over future
road segments based on past road segments, but the events are independent. For example,
if we want prevent the next road P[X(1)], it is necessary consider previous events, e.g.,
X(0),X(—1),.... That is, P[X(1)] = P[X(1)|X(0),X(-1),...] = P[X(1)|X(0)]. Even
the Markov model can predict beyond just the next road segment. That is, we can build
P[X(2)|X(0)]. In general, we can build an n'® order Markov model n > 1 to predict the

m'" next encountered segment (m > 1). Equation 2.11 brings its definition.

Pu[X(m)] = P[X(m)|X(n — 1), X(—n + 1), X(—=n +2), ..., X (0)] (2.11)
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Figure 2.12: Future Mobility Prediction

» Related Studies about Future Mobility Prediction (FMP)

From the viewpoint of FMP on mobile networks, Zhang and Dai [141] have pre-
sented a survey of mobility prediction and characteristics regarding movement predictabil-
ity, prediction outputs, and performance metrics. Specifically, they proposed a future
mobility prediction architecture composed of six components: data source, required infor-
mation, prediction algorithms, prediction outputs, performance metrics, and categories of
applications. Relating to state-of-the-art approaches, techniques were identified, including
Bayesian Networks, Artificial Neural Networks, Markov Chain, Hidden Markov Model,
and data mining based on different kinds of knowledge. Also, they presented open research
challenges concerning the fifth-generation mobile system and some potential trends.

Boukerche et al. [142] presented a perspective for future localization systems for
VANETSs. They argued that it is possible that future localization systems use some
Data Fusion technique to improve the position information for vehicles, and it is accurate
and robust enough to be applied in VANETS critical applications. Also, data fusion
techniques can be used to compute positions based on inaccurate estimations. However,
both proposals above focus little on mobility prediction regarding threats and location
privacy.

Studies about FMP that consider location privacy can be grouped based on in-
dividual historic data [89, 143], and crowding movement historic data [144, 145]. The
first class consists of FMP analysis of individual users rather than all users, in which
predicting his future movement is possible, revealing knowledge hidden under mobility
history. However, the information known by a user does not work to predict other users.
The second class predicts movement based on the similar mobility pattern extracted from
crowding people instead of worrying about individual movements, i.e., random movements
from the entire body of mobile users’ profiles. This approach is efficient in predicting the
movement of new individuals that have the same pattern. The drawback is that it is
possible to degrade the clustering process if the users’ movement is very random.

One of the first studies on mobility prediction focused on location privacy was

proposed for Sadilek and Krumm [134]. They presented a prediction model of future
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locations within a time window of one hour. The model, named Far out, used combined
Fourier analysis to find periodicities in human mobility and Principal Component Anal-
ysis (PCA) based on Singular Value Decomposition (SVD) to extract strong, meaningful
patterns from location data, which are subsequently leveraged for prediction. The results
showed accuracy in predicting the location of up to 93%.

Kuruvatti et al. [143] have combined Markov Chain and context information ex-
tracted from diurnal mobility to improve the future user location prediction accuracy
(e.g., cells, routes). From this, it’s possible to anticipate running into a coverage hole and
initiate context-aware resource allocation in a network. Specifically, from the trajectories,
specific landmarks of users were identified, such as the origin and destiny of users, and
this information was used to improve the accuracy of mobility prediction.

Augir et al. [135] combined the semantic information and Bayesian networks to
improve the accuracy of the next check-in of users. They evaluate geographical and
semantic location privacy with data of 1065 users collected from tweets generated from
Foursquare. The results showed that the median accuracy of predicting the next check-
in is between 100 and 150 meters in six major cities. They concluded that semantic
information improves prediction success, even if obfuscation techniques protect the user
data.

2.4 A Taxonomy of Location Privacy Attacks

This section looks at LPAs with an analytical study about type mobility, victim
data types, and data sources used on attack proposals based on related work. Figure 2.13
summarizes the LPAs and categorizes them by sensitive data that is a threat to obtain
when using these attacks. Each attack category identifies specific types of latent informa-
tion about entities like identity, location, or social relationships. However, there are classes
of attacks aiming to identify more than one piece of information about the entities. For
instance, De-Anonymization (DEA) is a generic term for many proposals of attacks, such
as Points of Interest Attack (POIA), Tracking Attack (TA), and Position Attack (PA).
De-anonymization attack category has attacks to recover identity [58], tracking paths of
entities [146, 53], and also identify the social relationships [78]. Also, Multiple-query
Attack (MQA) is a generic term for Shrink Region Attack (SRA), Region Intersection
Attack (RIA), and Maximum Movement Boundary Attack (MMBA), that aim to infer

the location of the entities!.

IFor simplicity, we have omitted sub-classes of some attacks, but details about them are defined in
Section 2.3.
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Figure 2.13: Categorization of LPAs classified by user latent information.

Some attacks may be genuinely aimed at recovering location, such as PA, which
seeks to identify the location of victims. However, some attacks can obtain more than
two latent pieces of information, such as the location and identity of victims, such as TA,
which can track a user (location), identify a user’s trajectories, and consequently infer
their identity.

Another key aspect is that most research focuses more on humans than vehicular
mobility. Or in studies that use both human and vehicular mobility. We see the absence

of LPAs dedicated to vehicular mobility, which may also give insights for future research.
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Figure 2.14: A taxonomy of the location privacy attacks in the mobility data.

2.4.1 Location Privacy Attack vs. Mobility Types

The diagram in Figure 2.14 represents the disposition of LPAs proposals defined
in Section 2.3 according to the type of mobility used in these proposals. The big circles
on the left and right in the figure represent the type of mobility (human or vehicular)
in which the attack was applied. For example, for MDA papers, the authors have used
only datasets of human mobility. On the other way, PIA there are human and vehicular
mobility studies. Notably, we have the prevalence of proposals in LPAs that use human
mobility about vehicular mobility, using the human mobility dataset. PIA, PA, TA,
Uniqueness (U), POIA contain studies found in both human and vehicular mobility. We
can also observe that none of the attack category studies deal exclusively with vehicular
mobility.

Although de-anonymization is a generic term of attack in location privacy, in prac-
tice, not all attacks are considered de-anonymization because there are attacks that are
not directly associated with revealing the identity or location. For instance, the aim of
FMP is to infer possible entities’ paths or locations. Thus, attacks that are a derivation
of de-anonymization are: MDA, PIA, PA, SRA, TA, Uniqueness, and POIA. The only
DEA category that features exclusively human mobility papers is MDA.

In MQA, specifically in Shrink Region Attack (SRA) there are some proposals
considered de-anonymization, and others are not. Because some works in SRA deal with

attacking the victim’s position rather than his identity. In this sense, Presence and Ab-
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sence Disclosure Attack (PADA), Maximum Movement Boundary Attack (MMBA), and
RIA are attacks that use human mobility and do not pertain to a de-anonymization
derivation. Although APA and FMP do not belong to de-anonymization, they contain
works that use human and vehicular mobility.

Another point to consider is that there are several proposals in the literature where
an attack is a composition of other attacks. For example, many papers use POIA as an
intermediate step to TA. Or a prior analysis of the dataset uses the uniqueness metric.
Additionally, we can find in the literature derivations of TA and POIA, called Maximum
Likelihood Tracking Attack (MLTA) and ROI respectively.

—>» combined with

----» isatype of Location

ﬁ

Figure 2.15: Relation between location privacy attacks and data type information

2.4.2 Location Privacy Attacks vs. Victim Data Types

The diagram denoted in Figure 2.15 provides an insight into the relationship be-
tween LPAs and information latent of entities revealed by attacks. We can find attack

proposals in which DEA and APA focused on revealing the identity, location, and social
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relationships. Attack proposals aiming to recover the identity and location are a deriva-
tion of MQA. Just Position Attack contains studies to heal the social relationships and
location of victims. There is little research on LPAs that recovers identity and social
relationships.

Another critical point is the evolution of the amplitude of attacks on the victim’s
sensitive data types. We can identify the evolution of the attacks in terms of information
to be obtained from the victim. For example, de-anonymization was originally an attack
on associating user identity with protected data, but several proposals in the literature
have expanded this concept to location and social relationships. This fact also can be
observed with Uniqueness, whose initial purpose was to use it as a metric to measure the
level of privacy of protected data [63]. However, it can be considered an attack against
the identity and also the location of users [118, 119, 120, 121].

Many LPAs use attacks as a preliminary step to perform other attacks. This
is the case with POIA, which is considered an intermediate process to generate TA,
PIA, MMBA, and APA. These attacks can use POIA for producing robust attacks that
consider semantic information obtained with POIA [147, 148]. In this sense, the scientific
community has focused on developing efficient POIA algorithms [149, 150].

The LPAs studies have used datasets with only one transport mode. In this way,
there is a gap of LPAs strategies that use multi-modal transportation datasets to have
trajectories of different vehicle types, or even a single trajectory can have different vehicles
taken by a user. Another opportunity is the design of composition attacks, in which an
adversary uses independent anonymized releases to breach privacy. Multi attacks- types
composed of two or more location attacks- must be explored to understand and develop
more robust LPPMs.

2.5 Location Privacy Protection Mechanisms

Location privacy is a fundamental concern in mobile networks. Mobile entities in
the urban environment massively yield location data, valuable information that can be
used for various purposes. The location data can be used to obtain accurate information
from LBS, stored in the data market, monetized to the target markets, and used as open
data, where these data are published in open repositories and used publicly by many areas
for urban development. However, the location data brings privacy concerns. Threats
using LPAs it is possible to identify sensitive data of users, routines, home, workplaces,
their identity, and spatial and temporal location. To address the LPAs, LPPMs has been

developed to protect the location and identity of the users.
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The LPPMs are well-studied approaches in mobile networks, such as VANETS.
However, for an urban environment dynamics like Smart Cities, in which the smart mo-
bility building block yields mobility data with different characteristics about VANETS,
it is mandatory to study the potentialities of classic LPPMs in terms of protection. Al-
though there are few studies about LPPMs designed for Smart Cities, we discuss two
well-studied categories related to this type of mechanism to protect the location and pri-
vacy of location data. The LPPMs can be classified in techniques anonymization and

obfuscation-based.

2.5.1 Obfuscation-based LPPMs

Obfuscation-based LPPMs are to protect the location, rather than identity like
anonymization-based LPPMs. Obfuscation methods reduce the accuracy and precision
of the spatiotemporal information of location data [71]. Some obfuscation techniques are
based on k-anonymity. Obfuscation-based LPPMs can be divided into four techniques:

perturbation, dummy, reducing precision, and location hiding.
» Perturbation-based approaches (adding noise)

Perturbation-based approaches are LPPMs that cause mobility data to be effec-
tively changed in space and time before being sent to an LBS. Thus, the LBS will not easily
know the actual location of the mobile entity. At this point, the trade-off between privacy
and utility should be considered. Data needs to be distorted enough to be protected, but
if the data is too distorted, LBS cannot be used. Most LPPMs work by randomly adding
noise to the raw mobility data (adding noise), changing the latitude/longitude or trace
segments with another one (confusion approaches) [151]. Location Hiding and Location
Replacement are derivation of Perturbation-based approaches.

Location Hiding is a derivation of the perturbation approach. In the location hiding
mechanism, every event is independently eliminated (i.e., its location is replaced by 0)
with probability A, where h is the location hiding level [71, 78]. Many studies have used
this approach to hide sensitive locations, e.g., home, work, shopping malls, etc. Location
Replacement is a mechanism that replaces a certain proportion of locations with others to
cheat the adversary [78]. The data types to be replaced can be check-in locations, pieces
of traces, and GPS points [152].

» Differential privacy-based LPPMs
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Introduced by Dwork [153], differential privacy is a model that defines a formal
and provable privacy guarantee. The basic idea assumes that an answer to the query on
the dataset should be almost the same whether or not a single element is present inside
the dataset. In other words, differential privacy ensures that the removal or addition
of a single database item does not (substantially) affect the outcome of any analysis.
The advantage over k-anonymity is that differential privacy is resilient to the external
knowledge an attacker may have.

The relationship between differential privacy and other fields, such as quantitative
information flow, has been explored. Alvim et al. [154] have investigated the relationship
between information theory and differential privacy. They showed how to model the
query system based on an information-theoretic channel and compared the differential
privacy with min-entropy leakage. They concluded that differential privacy implies a
bound on the min-entropy leakage but not vice-versa. Also, they investigated the utility
of the randomization mechanism and the proximity between randomized and real answers.
They concluded that differential privacy implies a bound on utility. From these results,
they proposed an optimal randomization mechanism that provides the best utility while

guaranteeing e-differential privacy.

Figure 2.16: Variation of privacy level in relation to r. Source: [2]

Geo-indistinguishability (GEO-I) approach proposed by Andrés et al. [2], is a spe-
cialization of differential privacy for location privacy based in [155, 153]. Specifically,
GEO-I is a formal notion of location privacy that guarantees privacy levels limiting the
likelihood of two points to be reported locations of the same actual location within a
given radius. In other words, the privacy level [ is inversely proportional to the radius.
A user has [-privacy with radius r if any two [ locations at a distance at most r produce
observations with “similar” distributions, where the “level of similarity” depends on [. In
this way, an LPPM reaches GEO-I if the probability of reporting an obfuscated location
z is similar for two close locations [ and I’ and the more different the further if [ and [’
are distant from each other. Informally, a simple way to specify the privacy requirements

to the user is by variables [ and r, and the e-geo-indistinguishability is € = [/r. The €
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ensures a level of privacy for [ within r and a proportionally selected level for all other

radii, where the privacy levels decrease with the radii, see Figure 2.16.
» Dummy-based LPPMs

Dummy-based LPPMs similes fake nodes and generates privacy, adding the mo-
bility data and false information with true information to the LBS server, which can not
distinguish the real node. Dummies information can be users, GPS positions, locations,
and trajectories [32, 156, 157]. They are strictly related to environmental factors, mainly

the communication model, and both the node’s trajectory and track flow.
» Generalization-based LPPMs

Generalization-based approaches preserve privacy by reducing the precision of the
position/location information in which an entity mobile sends a merged region to the
LBS server, making identifying the actual entity location challenging. In location privacy,
the generalization approaches synergize with k-anonymity. For instance, it is possible to
obfuscate the location sent by entity mobile at the same time that other k entities are in
the obfuscated region, called cloaking area, then the adversary will have uncertainty in
matching between the entities and their actual locations accurately [26, 98, 158].

One of the prominent papers on generalization was proposed by Ardagna et al. [159,
160]. They presented a generalization technique that sends a circular area instead of the
precise user position to the LBS server. Also, it presented the relevance metric associated
with the degree of privacy introduced into a location measurement. The purpose of the
relevance metric is to measure the trade-off between the required accuracy of the LBS
server location and the needs of users while minimizing the disclosure of personal location

information.
» Protocol-based LPPMs

Unlike anonymization or obfuscation techniques that hide or alter location data,
protocol-based LPPMs focus on transmitting, sharing, and managing data in real-time
communications [32, 161]. These protocol-based approaches are typically more tailored
to specific tasks (e.g., finding nearby vehicles) but can offer superior privacy protection.
These approaches depend substantially on encryption techniques to provide robust privacy

assurances for particular use cases.
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2.5.2 Anonymization-based LPPMs

Identity privacy refers to preserving a user’s real identity when this user is in
VANETS, where vehicles constantly exchange information about their location, speed,
and real-time traffic conditions. Often, this information is linked to the identity of the
drivers. The problem is that if the user’s identity of these drivers is not protected, it
will be possible to apply DEAs, particularly TAs, and track the individual, compromising
their privacy. One way to mitigate a TA is through constant pseudonyms changing.

The anonymization-based LPPMs are techniques to break the links between iden-
tity and location information without creating noises or distortions by pseudonym-changing
mechanisms. Pseudonyms are fictitious or altered names users use to hide their real iden-
tities. The pseudonyms changing refer to techniques used to protect the privacy of ve-
hicles and their drivers by changing or exchanging the pseudonyms that vehicles use for
communication within the VANET. A vehicle uses a pseudonym for a time (to ensure
stable communication), then the pseudonym is changed according to the adopted privacy
scheme [113]. The European standard ETSI TS 102 867 [162] recommends changing a
pseudonym every five minutes, while the American SAE J2735 [163] standard advises

changing it every 120 seconds or after 1 kilometer, whichever occurs later.

2.5.3 Mix-zones: A Privacy Protection Scheme

The Mix-Zone is one of the main anonymization-based LPPMs that uses the
pseudonym changing strategies to anonymize mobility data in various mobile network
types and mobility contexts, such as human mobility [164], vehicular ad-hoc network
(VANET) [165], Internet of Vehicles (IoV) [166], tracing contact data [167], Location
Based Service (LBS) [168], and in the Internet of Drones (IoD) [169]. In this thesis, we

explore the mix-zones applied to vehicular networks.
» Mix-zones Schema

Mix-zones are anonymization areas defined by a radius » where entities change their
pseudonyms according to a trigger function (e.g., when reaching a minimum of k entities
simultaneously inside it) [167, 170]. Consider the vehicle set V = {V}, V5, ..., Vi, ..., Vi, }
where 1 < i < m. Each V; that makes a trip T, composed of GPS points and T, € T =
{1, Ts,...,T,,...,T,,} where 1 < a < n. Mix-zone M, is a geographical area of k-anonymity
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Figure 2.17: Mix-zone schemes: 2.17a Mix-zone toy-example with & = 3, where three cars A,
B, and C enter it and meet the minimal k. When the cars exit the mix-zone, they receive new
pseudonyms (JK, UV, and YT, respectively) without any association with previous ones (i.e.,
an external observer does not know the mapping function). 2.17b when a vehicle i = 1 with
pseud. A is within the mix-zone M, with at least k vehicles inside it, ¢ can opt to change its
pseudonym. So, each vehicle receives a symmetric session key from the RSU, which initiates
the pseudonym changing and the symmetric key updates. After the pseudonym changing of ¢
(pseud. A — JK), the RSU communicates to Certification Authority (CA) about the change
and updates the set on the mapping database from Pseu;; = A to Pseuj = JK.

that vehicles go through, causing their pseudonyms to be modified [171]. When a moving
vehicle goes inside a mix-zone with radius r, its trajectory will be sliced into two sub-
trajectories delimited by different pseudonyms — one corresponding to the part before the
mix-zone and the other corresponding to the part after the mix-zone (see Figure 2.17a).
Vehicles change their pseudonyms inside the mix-zone if there is a set of vehicles A,
denoted as the anonymity set, present in it simultaneously and obey the condition of
|A| > k, where k is anonymity mix-zone parameter [164, 172]. A vehicle population
Py C V can be through the M and can or not be anonymized depending on the condition
cited. A trip T, can travel through multiple mix-zones M = {M;, Ms, ..., My, ..., M, } in
its path and, consequently, has its pseudonym changed multiple times, resulting in several
sub-paths delimited by different pseudonyms.

Figure 2.17b denotes the system model of classical pseudonym changing [170].
The RSUs connect vehicles to the infrastructure networks giving them access to the in-
ternet and various remote services. The data center is responsible for generating a legal
pseudonym for each vehicle by a Certification Authority (CA) and storing the mapping
of pseudonyms and the driver’s real identity in a dataset. In the mix-zones scheme, a
vehicle V; equipped with a GPS device has to register with CA and preload a pseudonym
set Pseu;, with pseudonym p in the pseudonym set P = {1,...,m}. Details about the
pseudonym change process and thread-based mix-zones algorithm can be found in [173].

An essential aspect of the mix-zone is the definition of the privacy level k. Because
it is closely related to the anonymity set’s size (|]A|) — a measure of the level of location
privacy available in the mix-zone M, at that time —, it is responsible for the activation of
the M, that is a step for pseudonym changing of vehicles. Also, k specifies the privacy

levels at any given time, which enables users to be protected while using a LBS. For



2.5. Location Privacy Protection Mechanisms 66

example, a user may determine that having an anonymity set of at least 15 individuals
is enough to ensure their pseudonyms can not be linked between different application
areas. Thus, the k parameter of the mix-zone M, can be defined as 15. Users might opt
to withhold sharing their location data with an application until a mix-zone reaches a
certain anonymity threshold, i.e., k = 15 [164].

The critical point about k-anonymity approaches overall, including the mix-zones,
is defining the k value [164, 174]. Previously defined the k, it’s possible to bring benefits
to users’ privacy. For instance, consider a mix-zone M, that protects against a LBSs in
which the k was previously set with an average of |A|. In this way, when a user signs
up for a new location-based service, the middleware can get the k value from the nearby
mix-zone, in the case M, thus estimating the level of privacy that can be expected.
This information can be shared with users before they decide whether to use a new
location-based service [164, 175]. Generally, the classic mix-zones schemes the k is defined
previously [164, 171, 175].

Three key questions related to the design of mix-zones-based mechanisms are: (1)
What are the optimal areas for deploying mix-zones? and (2) How many mix-zones are
required to ensure adequate location privacy? (3) How can mix-zones perform well in
terms of privacy and coverage in relation to anonymized data? The questions (1) and (2)
define the challenge known as the mix-zones placement [175, 176], and the question (3)
concerns the mix-zones performance [177, 178]. Below, we classify the mix-zones and their
pseudonyms changing schemes, and next, we present some relevant works on mix-zones

and their positioning.
» Flavors of Mix-zones and Pseudonyms Changing

The literature has comprehensive discussions about mix-zones and pseudonym-
changing schemes where research communities have tried to improve the mix-zones’ per-
formance, resulting in many proposals based on different features [99, 104, 179, 180, 181].
Although some proposals consider certain regions for pseudonym change, they do not
use k-anonymity concepts from classical mix-zones. However, this study shows it is a
substantial part of forming dynamic mix-zones. Thus, a consensus about terminology,
evaluation, or standardization needs to be reached. We categorize mix-zones within the
following perspectives that can be combined in a proposal: pseudonyms changing type,
infrastructure, map, pseudonym change policies, application domain, execution mode,
cryptography protocol usage, modality cooperation, and hybrid LPPMs.

An important aspect that categorizes mix-zones is the pseudonym-changing mech-
anism subjacent. There are several pseudonyms changing policy found in the literature,
and some approaches are based on group-signature, trigger, reputation, silent period,

and encryption techniques. The pseudonym changing by group-signature means vehicle
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Figure 2.18: Mix-zones and Pseudonym Changing Taxonomy.

groups are formed on the fly in regions and use generated keys instead of authority-
certified keys, in which vehicles can exchange their pseudonyms successively [182, 183].
In group-signature techniques, a broadcast message is signed with a group key and the
sender key, anonymizing the message’s sender in the group.

Trigger-based schemes regroup solutions where the pseudonym update occurs when
certain conditions (context) are satisfied or at a specific time and region, such as the
number of a vehicle’s neighbors, position, velocity, acceleration, heading direction, the age
of pseudonym, and so on [184, 185, 186, 187]. Trigger-based schemes refer to solutions
where the pseudonym update occurs only when specific conditions are met, such as under
certain contexts, times, or within designated zones. The trigger can be an external trigger
(e.g., when k-neighbors surround a vehicle) or requires inter-vehicle coordination (e.g., a
simultaneous pseudonym change) [113, 182]. In contrast, trigger-free solutions involve
pseudonym updates that are not restricted to specific conditions or strategies, allowing
pseudonym changes to occur more flexibly without predefined triggers.

Reputation is a feature in which users earn reputation “credit” by implementing

a change of pseudonym [188, 189]. Then, users with higher reputations can generate
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actions, such as creating anonymization regions and proposing pseudonym exchange.

Silent-based mix-zones is a cooperation model schema in which vehicles remain
silent by ceasing the transmission of beacons or other identifying messages and changing
their pseudonyms in a synchronization way [105, 113, 190, 191]. This break in commu-
nication prevents attackers from linking a vehicle’s identity to its location once it leaves
the mix-zone. Also, in the cooperation mode, vehicles can use encryption in their com-
munication messages, named encryption-based mix-zones [170, 192, 193].

Infrastructure-dependent refers to the mix-zones family where the RSU infrastruc-
ture or particular device is necessary to participate in the pseudonym change process. This
involvement may include tasks like setting up mix-zones or broadcasting road-related mes-
sages [187, 189, 194]. Map-dependent mix-zones refer to a pseudonym change scheme lim-
ited to specific locations, such as intersections or high-traffic areas like shopping centers,
restaurants, and gas stations [115, 185, 195]. Application domain refers to the application
domain purpose of the mix-zone. We can have mix-zones intended to preserve privacy
when users use LBS or send safety messages in V2X communication [168, 177, 196, 197].
The execution mode of the mix-zone can be online if the mix-zone proposal is executed in
real-time or offline when the mix-zone is used in batch to protect data for publishing [171].

Pseudonym-changing strategies also can be cooperative and non-cooperative. The
cooperative means that vehicles agree to change their pseudonyms synchronously. Vehicles
can securely facilitate this cooperation through encryption or by coordinating periods
of silence among vehicles. Within this group, vehicles can either change or swap their
pseudonyms [184, 198]. When a vehicle changes its pseudonym, it replaces it with a new
one that was previously issued to it by an authoritative entity.

On the other hand, non-cooperated strategies are vehicle-centered, which means
that selfish vehicles can change their pseudonyms independently of their surrounding ve-
hicles or infrastructure [166, 199]. The problem is that each vehicle can identify and track
other vehicles even after changing their pseudonyms. Some schemes mitigate correlation
tracking by combining obfuscation techniques, which add noise to location data and al-
ter speed information, making it difficult to link pseudonyms [199]. Cooperation may be
map-dependent, meaning that it takes place in specific locations, such as hotspots or mix-
zones [178, 191, 195, 196]. These techniques use the concept of “hiding in the crowd” to
protect vehicles from precise tracking by attackers. The idea is that a vehicle can achieve
anonymity if it remains active within a crowd of indistinguishable vehicles, making it
harder to single out any individual vehicle. This strategy assumes that blending in with
a large group reduces the likelihood of being tracked or identified accurately.

In cooperation mode, we have two pseudonym change policies [104, 186]: pseudonym
change and pseudonym exchange. In the pseudonyms change, the vehicles simply change
their pseudonym collects in their pseudonym set. In the pseudonym exchange (or pseudonym

swap), vehicles exchange pseudonyms with each other [185, 187, 191]. The process of ex-
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changing pseudonyms uses a swapping protocol, where the RSU randomly selects two
vehicles to swap their pseudonyms. After each exchange, the RSU notifies the CA to
maintain accountability. To ensure security, all messages involved in the pseudonym ex-
change process are encrypted [104].

Some studies have identified Hybrid LPPMs as a future trend for more robust
solutions [34, 99, 100, 171]. Hybrid LPPMs combine multiple schemes, such as cooper-
ation, obfuscation and silence, obfuscation and encryption, and real and fake trajecto-
ries [100, 171]. Hybrid strategies for changing pseudonyms can enhance location privacy
protection and address shortcomings in single-type schemes. Additionally, if properly im-
plemented, they can ensure both quality of service and privacy. Figure 2.18 presents a
categorizes and Table 2.1 summarizes this discussion. Next, we will detail relevant studies

about mix-zones, pseudonyms-changing mechanisms, and mix-zone placement strategies.
» Mix-zones Related Studies

In the literature, the mix-zone for vehicular networks (or vehicular mix-zone) is
distinct from the classical concepts of mix-zones because of the mobility type involved.
Vehicular mobility is constrained by many spatial and temporal factors, such as physi-
cal roads, directions, speed limits, traffic conditions, and road conditions [200]. So, in
the vehicular network context, Freudiger et al. [170] proposed a protocol to provide lo-
cal privacy in vehicular networks. Specifically, they introduced a protocol called CMIX,
based on mix-zone encryption for road intersections that ensures changing pseudonyms.
Palanisamy and Liu [165, 190] considered the geographic aspects, constraints on movement
patterns, and statistical behavior of the users for generating mix-zones. Specifically, it
proposed a mix-zone model for vehicular networks that construct non-rectangular, adap-
tive mix-zones that start from the center of a road segment intersection on its outgoing
road segments. The mix-zone length is determined based on the average speed of the road
segment, the time window, and the minimum pairwise entropy threshold.

Some mix-zones derivations combine obfuscation approaches. For example, Chen
et al. [171] presented a mix-zone technique that makes extra perturbations outside mix-
zones and recursively submits the sub-traces recursively to the technique to make sure that
every sub-trajectory is of an appropriate length. The proposed technique was evaluated
with two re-identification algorithms, Feature STC [201] and DBHMM [202]. The results
of de-anonymization accuracy were up to 20% and 90%, respectively. Then, an analysis
of the privacy and utility of the protected dataset is made with two trajectory analyzers.
The results showed that the protected dataset, in general, provides a utility level that is
very close to that of the original dataset.

Li et al. [187] proposed a pseudonym swap mechanism, PAPU, designed to en-
hance privacy VANETSs. The PAPU is based on differential privacy to ensure provable
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unlinkability between users’ pseudonyms, making it difficult for adversaries to track ve-
hicles over time. They measured privacy protection through metrics like unlinkability
and privacy leakage alongside performance metrics such as computational overhead and
communication cost. The results demonstrated that PAPU effectively improves privacy
while maintaining acceptable performance in terms of resource usage.

Boualouache and Moussaoui [191] proposed a pseudonym strategy based on the
silence that swaps pseudonyms between two vehicles at mix-zones deployed at a traffic
light when it is red. They evaluated the approach using the anonymity set entropy and
attacker success rate as privacy metrics.

Zuberi and Ahmad [110] proposed dynamic mix-zones that explore spatial and
temporal features to reduce time attacks called transient mix-zones. The transient mix-
zones are positioned in traffic lights and are activated for all the green signals at all
the traffic junctions. Also, they mathematically modeled the vehicular traffic flow in
mix-zones as Poisson distribution. They emphasized the importance of the number of
mix-zones that users must cross to achieve effectiveness.

Memon et al. [189] proposed a pseudonym-changing schema based on the multi-
mix-zones generation and vehicle reputation that allows users to change their dynamic
pseudonyms inside and outside a mix-zone. The pseudonym changes outside a mix-zone
occur with road infrastructure, such as Reported Servers that intermediate the com-
munication between vehicles and RSUs. They evaluated the proposal using the SUMO
simulator and compared the results with several existing pseudonym-changing techniques.

Mengjia et al. [198] proposed mix-context-based pseudonym-changing privacy-
preserving authentication (MPCPA) through a mutual authentication mechanism to pre-
vent attack vehicles from sneaking into a VANET system. The approach preserves the
integrity of transmitted messages with an anonymous authentication mechanism. In addi-
tion, MPCPA adopts a mix-context-based pseudonym-changing strategy to prevent vehi-
cle tracking. Performance analysis demonstrates that MPCPA incurs low computational
costs and offers a privacy-preserving scheme that is more secure than existing authenti-
cation schemes.

Zhou and Zhang [100] proposed the mix-zone scheme based on pseudonym change
and dummy location to protect against attacks caused by time, location, and speed infor-
mation entering and leaving the confusion zone. Particularly, the approach controls the
time of the vehicle’s silence state and adds noise to the location information, adjusts the
speed value of the vehicle, and improves the defense ability against the inferred attack.
Also, consider the quality of LBS in the mix-zone is guaranteed due to the gradual noise
attenuation.

Kalaiarasy et al. [203] proposed minimizing the number of pseudonyms changing
notifications in the network based on creating mix-zones that enhance the location privacy

level to a remarkable level. Their approach is based on ring signatures to guarantee only
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the reliability of vehicles involved in the process of pseudonym-changing notifications,
such that the number of pseudonym changes is comparatively reduced to an acceptable
level. The results showed that the approach had a higher success rate than pseudonym
techniques quantified under different mix-zones, vehicular distances, and vehicular nodes
in the network.

Li et al. [196] presented a dynamic silent-based mix-zone in which the pseudonym-
changing scheme is based on the traffic condition at the traffic light region. They propose
that the mix zone length is dynamically configured according to the traffic flow predicted in
the green traffic light cycle and the pseudonym-changing scheme at the red light. To esti-
mate the mix-zone length, they explored four prediction algorithms. Also, they compared
the proposal with three typical silent, anonymous schemes; comprehensive experimental
results show that TLAS can achieve better performance in both the anonymous effect and
driving security.

Kalaiarasy and Sreenath [177] proposed a self-generated mix-zones by facilitat-
ing the pseudonym-changing anonymity of vehicles based on the generated incentive de-
gree. They proposed a mechanism that uses a one-way hash function and an improved
pseudonym scheme for estimating vehicular incentives to facilitate privacy protection.
The results showed that their approach outperformed the others ’ changing proposals re-
garding location privacy under different distances, the number of vehicles, and the number
of mix-zones.

Deng et al. [178] proposed a pseudonym change scheme for location privacy preser-
vation in VANETS, in which vehicles can adopt different pseudonym change strategies
based on various network and traffic scenarios to resist tracking by global passive adver-
saries. Particularly, they proposed a pseudonym-changing region created by the vehicle
without RSUs. Also, the registration protocol, authentication protocol, pseudonym is-
suance protocol, and pseudonym revocation protocol are introduced for the pseudonym

management mechanism.
» Mix-zone Placement Related Studies

An emergent research area in mix-zones is to choose good places to position in
urban environments. The fair distribution of mix-zones throughout the city must con-
sider many factors that may affect coverage for anonymization, e.g., traffic flows and the
seasonality and noise caused by buildings [176, 204]. For this, mix-zone placement is an
NP-hard problem [175, 197, 205]. The seminal study to address the mix-zone placement
problem was proposed by Freudiger et al. [205]. They treated the mix-zone placement
problem as an optimization problem and used mobility profiles to compute the effective-
ness of a mix-zone and identify the best places. Notably, they considered the optimization

problem of the distance-to-confusion and the cost induced by mix zones on mobile nodes.
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Liu et al. [197] designed two heuristic algorithms, based on the problem of indepen-
dent sets, that are effective for positioning multiple mix-zones and thereby reducing the
privacy risks of mobile users’ trajectories. This approach considered the effect of traffic
density in entropy terms for each road segment and intersection. The efficiency of the
algorithms was evaluated with taxicabs of the city of San Francisco dataset [126].

The work proposed by Palanisamy and Liu [190] is an extension of MobiMix [165].
Additionally, they proposed a heuristic for mix-zones placement considering the road
network topology, user mobility patterns, and road characteristics. In detail, mix-zones
are placed at intersections with high traffic density and low skewness in the transition
probability distribution. First, top-n mix-zones are selected by a cost associated with
their size (radius) and the average estimated anonymity levels. Posteriorly, the top-n
mix-zones are placed at intersections so that users can go through sufficient mix-zones
along their path. For this, a road network was divided into grid cells using a quadtree
index partition, and the average distance between any pair of mix-zones within each
quadrant (grid cell) was maximized.

Sun et al. [206] proposed a statistics-based metric to evaluate a mix-zone’s effec-
tiveness and select candidates regarding privacy requirements. They proposed a mix-zone
placement scheme in which vehicles from anywhere pass through a mix-zone at a certain
driving time, and the extra overhead of adjusting routes is small. They modeled the
positioning problem as an instance of the set-covering problem. They proposed solving
it with greed set cover and selecting mix-zones from eligible intersections, stating that
any travel exceeding a certain distance must pass through at least one mix-zone, with the
additional delay caused by route adjustment limited to a predetermined amount.

Xu et al. [168] treated the problem of optimal multiple mix-zones as a transporta-
tion problem and proposed a greedy-based heuristic algorithm for this. Specifically, given
a privacy threshold, the mix-zones candidates, and demanded points for each candidate,
a cost is calculated, i.e., a likelihood distribution that is the total time of all users trav-
eling from the demand points. Initially, all candidates are selected and then are greedily
removed one by one. The proposed method was validated by protecting two datasets
against inference attacks, which proved to be efficient in reducing the risk.

Memon and Arain [207] have presented an approach to solving mix-zone place-
ment for urban environments in more than one direction (within 1D, 2D, and multiple
directions). They proposed two heuristic algorithms to minimize the costs of the optimal
location while the average mix-zone capacity can be maximized, increasing privacy in a
high-traffic vehicular environment.

Ravi et al. [208] presented a heuristic to place mix-zones considering the trade-off
between privacy and cost. The heuristic is called the Anonymity Enhancing Mix Protocol
(AEMP), which alters the exit order of vehicles from the mix-zone to enhance privacy.

Then, it uses AEMP in a placement mix-zone strategy composed of simulated annealing
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and genetic algorithms. In the first steps of the algorithm are necessary starting points for
placement, which is selected by a ranking of intersections defined by mixability, a metric
that determines the usefulness of initially placing a mix-zone. AEMP was submitted
against a tracking attack based on machine learning - Random Forest, which has proven
to be resilient for this attack and outperformed the mix-zone baseline.

Svaigen et al.[175] argued a mix-zones positioning approach based on the premise
that mix-zone needs to change according to the flow behavior of mobile entities. They
proposed two constraint metrics with a positioning algorithm based on a k-means algo-
rithm. The first metric considers only the graph topology; the second one aims to place
them considering n — 1 road flows between two mix-zones in a window size.

Ravi et al. [176] proposed a dynamic mix-zone placement for VANETS considering
traffic flow over time. The proposal has two components: an offline component and an
online component. The online component calculates aggregate traffic flow associated with
time slots defined by the engineer’s empirical knowledge. These time slots can vary from
an hour to an entire day. Next, the component calculates mix-zone placement for each
traffic pattern over time and stores this information in a library. The algorithm updates
the library periodically so that the optimization process is not on the critical real-time
path of the placement algorithm. The online component takes the current prevailing
traffic pattern as input and uses the Kalman-Takens Estimator to predict traffic for the
next time slot. Next, the system then finds the closest match to the patterns stored in
the library. Once the algorithm has found a match, it recovers the appropriate mix-zone

placement from the library.

2.6 Evaluating Location Privacy

The literature on privacy metrics is wide [32, 48, 49, 71, 209, 210, 211]. However,
there is no standard or which metric would be best suited to apply to LPPM types [32].
Some metrics are dedicated to quantifying privacy applying for vehicular networks [211],
or human mobility [212]. To address this issue, Wagner and Eckhoff [49] did notable work
discussing over eighty privacy metrics using examples from six different privacy domains.
An overview of privacy metrics can be found in [32, 33]. Detailed view about the metrics,
e.g., k-anonymity, uncertainty, and differential privacy, can be found in [48, 153, 209, 213,
210]. Location privacy metrics can be divided into two viewpoints: attack and protection

metrics.
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2.6.1 Location Privacy Attacks Metrics

The location privacy attack metrics evaluate the effectiveness of attacks aimed at
compromising location privacy. They measure how successful an adversary is in identifying
users or their locations despite privacy-preserving measures [32, 33, 49]. In general, the
metrics that measure the effectiveness of the adversary are based on correctness. Attack
correctness is a kind of attack metric that depends strongly on the adversary model and
is widely used in many privacy domains, e.g., communication, database, and location
privacy. Concerning location privacy, the attack metrics measure the information leakage
in the LPPM obtained by the adversary attack to gain knowledge about users. Attack
correctness measures the adversary’s success, where the adversary successfully identifies
the correct individual or the true positive rate. However, it also may consider the false
positives and false negatives rates, i.e., cases where the adversary identifies an individual
incorrectly from the dataset [49].

In location privacy, an LPPM is expected to protect a dataset from mitigating
the outcome of an attack. Thus, if LPPM is efficient, the value of this metric should
be small. This metric directly assesses the attack on the protected dataset and uses the
actual dataset as the basis for verifying the effectiveness of the attack.

Shokri et al. [71] have presented extensive work about attack correctness metrics
based on probability distribution. Specifically, given X a victims’ traces set, the informa-
tion obtained is with posterior distribution Pr(z|o), which z € X', and observed traces o
of a set of observed traces by an adversary, o € O. However, the attacker does not have
infinite resources. For this reason, the attack is only an estimate 157’(3:]0). They proposed
three attack metrics for evaluating the effectiveness of an attack: certainty, accuracy, and
correctness.

Accuracy assumes that the outcome of your attack results in an approximate
value, assuming that the attacker’s knowledge is limited. For example, in a Tracking At-
tack scenario, the attacker has only a sample of the victim’s geo-location points. Accuracy
is calculated with each element of distribution Pr(z|o) trying to converge to Pr(z|o).

Certainty is a metric based on the uncertainty of the outcome of the attack.
The attack generates uncertainty greater than zero if it presents a result that concerns
more than one possible user and null uncertainty when the attack identifies the victim,
independently if this is the correct victim or not. It’s quantifying with an entropy of the
distribution ]57“(;15]0). The higher the entropy is, the lower the certainty of the adversary
(Equation 2.12).

1

H(z) = Pr(zo) 1ogm (2.12)
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Correctness measures the expected distance between the true outcome of the
attack 2, € X and the estimate based on the Pr(z|o). The distance ||.|| between victims’
traces set X' can be computed as sum, which is the adversary’s expected estimation error
(Equation 2.13).

> Pr(zlo)lz — | (2.13)

where Pr(z|o) is posterior distribution of Pr(x|o) that is the probability of trace
x given observed trace o. The distance is equal to 0 in the case of x = z. and equal to 1
otherwise.

Trajectory Matching Accuracy (TMA) is a type of correctness to measure

the effectiveness of re-identification attacks [54, 56], which is defined as:

Nreid
Tl
where Nyeia € [0,|7,]] and |T,| represent the total of re-identified trajectories and

TMA =

(2.14)

the total of anonymized trajectories, respectively. This formula can also be generalized to
measure the correctness of LPPMs that protect different aspects of location privacy, such
as measuring the correctness in LPPMs that protect POIs [26, 214, 215]. For example, how
much POIs could be retrieved in a Points of Interest Attack (POIA). The formula would
be the ratio between the amount of POIs re-identified and total POIs of anonymized,
called by POI Matching Accuracy (PMA), see Equation 2.15. Given two sets of POIs, the
function Matched matches non-obfuscated with obfuscated POIs of user i, poi(7T;) and
poi(T}) respectively. Two of the POIs are matched if they are sufficiently close to the
other at maximal distance threshold d,,,,. PMA metric also can be extended for measure

Region of Interest (ROI), called Coverage of Sensitive Region [49].

| Matched(poi(T;), poi(T)))|
[poi(T})|

PMA = (2.15)

2.6.2 Location Privacy Protection Metrics

The location privacy protection metrics assess the effectiveness of mechanisms
designed to protect an individual’s location privacy. They measure how well a privacy-
preserving method prevents adversaries from correctly inferring sensitive information from
location data. Key protection metrics include Anonymity Set Size, Entropy; k-anonymity;

[-diversity; Location Obfuscation; and Mix-zones Effectiveness;
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Anonymity Set Size (ASS). The anonymity set (AS) refers to the group of vehi-
cles that cannot be distinguished from the target vehicle, including the target itself [216].
The size of this set, denoted as |AS|, corresponds to the total number of vehicles within
it. The larger the anonymity set, the higher the level of location privacy protection, which
in this context should be greater than 1.

Another class of formal metrics is uncertainty metrics, responsible for measuring
the uncertainty level of the adversary against revealing protected data by an LPPM [49].
This metric assumes that an adversary uncertain of his estimate cannot breach privacy as
effectively as one who is certain; this notion tends to increase when applying LPPMs to
mobility data. Usually, many uncertainty metrics build on entropy. Concerning location
privacy, entropy has been used in tracking attacks, i.e., the adversary tracks victims by
linking many places that have been visited for a time period. In this case, the entropy is
calculated for each location in time, and the probabilities are updated after each period
using Bayesian belief tables [217]. Another application of entropy is to measure the
position of a user. However, if more than one location is close to each other, locations
may be high entropy, i.e., high uncertainty about revealing these places [218].

Further to k-anonymsity being a privacy model in which LPPMs are implemented,
it is also considered a metric for measuring the level of privacy applied to the dataset.
K-anonymity states that during a given time window and inside a given area, there should
be at least k entities. Many LPPMs use this concept to generate privacy, where k entities
simultaneously change their pseudonyms or cloak geolocated data. The privacy levels of k-
anonymity are defined by tuning the parameters: the area size, time window, and k value.
In the literature, there are extensions of k-anonymity to improve privacy levels, considering
the contextual knowledge an adversary could have. Mix-zones Effectiveness. The
Miz-zones Effectiveness evaluates how well mix-zones (regions where users can change
pseudonyms to break linkability) protect users’ movements from being tracked [197].

L-dwversity is an extension of k-anonymity by ensuring that within an anonymity
set, there are at least L diverse values for sensitive attributes, which prevents linking users
to specific sensitive information.

The Location Obfuscation measures the degree to which the proper location is
hidden through techniques such as adding noise or reducing the precision of the reported
location. The e-differential privacy is a kind of Local Obfuscation metric that mea-
sures the privacy of obfuscation-based LPPMs in different forms. In some cases, LPPMs
guarantee privacy to protect the absence and presence of entities. In others, the guarantee
of protecting locations and sensitive places of users, like POI. In this case, the goal is not

to protect the entities themselves but the places visited for it.
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2.6.3 Utility Metrics

In addition to evaluating privacy, another issue of LPPM design is valuing the
utility of data protection. For this, it is essential to define efficient utility metrics for
measuring the quality of protected mobility data. One of the approaches to measuring
the utility is Information loss, which refers to data quality degradation during processes
like anonymization and obfuscation, particularly in location privacy scenarios. It quanti-
fies how much useful information is lost to protect user privacy, using metrics including
Shannon Entropy, which assesses the unpredictability of data; Kullback-Leibler Diver-
gence and Jensen-Shannon Divergence, which compare the differences between original
and anonymized data distributions; and Mutual Information, defined as a function WS,
which evaluates the distortion in the shared information between original and transformed
data [15, 26, 33, 214].

The data distortion approach compares the mobility data properties before and
after applying an LPPM [15]. The optimal value of this metric is expected that the data
distortion will not be severe enough so that it does not become useless. In the context of
anonymization approaches for mobility data, such as anonymized vehicular trajectories
datasets, we can measure its utility by checking the distortion level ZD, with distortion
function WS between the original dataset D and the anonymized dataset D', in which the
trajectories are sliced to anonymize the user’s identity, for example, ZD = WS(D,D’).

We can apply the same principle to location data protected by obfuscation tech-
niques, in which the distortion metrics include evaluating the spatial and temporal im-
precision and comparing the covered area. We can cite metrics distortion-based as Area
Coverage, Spatial Distortion [26].

Area Coverage (AC) computes how much the distortion on data affected the
regions visited by a user, e.g., POIs [92]. That is, removing location data in regions less
important for user mobility, e.g., removing POIs in these regions and preserving data in
regions considered important. On the other hand, adding fake POIs and changing them
to new regions can degrade the analysis mobility data. For example, an analyst uses
distorted data in the transport planning scenario. He may conclude that in certain areas,
public transport public is needed, but this is not true. Another example is the public
health department’s case, which surveys noise in urban areas by running a crowd-sensing
campaign to measure noise levels in the city. In this case, the locations on the dataset
do not need high precision, but it is important to cover the correct regions of the city.
The Area Coverage (AC) is calculated as follows. Consider a map equally divided into
square regions. The function C(T') returns a number of regions whose user trajectory T’
goes through Equation 2.16, where cell ¢; from region set C, i.e., cell ¢; CC, 1 <i < |C|,

and p ® ¢; is geo-location point p insides ¢;.



2.6. Evaluating Location Privacy 78

C(T)={ceClFpeT : pog¢} (2.16)

The AC' of obfuscated trace T" from T is calculated with the F-score, which needs
to calculate the recall and precision. Recall that Equation 2.17 measures the proportion
of cells of the non-obfuscated trace still found in the obfuscated trace. The precision,
Equation 2.18, evaluates the proportion of cells that users cross in the obfuscated trace,
which is present in the n the non-obfuscated trace. From the recall and precision, we can

calculate the F-score, denoted by Equation 2.19.

[C(T) N ()]

ACRecall (T, T,) = |O(T) | (2 17)

, c(rync(r
ACPrecision (T, T ) = ’ ( |é,(T,>|< )| (218)
ACF—score (7-,7 T/) _ 2*’élc(precision (T, T )ACRecall(Ta T ) (219)

ACrecision(T, T") + ACRecan(T,T")

An obfuscation-based LPPM can distort a mobility dataset to the point that it does
not extract POIs located in specific regions of the urban map before the anonymization
was possible. POIs’ amount by Cell (PAC) does this work. PAC metric evaluates if a
certain POI amount is found in a specific region after applying obfuscation. We count
the number of POIs for each ¢; of the urban map, both actual dataset D and obfuscated
datasets D', with the function POIcguni(.). Then we calculate the recall and precision
Equations 2.20 and 2.21 respectively. The distortion of the amount of POls is the average
of all the F-scores of the cells, denoted by Equation 2.22.

o |PO[Count(Daci) r\|POICoumf(l)/aci)|

PACRecan(D, D', ;) = 2.20
recat(D, ', ) [POlcoum (D, c5) (220
POICount(D Ci) N PO[Count(D, Cz)|
PAC recision DyDla i) = | - . 2.21
precsion(D, I, 1) [POlcom (D', 1) (221)
IC]
1 2PACP7‘ecision(D D/ Ci)PACRecall(D D, Ci)
PACy_suppe(D, D',C) = — i il 2.9
g ( ) |C| ; PACPrecision(Da D/’ Ci) + PAORecall(D7 D/’ Ci) ( )

The PAC and AC are utility metrics defined in the range of [0,1]. A higher value
represents better utility, meaning better spatial accuracy of the LBS results.

Spatial Distortion (SPAD) is an average distance metric that measures the spatial
error of geo-located points between trajectory T' = {p1, pa, p3, ..., pn} and its obfuscation

version 1" = {p}, ps, Ph, ..., 0}, } [214, 26]. For each point, p’ in 7" is searched for minimal
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projection on T, function distance measures the minimal distance between T and T’

points (Equation 2.23).

ZpleT/ Ming<p<r distance(p,p’)
7|

SPAD(T,T') = (2.23)
Spatial Distortion of POIs (SPAP) is a derivation of Spatial Distortion, represent-
ing an average distance metric that measures the spatial error of POIs as denoted by

Equation 2.24.
’ 7 1 d t l, l/
SPAP(T,T') = 2= mm°<"<j'fl " istance(l, [) (2.24)

where [ and [’ represent the location of the users’ original trajectory 1" and protected

trajectory 1", respectively. This metric can be used to measure data’s utility level in urban
planning for public safety. For instance, it can be used to analyze mobility data and
identify location points for security camera installations in locations with high population

density.

2.7 Discussion and Future Trends about
Anonymization-based LPPMs and LPAs

This section discusses new directions for the Anonymization-based Location Pri-
vacy. Particularly, we identify issues about the GlsplLPA, anonymization-based LPPMs,
and utility focused on SMOD. First, we identify which aspects of mix-zones and pseudonym
changes have been explored, detailed in Section 2.5.3, and new research opportunities.
Next, we present new trends in the general context about LPAs, LPPMs, and the utility
of anonymized mobility data.

Table 2.1 presents the proposed pseudonym-changing mechanisms and mix-zones
for vehicular networks discussed in Section 2.5.3. We can observe a prevalence of ap-
proaches based on the cooperative modality for pseudonym-changing. In contrast, few
works have addressed the non-cooperative modality and pseudonym-changing between
vehicles.

Most approaches present solutions to protect mobility data for VANETS, where
the mix-zone aims to protect safety messages exchanged in Vehicle-to-Anything (V2X).
However, the mix-zones protecting data sent to LBSs and Vehicular Social Networks
(VSNs) is a little-explored issue.

Another issue is that most mix-zone proposals depend on the infrastructure of ve-

hicular networks such as RSUs and specific servers for pseudonym-changing. They also
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depend on specific locations on the urban map to be positioned, such as traffic lights,
intersections, and certain points on the road. This fact suggests that there is a preva-
lence of pseudonym-changing and mix-zones approaches in which they are positioned in
these locations statically, immutable over time. Thus, there is a need to investigate dy-
namic mechanisms independent of VANET infrastructure and road locations to generate
anonymization, as is the case of ad hoc mix-zones formed by groups of vehicles.

Regarding validation, most of the proposals found in Table 2.1 are evaluated
through GPA that use location privacy protection metrics, such as Entropy and Anonymity
Set Size (ASS). There is also a significant number of proposals that use synthetic datasets
and simulated environments, using mobility simulators, networks, and adversarial net-
works, such as SUMO [219], Veins [220], and MobiSim [221] that are mobility simulators
the most frequently used. SUMO exports mobility models to well-known network simula-
tion tools such as OMNET++ [222], NS2, and NS3 [223]. In the investigated proposals,
some attacks, such as Nearest-Neighbor Probabilistic Data Association (NNPDA), are
implemented in Veins.

On the other hand, when analyzing Table 2.1, we can identify several little-explored
issues that require investigation regarding the validation of the protection algorithms. For
example, it is necessary to validate the privacy approaches from more robust adversary
models, considering mobility characteristics and even metrics of attacks on location pri-
vacy.

From the point of view of the intrinsic characteristics of the mix-zones, such as
privacy, geometry, and location, most of the proposals present static solutions for these
parameters. Thus, there needs to be more dynamic approaches in which the mix-zones’
privacy, geometry, and positioning are configured over time according to mobility aspects.

Another research opportunity for anonymization-based LPPMs is to explore the
trade-off between privacy, utility, and quality of protected data in online and offline exe-
cution modalities. Another issue is exploring the design of hybrid LPPMs, which consider
both anonymization and obfuscation to protect mobility data. We can mitigate user
identity and location attacks by considering these two protection mechanisms.

The positioning of mix-zones is also an issue that should be investigated further.
In particular, the positioning of mix-zones over time, considering aspects such as mobility,
fluctuations in traffic volume, and points of interest over time, to obtain greater coverage
of the data to be protected. Also, the selection of mix-zones already positioned, based on
their operation and the quality of anonymized data over time, is an open question.

Regarding smart mobility open data, in which privacy, quality, and utility require-
ments must be met, these works need to consider these requirements simultaneously, as
well as the trade-off between privacy, utility, and quality of the protected data. In par-
ticular, the quality of the internal functioning of mix-zones and their anonymized data.

Finally, the proposal in the literature has explored utility as a distortion relation
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based on an information loss function. However, there appears to be progress on utility
in relation to the use of trajectories anonymized by mix-zones in certain application and
service domains in the context of smart cities, which is an important issue when dealing
with data to be published.
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2.8 Concluding Remarks

This chapter discussed the key location privacy mechanisms, as well as both attack
and defense approaches. Initially, we present the Location Privacy Attacks, describing a
taxonomy, formalization, and the state-of-art. Next, we presented fundamentals about
the LPPMs based on obfuscation and anonymization. We presented the state-of-the-art
anonymization-based LPPMs and identified several issues open to research regarding the
mix-zones schemes, including their application on smart mobility open data. This study
enabled the construction of Smart Privacy Framework (SPF): an anonymization-based
framework for Smart Mobility Open Data, in which we can answer the research questions
of this thesis. In Chapter 3 details the SPF.
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Chapter 3

Smart Privacy: An
Anonymization-based Framework for
Smart Mobility Open Data

This chapter presents the Smart Privacy Framework (SPF), an Anonymization-based
Framework for Smart Mobility Open Data. Initially, we present an overview of the frame-
work in Section 3.1. Then, we detail each step that composes the SPF, representing the
next sections defined as follows. Section 3.2 details the Mobility Impacts on Location
Privacy step. Section 3.3 presents the second and third step, Privacy Design and Protec-
tion. The fourth step is the Privacy, Quality, and Utility Indicator Extraction is detailed
in Section 3.4. The fifth step, Data Publishing Analysis, is defined in Section 3.5. The

concluding remarks are in Section 3.6.

3.1 Anonymization-based Framework for Smart
Mbobility Open Data

The studies carried out on LPA and LPPM in Chapter 2 allowed us to identify
important research questions within the context of SMOD in privacy, quality, and utility
terms. These research questions were defined in Section 1.1 that justify the development of
this framework. Following the steps within SPF we can answer these questions. Next, we
will detail SPF and present each research question within the context of this framework.

The Smart Privacy Framework (SPF) proposed in this work comprises five steps:
Mobility Impacts on Location Privacy (1), Privacy Design (2), Protection (3), Privacy,
Quality, and Utility Indicator Extraction (4), and Data Publishing Analysis (5), as de-
picted in Figure 3.1.
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Figure 3.1: Smart Privacy Framework (SPF): An Anonymization-based Framework for
Smart Mobility Open Data.

3.2 Mobility Impacts on Location Privacy

RQ1: What are the impacts of mobility on location privacy?

The first step, Mobility Impacts on Location Privacy, represents a framework to
characterize and find similarities in the statistical distributions extracted from two Stay
Point (SP) metrics. SP is an aspect of mobility data analysis, defined as a region where
an entity stays for a minimum time interval. SPs operate as substrates to build privacy
mechanisms; both LPAs and LPPMs. Regarding LPAs, a user’s SPs can identify mobility
patterns and extract user profiles and behaviors. Also, two or more SPs can track these
users on a map. Clustering SPs enables the discovery of hot spots in people’s concentration
over time, making it possible to identify them. On the other hand, SPs can contribute
substantially to the design of LPPMs. For anonymization-base LPPMs, SPs mineration
can be used for mix-zones deployment, identify hot spots, and anonymize trajectories of
greatest vehicle circulation. For obfuscation-based LPPMs, it is possible to create cloaked
areas, dummy trajectories, and users where a hot spot exists.

Studying SP behavior with different types of mobility datasets can reveal valuable
insights about privacy, such as: Are the SPs distribution metrics from mobility datasets
of different transportation models similar? If the answer is not affirmative, it means that
different mobility patterns and privacy will tend to have different behaviors for different
transportation modes. In this case, to produce attacks, it is necessary to understand
mobility and extract specific characteristics of each case to produce the adversary model
and, consequently, the privacy attack. Regarding protection, the LPPM to be designed
should be dynamic over space and time to meet dynamic environments containing different
types of vehicles and traffic fluctuations over time.

The required framework input is real different datasets from different transporta-
tion modes, uni-and multimodal, to represent the scenarios found in Smart Mobility. The

framework output are three analyses.
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e WMATL: Similarities of distributions between the two transport generic types: Ve-

hicular and human.

e WMA2: Similarities between distributions of the same category of vehicles. For
example, if a taxi distribution is more similar to the distribution of another taxi

than are distribution of buses or people.

e WMAS3: Similarities between distributions of the same generic type but extracted
from monomodal and multimodal transport datasets. For instance, if the taxicab
dataset matches a vehicle category from a multimodal dataset, such as car, cabs, or

bus.

From this analysis, we can get an answer about the impact of mobility on privacy.
Also, we have mobility features to help with the LPA and LPPM design. Chapter 4
provides details about this structure. We used seven datasets with different transport
modes. We analyzed datasets of human and vehicular mobility and multimodal transport.
Additionally, we selected at least two datasets for each type of vehicle to check for possible

similarities.

3.3 Privacy Design and Protection

RQ2: How to build efficient LPAs based on mobility characteristics and
resilient LPPMs based on anonymity, which considers privacy, utility, cov-

erage, and anonymization quality for SMOD?

The second step, Privacy Design, involves developing LPA and LPPM. The out-
put obtained in the first step makes it possible to design efficient LPAs and LPPMs
considering mobility characteristics. In the case of LPAs design, it is possible to exploit
certain mobility characteristics to design adversarial models that produce more specific
attacks but with high re-identification rates. For example, in the context of trajectory
re-identification attacks, by analyzing the characteristics of taxi datasets, we can hypoth-
esize that drivers’ preferences in trips, such as choosing a shorter path to complete their
routes, can produce a trajectory tracking attack for anonymized mobility data. Only two
geolocated points are needed to reconstruct their trajectory through an algorithm based
on the shortest path problem. In Chapter 5, we detail a case study of LPA about the
design of this attack.
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The output of first step also enables the development of LPPMs based on mobil-
ity characteristics. In a dynamic mobility model of smart cities, such as smart mobil-
ity, where there are different types of vehicles and constant traffic fluctuations, dynamic
anonymization-based LPPMs are required. In particular, mix-zones depend on factors
such as location, geometry, mobility patterns, vehicle density, and arrival rates, which
can influence their performance. Based on this, inappropriate configurations of their pa-
rameters can reduce the anonymization rate or protect the data with a low level of privacy,
facilitating tracking and inference attacks. These issues require the production of a dy-
namic mix-zone that adjusts the privacy level k over time in an online mode according to
events such as fluctuations in vehicle traffic to achieve the highest anonymization nota-
tion. In Chapter 8, we proposed a dynamic mix-zone that adjusts the level of privacy over
time in online mode and linear complexity, according to the flow of vehicles, to achieve
higher anonymization. In our scenario, the output of step 2 corresponds to an attack
of a dynamic mix-zone scheme to anonymize trajectories at different privacy levels over
time. Also, a trajectory re-identification attack will be used to evaluate the effectiveness
of privacy.

The third step, Protection, consists of anonymizing a dataset of trajectories to be
published. The input consists of the dataset of trajectories and the LPPM developed, in
this case the dynamic mix-zone scheme. Instances of this scheme are eventually distributed
throughout the city by a mix-zone placement algorithm to obtain better data coverage.

The output is the dataset of trajectories anonymized by the mix-zones.

3.4 Privacy, Quality, and Utility Indicator

Extraction

RQ3: How do you measure the quality over time of a LPPM and the data

it anonymizes?

The fourth step, Privacy, Quality, and Utility Indicator Extraction, represents the
analysis and extraction of indicators from the data anonymized by the mix-zones in the
previous step in terms of privacy, quality, and utility. In this step, the input represents a
dataset of trajectories anonymized in the previous step, and the output is an indicator of
privacy, quality, and utility of the data. The privacy effectiveness is assessed by submitting

the anonymized trajectories to one or more LPAs, making it possible to combine several
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attacks on location privacy. In our scenario, we apply the trajectory re-identification
attack designed in step 2. We use TMA to measure the effectiveness of the attack in the
mix-zones distributed throughout a city.

The quality of anonymization is another indicator measured in this step. The
anonymization quality is achieved by Anonymization Quality Framework for Mix-zones
(AQM). This framework, which has as input the anonymized trajectory dataset, is com-
posed of quality metrics that measure the internal functioning of the mix-zones, such as
NCM, Activation Time of the Mix-zone (ATM), IDM, and ITM. The quality metrics make
up an objective function, AQ, which measures the quality of a mix-zone’s functioning and
consequently reflects on the quality of its anonymized data. In addition to analyzing the
quality of the mix-zones and their anonymized data, A(Q makes it possible to perform
several analyses, for example, identifying and selecting mix-zones with the highest AQ
over time. The output of AQ are indicators corresponding to the metrics and the AQ

overall and per mix-zone. The implementation of Anonymization Quality Framework for
Mix-zones (AQM) is found in Chapter 6.

RQ4: What are the smart cities domains, applications, and services that

can best leverage mobility data anonymized by mix-zones?

Finally, the utility, concerns using anonymized data from mix-zones by applications
and domains of smart cities. The utility questions are implemented by Utility Analysis
Framework of Anonymized Trajectories for Smart Cities-Application Domains (UAFAT),
which takes the dataset of anonymized trajectories as input. This framework has two al-
gorithms, the one based on Multi-Criteria Decision-Making (MCDM) and the other is an
Utility for Specific Applications that measures the utility through twelve metrics related to
privacy, mobility, and social, including mix-zones performance metrics from anonymized
trajectories produced by mix-zones. Utility Analysis Framework of Anonymized Tra-
jectories for Smart Cities-Application Domains (UAFAT) aims to identify smart cities’
domains, applications, and services where the anonymized data will provide more or less
utility in various aspects. Also, it identifies which among several smart city applications
a given dataset has the greatest utility. The output is various utility indicators to help in

decision-making on the five steps.
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3.5 Data Publishing Analysis

The fifth step, Data Publishing Analysis, corresponds to the analysis process for
publishing the anonymized trajectory dataset, whether by the public or private sector,
such as the data market. Using quality, privacy, and utility indicators, professionals, such
as Data Privacy Specialist (DPS) and Privacy Engineer, can evaluate these data, including
verifying where these data can be published in compliance with privacy regulations, such
as Data Protection Regulation (GDPR).

The privacy indicator has a result in the TMA, a kind of re-identification rate,
being for each region of the city protected by mix-zone and also an overall average TMA
value, allowing for an overview of the level of privacy. This way, the DPS can identify
which mix-zone has more and less privacy. For the regions with less privacy, the DPS
can combine other privacy approaches, such as adding dummy trajectories to improve the
privacy level for that region.

Regarding the quality, the indicators produced by AQM are quality and cover-
age metrics, including AQ of all mix-zones and AQ average. With these metrics, it is
possible to have a more precise diagnosis of the functioning of mix-zones and particular
anonymization concerns that coverage metrics cannot identify. Identifying precisely which
mix-zones are malfunctioning and why, such as a lack of activations or low vehicle flow
over time. In this way, the DPS can make decisions more quickly and efficiently about
these mix-zones. Additionally, it is possible to get the performance of a mix-zone per
period, such as anonymization and efficacy rates. Also, with quality metrics, the DPS
enables the selection of mix-zones that yield data anonymization considering the quality,
privacy, and utility analysis. Also, the DPS may select the best mix-zones deployment
algorithm from an algorithm group in quality, utility, privacy, and coverage terms.

One of the utility indicators represents the utility of twelve privacy, mobility, and
social metrics, including mix-zone performance metrics from anonymized trajectories.
These utility and performance metrics can be used by DPS analysis, which one between
social, privacy, and mobility aspects from the anonymized dataset had more and less utility
in various aspects. Another utility indicator is the comparison of the utility of the mobility
data based on privacy level for applications and domains, in which the DPS can decide
which privacy level is adequate for those mobility data. Another utility indicator is the
ranking of smart city application domains that best leverage mobility data anonymized by
mix-zones. The ranking can help the DPS decide which area the anonymized dataset can
be published from the following application domains: Statistical Analysis Urban Planning,
Driver Behavior, Social Networks, Opportunistic Networks, Targeted Market, and Privacy
& Safety. Another utility indicator is the utility of instances of datasets protected with

different privacy levels. This indicator assists the DPS decides which anonymized mobility
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dataset and privacy level is most useful for an application. The last utility indicator is
the ranking of applications of smart cities ranked by application that can best leverage
an anonymized mobility dataset protected by a privacy level.

In summary, the LPA can analyze the privacy, quality, and utility indicators, for
instance, to verify the trade-off between AQ), privacy, and utility to decide the publishing
domains for anonymized mobility data. We believe that SPF can substantially contribute

to data analysis, both in the open data space and in smart mobility open data (SMOD).

3.6 Concluding Remarks

In this Chapter, we presented the Smart Privacy Framework (SPF), an Anonymization-
based Framework for Smart Mobility Open Data, as well as the functioning of its com-
ponents, is organized by steps, which, when followed within the framework, answer the
research questions of this thesis.

We also present the privacy, quality, and utility indicators produced as Smart
Privacy Framework (SPF) output. These indicators can assist Data Privacy Specialist
(DPS) in analyzing anonymized data and in its decision-making for publishing smart
mobility open data. The following chapters of this thesis detail the SPF implementation
of each step. Specifically, the next Chapter, Chapter 4, presents the Mobility Impacts on

Location Privacy step.
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Chapter 4

The Impact of Mobility on Location
Privacy in Smart Mobility

Location privacy is an issue addressed in many mobility contexts where privacy is a
concern. Some proposals to tackle this problem exist, and some questions naturally arise:
Are these proposals suitable for a dynamic environment, such as smart mobility? How
are privacy and mobility related?

In this chapter, we answer these questions to explore location privacy in smart mo-
bility, considering open and online data. We propose a characterization framework that
evidences the hypothesis that mobility can affect privacy approaches of anonymization and
obfuscation in the context of smart mobility. In Section 4.2, we presented relevant pro-
posals for mobility analysis. In Section 4.3, we identified gaps in the privacy approaches,
anonymization (mix-zones), and obfuscation (GEO-I) in the context of smart mobility.
Next, in Section 4.4, we present the framework for analyzing location privacy with stay
points. We evaluated the framework applied to 7 real datasets (mono or multi-modal
mobility) in Section 4.5. Section 4.6 presents the new directions about location privacy

in Smart Mobility. Finally, in Section 4.7, we present the final remarks of this chapter.

4.1 Introduction

Human mobility refers to the movement of human beings in space and time [229].
The study of human mobility has a fundamental role in developing smart cities, such as
urban planning, estimating migratory flows, and developing traffic forecasting applica-
tions to help people, vehicles, and things move safely and efficiently [229, 230]. In this
context, Smart Mobility emerged as an essential feature associated with smart cities [1].
For example, Smart Mobility can foster a smart transportation system that improves
traffic safety and efficiency, reduces citizens’ time commuting, and enhances the quality

of life [5]. In such a smart transportation scenario, users can combine different trans-
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portation modes (e.g., bike, bus, car, and walking) to reduce travel times, traffic, and air
pollution. Moreover, people, vehicles, and things act as sensors and produce geo-tagged
mobility data, which is valuable to help the management of assets and efficiently interact
with resources and services in smart mobility scenarios. As a result, we typically find

three dataset classes according to the transport mode prevalence and its granularity level:

1. Unimodal traces (UT): all trajectories contained in a dataset have a single trans-

portation mode, i.e., there is only one vehicle type in the dataset (Figure 4.1a I)).

2. Multimodal traces with unimodal trajectories (MT-UT): in a single dataset, there
may be at least more than one transport mode, but the trajectories are associated

with a single transport mode (Figure 4.1a II)).

3. Multimodal traces with multimodal trajectories (MT-MT): in a single trajectory,
there may be more than one mobility type. In this scenario, a user can take a taxi,

then walk, and, finally, get a bus to reach his/her destination (Figure 4.1a III)).

The benefits of smart mobility are clear, but there are also many privacy concerns.
For example, mobility datasets contain not only a set of positions on a map or sensitive
places such as home and workplace, among other Points of Interest (POIs). The contex-
tual information attached to a trace tells much about the individuals’ habits, interests,
activities, and relationships [71]. Thus, malicious entities can be mining latent informa-
tion on these datasets to identify and track users without their consent, which aggravates
the privacy threats related to sharing multimodal mobility data, voluntarily or not [32].
Location privacy is a longitudinal issue in mobility. It is a particular type of information
privacy for preventing other entities from learning one’s current or past location [164].
Notably, it gained attention when the Internet of Things (IoT) and the Internet of Vehi-
cles (IoV) contributed to smart mobility connecting objects sharing location information,
but unrestricted [231].

Some traditional strategies for anonymization and obfuscation, such as Mix-zones [56]
and GEO-I [232], respectively, are being applied to provide location privacy. However,
when this happens, we have to ask whether these traditional location privacy approaches
suit such a new smart mobility environment, as Scenarios 2 and 3 described above. Loca-
tion privacy solutions based on obfuscation or anonymization are generally static regarding
the setup of their parameters. They are not tuned for different types of datasets and their
scenarios and, thus, are not resilient against heterogeneous mobility data containing other
mobility behaviors. Furthermore, what is the degree of impact of mobility on location
privacy?

In this chapter, we explore the influence of mobility on location privacy. For this,
we propose a framework that allows us to characterize and analyze the similarity between

types of transport modes through metrics extracted from Stay Point (SP) — a region in
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X:Real Y: identification

T =

(a) Mobility in smart (b) Mix-zone with k=3.  (¢) GEO-I: privacy levels
mobility about 7. Source: [232]

The mapping X:Y is unknown G’;ffgle AN

Figure 4.1: 4.1a Mobility scenarios present in smart mobility datasets. Item I) UT; II)
MT-UT; III) MT-MT. 4.1b Mix-zone where three cars with pseudonyms A, B, and C
enter a mix-zone and attend the minimal £ = 3 and at the exit, receive new pseudonyms
(TT4, YOZ and X32, respectively) without any association with previous ones, cloaking
their identities. 4.1c GEO-I scenario where the privacy level is proportional to the radius.

which an entity stays for a minimum time interval [233]. Particularly, we analyze two
SPs metrics: Stay Point Count (SPC), which represents the total of different locations
visited by users; Stay Point Duration (SPD), which refers to the time a user spends
at a location. Unlike other mobility metrics, SPs can provide directions for parameter
settings of LPPMs techniques, such as the coverage radius size and noise level. Those
SPs can be used as indicators of POls and traffic intensity to choose the best place to
apply LPPMs [233, 234, 235]. Thus, when studying the distributions of SPs metrics
from different transport modes, we found that each transport mode can influence the
LPPMs parameters tuning. In the literature, several approaches have used equal LPPMs
parameters for different transport modes [41, 82, 146]. However, this work aims to provide
empirical evidence on the impact of mobility on location privacy for different transport
modals, without delving into the theoretical analysis, that location data from different
modes of transport must be protected by LPPMs calibrated independently.

We conducted a comprehensive evaluation applied to seven real datasets for these
analyses (in which six of them refer to the case UT, and one refers to the cases MT-
UT and MT-MT). The results showed that the SPC metric reached 100% and 83.3%
accuracy for coarse-grained (person and vehicle) and fine-grained (bus, taxi, and person)
data, respectively. Additionally, we show a similarity between distributions for the same
vehicle type for mono and multimodal datasets. Results suggest that mobility has a high
impact on privacy in different granularity levels, enabling us to build a resilient mobility-
aware privacy solution. To our knowledge, this is the first study that analyzes stay points
to observe the impacts of mobility on location privacy. Since stay points are an essential
step in location privacy research, they serve as a powerful mechanism for positioning and

setting privacy approaches.
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4.2 Mobility Analysis and Fallacies on Location

Privacy

This section presents some relevant proposals in the literature about mobility anal-

ysis and fallacies found in studies of location privacy.

Table 4.1: Related work about statistical analysis of mobility.

Ref Metric Acc. Model #Datasets Modal Sim. Analysis Sim. Method' Loc. Privacy
[236] Banknotes AlIC 1 people No - No
walk/run,bike,
[237] Trip Displacement AIC 2 train/subway, No - No
car/taxi/bus
[230] Trip Displacement AIC 3 o (5w partially - No
subway
[238] Trip Displacement, Trip Duration, Trip Interval MLE, BIC 2 taxi, subway No - No
L . . AIC, BIC, SSE . .
[239] Degree Distribution, Friendship Node, Hashtag OSN No - No
Approach proposed
Yellow Intervals, Driver’s Age, Gender, Phone Status,
o, Maximum Decel./Accel., \ . - . .
(240] Vehicle’s approaching Speed, Distance between AIC, BIC 1 car No - No
Vehicle's Position, Stopping line when yellow light go up.
[241] Distr. of Displacements, Waiting Time AIC 3 people No No
Distance and Transfer Time bus, taxi, . .
19 / ) ar . AT -
[242] between POTs AIC 4 subway partially Pearson Corr. No
Srrl\r'e-sta_\:-lea‘.ve‘ Tre.t_]ectory Entropy, 1\l.ufnber of Trips, MLR, DONN, ) ) MSE, RMSE, )
[243] Average Velocity, Trip Length, Total Driving Days, and 3 private car, taxi yes 5 No
P, Approach proposed MAE, KL, R
Average Mileage per Day
people,
. . y . . ., o - bus, taxi, . N .
Our work ~ Stay Point Count (SPC), Stay Point Duration (SPD) AIC, SSE 7 private car Yes Wasserstein Yes
multimodal

1 AIC: Akaike Information Criterion; BIC: Bayesian Information Criterion; MLE: Maximum Likelihood Estimation; SSE: Sum of Squared Estimate of Errors; MLR: Multiple Linear
Regression; DCNN: Deep Convolutional Neural Network; MSE: Mean-square Error; RMSE: Root-mean-square Error; MAE: Mean Absolute Error, KL: Kullback-Leibler divergence;
R?: degree-of-fit test and the closer the R?.

4.2.1 Statistical Analysis of Mobility

The analysis of statistical properties of human mobility can reveal valuable in-
sights for developing various services, including opportunistic networks, traffic monitors,
and recommender systems [237, 238, 244, 245]. Thus, there is a broad study on the char-
acterization of distributions extracted from metrics of different mobility contexts, such
as banknotes in human mobility, trip displacement in mono/multimodal transport, de-
gree distribution in Online Social Networks (OSNs), yellow intervals on intersections from
monomodal transport, and distance and transfer time between POls in-place semantics
context. However, there is little research to understand location privacy from the sta-
tistical analysis of mobility aspects, such as stay point metrics. Following, we highlight
some relevant literature proposals that pursue distribution characterization of the modal
datasets focusing on stopping metrics, such as stopping time in semaphores’ yellow light,
waiting times between displacements (or trip interval), and traffic accident duration.

Brockmann et al. [236] explored traveling statistics of human mobility over a million
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individual displacements by analyzing banknotes’ circulation in the United States. They
concluded that the distribution of the traveling distances decays as a power law, indicating
that trajectories of banknotes are similar to Lévy flights [246]. Also, they showed that
the probability of pause time distribution (staying in a restricted region) is characterized
by a long tail leading to a sub-diffusive process.

Zhao et al. [237] explored the Lévy walk behavior of human mobility [246]. They
decomposed mobility patterns of multimodal datasets into different classes according to
transport modes such as Walk/Run, Bike, Train/Subway, and Car/Taxi/Bus [237]. They
concluded that human mobility could be modeled as a mixture of different transport
modes. Moreover, single movement patterns can be approximated by a log-normal distri-
bution rather than a power-law distribution.

Xia et al. [238] also analyzed human mobility in both subway and taxi with three
metrics: trip displacement (TDis), trip duration (TDu), and trip interval (TIn). The
results showed that TDis patterns by subway and taxi are similar and follow log-normal
distribution rather than an exponential model. Additionally, TDu on weekends differs
from weekdays, no matter the modal. The TDu metric is fitted to Weibull distribution
for subway and log-normal distribution for taxis. For TIn, they concluded that the Weibull
distribution could fit the probability curve by taxi rather than the log-normal distribution.
For the subway, the TIn obeys the distribution composed of Weibull and log-normal
distributions.

Li et al. [240] explored the stopping behavior during yellow intervals on the semaphores.
Notably, they evidenced that the survival curves extracted from stopping time confirm
the existence of group-specific effects on drivers based on two metrics: stopping time and
drivers’ age. The results showed that the log-logistic-based frailty model with age as a
grouping variable presents the best goodness of fit and prediction accuracy.

Zhang et al. [244] investigated the prediction curves of traffic accident duration,
which provide an important basis for traffic mitigation measures after accidents. They
applied AIC and BIC to fit the probability distribution of the accident duration, and the
results showed that the log-normal distribution fitted best.

Alessandretti et al. [241] verified the relationship between spatial and temporal
properties of human mobility using trajectories of 850 individuals of Copenhagen Network
Study composed of GPS and Wi-Fi data. They showed that a log-normal distribution best
describes the distribution of displacements and waiting times between them. They also
noticed correlations between displacement length and the waiting time at the destination.

There are also studies about understanding place semantics in mobility [242] and
hot zones evolution [243]. Papandrea et al. [242] noticed that POIs have some statistically
similar properties among individuals. They classified POIs based on their relevance on a
per-user basis. Furthermore, they applied travel metrics (spatial and temporal distances)

to four datasets: trajectory, continuous mobility datasets, and two CDR datasets. The
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trajectory dataset is defined as a unique trip with origin and destiny. In contrast, after
starting in the continuous mobility dataset, the user sampling never stops unless the
sample collector gets switched off, yielding many trips in a trajectory. The results showed
a correlation between these metrics in trajectory datasets.

Xiao et al. [243] investigated the spatiotemporal evolution of urban hot zones (a
kind of POIs) from stay points behavior on private cars dataset. They noticed that the
hot zones’ formation is intricately related to the spatiotemporal coupling correlation of
stay points, and its spatiotemporal variation shows certain predictability. Furthermore,
they analyzed mobility patterns between taxis and private cars with trajectory entropy,
number of trips, average velocity, trip length, total driving days, and average mileage per
day. They concluded that taxi trips, unlike private cars, are different, irregular, and have
a high degree of randomness.

Despite the vast literature on the statistical analysis of mobility, few proposals
analyze privacy from the perspective of mobility metrics. Further, there are few studies
about the similarity between different data sources and transport modes. Alessandretti et
al. [241] initially analyzed Pearson’s correlation between the two datasets. Although the
proposal of Papandrea et al. [242] and Xiao et al [243] presented relevant contributions
for human mobility analysis, they did not compare similarity levels between datasets.
Further, to the best of our knowledge, no previous proposal analyzed these metrics when
characterizing location privacy.

Unlike previous studies, we advance the state of the art w.r.t. SPs. We explore
the stay points metrics for characterizing and evaluating the impacts of mobility data on
location privacy. The stay point metrics stand out in location privacy over the mobility
metrics discussed above. Once mining the SPs, it is possible to get valuable information
about the users’ mobility profile (e.g., whereabouts and diary routines) and then define the
best placement and configuration of LPPM’s instances, such as radius, noise level (¢), and
k. For this, we propose an analytical framework to analyze two SP metrics extracted from
different transport modal datasets (see Section 4.4). Table 4.1 summarizes the related

work discussion.

4.2.2 Mobility Effects on Security and Location Privacy

In a smart mobility scenario, people with smartphones, vehicles, and things can be
seen as mobile devices, allowing users to access a rich set of mobile services. Nevertheless,

these resource-constrained devices need fast and easy access to mobile services without

'Minimum of entities into a region for anonymizing.
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multiple credentials of the users. In this way, password-based single-sign-on authentication
has been widely applied in mobile environments. An authentication token is generated
on an identity server, and one can request mobile services from related service providers
without multiple registrations [247]. However, this model introduces privacy and security
threats. For instance, if an adversary accesses the identity server, one can retrieve users’
passwords by performing Dictionary guessing attacks (DGA) and overissue authentication
tokens to break the security [247, 248].

Other security and privacy issues occur when cloud services provide data dedu-
plication to users equipped with mobile devices to save storage space. For instance, the
user’s data must be cyphered by a symmetric encryption method like Message-locked
encryption (MLE) to avoid leaking private information. However, MLE is vulnerable to
brute-force DGA. Additionally, MLE schemes are subject to key management problems,
mainly if users access different devices. Thus, to mitigate DGA and key management
problems, some proposals have focused on applying secure distributed secret sharing pro-
tocols [248, 249].

In different location privacy studies [41, 82, 146], we can see evidence of the impact
of mobility on privacy by analyzing the performance discrepancy of an LPPM applied to
different transport modes. For instance, in vehicular mobility, some proposals showed
significant differences in the re-identification rate between the datasets of buses and cars
of the same city [41]. Other studies also found divergences in the re-identification rate in
datasets of different cities, such as datasets of cabs in Rome and buses in Shanghai [146].
In both studies, datasets were submitted to LPPMs and configured with the same param-
eters.

Some investigations have identified privacy divergences of user registers [82] in
datasets, which are not all equal in the face of re-identification attacks. This means that
some users’ profiles can never be re-identified even in the absence of LPPMs, while others
can be easily re-identified. The authors argued that this difference in users’ protection
level is that no generic LPPM provides the same protection level for different users’
profiles. Moreover, the resilience of an LPPM against re-identification attacks depends
on the underlying data. For instance, the LPPM settings to protect the location data of
a user walking and using his/her smartphone may differ from those of a user driving a
private car due to mobility characteristics such as speed, direction, and frequency of visits
to places.

One of the reasons for these accuracy differences of re-identification attacks is that
possibly these datasets were protected by inappropriate or misconfigured LPPMs or with
the static setting, which did not consider the dynamic scenarios with different transport
modes. As a result, we have datasets with low protection and utility. Next, we emphasize

some essential privacy issues when using classical LPPMs to smart mobility.
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4.3 Location Privacy Issues in Smart Mobility

This section shows the classical LPPMs and collection of issues concerning privacy
and mobility aspects addressed in smart mobility, organized in three scenarios: general,
anonymization, and obfuscation. Nevertheless, we must first understand privacy threats

through an adversary model.

4.3.1 Adversary Model

Defining a consistent adversary model is important to outline a location privacy
attack’s limits. This model allows a panoramic view of privacy threats and defines more
appropriate mitigation actions. Therefore, we present an adversary model capable of
carrying out both anonymized and obfuscated data attacks.

The adversary model can be defined as follows. Let F and G be two functions
that represent the LPPMs anonymization and obfuscation, respectively. Also, let D’ be
an open dataset D, but protected by F or G, being D’ < F(D) or D' <~ G(D). The
adversary may also have access to some training traces (possibly noisy or incomplete) of
users and other public contextual information, represented by a profile B, for each user
u. The above information applied to D represents the adversary’s background knowledge
about the users B = (By, ..., By, ..., By), where [1 < b < m] and b represents the number
of elements in B known by the adversary, enabling the adversary to execute a Tracking
Attack Z or Points of Interest Attack W, for example.

In a Tracking Attack (TA), the adversary’s objective is to determine the whole
sequence (or a partial sub-sequence) of events in a user’s trace. Given an anonymized
dataset D’ composed of users and background B,, a tracking attack is defined as T, <+
Z(D', B,), where T, represents the re-constructed trajectory of user w.

A Points of Interest Attack (POIA) uses location points or regions where people
commonly stay at a given instant, such as home or workplace, to characterize users’
profiles. Given a set of regions on map R € B, a period of time ¢, and an obfuscated
dataset D’ composed of users. An adversary can be interested in discovering the most
visited locations Lg of users s in D’ at time t. That is, Ly <~ W(D’, R,t). The exact
location is not needed, but the region on the map.

We can observe privacy threats through an adversary model, even if an LPPM
protects data D from adversary’s background knowledge B, which is the type of LPPM

(anonymization F, or obfuscation G) applied in D. For example, if the adversary has B
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in which the D was protected by G. The adversary knows that users’ sensitive locations
have been obfuscated and may have low success with a POI attack W, but the users’
identity was not protected. Thus, the adversary can be highly accurate in identifying the
identity of users with tracking attack Z. Likewise, if the adversary has B, which D was
protected by F, a POI attack W will have a high accuracy in identifying the location,
as the POIs was not protected. A way to protect open data is to apply a hybrid LPPM
based on anonymity and obfuscation. However, we encountered issues between privacy

and utility, as defined below.

4.3.2 General Scenario

In smart mobility open data, there are issues related to the decision about the
type of privacy to achieve, the order of applying these approaches, and how to set up the
LPPMs to get an optimal trade-off between obfuscation and anonymization. However,
applying these techniques does not mean achieving full location privacy; instead, it can be
effective for datasets used for a specific purpose that requires one type of protection over
another. Depending on the systems that use the protected dataset (called consumers),
these issues can affect/change privacy and utility goals.

Suppose a congestion reduction scenario where it is necessary to test a system that
monitors traffic flow. In the test dataset, fine-grained geolocation points are needed for
measuring the traffic efficiently, and a high distortion of this data may lose its utility.
In this case, the test dataset should consider obfuscation since it is more sensitive than
anonymization. Thus, this dataset should have a high level of anonymization and a low
level of obfuscation. These questions are described in Figure 4.2.

Questions Q1 and Q2, hybrid mechanisms (obfuscation and anonymization) deal
with a new trend for the LPPM design but, at the same time, pose new challenges.
For instance, hybrid mechanisms are intricately dependent on the context in which each
customer’s family will use the protected dataset.

Question Q3 addresses the issue that there is no one-size-fits-all LPPM for many
privacy scenarios without losing privacy and utility, such as in datasets MT-UT and

MT-MT. We detail this issue and directions for a possible solution in the following.
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General
What are the privacy goals that should be achieved on open data in the smart mobility context - obfuscation, anonymization or both?

Let us consider a scenario where it is necessary to apply anonymization and obfuscation. What are the criteria to define the execution
order of these LPPMs?

Q3 | How to configure LPPMs according to the current mobility?

Anonymization

Q4 In a scenario with different mobility patterns, what would be the appropriate radius for each mix-zone?

m How could we determine the mix-zone radius to meet privacy and utility requirements?
m What are the criteria for defining the number of mix-zones to guarantee privacy while preserving the utility of this data?

What are the criteria to determine mix-zone locations?

m Initially, the mix-zones have their best positioning. Do we need to adapt this scenario by removing/adding mix-zones to better cope with
changes in the mobility characteristics?

How to assess whether the value of k for each mix-zone meets the privacy requirements?

Q10| How do we adjust the value of k for each mix-zone based on its mobility pattern?

Obfuscation
Q11| What are the external factors to consider when introducing noise into a smart mobility scenario?

How to define the diameter and noise level independently for each Pol?

Q13| How to evaluate the efficiency of obfuscation over time for different mobility patterns?

Figure 4.2: Location privacy issues in smart mobility.

4.3.3 Anonymization Scenario

Mix-zones is a technique widely used in VANETS to anonymize mobility data. It
selects urban regions where the simultaneous anonymization of vehicles (or people) occurs
by changing their current pseudonyms [56]. To anonymize them, we must have at least k
entities within the mix-zone (see Figure 4.1b). The mix-zone parameters are the radius
(r), the minimum number of entities in the mix-zone to change the pseudonym (k), and
the geo-position. Although there are studies on mix-zones to optimize anonymization
effectiveness, whether in silence period strategies [186, 250], cryptography [170], position-
ing [190], or modeling of its geometric region [165], few efforts have been conducted to
investigate mix-zones in the context of smart mobility open data. Specifically, the pri-
vacy and data utility side effects when the LPPM parameters are not calibrated in an
environment with different modals. Here, we have identified some issues related to these
concerns.

From a spatial point of view, we need to calibrate the mix-zone radius (r) for
different entities, considering the trade-off between privacy and utility. We can gain
anonymity coverage with a larger radius since more entities are likely to be inside the
zone simultaneously. However, within a mix-zone, there is a period of silence in which
location records are discarded. Therefore, the larger the mix-zones radius, the greater the
data gaps, which might compromise the dataset’s utility. Additionally, people’s mix-zone
radius may be smaller, as people tend to have a lower speed than vehicles. But what are
the radii for two different types of entities (like MT-UT and MT-MT scenarios) within

mix-zones?
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Other spatial issues are the number and location of mix-zones on a map, depending
on that area’s mobility characteristics. If high data privacy is desirable or needed, the
mix-zones must be positioned in higher traffic regions [175]. The positioning of mix-zones
over time is a temporal issue that we need to consider. Once the best positioning for mix-
zones is defined, these points may lose their effectiveness to anonymizing over time. With
the flow variation of entities, some mix-zones may not make sense anymore, whereas other
regions may need them. Thus, the problem is how to define the lifetime of a mix-zone.

Tuning the parameter k of a mix-zone is also affected by a given area’s mobility
characteristics. In high vehicle traffic or crowd, it is desirable to have a high value of
k. In contrast, a low-traffic region requires a small value of k, which must be defined to
cover data anonymization and a significantly higher privacy level. Also, k is decisive for
pseudonyms changing. A k low value may yield excessive pseudonym changes that imply
a high anonymity level. However, this harms open data once it produces a significant
number of sliced trajectories, losing its utility. Further, in an online context, the excess on
pseudonyms changing can negatively affect communication protocols (e.g., routing task)
and applications that need long-term communication relationships (e.g., file transfer or
interactive chat sessions) [250, 186]. Figure 4.2 presents a summary of these anonymization

issues.

4.3.4 Obfuscation Scenario

An obfuscation scenario also presents many issues concerning privacy and utility.
For example, GEO-I [232] is an obfuscation technique based on data perturbation. It
protects the user’s location by adding spatial noise extracted from a Laplace distribution
to the actual user’s location in the mobility trace [232]. GEO-I considers the privacy level
[ to be proportional to the radius r, and defines an e-geo-indistinguishability as € = [/r.
The value of € represents a level of privacy for [ within r and proportionally selects a
privacy level for all other radii, observing that the lower the €, the higher the noise (see
Figure 4.1c). The GEO-I approach is necessary to consider the noise level applied to data.
If it is high, one may risk distorting the data by losing its utility. Nevertheless, if the
noise level is low, the data may not be properly protected to ensure privacy. Therefore,
the noise level must be adjusted to handle this trade-off.

Another parameter to consider is the GEO-I radius to identify the user’s POIs and
introduce noise. The greater the radius, the greater the chance of identifying the POIs of
a mobile entity, but also the greater the noise to be applied to protect the region. Thus,

the radii may have different values for datasets with multimodal trajectories. The radius
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to identify the vehicle’s POIs may differ from that of people’s. People’s POls usually have
smaller perimeters, such as homes, workplaces, tourist points, and campus buildings. In
contrast, vehicles” POIs have a larger perimeter, such as the airport area for POI of taxis
or a parking yard for car rental. However, what would be the ideal radius for MT-UT and
MT-MT scenarios? Must these POIs radius/noise levels be varied with time? Figure 4.2
presents a summary of these obfuscation issues.

Based on these facts, we can state the following hypotheses:

Hypothesis 1: Mobility reflects directly on location privacy.

If we consider Hypothesis 1 valid, which is quite reasonable, then we have:

Hypothesis 2: Different types of mobility need different profiles of privacy
and utility, independent of the applied privacy model.

These hypotheses are not trivial to validate. However, a possible direction is to
understand how privacy behaves in different mobility patterns to address Hypotheses 1
and 2. In this work, we propose analyzing the impacts of mobility on location privacy
by analyzing SPs, as a substrate used in many privacy algorithms, to identify specific
behaviors in different transport modes. Specifically, we intend to characterize and analyze
distributions extracted from SPs of different datasets and compare them. The goal is to
verify the similarity between distributions of the same and different transport modes. The
similarity level is expected to be low between different transport modes and high for the
same modes of transportation. In this way, we highlight the hypothesis. More details are

presented below.

Table 4.2: Datasets details.

Id Name Location Transp. type #users #reg. #Staypoints!
brig Brightkite [251] LBSN human 51,406 4,747,287 2,679,758
gow Gowalla [251] LBSN human 107,092 6,442,892 3,733,344
cabs Cabspotting [252] San Francisco, USA taxi 532 6,837,027 28,589
t-dri T-Drive [253] Beijing, China taxi 10,320 17,652,648 187,183
dubl Dublin Bus [254] Dublin, Ireland bus 911 43,851,182 52,961
rio Rio Bus [252] Rio de Janeiro, Brazil bus 13,954 51,845,217 570,894

Beijing, and 36 cities in China,

geo Geolife [125] USA., South Korea, and Japan, multimodal 182 24,876,978 27,862
geo-car Geolife cars [125] — cars 36 512,807 770
geo-cabs Geolife cabs [125] — taxi 29 242,018 449
geo-bus Geolife bus [125] — bus 43 1,276,632 1679
geo-human  Geolife human [125] human 61 2,535,433 3320

1 Stay points setup SP,(R = 250,T = 30) for brig and gow datasets, SP,(R = 500,T = 30) for cabs, t-dri, dubl, rio, geo, and geo-*
datasets.

2This algorithm is also used for the stay point duration metric. To do this, replace Line 7 with the
function that calculates the stay point duration metric.
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Figure 4.3: The framework for analyzing location privacy with stay points.
Algorithm 1: Characterization and Similarity Analysis of Stay Points Count
metric?.
Data: © = {Dy,Dy,...,D,} set of distinct datasets.
Result: T: best fit distribution for each D; € ©; S: similarity matrix; ®:
Accuracy matching of mobility group;
1 for D; € © do
2 P, « Extract_SP_Param(D;)
3 SP; <+ Extract_SP(D;, P,)
4 SP + SPUSP,
5 end
6 for SP, € SP do
7 | SPU; < Extract_SP_by_User(SF)
8 SPU < SPU U SPU;
9 end
10 for SPU; € SPU do
11 distr; < Best_Fit_Distr(SPU;)
12 T < T U distr;
13 end
14 for SPU; € SPU do
15 for SPU; € SPU do
16 ‘ Sli, j] < WM(SPU;, SPU;)
17 end
18 end
19 &+ ACC(5)
20 return T, S, ¢
Table 4.3: Stay points values from analysis radius and time to stay.
15 30
Dataset r100 r200 r250 ‘ r300 r400 ‘ r500 r100 r200 r250 r300 r400 r500
brig 3050605 | 2874132 | 2826407 2753173 | 2642337 2611167 || 2882499 | 2722082 | 2679758 | 2612758 | 2509555 2481030
cabs 31437 | 31467 | 31470 | 31484 | 31501 | 31506 28153 | 28487 | 28513 | 28530 | 28566 | 28589
geo 37349 | 37295 | 37400 37220 | 37117 37206 | 28433 | 27864 | 27862 | 27603 | 27360 27198
gow 4340465 | 3067355 | 3804363 | 3833086 | 3718058 | 3620534 || 4146983 | 3799599 | 3733344 | 3683107 | 3571545 | 3480181
t-dri 310472 | 356156 | 380332 405721 | 450533 486246 || 162470 | 166066 | 167868 | 171871 | 179502 187183
Tio 893318 | 830561 | 803565 | 797655 | 777507 | 783632 | 582907 | 562466 | 563038 | 565332 | 568527 | 570894
dubl 93308 | 96572 | 98176 98668 | 102506 104893 51879 | 52390 | 52308 | 52371 | 52511 52061
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Figure 4.5: Uniqueness spatial for datasets defined on Table 4.2.

4.4 A Framework for Location Privacy Analysis
with Stay Points

This section presents an analytical framework for analyzing location privacy with
SPs. Firstly, we define the SPs and their relationship to the LPPMs. Next, we detail the

steps for extraction, characterization, and similarity analysis of stay points metrics.

4.4.1 Analyzing Location Privacy with Stay Points

Stay Point (SP) is a region where an entity stays for a minimum time interval [233].

The parameters of an SP are the radius r in meters of the region and the minimum

time to stay there ¢ in minutes. These points are relevant for detecting many mobility

characteristics, such as traffic lights and even traffic jams. Stay points are commonly used
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(a) Best distribution and AICc(SSE) value for the SPC metric.
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(b) Distribution of each dataset and best-fit distribution (in red color: probability density func-
tion (pdf)), calculated with AICc(SSE).
Figure 4.6: Best fit distribution for SPC metric.

as a substrate for many privacy mechanisms in the context of location privacy. In LPPM
design, stay points are typically used to detect POIs and apply obfuscation methods.
Additionally, stay points can be used for mix-zones placement [32]. In location attacks,
stay point mining enables identifying and characterizing behaviors in the users’ trajectory,
revealing sensitive information, such as social preferences, since victims regularly go to
those places [32, 197]. In this way, stay points bring valuable information w.r.t. location
privacy.

Figure 4.3 details the steps for analyzing location privacy with stay points. Step
1, we extract SP from seven different real mono and multimodal mobility datasets (in
which six of them refer to the case UT and one referring to the cases MT-UT and MT-
MT). Step 2, from each SP set, we extract the distributions of two SP metrics: SPC and
SPD. Step 3, we characterize the distributions according to the best-fit statistic model.
Step 4, for each SP metric, we compare the similarity between datasets’ distributions.
Specifically, we verify if there is a divergence between the distributions for vehicles and
people in terms of SPs. Next, we refine the vehicle category for cars, cabs, and buses. We
use an accuracy metric to quantify the number of distributions that match each other.

The steps are defined in Algorithm 1 and detailed in the following sections.
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4.4.2 Extraction of Stay Points

The number of collected SPs on stay points extraction is related to their radius
and time to stay parameters. Many empirical studies in the literature set up the SP
parameters [233, 255]. For instance, Zheng et al. [233] argued that radius and time to
stay parameters enable finding significant places, such as restaurants and shopping malls.
At once, it is possible to ignore geo-regions without semantic meaning, like places where
people wait for traffic lights. They extracted 10,354 stay points from the dataset with
107 users using mobile devices in Beijing, including 36 cities in China and a few cities
in the USA, South Korea, and Japan. Chen et al. [255] used spatial density clustering
and temporal Gaussian Kernel Density to extract spatiotemporal features from sparse and
non-stationary stay behavior data. Concerning SP set-up parameters, questions naturally
arise: What is the setup of these parameters to obtain optimal stay point extraction? Is
there a setup pattern for datasets of different natures, such as transport modals?

Here, we analyzed the parameter tuning for the SPs extraction, considering var-
ious transport modals to answer these questions (Line 2 of Algorithm 1). The goal is
to identify how tuning the radius and time parameters affects the result set of SPs
in different transport modals collected from seven datasets (see Section 4.5). We de-
fined a testing scenario of ranging the radius threshold r from 100 meters to 500 meters
(Sr = {100,200, 250, 300,400,500} ), and the time threshold Sy from 15 minutes to 30
minutes (Sr = {15,30}). For each combination of radius € Sk and time value ¢t € Sr,
we extracted the set of SPs for all users in each mobility trace (see Table 4.3). We can
see that the settings to extract stay points for people and vehicles are different.

For the people datasets, the best configuration was the smallest radius (r100),
whereas for the vehicle datasets was the largest radius (r500). This fact is best seen
in Figures 4.4a and 4.4b that represent the z-score standardization of the stay points
count in the datasets for all the radius and time values ¢15 and t30. For both time
configurations, the vehicle datasets — cabs, t-dri, rio and dubl — got a positive score above
value 2, i.e., collected more SPs with 7500. The only exception was the rio dataset, which
for t15 prevailed 7200. The people datasets gow, brig and geo prevailed radius r250,
r200 and 7100, respectively. Geolife is a multimodal dataset, but most of its mobility
records refer to people, which leads to bias, with lightning configurations below 7250.
The SP extraction results suggest that the transport modal significantly influences the
parameters’ choice to collect a more significant amount of stay points. Therefore, we
adopted two parameters set, SP,(R = 250,T = 30), SP,(R = 500,T = 30), applied to
human and vehicular datasets, respectively. These stay points setups are already used
in [233] for people datasets and in [255] for vehicle datasets, as they have contexts close

to ours.
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Optimal tuning of SPs parameters is context-dependent and has several open is-
sues [233, 255].

4.4.3 Uniqueness and Stay Points

In a preliminary analysis, we evaluate whether SPs can be used to understand users’
privacy of different trajectory datasets. Also, verify if the privacy of SPs is similar between
the same and different transport models. For this, we explore the uniqueness of the SPs.
Uniqueness is a privacy metric that estimates the number of points p needed to identify
the mobility trace of an individual uniquely. The fewer points required, the more unique
the trajectories are and the easier to re-identify a user using outside information [63]. In
the same way as trajectory, uniqueness can be used to measure privacy with SPss. People
can be re-identified by where they often spend their time, such as at home or work, which
can be a SP. We analyzed the uniqueness with two aspects — trajectories and SPs — to
verify the similarities and divergences regarding privacy.

Uniqueness is calculated as follows. Let a dataset D contain mobility trace T,, for
each user u. The uniqueness of a trace given a set I, of p randomly chosen spatiotemporal
points. A trace is said to be compatible with [, if I, C T,. Let S(I) be the set of
users in which mobility traces T is compatible with /. All mobility traces in the dataset
T, are successively tested for matching with I,. A trace is characterized if the set of
traces compatible with the points contains at most x users, that is, |S(I,)| < z. A trace
is uniquely characterized if the set contains precisely one trace, i.e., |S(I,)| = 1. The
definition of uniqueness can be adapted to stay points. In this case, we use stay points

(Isp) instead of spatiotemporal points I,,.

4.4.4 Stay Points Metrics

After the SPs extraction step, we use the metrics related to the stay points as-
pects: Stay Point Count (SPC) per user and Stay Point Duration (SPD) (Lines 6-9 of
Algorithm 1).

Stay Point Count (SPC) per user refers to the total of different locations one
visits. This metric can be used to understand the different mobility characteristics of

users. Its distribution contains the locations visited by users in which some may have
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only a few places, while others may have a large collection. That can be used for POI
extraction, routing algorithms, and contagion models.

Stay Point Duration (SPD), also called the duration of stay at a stay point,
refers to the time a user spends at a location. The lower bound is defined by the stay time
algorithm’s parameter, and the upper bound has no limit. Understanding the time users
(or population) spend on average at a location can be a good indicator of its capacity

regarding data offloading, helping to design handoff solutions.

4.4.5 Distributions characterization

The fundamental step for identifying divergences between transport mode datasets
is to characterize the distributions (dist) obtained from SP metrics (Lines 11-12 of Algo-
rithm 1). That is, identify a representative model of dist from a set of candidate models.
For this, we calculated the Akaike Information Criterion (AIC) from the Sum of squared
estimate of errors (SSE) of each distribution candidate (AIC (SSE))3. AIC is an estima-
tor of out-of-sample prediction error, widely used in statistical analysis, that evaluates a
collection of models for the data and estimates the quality of each model w.r.t. the other
models [237, 230, 238, 244]. The lowest value of AIC will be the best-fit distribution for
dist. Thus, AIC provides a means for model selection. Specifically, we use an AIC cor-
rection (AICc) to address potential overfitting for small sample sizes. SSE is a measure
of the discrepancy between the data and an estimation model. It is used as an optimal
criterion in parameter selection and model selection. A small SSE indicates a tight fit of
the model to the data. AIC works for samples of different sizes, including non-normal

distributions.

4.4.6 Analysis of Similarities between Distributions

Statistical distance is the approach we use to identify the distance between two
probability distributions. We applied the Wasserstein metric (WM), which measures the

difference between two distributions by the optimal cost of rearranging one distribution

3For more details, please refer to K. P. Murphy, Machine Learning: A Probabilistic Perspective. MIT
Press, 2012.
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into the other® (Lines 14-18 of Algorithm 1). The smaller the WM value is, the less effort is
needed to transform one distribution into another, and consequently, the two distributions
show high similarity (Line 19 of Algorithm 1). The Wasserstein distance is asymmetric,
(weakly) continuous, and ideal for analyzing corrupted data, in contrast to common dis-
tributions divergence approaches, such as Kullback-Leibler or Jensen-Shannon [256]. For

the WM, we carry out three types of analysis to identify:

WDMAT1 similarities of distributions between the two transport generic types: vehicular
and human.

WMAZ2 similarities between distributions of the same category of vehicles. For example,
if a taxi distribution is more similar to the distribution of another taxi than a
distribution of buses or people.

WMAZ3 similarities between distributions of the same generic type but extracted from
monomodal and multimodal transport datasets. For instance, if the taxicab dataset

matches a vehicle category from a multimodal dataset, such as car, cabs, or bus.

4.5 Experimental Results

We perform three analyses of SPs extracted from different transport mode datasets
— one analysis of distribution characterization and two analyses concerning the similarity
between the transport modes. For the analysis, we used seven datasets with different
transport modes (see Table 4.2). We analyzed datasets of human and vehicular mobility
and multimodal transport.

In the first similarity analysis, we analyze the trajectories and stay points extracted
from different transport datasets and verify their uniqueness. In the second similarity
analysis, we used distributions extracted from stay points in datasets of different transport
modes. We use SP metrics to extract the distributions, as previously defined. We selected
at least two datasets for each type of vehicle to check for possible similarities between
them. Also, for Geolife, we analyzed the trajectories of humans, cars, buses, and cabs
categories® separately. We evaluated the performance of the WM in the task of associating
the distributions generated by the stay points metrics using the accuracy metric, i.e.,

Accuracy = d”mI;g:;‘;@g‘;gzgszzm‘:tly x 100. For instance, the WMA2 analysis with two

datasets’ distributions for each type of vehicle is distinct: cabs, people, and buses. It

4For more details, please refer to C. Villani, “Topics in Optimal Transportation”. American Mathe-
matical Soc., 2003, no. 58.

5We used all datasets, except the Rio de Janeiro bus dataset, in which we used a sampling of 10 days
corresponding to 33% of all dataset
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totals six distributions. During the WM matching, there was a more significant similarity
between distributions of the same type, such as taxis-taxis and buses-buses, matching a

total of four datasets and providing an accuracy of 67%.

4.5.1 Trajectory and Stay Points Uniqueness Analysis

The spatial uniqueness of trajectories shows that human and vehicular datasets
have different behavior (see Figure 4.5a). However, human dataset distributions tend to
have a slight similarity according to each category—the same concerns vehicular datasets.
For instance, the Brightkite and Gowalla datasets, two social networks, have almost the
same curve, meaning they have the same number of points needed to re-identify users.
Both require two points to re-identify about 97% of users. Geolife also presents similarities
with Brightkite and Gowalla datasets in terms of uniqueness. This fact occurs because,
although Geolife is a multi-modal dataset, there is a prevalence of its location registers
being of human mobility (see Table 4.2).

The uniqueness of vehicle datasets tends to have the most significant discrepancy.
However, it is more distant than the human dataset. We can observe that vehicle datasets
are more challenging to re-identify than human datasets. In which two points re-identify
90%, 80%, 65%, and 15% for T-Drive, Dublin, Rio de Janeiro, and Cabspotting, respec-
tively. The Rio de Janeiro and Cabspotting datasets are harder to re-identify because
vehicle routes are not evenly distributed across a geographic region. Rio de Janeiro’s lo-
cation registers were collected during the Olympic Games, on the route where the games
occur. Cabspotting produced location registers predominately on the expressway connect-
ing downtown to San Francisco airport. In this way, vehicles can travel along the same
route, with a greater probability that vehicles will generate equal-value location records.

Figure 4.5b represents the Uniqueness of the stay points for each dataset. Users’
stay points were extracted for each dataset. Then, we randomly select ten stay points from
each user. Finally, we apply over the set of stay points of each dataset to re-identify users.
We can see that all the datasets showed a high degree of similarity, including vehicles and
people. In other words, in all datasets, users were re-identified from the same number
of stay points; that is, only two stay points are enough to re-identify more than 90% of
users for all datasets, even for datasets with a high uniqueness of the trajectories, such as
Rio de Janeiro and Cabspotting. These facts suggest that stay points can be used as the

user’s fingerprint and, consequently, a powerful approach to privacy leakage.
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4.5.2 Stay Points Distribution Characterization Analysis

For the characterization of the distributions produced by the metric SPC for each
dataset, we used 89 types of distributions available in the library in Scipy®. Table 4.6a
shows the results of AIC(SSE), in which the best-fit distribution to the SPC metric for
each dataset”. For example, for the stay points count of the Cabspotting and Brightkite
datasets, the distributions that obtained the best fit were the fisk and invgamma distri-
butions, respectively, among the set of distributions.

Figure 4.6b shows the distribution of the number of stay points by users for each
dataset. We can see the similarity between datasets of the same category. For instance,
human datasets like Gowalla and Brightkite tend to be similar. Both distributions indicate
that many users have only one stay point. The vehicular category, like cabs datasets
Cabspotting and T-Drive, also have similar distributions. Still, they tend to a normal
distribution, in which we observed that many vehicles show more than one stay point.
However, datasets of different categories, such as human and vehicular, tend to present
divergences, such as Brightkite and Rio de Janeiro Bus. Differences between stay points
distributions can affect LPPMs regarding the number of instances, parameters (radius, €,
and k), lifetime, and placement. For example, when applying user-level obfuscation with
GEO-I to people and using SP as a preliminary step, we will have one GEO-I instance per
user, due to the nature of the SP distribution for people, with few places to obfuscate. In
contrast, for vehicles with many SPs per user, we will have more than one GEO-I instance

per user.

4.5.3 Stay Points Similarity Analysis

Similarity analysis in Figure 4.7 shows the Wasserstein distance of SPC and SPD
metrics for the datasets. The WM values in squares are similarity levels between the
pairs of datasets analyzed. Low WM near zero (dark-colored squares) represents more
similarity between the pairs of datasets distributions than high WM near 0.43 (light-
colored squares). The WMAL analysis for the SPC metric (see Figure 4.7a) reaches
100% match accuracy between distributions of the same mobility group. Distributions of
datasets of the same transport mode tend to be similar, while distributions of different

transport modes tend to be distant. For example, the dataset pairs (Gowalla, Brightkite)

SFor more details, visit https://docs.scipy.org/doc/scipy/reference/stats.html.
"We omitted the SPD AICc(SSE) results due to space limitations in this work.
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and (Cabspotting, T-Drive) have WM values of 0.017 and 0.045 (see squares highlighted in
yellow border in Figure 4.7a). In the meantime, the WM value for (Brightkite, Dublin) is
0.42 (see blue square in the figure). This behavior is also similar to the SPD metric, where
it shows 100% accuracy in matching for distributions of people and vehicles (Fig 4.7b).
For instance, the WM value of bus distributions (Dublin, Rio de Janeiro) and people
distributions (Brightkite, Gowalla) is 0.083 and 0.039 (highlighted with yellow squares).
In contrast, the WM value for (Rio de Janeiro, Gowalla) is 0.25 (blue square).

In the WMA2 analysis, for the SPC metric, the distributions of the same transport
modes tend to be similar, while the distributions of different transport modes tend to
distance themselves. The matching accuracy for distributions of the same transport mode
is 83.3%. Considering taxicabs (Cabspotting, T-Drive) distribution, the WM reaches
0.045, while the people (Brightkite, Gowalla) distribution reaches 0.017 (Figure 4.7a).
Although Geolife is a multimodal transport dataset, it is close to people’s transport mode,
with a WM value 0.01 for the pairs (Geolife, Gowalla). However, the SPD metric achieves
a matching accuracy of 34% for the same transport mode. Although there is no direct
matching for this metric, the WM values for distributions of the same transport mode
category are very close, such as (T-Drive, Dublin), (T-Drive, Rio de Janeiro) pairs, in
which both belong to vehicular mobility (Figure 4.7b). There are two reasons why Geolife,
a multimodal dataset, resembles people’s mobility. First, the data was sensed by users
carrying cell phones, different from vehicles with fixed sensors. Second, 55% of the dataset
records labeled are assigned as people.

Further, we analyzed the association between monomodal datasets and categories
of the multimodal dataset. To do so, we extracted four datasets from Geolife that represent
the labeled data of people (p:geo human) and vehicles as private cars, taxis, and buses
(c:geo car, c:geo cabs, and b:geo bus, respectively), totalizing ten datasets. We extracted
their SPs, then the SPC metric to analyze their similarities with the WS distance and
verify the accuracy as depicted in Figure 4.7c. In this analysis, for WMAL1, the accuracy
reaches 70% in classifying the distributions according to the transport modes (vehicular
and human). For the WMA2, the accuracy is 50%. The Geolife categories had a more
significant similarity, except c:geo car, which had a considerable similarity with the p:brig
and p:gow datasets.

Concerning WMAS3 is 50% accuracy of association between monomodal and Geolife
categories. Additionally, among the four distributions of monomodal transport (Cabspot-
ting, T-Drive, Rio de Janeiro, and Dublin datasets), three had a match with the Geolife
vehicle categories, highlighted by blue squares in the figure. The bus distributions, such
as Rio de Janeiro and Dublin, were associated with the Geo-Bus category. Although the
T-Drive distribution is associated with Geo-Human, we can see that it is close to the vehi-
cle distribution Geo-Bus (highlighted with yellow squares in the figure), with a difference
of 0.01 between WM values.
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Based on the analysis of different types of datasets with the SPC and SPD metrics,

we have the following insight:

Independently of granularity level, whether in coarse (person and vehicle) or
fine granularity, such as type of vehicle (taxi, bus, and person), distributions of the
same mobility type tend to converge to each other. However, distributions of different

types of mobility tend to diverge from each other.

Indeed, the SPs metrics applied to different transport mode datasets can be con-
sidered a fingerprint for each type of mobility, containing their inherent characteristics.
Therefore, these fingerprints reflect the context of location privacy approaches, evidenc-
ing Hypotheses 1 and 2. This is especially true in smart mobility, in which multimodal

trajectories can be joined in a unique trace with an identity from a set of signatures.

4.6 A light at the end of the tunnel

The previous results show strong evidence of the hypothesis that mobility affects
location privacy. The classic LPPMs approaches, such as mix-zone and GEO-I, reveal
promising perspectives for the future of location privacy in smart mobility. Remarkably,
we can model the privacy issues about mix-zone and GEO-I as optimization problems,
given smart mobility’s dynamic nature. Hence, it encourages designing adaptive LPPMs
aware of mobility to preserve its subtleties of privacy and utility. Each LPPM instance
must be independent, including a variation of its parameters. For instance, for mix-zones,
the radius can vary according to the type of vehicle in it, as well as the LPPM instances’
lifetime and positioning, which can also be modeled as optimization problems.

The results suggest strong evidence for the hypotheses that mobility affects location
privacy. The classic LPPMs approaches, such as mix-zone and GEO-I, reveal promising
perspectives for the future of location privacy in smart mobility. Remarkably, we can
model the privacy issues about mix-zone and GEO-I as optimization problems, given
smart mobility’s dynamic nature. Hence, it encourages designing adaptive LPPMs aware
of mobility to preserve its subtleties of privacy and utility. Each LPPM instance must be
independent, including a dynamic variation of its parameters. For example, for mix-zones,
the radius can vary according to the type of vehicle in it and the LPPM instances’ lifetime
and positioning. This can also be modeled as optimization problems in which optimization
approaches, such as Bayesian optimization, can eventually be applied [257]. Further, the

mix-zones privacy level k can be tuned over time, considering various mobility aspects,



4.7. Concluding Remarks 119

such as vehicular traflic fluctuations.

4.7 Concluding Remarks

In this Chapter, we have explored location privacy in smart mobility. We identified
gaps in the privacy approaches, anonymization (mix-zones), and obfuscation (GEO-I) in
the context of smart mobility. We have evidenced the hypothesis that mobility can affect
privacy. For this purpose, we carried out experiments to find similarities in the distribu-
tions extracted from two SP metrics, applied to seven datasets of mono and multimodal
mobility. Specifically, an accuracy metric was used to quantify the datasets’ distributions
that matched each other. The results showed that the SPC metric reached 100% and
83.3% accuracies for coarser-grained (person and vehicle) and finer-grained (bus, taxi,
and person), respectively. Additionally, we showed a similarity between distributions of
the same vehicle type for mono and multimodal datasets. We also showed that vehicles
and people have specific patterns about stay points extraction. The results suggest that
privacy has a high dependence on mobility at different levels of granularity. In the con-
text of smart mobility, these facts reveal the viability of building location attacks and
LPPMs-aware of mobility type, which may bring potential contributions about privacy
and utility in both open data and online environments.

Based on the principles presented in this chapter, we demonstrate in the next
chapter that mobility behavior can be used to design efficient location privacy approaches,
like location privacy attacks. Specifically, we propose a simple but efficient tracking attack
approach that explores the mobility characteristics, such as driver’s behaviors, to generate
attacks against anonymized data protected by classical mix-zones and achieve a high re-

identification rate.
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Chapter 5

Exploring Mobility Characteristics
for a Vehicular Tracking Attack

This chapter analyzes the potentialities of exploring mobility characteristics for generating
re-identification attacks, e.g., tracking attacks. Specifically, we show how information
about drivers’ behavior in a city, such as their road preferences, can be used to re-identify
their trajectories, even with their trajectories anonymized by mix-zones. We present a
simple and efficient re-identification technique that uses only two geo-referenced points
as input data. We validate our technique with a real dataset of taxicabs, being able to
re-identify up to 100% of the anonymized trajectories.

The organization of this Chapter is as follows: Section 5.2 presents a literature
review of re-identification attacks for vehicular networks. Section 5.3 defines the ter-
minology, notations, and problem description used in this work. Section 5.4 details the
privacy attack that uses the minimal path to re-identify trajectories. The experiments and
discussion about re-identification attack is defined in Section 5.5. Finally, in Section 5.6,

we present the final remarks of this chapter.

5.1 Introduction

In the current ubiquitous computing age, a huge amount of mobility data pro-
duced by mobile entities such as smartphones instigates the interest of companies and
researchers. This data can be used to understand human behavior and to develop vari-
ous services in the area of traffic engineering, such as vehicle congestion monitoring, flow
control, infrastructure planning, and others [121, 54].

However, compiling these trajectory data brings serious risks to users’ privacy.
Malicious agents can exploit information found in trajectories, even when submitted to
Location Privacy Protection Mechanisms (LPPMs), to generate attacks on people and

vehicles in various ways [258]. For example, to identify points of interest such as residences
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and workplaces, predict the absence or presence of a user in a specific location [33], track
and locate mobile entities [121], and associate an identity for each anonymized trajectory
(trajectory re-identification attack) [40, 31].

Re-identification is a kind of privacy attack that identifies anonymized trajectories
and, consequently, their source’s identity from limited information about the victim [32].
This is an attack that can also be the “gateway” to others that target a specific entity. The
information includes geo-localized points, trajectory segments obtained from historical
records in LBSs servers and intrinsic characteristics of anonymous trajectories. This
information can represent fingerprints and be used to infer a vehicle’s path and, hence,
the users’ location.

In the literature, several re-identification approaches are based on the characteriza-
tion of mobility traces using techniques such as machine learning [28, 85], and statistical
inference [121]. However, most require high computational costs and training datasets,
which may not always be available.

In this work, we propose a simple yet efficient re-identification approach in the
order of O(E + VlogV'), where E represents the number of edges (intersections) in the
graph of the roads of the city, and V' the number of nodes (streets). We present the
re-identification of trajectories based on characterizing the road preferences that occur
in urban environments, particularly in taxi cabs. Assuming the premise that vehicles,
especially taxis, tend to follow the shortest path between two points, the idea is to con-
struct the taxi minimum path from two geo-localized points (beginning and end of the
trajectory) and compare it with anonymized trajectories as a way of re-identifying vehi-
cles. The approach eliminates the need for historical data collection or training sets for
the re-identification calculation.

We verified the effectiveness of our attack model against a privacy scheme called
mix-zones. Mix-zones are urban regions that promote the simultaneous anonymization
of vehicles by changing their pseudonyms. In our experiment, we modified the level of
anonymization of the mix-zones to validate the ability of our technique to re-identify
vehicle trajectories. We validate our re-identification technique in traces of taxis in the
city of San Francisco, USA, containing about 231,230 trips in which we re-identify up to

100% of the anonymized trajectories.

5.2 Related Work

In the literature, there are several studies about the re-identification of vehicles

and users in which they use features extracted from trajectories.



5.2. Related Work 122

Sui et al. [85] proposed the parking spots attack, in which the adversary considers
the parking habits of taxi drivers extracted from the taxi mobility traces to re-identify
victims. As a countermeasure, they presented a protection scheme that exchanged sub-
trajectories of the most relevant parking-point taxis. One of the restrictions of this attack
is that the attacker needs prior knowledge of the opponents and habits of the taxi drivers
to infer the parking spots.

Zan et al. [28] developed a re-identification attack that used mobility trace clas-
sification to identify vehicles anonymized by mix-zones. In this attack, the anonymized
traces were classified by vehicle type: car, motorcycle, or truck. The authors claimed
that vehicles of different types have distinct acceleration/deceleration profiles and pro-
duce different mobility trace profiles, which work like fingerprints, making it possible to
classify them and rebuild the traces. They used machine learning classification, and used
a simulator to produce the experiment and freeways instead of an urban environment,
which is a less challenging environment to perform the re-identification.

De Montjoye et al. [63] proposed one of the first studies on quantification of the
uniqueness in human mobility traces. Based on the change in the granularity of the
dataset’s spatiotemporal data, the authors presented a formula for calculating the unique-
ness of human mobility. They also proposed an inference model in which four spatiotem-
poral points are sufficient to identify up to 95% of individuals from a cellphone dataset
containing human mobility data of 1.5M users with 15 months of data.

Rossi et al. [120] presented a user re-identification technique that exploits the
uniqueness of GPS data, even if not present in the mobility dataset. Specifically, the
technique calculates the minimum distance between a set of geo-localized points of the
victim and the points of the anonymized traces. The victim’s trace is the one with minimal
distance between the points. Three real-world datasets were applied: Cabspotting [126],
CenceMe [129], and Geolife [125]. The authors concluded that two spatial points were
needed to identify nearly 100% of users. However, they did not provide details on which
LPPM was applied.

Tan et al. [121] also investigated the uniqueness of GPS data. The heuristic pro-
posed can re-identify anonymized trajectories with up to 95% accuracy from four spa-
tiotemporal. However, the attacker needed full access to the data server.

Sekara et al. [61] showed that it is possible to capture users’ behavior in data from
smartphone applications, taking into account the time. Usage behavior was used as a
fingerprint to re-identify users. The data was collected from the Google Play Store, which
had about 12 months of data from 3.5 million users. The technique re-identified 91.2% of
users, using the strategy inspired by [63].

Chang et al. [54] claimed that trajectories have user profile indicators, such as pref-
erences and usual behaviors, which are unique and with little change over time, aiding

in re-identifying vehicles. The indicators found the stops of interest (e.g., malls and gas
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stations), and road segment preferences. They re-identified the victim’s trajectories by
comparing the indicators found in trajectory segments collected by the victim’s obser-
vation and those of anonymized mobility histories. In that study, they used the dataset
of taxicabs from the cities of Shanghai and Shenzhen. The results showed that it was
possible to re-identify the anonymous trajectories with subpaths with 8 to 9 days in size
with 96.64% and 77.03% of hit for Shanghai and Shenzhen, respectively.

Kaplan et al. [94] have presented an attack for discovering if an unknown private
trajectory passes (or does not pass) through regions of interest. The regions of interest
could be areas used for a privacy attack, e.g., the adversary could learn if the victim visited
a hospital. The attack uses a set of known trajectories and their pairwise distances to the
unknown trajectory. It generates a set of candidate trajectories that resemble the private
trajectory. After this, it explores properties of the candidate trajectories, like regions
of interest that could be in the private trajectory. However, the adversary needs many
public trajectories as input to identify some similarities with private trajectories.

The studies above extract characteristics of the victims’ mobility traces to carry
out re-identification attacks. Some approaches use machine learning, which requires train-
ing data and high computational costs. Other approaches require additional information
about the victim and their context to succeed in the attack. The proposals about sin-
gularity inference, although presenting expressive results such as the studies of [120, 61]
are sensitive to spatiotemporal resolution that directly compromise the re-identification
rate. This fact is proven in [63], whose re-identification rate degrades up to 50% with the
spatiotemporal resolution change. In addition, certain approaches have used synthetic
data produced by simulators and highway datasets, which poorly reflect the real traces
of vehicles in urban environments.

Different from the previous approaches, our proposal re-identifies vehicles with the
minimum of known information, being necessary basically two geo-located points and with
a computational cost of O(FE 4+ V logV'). This work differs from [120], which calculates
the minimum distance between a set of points of the victim, owned by the attacker, and
anonymized mobility traces to generate the attack. Our proposal uses two geo-localized
points to construct a minimum path and obtain a correlation with some of the anonymized
trajectories. The proposal of Kaplan et al. [94] is slightly different from our work because
it aims to identify regions of interest that the private trajectory has passed. However,
the accuracy could be degraded if the private trajectory is submitted by mix-zone privacy

schema. More details on the approach will be discussed in Section 5.5.
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5.3 Background and Problem Description

This section defines the terminology and notations used in this work. We describe
the general structure of the mix-zone privacy scheme and the trajectory re-identification
attack. The dataset of Cabspotting [126] is used, in which the trajectories were anonymized,
and the taxis’ identity was replaced by a pseudonym: a unique and random identifier.

Additionally, the trajectories were anonymized through the mix-zones technique.

5.3.1 Mix-zones: A Privacy Protection Scheme

A mix-zone is a geographical area of k-anonymity that vehicles go through, causing
their aliases to be modified [171]. When a vehicle is at a mix-zone, its trajectory will have
at least two segments (or sub-trajectories) delimited by different pseudonyms. Vehicles
change their nicknames in the mix-zone if and only if at least k£ vehicles are present at
the same time [164, 172]. For more details on mix-zones, see Section 2.5.3.

Next, we formalize the definition of mix-zones and the pseudonyms change process:

W is an urban geographic map which has an associated global time W.t. All objects
in W observe W.t.

e A set of vehicles S = (vy,v9,v3, ..., 04, ..., 0,), 1 <i <mand |S| =n. Also, S C W.

e A vehicle v; has the following attributes: a pseudonym wv;.alias, which is distinct

from the other n — 1 vehicles. All v; contains a path T

e A trajectory T of the vehicle v; is formed by a temporal sequence of spatiotemporal
points T = (p1, P2, P3y s Pis -, Pm)s 1 < @ < m. A geo-location point p; = (z,y,t)
where (x,y) represents latitude and longitude at time t. A set of trajectories of
different vehicles is denoted by T, = (v1.T,v2.T,...,v;.T,...;0,.T), 1 < i < n

where T, C S. We consider that each vehicle v; has a unique trajectory 7.

e An anonymized trajectory 71" is a path T in which it was processed by some
anonymization function 77 = anon[T'] by passing through a mix-zone M; € Mz
and suffered the change of pseudonym in some W.t. A set of anonymized trajecto-
ries is denoted by T}, = (v1. 1", v. 1", ..., v;. 17, .. ., v,.T"), 1 < j <n where T, C S.
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e A mix-zone M; is a geographic area that has dimensions M;.r and requires the
minimum level of anonymity K where K > 1. The time duration of v; in M; can
be any. A set of mix-zones Mx = (M, My, ..., M,), where Mx C W.

e The change of the pseudonym of T, vehicles in a mix-zone M; is a function M;(T},),
which occurs at a current time W.t if and only if Vv;, 3 some T.p; € M,.r and
|T.| > K.

e Consider an open dataset of anonymized trajectory D’ composed by anonymized

trajectories T, eventually published in a public repository.

5.3.2 Adversary Model

Our tracking attack design is based on Local Passive Adversary (LPAd) that applies
the Semantic Linking Attack (SeLA), particularly the Multi-target tracking (MTT) for
re-identifying users’ trajectory, defined as follows.

The Local Passive Adversary (LPAd) strategically deploys low-cost receivers over
local regions of the road network near some mix-zones, for instance, a mix-zone M;, and
eavesdrops on exchanged messages, collecting sub-trajectories composed by GPS points
of each vehicle v; before and after in each M,;. It also assumes that the Local Passive
Adversary (LPAd) collets D’ in a repository. The GPS points and D’ information represent
the adversary’s background knowledge about the users B = (By,..., By, ..., By,), where
[1 < b < m] and b represents the number of elements in B known by the adversary,
enabling the adversary to execute a Tracking Attack Z, and consequently perform the
Multi-target tracking (MTT) for multi-users. In a Tracking Attack (TA), the adversary
aims to determine the whole sequence (or a partial sub-sequence) of events in a user’s
trace. Given an anonymized dataset D’ composed of users and background B, a tracking
attack is defined as T, < Z(D’, B,), where T,, represents the re-constructed trajectory of

user u. Next, we detail our attack proposal.

5.3.3 The Privacy Attack Model

In urban mobility, time is a valuable factor reflected in mobility dynamics. When

moving around in urban environments, people typically intend to avoid long roads, look
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for shorter roads, and consider the traffic conditions to avoid congested routes, roads,
or accidents. Domingues et al. [259] presented a mobility characterization of the taxis’
trace of San Francisco, showing that about 70% of all trips tend to follow the minimum
path (i.e., the shortest path) between two points. The minimum path is defined as the
shortest distance between two points, considering the road’s infrastructure as the base.
This definition will remain the same throughout this work. In addition, trips that do not
follow the minimum path tend to make short detours in the same way, with about a 5%
increase to the minimum distance.

Based on this principle, we propose the following hypotheses to construct the

adversary model:

Hypothesis 1: Most vehicles, especially taxis, choose minimal paths to complete their
routes.

If we consider the Hypothesis 1 true, which is quite reasonable, then we have:

Hypothesis 2: [t is possible to re-identify anonymous trajectories.

The adversary’s goal is to re-identify as many anonymous trajectories as possible.
Thus, we consider that the adversary, defined in Section 5.3.2, has access to the following

information (B,):

e trajectories anonymized by the mix-zone, which were published on a public access

server;

e two geo-located points start and finish, which correspond to points near the be-
ginning and end of a trajectory, respectively (start ~ p; and finish ~ p,, € T'), of

the victim v;.

The general idea of the re-identification algorithm is to construct the minimum path
of v; (min[v;.T]) generated from the points start and finish provided from each path,
one before and one after the mix-zone. The path is calculated by applying a minimum
path algorithm in graphs (e.g., Dijkstra algorithm) in a graph composed of city roads
represented by vertices and their intersections represented by the edges. The lengths of
the roads are represented by the weights of the edges. After constructing the minimum
path, the next step is to compare it to the trajectory of the individual in an attempt to
find a correlation between them. The opponent will succeed if he/she finds some path of
greater correspondence than the minimum path. Further algorithm details are presented

in Section 5.4.
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5.4 Vehicles Re-identification from the Minimum
Path

This section details the privacy attack that uses the minimal path to re-identify

trajectories.

5.4.1 Re-identification Algorithm

Algorithm 2 presents the steps to re-identify trajectories through the minimum
path. Its inputs are the geo-localized points of the trajectories reported before the passage
of the vehicles by a mix-zone M; (T,), and the geo-localized points of the trajectories
reported after the passage of the vehicles by the same mix-zone (7},). Additionally, it also
receives the graph (G) containing the roads and intersections of the city. As a result, the

algorithm returns a bijective mapping ® of the trajectories in T;, on the trajectories in 7.

Algorithm 2: Re-identification of trajectories
Data: Subtrajectories T;, before the mix-zone,
Subtrajectories 7T}, after the mix-zone,

Graph G of roads and intersections
Result: Mapping ® : T, — T,
1 costs <— Matrix (7}, rows, T, columns);
2 for Trajectory 1 € T, do

3 for Trajectory j € T, do

4 start < argmin, f(i.p) | f(i.p) = i.p.t;

5 finish < argmax, f(j.p) | f(j.p) = jp-t;

6 minimal-path < Dijkstra(G, start, finish);

7 trajectory-choosen <« (i, j);

8 error <— DTW (trajectory-chosen, minimal-path);
9 costs|i, j] < error;

10 end
11 end

12 & « minimize(costs);
13 return 9;

The algorithm works as follows: Line 1 defines a cost matrix, which stores the
results of each possible match of the trajectories from 7, to T},. For each trajectory in
T, (Line 2), it is iterated on each of the possible trajectories in 7}, (Line 3), extracting
the start and end points of the trajectory represented by start and finish (Lines 4 and
5). Then, the minimum path is calculated from these points (Line 6). Line 7 defines the
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candidate trajectory as the junction of the before trajectory ¢ to the mix-zone and the
trajectory j after the mix-zone. That is, it is assumed that the victim of the trajectory ¢
is also the same as the one from the anonymous trajectory j.

Finally, the correlation between the candidate trajectory and the minimum path is
calculated through the Dynamic Time Warping algorithm (DTW) [260], which calculates
the optimal non-linear correlation of two-time series. In our implementation, the DTW
returns the correlation level represented by an error. If the error is small, it means that
there is a high correlation between the two trajectories, otherwise there is not. The error
is stored in the cost matrix (Lines 7 through 9). The mapping of the trajectories T, and

T, is calculated by solving the problem of minimization of costs from the cost matrix:

® : min{costs|i,j] : i — j,i € To,j € T,}. (5.1)

Assuming that vehicles tend to follow the minimum path between two points, we
expect that the smaller the distance between the candidate trajectory and the minimum
path, the more likely that the path is a minimum path and, consequently, the more likely
that the driver followed it. In other words, candidate trajectories with a large error do not
represent a minimum path between their points of origin and destination and, therefore,

have a small probability of being the real trajectory chosen.

5.4.2 Complexity Analysis of the Re-identification Algorithm

The computational complexity of Algorithm 2 is

O(C(E + ViogV) + D*) ~ O(E + ViogV') (5.2)

where C' = |T,||T,|M N, | -| represents the cardinality of the set of trajectories that
are in a mix-zone, M and NN represents the size of the largest trajectory in 7, and T,
respectively, D represents the dimension of the cost matrix, |7,| = |T,| = D.

This complexity is derived from the Dijkstra minimum path algorithm (Line 6),
which the proposed algorithm uses to construct the route to be compared to the anonymized
trajectories. The DTW algorithm (Line 8) has complexity O(MN), and the minimize
method (Line 12) can be solved by attribution linear, with complexity O(D?). However,
since |T,|,|T,|, D, M,N < E =~ V, the complexity of Algorithm 2 can be resolved by

approximation in Equation 5.2.
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Table 5.1: Mix-zones Setup

Mix-zone | Latitude | Longitude | Radius (m) |

mixzone0 | 37,614350 | —122,395635 500
mixzonel | 37,633000 | —122,419134 300
mixzone2 | 37,628569 | —122,432339 300
mixzone3 | 37,768201 | —122,406079 500
mixzoned | 37,769199 | —122,453495 500
mixzone6 | 37,635672 | —122,403605 500
mixzone7 | 37,735237 | —122,406974 500
mixzone8 | 37,768914 | —122,406881 500

5.5 Experiments

The main goal of our experiments is to evaluate the efficiency of the re-identification

algorithm, considering different privacy levels (K).

5.5.1 Experiment Setup

In this study, we used a dataset containing mobility traces of taxicabs of the city
of San Francisco, USA, with data from 500 unique taxis collected over a period of 30
days [126]. However, we considered the trajectories of the taxis in which they actually
went through some previously defined mix-zone. Thus, the duration of the experiments
was about 25 days (May 17 — June 10, 2008) and had a granularity of 10 secs.

As mentioned above, the privacy mechanism used in this work is the mix-zones
approach. Eight mix-zones were strategically positioned in the intersections with a great
traffic flow of taxis. The goal was to position the mix-zones to reach as many taxicabs as
possible during the 25-day experiment. For this, we conducted a previous study on the
flow of taxicabs in the city. Table 5.1 represents the information on the mix-zones. Some
mix-zones have distinct radii to avoid possible overlaps.

The experiment is split into two phases. The first is the anonymization of trajecto-
ries. The second phase is the re-identification attack of those by the proposed algorithm.

In the anonymization phase, there were 231,230 trajectories that crossed the ana-
lyzed mix-zones: 104,449 trips were anonymized, and 126,781 were not (due to the privacy
level, see Table 5.2). In each experiment, the mix-zones’ privacy level (K-anonimity) was
changed. At each level K, trajectories that went through one or more mix-zones and met

their requirements were anonymized.
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Table 5.2: Results of the anonymization process through the mix-zones technique

| K | Non-Anonymized | Anonymized | Total | Rate |

2 2981 30364 33345 | 091
6 11048 22139 33187 | 0.67
10 15696 17404 33100 | 0.53
14 19622 13391 33013 | 0.41
18 22868 10068 32936 | 0.31
22 25971 6893 32864 | 0.21
26 28595 4190 32785 | 0.13

We can observe that the coverage of anonymized vehicles is inversely proportional
to the value of K. This is because the anonymity of n vehicles occurs only if there is
simultaneously n > K inside a mix-zone. Thus, if there is a small K, more vehicles will
change their pseudonym, but the chance of re-identifying a vehicle will be greater. We also
considered that the trajectories of the vehicles that entered but did not leave the mix-zone
and did not reach the minimum value of K were not anonymized. Table 5.2 presents the
anonymization rate for the different levels of privacy K, in which K = 2,6, 10, 14, 18, 22,
and 26 were obtained, for all mix-zones 91%, 67%, 53%, 41%, 31%, 21% and 13% of
anonymized trajectories, respectively.

In the re-identification phase of the trajectories, we compared the proposed strategy
(Algorithm 2) with the random re-identification approach, which served as a baseline in
experiments [28]. In this algorithm, the candidate trajectory is formed by joining a sub-

trajectory of T, and T}, that are randomly selected.

5.5.2 Efficiency Validation

We use a metric, called Trajectory Matching Accuracy (TMA) to measure the

effectiveness of re-identification attacks [54], which is defined as:

N, reid

TMA = :
||

(5.3)

where Nyea € [0,]7,|] and |T,| represent the total of re-identified trajectories and the total

of anonymized trajectories that have passed in any of the mix-zones, respectively.
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5.5.3 Results and Discussion

The results of the re-identification of trajectories for each mix-zone and each level of
K are represented in Figures 5.1(a)—(g). In a panoramic view, the highest TMA reached,
with 100% of hit, was to the mix-zone settings where the K had significantly higher
values. That is, for values of K > 2. The discrepancy with the results of the random

re-identification algorithm (represented by dashed lines in the graphs) is evident.
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Figure 5.1: The distribution of the TMA for the different levels of anonymization for each
of the defined mix-zones

This reality is different for mix-zones 0, 6, 7, and 8, located closer to the start
and end points of the trajectories and produce the anonymization of the initial and final
data. Although they have a low re-identification value, these mix-zones are not good
solutions for a privacy mechanism since the anonymization that occurs very close to the
beginning and end places of the trajectory allows the adversary to infer that they are the
true starting and ending points of the trajectory [171, 115].

In Figure 5.1(a), only two of the eight mix-zones obtained lower re-identification
rates than the random algorithm. Mix-zones 2 and 4 obtained the highest values for the

others, with 67% re-identification each. Compared to the other K levels of anonymization,
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the K = 2 level has the lowest rates due to the minimum number of vehicles present in
the mix-zone, reducing the algorithm’s search space. For K = 6 (Figure 5.1 (b)), it is
observed that the increase in the number of vehicles in the mix-zone provides better results
by the algorithm. In this case, only one of eight mix-zones presented results below those
produced by the random algorithm. The algorithm produced good results for the rest,
especially the mix-zones 2, 3, and 4, with re-identification rates above 90% of the trips.
This same behavior can be observed for K = 10 and K = 14 (Figure 5.1(c) and 5.1(d),
respectively), where the algorithm presented rates above 90% for the mix-zones located
at central points of the trajectories, and even for those located at the beginning or end of
the trajectories, it was able to re-identify with considerable precision when compared to
the random algorithm. For k = 18 (Figure 5.1(e)), the same patterns observed before can
be seen, with mix-zones 1 to 4 reaching the maximum values. This trend goes on in both
cases of K = 22 and K = 26 (Figures 5.1(f) and 5.1(g), respectively), which show how
the positioning of the mix-zones definitely affects the final results. We can also highlight
the results on mix-zone 4 for K = 22, in which the algorithm obtained 100% of correct

results.
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Figure 5.2: Aggregate TMA for each level of privacy K
In Figure 5.2, the aggregate TMA is represented, considering the simple average

among all mix-zones (Figure 5.2(a)) and between mix-zones 1, 2, 3, and 4 (Figure 5.2(b)),
for each privacy levels K defined. In addition, the average TMA obtained for the random
algorithm is also shown for comparison. It is possible to observe how the increase in
privacy drastically reduces the re-identification of the random algorithm, making its use
unfeasible for any value of K greater than 2. Considering all the mix-zones (Figure 5.2(a)),
the algorithm presents similar values for the different levels of anonymization.

Although it is considerably more accurate than the random algorithm, the low
precision, when re-identifying anonymized trajectories by mix-zones located in points at
the beginning or end of the trajectories, causes a decrease in the aggregate TMA. Because
of this, Figure 5.2(b) presents the aggregate TMA considering only mix-zones 1, 2, 3 and
4, whose location tends to be at the center of the trajectories. To prove this fact, we

performed a second experiment.
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Table 5.3: Top 5 mix-zones Setup

Mix-zone | Latitude | Longitude  Radius (m) |
mixzone top 1 | 37,7156331 | —122,3987989 500
mixzone top 2 | 37,7247622 | —122,4012375 500
mixzone top 3 | 37,7331701 | —122,404774 500
mixzone top 4 | 37,6754004 | —122,3891533 500
mixzone top 5 | 37,7098094 | —122,3943708 200

The idea of the second experiment was to deploy the mix-zones in regions that
generate the anonymization of the traces in the middle of the trajectories. A sample (5)
was generated with 20% of the data from the dataset in [126], selected randomly. The
mean segments (Sq,,) from each trace of S were collected. The middle segment is the set
of geo-located points in each trajectory’s middle. From Sg,4, we calculated the traffic flow
for all intersections in San Francisco with the frequency of vehicles that traveled through
them. The intersections were sorted by frequency in descending order. The top 5 most
frequent intersections of the ranking were selected as mix-zones (Table 5.3). The radius
was selected empirically, aiming to maximize the number of trips anonymized in each
mix-zone. Similarly, the privacy levels K were selected with the aim of maximizing the
number of trips to be anonymized in each mix-zone. The lower privacy levels, compared
to the previous analysis, can be explained by the positioning of such mix-zones, which
are over a high-speed highway, making it harder to detect a higher number of vehicles
simultaneously.

Figure 5.3 shows the aggregated TMA for the top 5 mix-zones, for privacy levels
ranging from K = 2 to K = 5. Additionally, for comparison reasons, we also present the
TMA for the random algorithm. Again, it is possible to see how the random solution is
unpractical for privacy levels greater than 2. Different from what was seen in Figure 5.2,
for the top-5 mix-zones, the aggregated TMA for K = 2 is lower than the one obtained
through the random algorithm. As stated before, the reduced search space makes it harder
for the proposed algorithm to find the correct solution. However, when we look at the
other privacy levels K = 3,4, 5, it is evident that the algorithm can re-identify the drivers
with high precision, reaching up to 87% for K = 5.

It is possible to observe that the algorithm is efficient in re-identifying trajectories,
with values above 90% at one of the anonymization levels. These results confirm the

Hypotheses I and II raised in Subsection 5.3.3.
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Figure 5.3: Aggregated TMA for privacy levels K2 to K5 considering the Top-5 mix-zones
5.6 Concluding Remarks

In this chapter, we proposed and evaluated a trajectory re-identification approach
based on the characterization of vehicle path preferences. To do so, we assumed that
most vehicles, especially taxis, choose minimum paths to complete their routes, making it
possible to re-identify up to 100% of the anonymized trajectories through our algorithm.
To validate this approach, we applied it to a dataset of mobility traces of San Francisco,
USA, and compared the results to a baseline solution. We were able to advance the
state of the art in the following directions: a new re-identification approach that uses the
characterization of the minimum path’s preferences, with the computational cost of the
order of O(E + V logV'); Additionally, we use only two location points of the victim as
input to generate re-identification and validate our proposed approach through real and
wide-scale mobility.

Mix-zones present many factors that maximize the success of tracking attacks,
such as the one we propose in this chapter. Factors such as high dependency on posi-
tioning, geometry, mobility patterns, vehicle density, and arrival rates can degrade the
anonymization rate. Therefore, it is necessary to explore the internal functioning of mix-
zones to understand how anonymization happens, including measuring the quality of the
anonymized data. In the next chapter, we propose the AQM, a framework for the analysis
of anonymization quality in mix-zones over space and time for mobility data capable of
electing mix-zones, periods of good anonymization, and mix-zones deployment positioning

algorithms.
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Chapter 6
Anonymization Quality in Mix-zones

This chapter presents the Anonymization Quality Framework for Mix-zones (AQM). A
framework that enables characterizing and evaluating the impacts of anonymization over
time and space in mobility data. We conducted experiments with a cab mobility dataset
and two positioning algorithms to explore one of the potentialities of the anonymization
quality: elect mix-zones that do not consider the traffic but its operating requirements too.
The anonymization quality enables the selection of mix-zones that yield data anonymiza-
tion considering the quality, privacy, and utility analysis.

This chapter is organized as follows. Section 6.1 brings an introduction and
motivation discussing factors that affect the mix-zones performance and presents the
anonymization quality definition. Section 6.2 discusses the related work. Section 6.3
presents essential concepts and the problem of this work. Section 6.4 introduces the
anonymization quality framework and details its metrics, quality function, privacy attack,
and utility analysis. Section 6.5 shows and analyzes the results and examines the lessons

learned from this work. Finally, Section 6.6 presents chapter remarks.

6.1 Introduction

In the era of ubiquitous computing, technologies like the Internet of Things (IoT)
and IoV have contributed to connecting objects and sharing location services in broad
environments such as smart cities, bringing many benefits to citizens [231]. However,
these services yield massive and unrestricted location data of citizens, which poses privacy
concerns. By mining location data, it is possible to identify latent information about
places of interest, individual and collective habits, and even the identity of citizens [261].
To address the privacy of users’ identity, LPPMs based on anonymization have been
proposed, such as mix-zones. In this mechanism, mix-zones are anonymization areas
defined by a radius r where entities change their pseudonyms according to a trigger

function (e.g., when reaching a minimum of & entities simultaneously inside it) [170, 167].
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Although mix-zones are LPPMs widely used in VANETS, they present drawbacks.
For instance, mix-zones depend highly on positioning, geometry, mobility patterns, vehicle
density, and arrival rates [261, 262], which can degrade the anonymization rate and enable
linking and inference attacks. Some proposals address these issues, but only a few have
investigated the anonymization behavior in the spatiotemporal context, particularly on
anonymization quality.

Anonymization Quality (AQ) is a concept related to the protection, efficacy, and
internal functioning of an LPPM, enabling an understanding of how privacy occurs and
analyzing its performance over time. Mix-zones with high anonymization quality are
expected to present high vehicle flow, adequate privacy, and high efficacy at anonymizing
mobility data. These factors make it possible to identify specific behaviors of mix-zones
that cannot be identified by analyzing conventional traffic metrics, allowing the creation of
sophisticated applications for smart cities’ urban planning, such as management, selection,

and election of mix-zones. In this context, questions naturally arise, such as:

e Q1 - Are positioning and setting up mix-zones based on the average vehicle traffic

flow sufficient to achieve anonymization quality, privacy, and utility?

Q2 - Do mix-zones deployed in the same region have the same performance?

Q3 - How to measure mix-zone performance over time and/or space regarding

anonymization quality?

Q4 - What factors can lead to anonymization quality?

Q5 - What is the best positioning algorithm that deploys mix-zones to obtain the
best trade-off between AQ), privacy, and utility?

Q6 - What are the anonymization quality potentialities in application terms?

This chapter proposes the Anonymization Quality Framework for Mix-zones (AQM).
The AQM is capable of getting valuable information to understand the anonymization
behavior, not just in terms of traffic flow but also regarding quality metrics that compose
it, such as mix-zone activation, the interval of arrival and departure of vehicles, vehicles
that finish their trips inside the mix-zones, and the number of vehicles inside mix-zones
along the day. Thus, the AQM can provide valuable insights into the design of robust
anonymization proposals. For example, it can help elect more effective mix-zones from
a set given a privacy budget, identify day periods, and select the best set of mix-zones
according to an anonymization rate variation. It is also helpful to decide how to position
mix-zones, considering other parameters besides traffic flow and tuning their parameters.
We conducted a comprehensive framework evaluation applied to mobility datasets of real
taxicabs and two positioning algorithms to deploy mix-zones. The results showed that
the anonymization quality framework enables the selection of mix-zones that yield data

anonymization in terms of quality, privacy, and utility. To the best of our knowledge,
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this is the first study that analyzes mix-zone coverage and quality metrics to observe the

anonymization quality.

6.2 Related Studies

The analysis of anonymization properties can reveal various insights for developing
more robust LPPMs against linkage attacks. Thus, a broad study about anonymization
approaches — including mix-zones — exists. In this context, there are studies to improve
the anonymization rate by addressing issues on which mix-zones are highly dependent, like
positioning, geometry, mobility patterns, vehicle density, and arrival rates [261, 167, 262].
Following, we highlight some relevant literature proposals that pursue these issues.

Vehicular mix-zones differ from classical mix-zones because they are constrained
by many spatial and temporal factors, such as trajectories strictly on physical roads,
heading directions, traffic regulations (e.g., speed limits), traffic conditions, and road
conditions [167, 200]. The first studies considering spatiotemporal factors were introduced
by [170], who present a protocol for vehicular networks called CMIX based on mix-zone

encryption for road intersections that ensures changing pseudonyms.

Table 6.1: Mix-zones’ issues and contributions of each proposal.

Author | Operation Mix-zones Issue Contribution Evaluation Anon. Aspects
[170] online Comm. security Encryption protocol simulated env. | Privacy
[190] online e me g o\n—rcclaflgular mivx—'zoncs ba‘s‘cd o\n spccd‘ z.md cntro.pv:: mix-zones placement fticdl . | Pmsy
ased on road network topology, user mobility patterns.
[263] online Low traffic in mix-zones Dummy vehicles scheme when mix-zone traffic is low. simulated env. | Privacy
262 online Low traffic in mix-zones Dummy vehicles emulated by real vehicles when mix-zone traffic is low. simulated env. | Privacy
100 online Anonymization rate Double trajectory protection with swap pseudonyms and add noise. simulated env. | Privacy
208] offline Anonymization rate Placement heuristic using simulated annealing and genetic algorithms. simulated env. | Privacy/Cost
175 offline Anonymization rate Placement metric-driven based on graph topology and road flows. real dataset Privacy
[261] online/offline  Impacts of mobility on privacy Methodology to verify similarities between different modals in the smart mobility. | real dataset Privacy/Utility
" our work online/offline  Anonymization behavior Framework enabling understanding the anonymization behavior. real dataset Privacy /Utility /Quality

Palanisamy and Liu [190] considered the constraints on the users’ movement pat-
terns and statistical behavior for generating vehicular mix-zones. They proposed non-
rectangular-shaped, adaptive mix-zones in which the mix-zone length is determined based
on the average speed of the road segment, the time window, and the minimum pairwise
entropy threshold.

Concerning low traffic density, Vaas et al.[263] proposed a mix-zones scheme that
generates fictive chaff vehicles and broadcasts their traces when the traffic is low at the
mix-zone. Their proposal smoothed the mix-zones’ traffic flow and enhanced the protec-
tion up to 76%. Khodaei and Papadimitratos [262] proposed mix-zones where a subset
of vehicles is selected to emulate non-existing cars, reducing the probability of linking
pseudonyms from 68% to 18%.

Zhoun and Zang [100] addressed speed limitations on intersections and traffic lights

where mix-zones are positioned against inference attacks. They proposed an LPPM with
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two protection layers — anonymization and perturbation — which swap pseudonyms and
add noise to trajectories that pass through mix-zones.

Mix-zone placement in urban environments is another concerning issue, which con-
siders many factors that may affect anonymization coverage, e.g., the seasonality of traffic
flow and the noise caused by buildings. It is an NP-hard problem [208, 175] that asks for
sub-optimal solutions. Ravi et al. [208] proposed a mix-zone placement heuristic using
simulated annealing and genetic algorithms considering a trade-off between privacy and
cost. In it, mix-zones are selected by a ranking of intersections defined by a mixability
metric that determines the usefulness of initially placing a mix-zone. Svaigen et al. [175]
proposed a mix-zone placement approach based on the premise that mix-zones need to
change according to the flow behavior of mobile entities. They also proposed metrics that
consider the graph topology and aim to place mix-zones considering road flows between
two mix-zones in a given window size.

In Chapter 4, we evidenced that mobility can impact location privacy approaches,
like mix-zones, in the context of smart mobility. We explored the distributions extracted
from two stay points metrics for designing LPPMs and found high similarities between
distributions for the same vehicle type for monomodal and multimodal datasets. Also,
we showed the side effects regarding privacy and data utility when mix-zone parameters
are misconfigured in a multimodal environment.

Despite the vast literature addressing mix-zone issues, few investigations have
been conducted about anonymization behavior, including mix-zones’ quality and other
anonymization-based LPPMs (see Table 6.1). Most proposals operate only in online
mode and simulated environments. In addition, they only consider privacy, leaving aside
questions about utility and quality. Regarding anonymization behavior, in Chapter 4,
we proposed identifying mobility impacts on location privacy through the behavior of
stay points metrics. However, we did not detail the anonymization behavior. Further,
to the best of our knowledge, no previous proposal analyzed quality metrics when char-
acterizing anonymization. Unlike previous studies, we advance the state-of-the-art w.r.t.
anonymization quality. We explore the mix-zones metrics for characterizing and evaluat-
ing the impacts of anonymization quality in mobility data. Once the mix-zone metrics
are extracted, it is possible to get information to understand the anonymization in terms
of quality, not just traffic low, which can help with new anonymization proposals.

In this chapter, we extended the work [173], having as the main contribution the
AQM framework that enables many applications concerning mix-zones performance, such
as elects more effective mix-zones from a set given a privacy budget. The framework
uses the anonymization quality function built with the previous study metrics. Also, we
propose two new quality metrics (the interval of departure of vehicles and vehicles that
finish their trips inside the mix-zones) that compose the framework. We expanded the

evaluation of AQM of the capability of elect mix-zones with good anonymization quality
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from mix-zones positioned with two positioning algorithms. Further to the privacy and
anonymization analysis, we present a data utility analysis with a metric for designing data

dissemination protocols.

6.3 Mix-zones Problem Description

This section describes the mix-zones problem and questions about the anonymiza-
tion quality in mix-zones. Mix-zones are a k-anonymity-based approach widely used in
VANETSs to pseudonym changing that yields anonymization of users. However, they
present many drawbacks: mix-zones depend highly on positioning, arrival rates, mix-
zone geometry, mobility patterns, and vehicle density [261, 262], which can degrade the
anonymization rate and enable linking and inference attacks with a high success rate.
Regions with low traffic are expected to have low anonymization, so deploying mix-zones
in regions with high to moderate traffic is crucial. But even when positioning mix-zones
in areas with high traffic, there may be different periods of the day when the minimum
number of vehicles does not suffice to ensure anonymization. However, many proposals
for addressing the issues mentioned above are based on static solutions that use traffic
flow snapshots that do not consider events like traffic fluctuations. Moreover, they do
not consider events in a real environment, like the effects of mix-zones activation time in
terms of saving energy, vehicle retention, and reasonable traffic flow over time. To evalu-
ate an LPPM, we need a deep understanding of its working and operational requirements.
Specifically, mix-zones require reasonable traffic flow, in and out throughput, lower vehicle
retention, and anonymizing when activated. These are fundamental pillars of anonymiza-
tion quality that reflect the coverage, protection, and utility of the data protected by
mix-zones.

Concerning anonymization issues, questions as mentioned in Section 6.1 arise. We
must understand the anonymization behavior and its quality to answer these questions.
Thus, a deeper study of mix-zones characterization is needed. We present a mix-zone
characterization framework that measures the quality of anonymization produced by mix-

zones.
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6.4 Anonymization Quality Framework

This section introduces the anonymization quality framework and details its met-

rics, quality function, privacy attack, and utility analysis.

6.4.1 Framework

The Anonymization Quality Framework proposed in this work comprises six steps:
Deployment (1), Protection (2), Anonymization Quality (3), Attack (4), Utility (5), and
Analysis and Applications (6), as depicted in Figure 6.1.
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Figure 6.1: Anonymization Quality Framework for Mix-zones (AQM).
The first step, Deployment, involves positioning the mix-zones with a deployment

algorithm. A sample of the trajectory dataset D is the algorithm’s input, and the output
is a list of mix-zones. In the second step, Protection, the dataset is protected using the
list of previously deployed mix-zones, set up with radius » and k values. At the end
of anonymization, we have the anonymized dataset D’ and mix-zones’ metrics, such as
(no) anonymization rate and efficacy of each mix-zone. The quality metrics are another
output of the Protection step. Quality metrics are information about the anonymization
in quality terms, with variables about the mix-zones operation, such as activation time
period, arrival and departure rates, etc. The mix-zones and quality metrics are output to
the Anonymization Quality step.

The third step, Anonymization Quality, is the process of extracting information
from the mix-zones and quality metrics to calculate the anonymization quality metric.

This metric enables a deep understanding of how and why anonymization occurs over
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time, allowing the identification of potentialities and limitations about certain mix-zones.
For this, a well-defined time window is needed. The time window identification occurs
with the analysis of spatial, temporal, and mobility metrics defining ideal periods of the
day. With the time window W, it is possible to characterize the mix-zones with mix-
zone metrics and calculate the anonymization quality function with quality metrics. In
the fourth step, Attack, we verify the privacy of the anonymized dataset with a tracking
attack. The Attack step has as input a list of mix-zones and an anonymized dataset,
resulting in an attack score that defines the vulnerability level. The fifth step, Utility,
identifies the anonymized dataset’s utility level. It consists of computing the distortion
level between the original trajectory dataset D and the anonymized trajectory dataset
Dy, which is protected with a privacy level k. As a utility, we define the application of
anonymized data in the context of VANETS communication infrastructure, specifically in
context-aware data dissemination protocols. We use a social metric, CODU, to extract
the datasets and verify their distortion WS(D, D;). To calculate CODU, it is necessary to
get the contact data from the trajectory datasets. Finally, in the sixth step, Analysis and
Application, we analyze the utility, privacy, and anonymization quality metrics, making
it possible to make several applications, such as: verify the trade-off between utility
vs. privacy vs. anonymization quality; elect and rank the best mix-zones in quality
terms from the given mix-zones budget; elect positioning algorithms based on utility vs.
privacy vs. anonymization quality; identify mix-zones performance per period; identify
the advantages and limitations of mix-zone deployment algorithms, and so on. Each step

of the framework is detailed as follows.

6.4.2 Coverage, Quality, and Mobility Analysis in Mix-zones

Let D be a trajectory dataset that needs to be anonymized by mix-zones. Consider
a privacy budget represented by a mix-zones set M, deployed with a positioning algorithm
(Step 1 of Figure 6.1). These mix-zones have anonymization quality, can extract the
quality metrics, and have anonymized D (Step 2 of Figure 6.1). Now, the current step
is identifying the time window of the mobility data, so this knowledge can be used to

characterize mix-zones and their anonymization quality over time (Step 3 of Figure 6.1).
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6.4.2.1 Spatial and Temporal Mobility Analysis

The goal of mobility analysis is to show how different contexts, such as weekdays
and day periods, have different mobility characteristics, which can be explained by traffic
volume, driving conditions, as well as the existing motivations for the trips (e.g., work,
leisure, and daily routines). For this, we divide the trips according to the weekday into
four time windows: dawn, comprising the period from 0:00 to 5:59; morning, including
the period from 6:00 to 11:59; afternoon, consisting of the period from 12:00 to 17:59; and
night, including the period from 18:00 to 23:59.

After defining the time window, we apply four mobility metrics to these periods to
understand the effects of traffic over the periods. Additionally, it validates if the selected
time window is well-defined according to traffic fluctuation. Following, we detail these

mobility metrics:

Trips’ Average Speed (TAS): The average trip speed is obtained from the speed

measured at each location reported at the trip’s intermediary points;

Trips’ Duration (TDu): Trips’ duration measured in minutes;

Trips’ Distance (TDi): Trips’ total distance measured in km;

Visits per Location (VL): The total number of visits by all the individuals in

every location during the period of observation [264].

6.4.2.2 Coverage and Quality Mix-zone Analysis

This analysis aims to identify inherent characteristics of mix-zones that lead us to
understand their anonymization quality. Mix-zones with anonymization quality are mix-
zones that yield high efficacy and considerable privacy levels, anonymizing the mobility
data at the moment they are activated, which can thus lead to energy savings. To this end,
we use the following mix-zones’ coverage and quality metrics extracted from mix-zones
designed with anonymization quality. Considering a mix-zone M, the mix-zone coverage

metrics are:

e Anonymization Rate (AR): The AR), is the number of trajectories that passed

and were anonymized by M;
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e Non-Anonymization Rate (NAR): The NAR), is the number of trajectories

that passed and were not anonymized by M;

e Mix-zone Efficacy (ME): The Refers to the ratio between a number of users
anonymized by M, denoted by AR,,, and the population P, that crossed it, i.e.,
MEy = |ARy| /| Pa)-

The mix-zones quality metrics are:

e Number of Cars in Mix-zone (NCM): Number of cars crossing the mix-zone
over time. NCM allows us to understand how the parameters of the mix-zones
should behave in the face of traffic fluctuations over time, such as the behavior of
the parameter k. If k follows NCM, it is expected that & must be set close to the
lower and upper bounds during periods with low and high traffic. This results in
best-effort anonymization with different levels of privacy over time and the best

possible coverage;

e Interval of Arrival Time between Cars on Mix-zones (ITM): Measures
the time interval in seconds between vehicles entering the mix-zone, enabling the
measuring of traffic volume inside the mix-zone. If I'TM is low, it means that the cars
are close from each other in time, and there is a high probability of anonymization.
But a high ITM means that there is a temporal distance between the vehicles and

a high tendency to not reach k£ to anonymize;

e Interval of Departure Time between Cars on Mix-zones (IDM): Measures
the time interval, in seconds, between vehicles going out of the mix-zone, enabling
the measurement of traffic volume inside the mix-zone. If the IDM is low, the cars
are temporally close, and there is a high probability of anonymization. However, a
high IDM means that there is a temporal distance between the vehicles and a high

tendency not to reach k£ to anonymize;

e Number of Trips Completed within the Mix-zone (NTC): Measures the
number of vehicles that terminate their trips within the mix-zones. Depending on

the mix-zone design, these vehicles may not be anonymized. Mix-zones with high
NTC means low AR and ME.

e Activation Time of the Mix-zone (ATM): Time period in which a mix-zone
is activated for anonymization when the number of cars inside it is greater or equal
to the k parameter. This metric can reflect the mix-zone quality in anonymization

terms. High ATM denotes mix-zones with anonymization for a long period of time.



6.4. Anonymization Quality Framework 144

6.4.3 Anonymization Quality Function

The AQ considers aspects of privacy and behavior of the mix-zone over time. These
aspects make it possible not only to identify the performance of anonymization but also
to understand the functioning of the mix-zones over time. From there, it becomes possible
to select mix-zones or operating periods of mix-zones that produce better anonymization.
Next, we describe these aspects that make up the quality of anonymization. Finally, we
define the formal notion of the AQ metric, shown in Step 3 of Figure 6.1.

For the AQ calculate, we consider W = {d, m,a,n} to be a time window divided
into four equal periods where d, m, a, and n represent the dawn, morning, afternoon, and
night periods, respectively. Consider the s as one of the time window of the day period,
e.g., s can be equal to d or m.

Mix-zones are measured as unlinkability, the capacity to link old and new pseudonyms.
For a user with pseudonym u € A, entering and exiting a mix-zone M with a new
pseudonym ', there is a probability of mapping u to v/, py_,. That is, each user u of
k users exiting M with the pseudonym u' has p,_,, = ‘7}| probability of being any of
the k users in the anonymity set. This way, the unlinkability can be measured with the
uncertain level of each outgoing pseudonym «’. Entropy is a metric used to measure the
uncertainty level provided by the anonymity technique in the system. The Entropy of
pseudonym v’ in a s period is denoted by Hy(u') = — ZLA:ll Dt 108 D g

We use entropy as privacy weight in the AQ. The entropy is calculated from a
previously defined k£ parameter. The greater the number of vehicles within the mix-zones
that have |A| > k, the higher the H¢(u'), that is, the level of re-identification uncertainty
over time. The total number of ATM (¢s) in a period s is another aspect of AQ. It
is denoted by ¢s = N(ATM)AVG(ATM), where N(ATM) is the number of ATM and
AVG(ATM) is the ATM average in the day period s. Long ATMs tends to produce greater
anonymity than short ATMs. Additionally, many ATMs, even with a short duration in
one period, can also bring good performance in anonymization.

Another important aspect of anonymization quality is the throughput of the mix-
zone over time in the period s, denoted by Z,. The Z; can be calculated by the ratio
between the average of ITM (7,) and the average of IDM (7,) in a period s, denoted by
Zs = 7./, where Z; € [0, 1] (after normalized). Z, represents the quality of vehicle flow in
M. The use of ITM and IDM to determine Z, is important to understand the behavior of
vehicle flow in M, both about the entry and exit of vehicles in M, which directly reflects
the anonymization performance.

In the case where IDM < ITM, it means that more vehicles are leaving than
entering M. That is, Z;, =~ 0 means higher throughput, where more vehicles leave the

mix-zone than enter in a period. A mix-zone with higher throughput tends to have
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better anonymization over time, as long as the policy for pseudonym changing is for
vehicles to leave the mix-zone and the anonymity set complies with |A| > k. In terms of
anonymization quality, it is desirable that mix-zones present Z; ~ 0. On the other hand,
if IDM > ITM means that more vehicles are arriving than leaving M. In this case, Z, ~ 1
means that more vehicles are concentrated within the mix-zone than outgoing, and the
tendency is to have a smaller amount of anonymized vehicles. Also, it can indicate a
vehicle jam scenario in M.

Finally, p is the NTC that measures the number of vehicles that terminate their
trips within the mix-zones, where p € [0,1] and 1 is the maximum value for NTC. The
AQ function can be formulated with these metrics.

The AQ of a day period s is denoted by Boltzmann distribution, represented by
AQ, = Hy(u')pye™ Tt/ The H,(u'), ¢s, T, and u represent privacy weight, the total
number of ATMs, throughput, and the number of vehicles that terminate their trips within
the mix-zone M, in the day period s, respectively. The A is the Boltzmann constant. The
e~ Zs+m/X is used to penalize the result when many vehicles enter the mix-zones and do
not leave it. Consequently, these vehicles are not anonymized. Specifically for the relation
T, + p > 1 then e~ @+#/A tends to zero. Otherwise, if Z, + p < 1 then e~ @s+#)/A tends to

one. AQ € [0,1] where 1 is the maximum value for the anonymization quality.

6.4.4 Tracking Attack

To explore the potentialities of the quality metrics, we investigate their behavior
in re-identification attacks against mobility data protected with different privacy levels
(Step 4 of Figure 6.1). The goal is to verify its capacity to identify the best mix-zones
against re-identification attacks varying the k privacy levels. We used the trajectories
re-identification attack proposed in [56] to validate the framework in privacy terms. This
attack uses only two location points of trajectories as knowledge. The attack hypothesis is
that most vehicles, especially taxis, choose minimal paths to complete their routes. Thus,
it is possible to re-identify anonymous trajectories by comparing candidates’ trajectories
with a minimal path built between two points.

The attack efficacy denoted by Trajectory Matching Accuracy (TMA) is a privacy
metric to measure the effectiveness of re-identification attacks [54], which is defined as
TMA = Nia/|ARp|, where Nyiq € [0,|ARy|] and |AR),| represent the total of re-
identified trajectories and the total of anonymized trajectories that have passed in the
mix-zone M, respectively. TMA € [0, 1] where TMA equals 1 is the max attack success.

In contrast, TMA equals 0, representing no success, and the trajectory is protected against
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the attack.

6.4.5 Utility Analysis of Anonymized Data with Social Metrics

One of the characteristics that impact human mobility is our social behavior. Social
relationships generate mobility, and thus by looking into mobility, we can obtain insights
into how we interact, such as the frequency and duration of contacts between user pairs.
We can use this information to boost technologies like context-aware data dissemination
protocols. Although the metrics used to measure contacts are a subgroup of the location
metrics, they can have applications in various areas, such as identifying social relationships
and assisting in designing data dissemination protocols [265]. For instance, pairs of users
with a longer contact duration are likelier to have some social relationship than pairs
with a short contact duration. Consequently, they allow you to disseminate data more
efficiently [266]. In this work, we use a metric called Contact Duration between a Pair
(CODU), defined as the average time two users spend inside each other’s transmission
range without interruptions [265]. CODU represents an opportunity to transmit a message
in an opportunistic network in seconds. The higher the CODU value, the more data can
be delivered in each encounter.

Data utility is an essential aspect of Anonymization Quality. Anonymized data
with enough utility can be used for the public good or monetized in the data marketplace
and consumed by smart city applications [18]. Here, we discuss the utility’s impact of ap-
plying mix-zones to mobility data. For this, we investigate the behavior of utility metrics
on anonymized data that can be used in particular scenarios of smart city applications.

Mobility characteristics metrics can be used as utility metrics. Assuming that when
applying an LPPM, data can be lost, we can explore mobility aspects to identify which
mobility data types were most affected. For instance, the distance between trips, time
at specific points of interest, and social relationships with others. The idea is to identify
data distortions with a distance between the mobility model metrics measured before and
after applying an LPPM, such as mix-zones, in the dataset D. So, the distortion of the
statistical distance of mobility metrics has been used as a utility metric in the mobility
context.

Statistical distance is the approach we use to identify the distance between two
probability distributions. We applied the Wasserstein metric (WS), which measures the
difference between two distributions by the optimal cost of rearranging one distribution

into the other!.

IFor more details, please refer to C. Villani, “Topics in Optimal Transportation”. American Mathe-



6.5. Results and Discussion 147

Table 6.2: Mix-zones positioned with FPMT and their locations.

Name | Latitude | Longitude | Coef. Var. (%) Location Places Covered by Mix-zone

‘ mix0 | 37.714801 | -122.397982 71.20 101 express way, Visitacion Valley. | cafes, subways station, restaurants.
mix1 37.724830 | -122.400157 74.42 101 express way, Bay View. supermarkets, restaurants, clinics.

‘ mix2 37.735133 | -122.404532 79.27 101 express way, Bernal Heights. road interchange, gas station, supermarket.
mix3 37.676005 | -122.391491 63.93 101 express way, Firth Park. tourist area, hotels, docks.

‘ mix4 37.615315 | -122.393566 54.08 entrance road to the airport. cabs park, bus stop, restaurant, garages
mixd 37.774378 | -122.401540 59.21 downtown, near 101 express way. exit to Oakland city, shopping, church.

‘ mix6 37.768990 | -122.419450 90.68 downtown, Mission District. tourist area, museums, subways station.

Definition: The distortion associated with a random variable X is the result over
the original dataset D € D as WS(D, D;) = Wasserstein|X (D), X(D},)]. The smaller
the WS value, the less effort is needed to transform one distribution into another; con-
sequently, the two distributions show high similarity. The Wasserstein distance is asym-
metric, (weakly) continuous, and ideal for analyzing corrupted data, unlike common dis-
tribution divergence approaches, such as Kullback-Leibler or Jensen-Shannon [256]. In
this paper, we verify the utility of datasets in the context of dissemination protocols in
VANETS, denoted in Step 5 of Figure 6.1. Specifically, we analyze the WS of CODU met-
ric of the dataset D before and after being submitted to mix-zones, previously configured,

i.e., WS[CODU(D), CODU(D,)].

6.5 Results and Discussion

This section presents the results and discusses the Anonymization Quality Frame-
work for Mix-zones (AQM). Firstly, we present the experiment setup, including the dataset
details and deployment algorithms. Next, we show the window definition and the rela-
tionship between mix-zones metrics for characterization. We also state the results of
mix-zones metrics and quality metrics. Next, we discuss the utility of anonymized data.
In the sequence, we present the AQ function and the relation between each positioning
algorithm’s mix-zones metrics and quality metrics. Finally, we present the analysis of AQ

vs. privacy. vs. utility as a form to elect better mix-zones.

6.5.1 Experiments Setup

In this study, we used the Cabspotting dataset, containing mobility traces of taxi-

cabs of San Francisco, USA, with data from 500 unique taxis collected over 25 days

matical Soc., 2003, no.58
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Table 6.3: Mix-zones positioned with DBSP and their locations.

Name | Latitude | Longitude | Coef. Var. (%) Location Places Covered by Mix-zone
mix0 37.615837 | -122.387579 69.20 inside airport, board/onboarding region. | airport, cab stop point, bus stop.

mix1 37.705587 | -122.393410 73.37 101 express way, near Visitacion Valley. | bay coast, tourist area.

mix2 37.679245 | -122.388355 93.61 101 express way, Firth Park. tourist area, hotels, docks.

mix3 37.789005 | -122.402847 93.48 downtown, Belden Place. tourist area, museums, subways station.
mix4 37.778224 | -122.392002 79.31 downtown, Oracle Park. tourist area, docks, baseball stadium.
mix5 37.782250 | -122.410558 84.30 downtown, Union Square. bus stop, subways station, civic center.
mix6 37.746171 | -122.394069 73.45 280 express way, Islais Creek. near coast, supermarket, ship center.

[126]. Collected in 2008, this trace contains data about the taxicabs’ location, sampled
periodically through an embedded GPS sensor. Additionally, each record contains a flag
indicating if a passenger is being transported, i.e., if a trip is happening (if not, the driver
is moving around looking for customers). Overall, there are approximately 440,000 trips,
with an average of 17,600 daily trips. With this mobility behavior, more than 70% of the
road segments within the city limits are visited at least once, generating an average of
400,000 contacts between vehicles per day, affirming the potential of this dataset for our
analysis.

To validate the framework, we used two mix-zones deployment algorithms — FPMT
and DBSP — which yield the mix-zones candidates’ list, each one respectively sorted by
vehicle frequency on intersections and centroids in descending order. From each candidate
list, only seven were empirically selected based on two conditions. First, the mix-zones
must anonymize trajectories in at least two of the three k setups. Second, the mix-zones
could not overlap areas between the mix-zones already selected. Given the anonymization
condition above and the restricted size of the San Francisco region, it resulted in a privacy
budget of seven mix-zones.

Tables 6.2 and 6.3 show the mix-zone locations positioned with FPMT and DBSP
algorithms, respectively. They also show the relevant places covered by them. We ex-
tract a sample D of high traffic from the Cabspotting dataset corresponding to the 19th
day of the collection period with 417,781 registers, 454 users, and 2036 trips. Then we
anonymized it, varying the parameter k with values 2, 4, and 6, but with a radius r of 500
meters equal to all mix-zones for the cab dataset [261]. The radius r of 500 meters was
defined by a coverage empirical analysis ranging the radius threshold r from 100 to 600 m
(r = {100, 200, 250, 300, 400, 500, 600}). From r = 600 m, we had mix-zones overlapping,
significantly reducing the privacy budget.

6.5.1.1 Mix-zones Deployment Algorithms

We choose two distinct approaches of mix-zone deployment algorithms to evaluate

the AQ framework to elect mix-zones that yield anonymization quality. The first one,
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FPMT, uses the frequency of points from the segments of the middle of trajectories for
positioning the mix-zones in the road intersections. The second one, the DBSP, is based
on the clustering of hot points of the users, such as SPs, for positioning the mix-zones.
In the following, we detail each algorithm.

The basic principle of the deployment algorithm based on the Frequency of Points
from the Middle of the Trajectory (FPMT) (Algorithm 3) is to deploy the mix-zones on
road intersections with the highest occurrence of central segment points of the trips that
crossed the intersections [56]. The algorithm’s inputs are a trajectory dataset D and a
city map. The first step of the algorithm is to extract the sample of intersections I from
the map (line 1). Next, the trajectories T' (line 2) will be randomly sampled, and the
middle portion of intersections S[T] (line 3) will be selected. With the middle segment
of the trajectory and the intersections, the next step is to calculate the frequency of cars
visiting each intersection. It returns the intersections list I, sorted by frequency in
descending order (line 4). The next step is to re-calibrate the If,,, position according to
the intersections on the road generating the mix-zones candidates M Z (line 5). Finally,
it must remove mix-zones that overlap in terms of space resulting in a mix-zones set M

(line 6).

Algorithm 3: FPMT algorithm. Algorithm 4: DBSP algorithm.
Data: Trajectory Dataset D; City Map Map Data: Trajectory Dataset D; City Map Map
Result: Mix-zones set M Result: Mix-zones set M

1 I < loadIntersections(Map); 1 T « getTrips(D);

2 T « getTrips(D); 2 SP + getStayPoints(T,r,t);

3 S« getMiddleSegments(T); 8 SPciist « getClusteringDBSCAN (SP);

4 Ifreq + freqCarsOnIntersections(S,I); 4 Crentroid  getCentroids(SPciist);

5 MZ < matchPoint(I¢req, Map); 5 MZ < matchPoint(Ceentroid, Map);

6 M < chooseM Z DistanceLimit(MZ); 6 M < chooseM Z DistanceLimit(M Z);

The DBSCAN Stay Points (DBSP) is based on stay points clustering extracted
from trajectories to deploy mix-zones. Stay Point (SP) is a region where an entity stays
for a minimum time interval [233]. The parameters of a SP are the radius 7 (in meters)
of the region and the minimum length of stay ¢ (in minutes). These points are relevant
for detecting many mobility characteristics, such as traffic lights and traffic jams. Fur-
thermore, stay points are commonly used as a substrate for many privacy mechanisms in
the context of location privacy. In LPPM design, stay points are typically used to detect
Points of Interest (Pols) and apply obfuscation methods. Additionally, we can use stay
points for mix-zones placement [32]. This way, stay points bring valuable information
w.r.t. location privacy [261].

The DBSP algorithm (Algorithm 4) has as inputs a trajectory dataset D and a
city map Map. The first step of the algorithm is randomly sampling 7" from D (line
1). Next, it collects the stay points set SP from trajectories (line 2). The stay points

have as parameters the radius r and a minimum length of stay ¢t. Here we use r as 500
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meters (as suggested in [261]) and one minute for collecting the maximum of stay points,
including traffic lights. The next step is to obtain the cluster list S Pgy;s of stay points,
for which we use the DBSCAN clustering algorithm? (line 3). The SPgg is sorted by
descending order of cluster size. We configured the distance between the two samples as
100 meters for the clustering process. The next step is to get the centroid Cleeptroig from
SPeuist (line 4). Then, the algorithm re-calibrates the Ceeptroia position according to the
point on the road generating the mix-zones set candidates M Z (line 5). Finally, it must
remove mix-zones that overlap in terms of space resulting in a mix-zones set M (line 6).

Further to flow-based and clustering algorithms discussed above, we can use al-
ternative positioning algorithms, such as those based on genetic algorithms, simulated
annealing, or bio-inspired algorithms like ant-colony optimization [208, 267]. Because the
positioning corresponds to an independent module and the AQ framework works like a

complementary process for selecting already positioned mix-zones.

6.5.2 Definition of Time Window

I dawn [ morning I afternoon I night

_ ! R 100
E % + o 1t E 3 = a
< 80 i * 260 |, E 80
o £ =~
@ 70 i - —= ‘", Y 60
a ‘ . 6 40 * g *
, 60 & 8 & a0
=4 5 o
© 50 = 20 )
W n a 20
240 2 =]
= =
= 10 ' =0 ] 0
Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fi Sat Sun Mon Tue Wed Thu Fri Sat Sun
weekday weekday weekday

(a) Trips’ Average Speed (TAS) (b) Trips’ Duration (TDu) (c) Trips’ Distance (TDi)
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Figure 6.3: Visits per Location (VL) per day periods.

We consider the concept of the time window to identify differences in mobility

behavior due to temporal aspects, assuming that the population inside each window will

https://scikit-learn.org/stable/modules/generated /sklearn.cluster. DBSCAN.html
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behave differently according to the traffic conditions. The division into four periods
enables us to aggregate the trips in intervals that well represent the variation of the
traffic intensity in the city in periods such as peak times or not [268]. For this, we
evaluated four metrics: TAS, TDu, TDi, and VL and the results can be seen respectively
in Figures 6.2a, 6.2b, 6.2¢, and 6.3. In addition to the daily time window, we split our
analysis into weekdays, allowing us to compare with the distributions in the other periods.
We used a sample of seven days, from Monday to Sunday — this sampling corresponds to
30% of the dataset with 1,982,509 GPS records generated by all cab users. It also starts
on the first business day of the week.

For TAS (Figure 6.2a), the increase in traffic during working hours will lead to
slower average speeds, which can be noticed by lower medians for morning and afternoon
periods in comparison with dawn and night. Similarly, TDu (Figure 6.2b) varies according
to the time window, which can be evidence for different trip purposes (work or leisure, for
example) as well as evidence of traffic increasing the overall duration of trips. Finally, TDi
also varies during the time window for the same reasons, that is, different trip purposes
and drivers taking detours and other routes in an attempt to avoid traffic (Figure 6.2c).

Regarding the VL metric (see Figure 6.3), there is a similarity between the VL
distributions of the same day period on four different days. For example, at night, the
VL distribution curve presents many locations with few visits (when cab drivers are at
home or in the taxi parking lot). In contrast, during daytime periods, the VL tends to
be uniform, where cabs are distributed throughout the city, e.g., cab points, parking lots,
and cab trips. At dawn, the VL tends to be more uniform due to the reduction of vehicles
in circulation. The results show that each time window presents particular behaviors due
to temporal effects, such as traffic volume and trip purposes. Thus, to evaluate mix-
zone performance in every different scenario, we apply, in our analysis, the defined time
window W of four periods: dawn with a period between 00:00:00 and 05:59:59, morning
with a period of 06:00:00 to 11:59:59, afternoon from 12:00:00 to 17:59:59, and night from
18:00:00 to 23:59:59.

6.5.3 Mix-zone Characterization

After we positioned the mix-zones with the positioning algorithms, we anonymized
the dataset D with them. Figure 6.4 depicts the mix-zones metrics of mix-zones positioned
with FPMT. We note that k is inversely proportional to the AR. For instance, in this
scenario, for £ = 6, we have the highest privacy level, and the re-identification probability
is 1/6 in the worst case. Still, the AR is lowest than & = 2 and k = 4 setups. The
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coefficient of variation (CV) measures the dispersion of a probability distribution used to
identify the percentage of variation about the central mean of a sample. Table 8.1 shows
the coefficient of variation® of vehicles for each mix-zones. We can see that mix6, mix2,
and mix1 had higher variation in the number of vehicles about the central average than
the rest of the mix-zones, with highlight to mix6 with the highest coefficient of variation.
This means that these mix-zones had a larger oscillation of vehicle density over time,
which can negatively impact their anonymization rate, as can be seen in the AR metric
for setups k = 2, 4, and 6 in Figures 6.4b, 6.4e, and 6.4h, respectively.

Figure 6.6 depicts the mix-zones metrics of mix-zones positioned with DBSP. We
note that the mix-zones metrics behaved similarly to those from the mix-zones positioned
with FPMT in which k is inversely proportional to the AR. When k& = 6, we have the
highest privacy level but low AR. Additionally, the AR is lower when k£ = 6 in comparison
to k = 2 and k = 4 setups. Mix2, mix3, and mix5 had a higher variation in the number of
vehicles w.r.t. the central average than all the mix-zones (see Table 6.3). Highlighting for
mix3 and mix5 that the variation of vehicles over time in these mix-zones had a negative
impact on the AR metric in relation to the other mix-zones, as seen in Figures 6.6b, 6.6e,
and 6.6h for the three setups of k.

6.5.3.1 Number of Cars in Mix-zone (NCM)

For each mix-zone, we extracted the NCM metric, which reflected the AR over
time (Figure 6.5a). During the dawn, few taxis traveled in the mix-zones generating lower
AR values (Figure 6.4b). Over time, the volume of vehicles and AR increase during the
morning, afternoon, and night. This behavior is more accentuated for k = 4 (Figure 6.4e).
Mix1, mix2, and mix4 had the highest volume of simultaneous vehicle traffic at noon, with
NCM up to 6, 6, and 12, respectively, producing the highest anonymization spikes. For
mix3, the peak of NCM was at night. However, the AR prevailed in the afternoon. Mix4
has a particular discrepancy of NCM from the others as it is located in the airport region.
The mix-zones mix0, mix3, and mix5 had a higher flow at night, with NCM values of 4,
7, and 5, respectively, and AR in the evening. Mix6, located in the central region of San
Francisco, had little traffic volume with an NCM of 3 vehicles during the dawn, which
is its period of most significant AR. The factors that led the mix-zones to have different
anonymization performances can be related to their positioning along the city, implying

traffic flow and the high number of vehicle trips that start or end within them.

3The coefficient of variation (CV) measures the dispersion of a probability distribution used to identify
the percentage of variation about the central mean of a sample.
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Figure 6.4: (Non) Anonymization and Efficacy of the mix-zones for k = [2, 4, 6] positioned with
FPMT algorithm.

The NCM metric of mix-zones positioned with DBSP (Figure 6.7a) presents be-
havior similar to the FPMT algorithm. During the dawn, the traffic flow of taxis in the
mix-zones generated lower NCM and AR values in any k setup (Figures 6.6b, 6.6e, and
6.6h). The NCM and AR tend to increase during other day periods. For instance, the
periods morning and afternoon of mix2 configured with £ = 2 had more AR than other
periods, with AR of 525 and 468 vehicles (see Figure 6.6b) and the NCM equal to 12 and
11 cars in these respective periods. Mix0, mix2, mix3, mix4, and mix6 had the highest
volume of simultaneous vehicle traffic at noon, with NCM reaching 11, 12, 4, 5, and 6,
respectively, producing the highest anonymization spikes. Except for mix1, which had
the highest AR in the morning, it got around 468 vehicles and NCM equal to 6. Mix2
stood out from the others and is positioned on the 101 expressway near the docks tourist

region.



6.5. Results and Discussion

154

mix0 . mix0
25 ‘ 10 ! ‘
0.0 100 i i
051900 051903 051906 051909 051912 051915 05-1918 05-1921 05-20 00 05-1900 05-1903 05-1906 051909 051912 05-1915 05-1918 051921 05-20 00
mix1 mix1
: ‘ ° ‘
0 1 i | i
051900 051903 051906 051909 051912 051915 051918 051921 05-20 00 ®5-1900 051903 051906 051909 051912 051915 05-1918 051921 05-2000
mix2 mix2
5 10° : ! i ‘
0 el Ml [] [ TITIITA]
051900 051903 051906 05-1909 051912 05-1915 051918 051921 052000 3 '"051900 051903 051906 051909 051912 051915 051918 051921 052000
Q
mix3 ©® mix3
4
14} © 10 ]
5
® E | |
S = 100 | |
051900 05-1903 05-1906 051909 051912 051915 051918 051921 052000 Q 051900 05-1903 051906 051909 05-1912 05-1915 051918 051921 05-20 00
mix4 © mixd
10 S ‘
0 10° i i
051900 051903 051906 051909 051912 051915 05-1918 05-1921 05-20 00 05-1900 05-1903 05-1906 051909 051912 05-1915 05-1918 05-1921 0520 00
mix5 B mix5
5 10 j ‘
. ol M [LTUT] | |
051900 05-1903 05-1906 05-1909 051912 05-1915 05-1918 05-1921  05-20 00 $5:1900 051903 051906 051909 05-1912 051915 05-1918 05-1921 05-2000
mix6 B mix6
25 10
0.0 10° : :
" 051900 051903 051906 05-1909 051912 051915 051918 05-1921  05-20 00 05-1900 05-1903 05-1906 05-1909 05-1912 051915 05-1918 05-1921 05-20 00
time time
(a) NCM (b) ATM for k =2
mix0
10
100 i i |
051906 051908 051910 051912 051914 051916 051918 051920 05-1922
mix1
10° ! ‘
ol : I (110
05-1906 05-1908 05-1910 05-1912 05-1914 05-1916 05-1918 05-1920 05-1922 05-20 00
mix2 . mix0
10° ‘ 10
~ ol ] ; ﬂ 100 i ; ]
4 051906 051908 051910 051912 051914 051916  05-1918  05-1920 0519 06 05-19 08 05-19 10 05-19 12 05-19 14 051916 05-19 18
Q
@ mix3 3 mix1
o 10 10 T
S el ] ] — el ] i
0 051906 05-1908 05-19 10 05-1912 05-1914 05-1916 05-1918 05-1920 051922 052000 & 05-19 06 05-19 08 05-19 10 05-19 12 05-19 14 051916 05-19 18
2 @
g mix4 @ ) mix2
10 © 10 T
‘ ‘ £
1o i ] S ol i i
05-19 04 05-19 06 05-19 08 05-19 10 05-19 12 05-19 14 05-19 16 05-19 18 05-19 20 05-19 22 05-20 00 ﬂ>.) 05-19 06 05-19 08 05-1910 05-19 12 05-19 14 05-19 16 05-19 18
. mix5 S . m‘|x3 :
10 ! ! ‘
o | | i 1 N (]
05-1906 051908 05-1910 05-1912 05-19 14 05-1916 05-1918 05-1920 05-1922 05-20 00 05-19 06 05-19 08 05-19 10 05-19 12 05-19 14 051916 051918
mix6 mix4
10° ‘ 10* ! ; ‘
o [ HE N | [ OO 0 [
0519 06 05-19 08 05-19 10 0519 12 05-19 14 05-19 16 051918 051900 051903 051906 051909 051912 051915 051918 051921
time time

(c) ATM for k=4

(d) ATM for k =6

Figure 6.5: NCM and ATM for mix-zones positioned with FPMT algorithm.

6.5.3.2 Flow Quality Metrics in Mix-zones

The flow quality metrics in mix-zones, are composed of the Interval of Arrival

Time between Cars on Mix-zones (ITM), the Interval of Departure Time between Cars
on Mix-zones (IDM), and the Number of Trips Completed within the Mix-zone (NTC).
Regarding ITM and IDM metrics for mix-zones positioned with FPMT, it is possible to

capture the anonymization in the mix-zones over time. In the dawn, the ITM and IDM

averages (Figures 6.8a and 6.8b) and NAR (Figure 6.4a) are significant in all mix-zones,
while the AR (Figure 6.4b) and ME (Figure 6.4c) are low. For the rest of the day, the

ITM and also IDM average is twice lower than dawn, and the curve is crescent per period,
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Figure 6.6: (Non) Anonymization and Efficacy of the mix-zones for k = [2, 4, 6] positioned with
DBSP algorithm.

representing a significant probability of anonymization. For instance, for mix0, the I'TM
average per period is 92.25, 33.89, 39.00, and 54.98, and the IDM is 105.98, 35.77, 36.56,
and 52.84 while the ARs are 171, 425, 367, and 267 for dawn, morning, afternoon, and
night, respectively. The mix6 is less likely to anonymize the vehicle because it has low
and sparse vehicle traffic than the other mix-zones and performs better during dawn.

Figure 6.8c presents the relation between IDM and ITM, Z;,. The results were
normalized with min_max for better visualization. We can note that the dawn period,
rather than other day periods, can represent that more vehicles enter and leave the mix-
zones. Then it can affect the anonymization performance of the mix-zone. For instance,
mix0, mix3, mix5, and mix6 had Z; above 0.7 in the dawn periods; we can note that for
these periods was low to AR, ME (Figure 6.4) and NCM (Figure 6.10). In contrast, in
the periods of Z, near zero, we had a high AR, such as the afternoon period for mixO0,
mix1, mix2, mix3, mix4, and mix6.

The I'TM and IDM of mix-zones deployed with DBSP presented the same behavior
that mix-zones positioned with the algorithm of FPMT (Figures 6.8e and6.8f). Specifi-
cally, the ITM and IDM rates in the dawn are at least twice as high as the other periods,
indicating low vehicle flow, AR, and NCM (Figure 6.7a). For instance, for mix3, the
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Figure 6.7: NCM and ATM of mix-zones positioned with DBSP algorithm.

ITM average per period is 431.63, 82.46, 73.33, and 139.91, and the IDM is 486.82, 98.05,
67.36, and 133.25, while, the ARs with &k = 2 are 14, 100, 113, and 73 for dawn, morning,
afternoon, and night (Figure 6.6a), respectively.

The ratio between IDM and I'TM, called Z,, showed behaviors of the mix-zones that

the coverage metrics cannot detect. For instance, the possibility of vehicle concentration

and traffic jams within the mix-zone over time. The Z; near to one may suggest a large

concentration of vehicles in the mix-zone region, an indication of a traffic jam. Or even

the vehicles are parked and are not leaving the mix-zone, which are likely not to be

anonymized, such as in the dawn to mix3 and mix5 positioned with FPMT (Figure 6.8¢c)

and mix0 placed with DBSP (Figure 6.8g). Particularly, mix0 is positioned at a point of

taxi inside the airport and has greater inflow than outflow of vehicles within the mix-zones
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Figure 6.8: ITM, IDM, its ration normalized, and NTC of mix-zones positioned with FPMT
and DBSP algorithms.

in dawn and morning. Taxis tend to park, and consequently, they are not anonymized.
The high NAR in the mix0 identifies this about the other mix-zones (Figure 6.6). In this
case, the Z, of mix0 is 70%, 30 % at dawn and in the morning, indicating this behavior
and showing the low AR and ME about the other mix-zones. The hypothesis of vehicle
concentration can be evidenced with the NTC metric.

The NTC identifies mix-zones that vehicles terminate their trips inside of the
mix-zones and are not anonymized. For instance, mix0 positioned with DBSP inside the
airport had the highest NTC in all periods than the others, with a peak at the noon period
(see Figure 6.8h). Similarly, the mix4 positioned with FPMT had the highest NTC in
all periods than the other mix-zones, with a peak at the noon period (see Figure 6.8d);
however, mix4 had the best performance of AR and ME equal 481 and 93% with k = 2
setup, including compared with mix0 that had NTC equals to 0. A point to be taken
into account is that two mix-zones close to each other, positioned by different positioning
algorithms, can have different performances. For instance, the mix4 positioned with
FPMT and the mix0 placed with DBSP stay in the international airport and have different
AR and ME. This discrepancy is because mix4 was positioned in the airport portal, while
mix(0 was positioned inside the taxi stop point. The mix4 has the advantage that vehicles
cross it and thus generate anonymity. As for mix0, the vehicles end their trips within the
mix-zone, so they are not anonymized, affecting the performance of AR and ME, as seen
in Figures 6.4 and 6.6. This fact is related to the mix-zone’s anonymization policy. Mix-
zones can be designed to anonymize when the vehicle enters or goes out of the mix-zones.
In our algorithm, the mix-zones anonymize when the vehicles go out of them, generating

this discrepancy between AR and ME.
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6.5.3.3 Activation Time of the Mix-zone (ATM)

We perform two analyses in the ATM metric for each positioning algorithm to un-
derstand the anonymization quality. The first analysis explores the relationship between
ATM and anonymization over time (ATM vs. Anonymization). In the second analysis, we
verify the relationship between ATM and different privacy levels for choosing good-quality
mix-zones on anonymization (ATM vs. Privacy).

The ATM vs. Anonymization analysis naturally can raise questions such as:

e What is the ATM over the time in which the anonymization is performed?
e Are longer-duration ATMs more efficient than shorter-duration ATMs in terms

of anonymization?

e Or are short ATMs close to each other better for anonymization?

To answer these questions, we observe mix-zones set up with the same k and verify
that ATM follows the anonymization behavior over time through the ME metric.

For mix-zones positioned with FPMT algorithm, setup with k£ = 2 (Figure 6.5b)
presented the best anonymization performance, with mix0, mix1, mix2, mix3, and mix4
anonymized more than 400 vehicles in at least one period of the day (Figure 6.4), with
ME rates above 90% and high ATM, except for the mix6 that has low traffic. MixO0,
mix1, mix3, and mix4 had the highest values of ATM with 3512 secs (morning), 7207 secs
(morning, afternoon), 44916 secs (morning, afternoon, night), and 50181 secs (morning,
afternoon, night). In these periods, the AR and ME peaks were, respectively, 425 and
78% to mix0; 426 and 77% to mix1; 551 and 100% to mix3; 481 and 93% to mix4. The
morning and afternoon periods got the highest AR of trajectories and their ME. Different
from mix3, mix6 had anonymization peaks in the periods (afternoon, night) and (morning,
night). We can observe that the number of ATMs per period tends to follow the ME and
the AR. For example, the highest ME per period for mix1 and mix2 are the morning and
afternoon periods, with more ATMs. Another note is that long ATMs are more efficient
than short ATMs close to each other. In particular, mix3 and mix4 present 100% ME
during periods with an ATM of 44916 and 50181 secs of duration, involving the morning,
afternoon, and night periods. Even mix5 is more effective in the night period, in which
the longest ATM prevails (9083 secs), compared to other short and adjacent periods, such
as ATMs in the afternoon or morning.

In ATM vs. Privacy analysis, we focused on the variation of the k parameter
to understand the behavior of ATM with different privacy levels. We expect that the
anonymization quality can be measured when a mix-zone has long ATMs or a mix-zone
has ATMs, even with the upward variation of k. For this, we perform two investigations

in ATM vs. Privacy analysis. In the first one (ATM vs Privl), we verify the relation
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between ATM, AR, and ME metrics to understand if it is possible to identify mix-zones
that yield good anonymization with the variation of k. For k = 4 setup, the AR, ME,
and ATM were lower than k& = 2 setup (Figure 6.4). However, the privacy levels are
higher than the k£ = 2 mix-zones setup. Likewise, when k& = 2, the ATM k = 4, the ATM
tends to be larger in periods with high efficacy, e.g., in the afternoon at mix3 and mixb5,
respectively. Additionally, the privacy level is inversely proportional to the amount of
ATM (see Figures 6.5b, 6.5¢). For k = 6 setup, mix3 and mix4 are highlighted more than
others, with trajectories anonymized mainly in the afternoon (Figure 6.4h). Also, the
peaks of the ATMs were reduced to 2000 and 5000 secs to mix3 and mix4, respectively.
Also, mix5 and mix6 disappeared because no trajectory was anonymized (Figure 6.5d).

In the second analysis of ATM vs. Privacy (ATM vs Priv2), we explore ATM
behavior in re-identification attacks as defined in Section 6.4.4. We used the sampling
of the 19th day of mobility data that was anonymized by mix-zones varying k with 2, 4,
and 6 (Figure 6.11a). We show that mix-zones with high & (such k& = 6) and some ATM
values present low TMA, e.g., mix2, mix3, and mix4. In contrast, the mix-zones that do
not have ATM present high TMA, such as mix5 and mix6. Another point to note is that
mix5 and mix6 have a higher TMA for k = 4, k = 6 than for k = 2. This occurs because
the vehicle flow is more sparse in these mix-zones, as evidenced by the high I'TM average
(Figure 6.8a). Furthermore, as k increases, AR and ME decrease significantly. Under
these conditions, for £ = 6, the chances of anonymization are lower than k£ = 2, which
results in a higher TMA for k = 6.

The ATM metric for mix-zones positioned with DBSP presented a similar behavior
in the periods as FPMT, e.g., the dawn had few ATMs and had low AR and ME, and
along the day periods, the ATM, AR, and ME tended to increase. However, mix-zones
positioned with DBSP had an inferior performance than FPMT in AR and ME. For
instance, k = 2 (Figure 6.7b) presented the best anonymization AR performance than
other setups, with just mix0, mix1, mix2, and mix6 anonymized more than 200 vehicles
in at least one period of the day (Figure 6.6), with ME rates above 53%, 86%, 95%, and
74%, high ATM, except for the mix3, mix4, mix5 that has low traffic 598, 608, and 340
vehicles in all day, respectively. Mix0, mix1, and mix2 had the highest values of ATM
with 14390 secs, 7253 secs, and 14447 secs (all starting in the morning), and AR equal
to 224, 468, 525, and ME equivalent to 41%, 86%, 95%, respectively in corresponding
periods. One fact is that a long ATM does not always mean better AR performance. For
example, the longest ATM of mix4 is at noon with 4053 (Figure 6.7b), and the peak of
the AR occurs in the morning with 134 vehicles (Figure 6.6). On the other hand, many
ATMs with less time and close to each other are slightly lower than long ATMs, as at
night for mix0 and mix3 protected with & = 2, which had this behavior and AR of 167
and 73.

The ATM vs. Privl analysis for mix-zones positioned with DBSP also had be-
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havior similar to FPMT case. Although, k = 4 setup, the AR, ME, and ATM were lower
than k& = 2 setup (Figure 6.6), the privacy with k& = 4 is higher than k& = 2. Like this
k = 2, the ATM with k£ = 4 tends to be large in periods where efficacy is high, such as
in the morning at mix2. Additionally, the privacy level is inversely proportional to the
number of ATM (see Figures 6.7b, 6.7¢, and 6.7d).

The ATM vs. Priv2 analysis to mix-zones positioned with DBSP also presented
a similar behavior to the mix-zones positioned with FPMT. A high k, such as k = 6,
and some ATM values present lower TMA than k£ = 2, e.g., mix0, mix1l, and mix2
(Figure 6.11d). In contrast, the mix-zones that do not have ATM present high TMA,
such as mix5 and mix6 configured with £ = 6 (Figure 6.7). Different from FPMT case,
the mix-zones deployed with DBSP and configured with £ = 4 had the best performance
against attacks than other k setups, as we can see for mix(, mix1, mix2, mix3, and mix4.

Finally, with k variation and with ATM, it is possible to elect the mix-zones not just
considering traffic flow but also activation time, yielding anonymization quality. Zones

mix4, mix3, mix1, and mix(0 present better anonymization quality than other mix-zones
candidates.
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Figure 6.9: CODU metric and WS of the (non)anonymized data for mix-zones with k = (2,4, 6),
positioned with FPMT and DBSP algorithm.
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6.5.4 The Utility of Anonymized Data

The results for CODU metric of anonymized data with mix-zone positioned with
FPMT, seen in Figure 6.9a, show the collateral effects of anonymization. In all privacy
settings, the number of user pairs that made contacts with a duration close to zero in-
creased from 10° to 10%. Also, when k = 2, there is a higher distortion to the original
dataset than other setups pair, in which the contact duration of 60000 ms had an up from
102 to 10°. The k4 and k6 had a high distortion but in fewer pairs of contacts, from 103
to 10

The CODU metric for mix-zone positioned with DBSP also had a higher distortion
than FPMT, case as shown in Figure 6.9b. In all privacy settings, the number of user pairs
that made contacts with a duration close to zero increased from 10° to 10°. Furthermore,
for k2, there was a significant increase in the number of pairs, from 10® to 10°, with a
contact duration of up to 70%. This behavior can also be observed in k4, but in smaller
pairs of contacts, from 10% to 10*. Finally, in the k6 the curve follows the noanon more
than other anonymization setups, starting with 10* pairs of contacts until 10000 secs and
finishing with 10? pairs of contacts with duration up to 70000 secs.

For the WS metric for the CODU, the non-anonymized trajectories were far from
all k value anonymization settings in FPMT algorithm (Figure 6.9c). As a result, the
utility had a high distortion of the anonymized dataset about the original trajectories.
The significant distortion from the original dataset was k = 2 setup, with WS equal to
0.11 (pair < noanon, k2 >). The k = 2 was the second with significant distortion, and
the WS got 0.067. The k = 6 setup had less than all setups with WS 0.025. The pair
< k4, k6 > had a minor divergence regarding protected data. Both distributions smoothly
tended to have many pairs of contact, few duration.

In contrast to FPMT case, CODU for mix-zones positioned with DBSP had less
distortion of the anonymized dataset from the original dataset (Figure 6.9d). The signif-
icant variation was k = 2, with WS 0.087 (pair < noanon, k2 >). On the other hand, the
k = 6 had minor distortion, possibly indicating high utility with a WS of 0.005. Regarding
WS between the protected datasets, the pairs < k2, k6 > and < k4, k6 > had significant
and slight divergence, with WS equal to 0.082 and 0.021, respectively.
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Figure 6.10: Anonymization Quality (AQ) of mix-zones positioned with FPMT and DBSP.

6.5.5 Anonymization Quality (AQ)

This section presents the results obtained from the analysis of the AQ for the mix-
zones positioned with the FPMT and DBSP algorithms. In particular, we present an
analysis of the behavior of AQ regarding mobility data protection, privacy attack, and

the utility of anonymizing data.

6.5.5.1 AQ Analysis of Mix-zones Positioned with FPMT

The highest AQ of mix-zones positioned with FPMT algorithm for k = 2 were the
mix3 and mix4, mainly at noon (see Figure 6.10a). They had high AR, ME, and low
NAR during these periods. This behavior is reflected in the same NCM and ATM metrics
periods, where mix3 and mix4 are highlighted more than others, particularly mix4 got
NCM and ATM up to 12 and 10* secs, respectively. Additionally, the Z, is lower than the
other periods, indicating more vehicles out of the mix-zones than entering it. Although the
mix4 performed better anonymously than other mix-zones, its NTC was high, indicating
that many vehicles concluded their trips within the mix-zone. Some of these vehicles may
not have been anonymized for this; their AQ was penalized and was lower than mix3.

The AQ ranking of mix-zones #TOP3 for k = 2 setups are mix3, mix4, and mixb5.

Mix3 is on the expressway close to a coastal region with a high tourist flow, and mix4 is



6.5. Results and Discussion 163

located at the entrance to the airport. Mix5 on the downtown area and cover the 80th
expressway that connects to Oakland.

Concerning AQ for k£ = 4, the mix-zones mix3 and mix4 also remained in the
afternoon, reaching AQ with a value of 100% and 61%, respectively (Figure 6.10b). The
AQ for these mix-zones converged to the ME, with a value of 80% and 88% for mix3
and mix4, respectively. The mix3 and mix4 in the afternoon had longer duration ATMs,
around 5000 and 7400 secs, than the other mix-zones with 2500 secs (see Figure 6.10).
The ITM and IDM for mix3 in the afternoon were 38.91 and 35.60 secs (see Figures 6.8a
and 6.8b), respectively. While for mix4, the ITM and IDM were 38.22 and 34.47. For both
mix-zones, they had an Z; near to zero representing good vehicle flow in these mix-zones
(see Figure 6.8¢). The other mix-zones obtained an AQ above 20%), highlighting the mix5
with a peak AQ of 48% in the afternoon.

In the k£ = 6 setup, the afternoon period had the best performance, in this time,
mix4 performed better than the other mix-zones due to the high volume of traffic at the
airport with AQ equal to 85%, followed by mix3 and mix0 with AQ of 35% and 25%,
respectively (see Figure 6.10c). Following the result for the mix-zones metrics in the same
period, the best ME scores for mix4 and mix3 were 73% and 16% in the afternoon. For
the quality metrics, mix4 and mix3 had ATMs of 5433 and 1790 secs. On the other hand,
mix5 and mix6 had the AQ zero because these mix-zones did not have the ATMs even
with Z; and NTC near to zero (see Figures 6.8c and 6.8d).

One of the issues with mix-zones is their resilience: The mix-zones behavior in the

face of different levels of privacy. So, naturally, the questions arise:

[. What are the mix-zones that present better stability with the variation of k7
II. What mix-zones present better stability in periods of the day?

ITI. Which mix-zones perform best at all possible k setups?

These are pertinent questions linked to the mix-zones’ performance aspects over
time. We made the analysis 1 (Anl) to answer questions I and II. Specifically, we verify
the mix-zones performance concern k setup variation per period. Then, for each mix-zone,
we calculate the average per period between setups k = 2,4, and 6, avgAQ—246. Finally,
the highest avgAQk=24 is selected as the mix-zones and period with more performance
against the k variation.

To answer question III, we made the analysis 2 (An2), in which we calculate the

weighted average for each mix-zones, where each weight is a k value as

D ieqo,a6) WhivgAQki

Zie{2,4,6} Wi 7
where avgAQy; is the AQ average of mix-zones of all periods for a ki setup i € {2,4,6},
and Wy, Wiy, and Wy are the weights of & = 2, 4, and 6, respectively. The high

avgAQau, is the mix-zones that perform best at all possible & setups.

CWQAQazzk =
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Table 6.4: AQ weighted average (avgAQqu,) for mix-zones positioned with FPMT and
DBSP.

Name avgAQau, for FPMT avgAQ.u, for DBSP
mix0 0.1007253185 ‘ 0.3610248048
mix1 0.1054977890 0.2183576170
mix?2 0.0784483852 ‘ 0.4551782232
mix3 0.2431063586 0.0508220354
mix4 0.3648428612 ‘ 0.1275244962
mixH 0.0915499554 0.0329825509
mix6 0.0143782553 ‘ 0.0744508244
‘ avg[AQmix] ‘ 0.1426498462 0.1886200789 ‘

In the Anl, denoted in Figure 6.10d, the AQ for the afternoon prevailed for all
mix-zones and showed significant AQ variation between periods. Mix4, mix3, and mixb
had the highest AQ averages in the afternoon with values of 0.79., 0.75, and 0.25. A point
to be noted is that mix1 presented the lowest AQ variation in three periods, suggesting
a linear activation flow for the morning, afternoon, and night periods. So mix1 tends to
perform better than mix5. This linearity is also noticed in the ME metric (Figure 6.4c) for
these periods in the £ = 2 setup. Finally, mix4, mix3, and mix1 perform better per period
and k variation. In the An2 (see Table 6.4), mix4, mix3, and mix1 were highlighted more
than others with more performance over the mean all possible k& setups, with avgAQa,
of 0.36, 0.24, and 0.10, respectively.

6.5.5.2 AQ Analysis of Mix-zones Positioned with DBSP

The four mix-zones positioned with DBSP algorithm for £ = 2 with the highest
AQ peak in a period where the mix0, mix2, mix1, and mix6 with AQ equal 47%, 44%,
41%, and 37% in the periods afternoon, morning, morning, and afternoon, respectively
(Figure 6.10e). These periods had high AR, ME, and low NAR (Figure 6.6). For instance,
mix0, mix2, mix1, and mix6 had ME peaks to 46%, 95%, 86%, and 74%.

Concerning the quality metrics, AQ also follows the NCM and ATM curve for all
periods (see Figure 6.7). For instance, the AQ for mix2 in the dawn is 14%, we have a
lower value of NCM and ATMs values of 3 vehicles and 3046 secs for the same period,
while in the morning, the metrics curve tends up to AQ equal 44%, NCM equal 12 and
ATM equal 3593 secs, having climbed in the afternoon with ATM equal 14447 secs, NCM
similar 12, and AQ equal 27%. At night, AQ is up to 37%, following NCM and ATM
equal 11 and 3476 secs. We can also observe this AQ behavior in specific periods in all
mix-zones.

A point to note is that although the mix0 is positioned in the taxi stop inside the
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SE airport, a region with vehicle volume, and has the number and duration of ATMs
(represented by ¢ in function AQ) higher than all mix-zones, it had no so good perfor-
mance with lower AR, ME, and a high NAR than mixl and mix2. AQ captured this
behavior, which showed this degradation. The mix0 is justified because it had a NTC
higher than all mix-zones (see Figure 6.8h), with a peak of 100 in the morning, which
means a significative number of vehicles have completed their trips inside mix-zones and
could not be anonymized, so the AQ score was penalized.

The ranking of mix-zones #TOP3 that had more AQ average for k = 2 setups
were mix2, mix0, and mixl with average AQ of 30%, 27%, and 24%. The average AR
and ME for mix2 were 359.5 and 83.2%, mix0 were 166 and 41.3%, and mix1 had 321
and 75.7%. Mix2 is on the expressway close to a coastal region with a high tourist flow.
MixO0 is located inside the SF airport. Mix1 is located in a return of Expressway 101 near
the downtown.

In the AQ analysis for & = 4, the #TOP3 ranking as £ = 2 was maintained to
mix2, mix0, and mix1 with average AQ equal 30%, 27%, and 24.6%, respectively, with
peaks at morning AQ = 51%, 45.9%, and 63% for each mix-zone (Figure 6.10f). Also,
the AQ followed the coverage metric, such as the ME for mix2, mix0, and mix1 were
39.8%, 30.7%, and 11%. Concerning the AQ vs. ATM, the mix0 had a higher number
and duration, which favored the first position of mix2 at the top, with average ATMs
with 1920.58 secs, against 1759.58 secs of mix0 and 1708.4 secs of mixl. Mix3, mix5,
and mix6 had lower AQ and ME, with AQ peaks of 12%, 9%, and 23%, respectively (see
Figure 6.10f and 6.6f).

In the k = 6 setup, just four mix-zones had AQ mix2, mix0, mix1, and mix4 with
AQ peak of 100% in the morning, 79% in the dawn, 39.5% in the dawn, and 38.7% in
the morning and average AQ of 60.5%, 44.7%, 19%, 9.6%, respectively (see Figure 6.10g).
Mix3, mix5, and mix6 did not provide anonymization, and AQ was equal to 0. AQ also
follows the quality metrics, electing the #TOP3 as the three mix-zones like £k = 2 and
k = 4 setups. In the mix-zones election with ATM metric, we achieved the same result of
AQ, where mix2 had six contiguous ATMs between 1600 and 1800 secs, mix0) one ATM
of 3145 secs, and mix1l two ATMs of 1469 (dawn) and 1763 secs (afternoon) as seen in
Figure 6.7.

In the Anl, Figure 6.10h, all mix-zones had high AQ averages during the day
(morning and afternoon). For the morning, it prevailed for mix2, mix1, and mix4 with
AQ averages of 67%, 37%, and 30%, while mix0, mix3, mix5, and mix6 had the high
AQ for the afternoon, with AQ averages of 40%, 15%, 17%, and 20%, respectively. Mix0
showed more significant AQ variation between the periods because mix0 deployed inside
the airport; it is a region with a high traffic variation over time that affects quality metrics
(see Figure 6.7b). In the An2 (see Table 6.4), mix2, mix0, and mix1 were highlighted
with better performance than other mix-zones, with AQ values of 0.45, 0.36, and 0.21.
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Figure 6.11: AQ, TMA, and WS for mix-zones protected with k = [2, 4, 6] and positioned with
FPMT and DBSP algorithms.

6.5.6 AQ vs. Privacy vs. Utility

This section presents the relation of AQ vs. Privacy vs. Utility for mix-zones posi-
tioned with the FPMT and DBSP algorithms. In this analysis, we explore the capacity of
identifying the best k setup to maximize quality and privacy without affecting the utility
of the trajectory data. Recall that TMA € [0,1] is average of Trajectory Matching Ac-
curacy (avgTMA), an attack score where avgTMA equal to 1 is the max attack success;
avgAQ € [0, 1] represents the average of Anonymization Quality, where avgAQ equal to
1 means the max quality; avgWS is average of Wasserstein metric, an utility level of the

dataset where avgWS near to zero is maxing utility.
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6.5.6.1 Anonymization Quality and Privacy

In the AQ vs. Privacy analysis, we explore AQ behavior in re-identification attacks
against mobility data protected with different privacy levels. The goal is to verify its
capacity to identify the best mix-zones against re-identification attacks varying the k
privacy level, see Section 6.4.4.

Figure 6.11a represents the analysis for mix-zones positioned with FPMT. We show
that mix-zones with high AQ, k (such k£ = 6), and some ATM values present the lowest
TMA of all configurations , e.g., mix0, mix1, mix2, and mix4 with 67%, 68%, 66%, and
50% (see Figure 6.11b). In contrast, the mix-zones with AQ equal to zero present TMA
score of 100%, such as mix5 and mix6. High TMA also can be identified by the absence
of ATM (see Figure 6.10).

Another point to note is that mix5 and mix6 have a higher TMA for k =4, k=6
than for £ = 2. TMA difference between setups occurs because the vehicle flow is more
sparse in these mix-zones, as evidenced by the high ITM and IDM averages (Figures 6.8a
and 6.8b). Furthermore, as k increases, AR, ME decreases significantly. Under these
conditions, for k£ = 6, the chances of anonymization are lower than k£ = 2, which results
in a higher TMA for k = 6.

The dataset protected with mix-zones positioned with DBSP had similar behavior
to mix-zones placed with FPMT in terms of AQ and privacy (Figure 6.11d). In which mix-
zones with high AQ (Figure 6.11b) and some ATM present low TMA, e.g., AQ of k =4
setup for mix0, mix1, and mix3 have TMA average of 0.53, 0.68, and 0.67, respectively.
For the mix-zones with AQ equal to zero present high TMA, such as mix5 and mix6 with
k = 6. In both cases of protection that use positioning algorithms, we can observe that

the AQ behavior is inverse to the attack score.

6.5.6.2 AQ vs. Privacy vs. Utility for mix-zones positioned with FPMT

Regarding privacy vs. utility, in the cell [avgWS, avgTMA]| in Figure 6.11c, the
dataset protected with £ = 2 had the highest TMA (avgTMA = 0.86) and data distortion
(avgWS=0.10) of the dataset than & = 4 and k = 6. However, in the k = 4 setup, avgTMA
decays to 0.71, and the utility improved, decaying to 0.06. For k = 6, the TMA rises to
0.74, indicating a greater privacy risk; however, there was less data distortion than k£ = 2
and k = 4 with avgWS=0.02. We must consider the coverage for £ = 6, in which few

vehicles are anonymized (see Figure 6.61). In conclusion, avgWS vs. avgTMA, the best
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choice is the k£ = 4 setup.

In the quality vs. utility analysis, the cell [avgWS, avgAQ)], the k = 2 setup had an
avgAQ intermediary between the setups around 0.15 and a high distortion level possible
with avgWS equal to 0.10. In contrast, the & = 4 had the highest avgAQ=0.21, and the
distortion level decays to avgWS=0.06. k£ = 6 had minimal data distortion (avgWS=0.02)
but had a lower AQ of all setups with avgAQ equal to 0.09. Regarding AQ vs. utility,
the best result is k = 4 again.

In the privacy vs. quality analysis ([avgTMA, avgAQ)] cell), the & = 2 setup pre-
sented worse performance than the other k£ setups regarding privacy. The worst perfor-
mance is because the TMA reached 0.86 and the AQ intermediary of 0.15, but it represents
that the dataset is vulnerable to re-identification attacks. Furthermore, the £k = 6 was
down avgAQ to 0.09, but TMA had reduced to 0.75. On the other hand, the k£ = 4 setup
had a better setup performance - presented good anonymization quality, avgAQ=0.21
against 0.15 of k = 2 and 0.09 of k = 6, and privacy level with avgTMA of 0.71 against
0.86 and 0.75 of k = 2, k = 6, respectively.

6.5.6.3 AQ vs. Privacy vs. Utility for mix-zones positioned with DBSP

In the DBSP algorithm case, privacy vs. utility, depicted by the cell [avgTMA,
avgWS] in Figure 6.11f, the dataset protected with k = 2 had the highest TMA (avgTMA=0.83)
and data distortion (avgWS=0.08) of the dataset than k& = 4 and k& = 6. Nevertheless,
in the £ = 4 setup, avgTMA got 0.67, and the utility improved, decaying to 0.02. For
k = 6, the TMA increased to 0.80, indicating a greater privacy risk; however, there is
a better utility for the data with an avgWS equal to 0.005, meaning little distortion on
the dataset. However, like the FPMT case, the k = 6 setup yields low coverage, and few
vehicles are anonymized (see Figure 6.6). In conclusion, for avgWS vs. avgTMA, the
k = 4 setup is the best choice.

The quality vs. utility, the cell [avgWS, avgAQ)], the k& = 2 setup had the best
avgAQ equal to 0.22, but a high distortion level of 0.06. For k = 4, the avgA(Q slightly fell
concerning k = 2, with an avgAQ equivalent to 0.16. After that, however, the distortion
level degenerated to avgWS=0.02. The setup & = 6 had the minor data distortion possible
but equally low AR and ME (see Figure 6.6); consequently, with the worst AQ of the three
setups, the avgAQ equal 0.19. Regarding quality vs. utility, the best setup is k = 4.

Finally, for the privacy vs. quality analysis (the cell [avgTMA and avgAQ)]), the
k = 2 setup presented better performance than the other k setups regarding quality, with
avgAQ equal to 0.22, but not a good privacy level. The high TMA value of 0.83 indicates
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vulnerability to re-identification attacks. The k = 6 got the lower avgAQ of all setups,
but TMA reduced to 0.80 about & = 2. The setup k = 4, although it had presented a
lower anonymization quality with avgAQ=0.16 than other setups, had the best protection,
which got a privacy level with an avgTMA of 0.67 against 0.83 and 0.80 of £k = 2 and
k = 6, respectively. In conclusion, the £ = 4 setup is the best option for privacy vs.

quality analysis.

6.5.6.4 What is the best Positioning Algorithm?

Choosing a positioning algorithm from a set, based on the trade-off between the
requirements: AQ, privacy, and utility, is a challenging task because it depends on the
user’s objectives who will consume the protected dataset. For example, there are cases
where the priority is the privacy of mobility data, even if it compromises its utility or
vice versa. However, to answer this question (question Q5 denoted in Section 6.3), we
will consider an open data scenario where a mobility dataset must be published to de-
sign dissemination protocols in VANETS, in which it is necessary to maximize the three
requirements: privacy, utility, and anonymization quality [261, 269]. In our case, these
requirements are represented by the minimum of avgTMA, avgWS, and the maximum of
avgAQ), respectively, and it expects that when comparing the two positioning algorithms,
the winner should have the best result between the corresponding cells of Figures 6.11c
and 6.11f. Specifically, for cell [avgWS, avgTMA], we expect the values [minimum, min-
imum]. For cell [avgWS, avgAQ)], we expect the pair [minimum, maximum], and for
[avgTMA, avgAQ)], we expect the tuple [minimum, maximum)].

For k = 2, we can see that DBSP stands out in the three variable analysis cells,
where [avgWS, avgTMA] in relation to FPMT. For the k& = 4, the DBSP performs better
than FPMT in utility and privacy but has lower performance in AQ (see cells [avgWS,
avgAQ)] and [avgTMA, avgAQ)] of Figures 6.11c and 6.11f). Finally, for k¥ = 6, DBSP
performs better than FPMT in terms of AQ and utility (see cell [avgTMA, avgAQ)]) but
performs worse in privacy (see cell [avgWS, avgTMA]). Finally, in this open data scenario,
the results suggest that the DBSP algorithm performed slightly better than FPMT in the
three k setups in at least two guidelines, for example, privacy and utility. However, this is

not a rule, and it is up to the data consumer to define the main guidelines to be adopted.
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6.5.6.5 Expected Behavior of the AQ with Packet Loss and Mix-zone
Radius Tuning

Packet loss in VANETS is a critical aspect that we must consider and will undoubt-
edly impact the behavior of AQM. Many aspects of the architectural viewpoint must be
analyzed. In this section, we discussed the expected behavior of AQM in a VANET en-
vironment with packet loss in a V2X communication. Specifically, the communication
between a vehicle and the RSU (see Figure 2.17b) in a Dedicated Short Range Commu-
nication (DSRC) Protocol architecture [270].

Based on the layered architecture of DSRC protocol, the AQM stays in the appli-
cation layer having the TCP or UDP as the subjacent transport layer. Let a scenario of
packet loss in a V2X communication between a vehicle and RSU. If AQM is over TCP,
the TCP itself can handle the packet loss with retransmissions of the location points.
However, AQM is over UDP; certainly, we have packet loss, and we must consider three
scenarios. The first and worst scenario is when the mix-zone does not detect the cars
through for it. In this case, the ATM metric tends to zero, so it is expected that AQ
tends to zero too, although having cars crossing mix-zone M. The second scenario occurs
when cars send packets to RSU when entering M, and packets are lost when cars are out
of M. In this case, although they have high ATM and NCM, in contrast, it expects that
AQ will be penalized because Z, and NTC can be high too. After all, the behavior is
conducted by the cars that end their trips at M. Third scenario is when cars send packets
to RSU when staying inside at M. In this case, the M will detect the cars and work
normally; ATM and NCM are high, but Z, and NTC are low; consequently, AQ will be
higher than in previous scenarios.

Another factor that can impact the AQ is the mix-zones radius. Likewise, the
privacy level k, the radius, is a factor for coverage of the mix-zones and can also impact
AQ. For example, for the ATM metrics, part of the AQ function, with a mix-zone set
up with little radius, is more likely that ATM is low too, the reason of coverage area is
reduced. So, we will expect to have a smaller AQ. In contrast, with a significative radius

coverage, we expect to be a high ATM.

6.5.7 Lessons Learned

We learned some lessons from the analysis of Anonymization Quality in finding

the answer to questions of Section 6.1. The answer to question Q1 is that more than the
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traffic flow is needed to elect mix-zones. The positioning algorithms analyzed here have
the principle of selecting mix-zones by higher traffic in descending order. So technically,
mix0 has more traffic than mix6. However, we have shown that certain mix-zones that
were not the first can perform better than the one with the highest traffic, and this one
has a high AQ. For example, mix3 and mix4 positioned with FPMT performed better
than their predecessors mix0, mix1, and mix2. This fact is also evidenced in the case of
DBSP in which mix2 obtained a better performance and AQ than mix0 and mix1.

The answer to question Q2 is the nearby mix-zones may have different behaviors
and AQ. For instance, mix4 deployed with FPMT, and mix(0 positioned with DBSP.
Although both are in the airport region, they perform differently. Mix4 is located on the
access road to the airport where taxis cross and has high AR and ME. Mix0 is located
inside the departure and arrival areas where taxis end their trips, and consequently, they
are not anonymized and have a lower AR and ME than the other mix-zones. AQ could
detect and consider such situations, including performance variation over time in both
cases.

In response to question Q3, AQM and the analysis of its quality metrics identified
subtle behaviors of the mix-zones over time, situations in which conventional metrics
cannot measure. As is the case with the mix-zones close to the San Francisco airport
positioned with FPMT and DBSP.

Concerning question Q4, to perform anonymization quality, mix-zones need a good
traffic flow, an Inflow equal to or less than the outflow of vehicles, with little retention of
vehicles inside it, and that anonymizes when activated over time. Mix4, mix3, and mix1
positioned with FPMT are examples of AQ with the best performance per period and &
variation, as evidenced by the AQM.

Regarding question Q5, the AQM framework could identify the positioning algo-
rithm that had a better performance from the trade-off between the AQ vs. Privacy vs.
Utility requirements, such as having elected the DBSP as the more acceptable position-
ing algorithm. However, we must consider the dataset’s customer goals and, from this,
deliberate about the main requirements to be adopted of him.

About question Q6, the Anonymization Quality is a new perspective on how we see
anonymization. Here we explored their potentialities with positioning algorithms and the
election of potential mix-zones. However, many other applications can use the AQM. For
instance, in the smart mobility context, the AQM can be used for online monitoring of
mix-zones helping the operator to discover and enable mix-zones with good performance
and disable mix-zones with not a good performance at certain times of the day. Also,
verify if a mix-zone is working well. Furthermore, in the open data context, AQM can
verify the data quality regarding anonymization quality, privacy, and utility in publishing
trajectory data.

Finally, the lessons we learned from the analysis with mix-zones metrics were:
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e NCM is proportional to the AR and ME, as k increases. Because if k is low, more
chances of NCM over time are higher than k. Thus, more vehicles pass by the mix-
zone and are anonymized, yielding high AR and ME rates. In contrast, if £ is high,
it is likely to have a low AR and ME because it has more chances that NCM is less

than k. Nevertheless, the data are anonymized and have a high privacy level.

e ITM, IDM, and NTC are inversely proportional to the anonymization likelihood.
If we have an I'TM and IDM high, it indicates that the vehicles are coming in and
out of the mix-zone in the sparse time of each other. This can mean vehicle traffic
(NCM) is lower than k; consequently, no anonymization occurs. A high NTC means
a high vehicle concentration inside the mix-zone, and they are not outing it. So if
the pseudonym change policy is used when a vehicle goes out of the mix-zone, no

anonymization occurs, too.

e For AR, the longer ATMs are better than shorter and adjacent ATMs, which in turn
is better than short, scattered ATMs. Longer ATMs are the best for anonymization
because they attend the condition NCM > k for a high time interval that enables
anonymization. The adjacent ATMs mean NCM > k but shorter than longer ATMs
periods indicating less anonymization likelihood. Finally, scattered ATMs is the
situation in which we have NCM > £ of less period of all ATM types indicating the

lowest anonymization likelihood.

e How much increase value of k, the value of ATM decrease. Because the higher the &,
the lower are chances of satisfying the condition NCM > k that impacts the ATM,

having less likelihood of enabling the mix-zone for anonymization.

e Given the k£ vs. NCM, ITM, IDM, NTC, and ATM analysis, it is possible to elect
mix-zones with good privacy level, anonymization rate, and activation time about

the candidates. These metrics are a fundamental pillar of anonymization quality.

e AQ showed a new perspective on anonymization based on the operating principles
of mix-zones, reflecting its performance over time in terms of quality, privacy, and

utility.

6.6 Concluding Remarks

In this chapter, we investigated the anonymization quality in the context of mix-

zones. We raised gaps in mix-zones approaches and questions about how the literature
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addresses these issues. We noticed that mix-zones that use just the traffic flow information
are insufficient to achieve the anonymization quality. For this purpose, we proposed an
anonymization quality framework and the quality metrics Number of Cars in Mix-zone,
Interval of Arrival Time between Cars on Mix-zones, Interval of Departure Time between
Cars on Mix-zones, Number of Trips Completed within the Mix-zone, and Activation Time
of the Mix-zone. We conducted experiments with a cab mobility dataset and two position-
ing algorithms to explore the potentialities of the anonymization quality to elect mix-zones
that do not consider only the traffic but its operating requirements, too. Furthermore, we
explored the relationship of anonymization quality with coverage, privacy, and utility in a
cab mobility dataset. The results enabled identifying particular anonymization concerns
that coverage metrics cannot identify. Additionally, the framework enabled the selection
of mix-zones that yield data anonymization considering the quality, privacy, and utility
analysis. To our knowledge, this is the first study that analyzes mix-zone coverage and
quality metrics to observe the anonymization quality. Anonymization quality will serve as
a base for developing dynamic and more robust anonymization approaches family. For in-
stance, for mix-zones positioning and selection algorithms, LPPMs based on k-anonymity
and pseudonyms swap do not just consider the traffic flow.

In the next chapter, we explore a new perspective on the utility of anonymized
mobility data for smart cities. To this end, we propose a framework for identifying the
best smart city domains, applications, and services that best leverage anonymized mobility
data.
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Chapter 7

Utility Analysis of Anonymized
Mobility Data for Smart City
Applications

When designing smart cities’ building blocks, mobility data plays a fundamental role in
applications and services. However, mobility data usually comes with unrestricted loca-
tion of its corresponding entities (e.g., citizens and vehicles) and poses privacy concerns,
among them recovering the identity of those entities with linking attacks. LPPMs based
on anonymization, such as mix-zones, have been proposed to address the privacy of users’
identities. Once the data is protected, a comprehensive discussion about the trade-off
between privacy and utility happens. However, issues still arise about the application
of anonymized data to smart city development: what are the smart cities applications
and services can best leverage mobility data anonymized by mix-zones? In this chapter,
we propose the Utility Analysis Framework of Anonymized Trajectories for Smart Cities-
Application Domains (UAFAT) to answer this question. This characterization framework
measures the utility through twelve metrics related to privacy, mobility, and social, includ-
ing mix-zones performance metrics from anonymized trajectories produced by mix-zones.
This framework aims to identify applications and services where the anonymized data
will provide more or less utility in various aspects. The results evaluated with cabs and
privacy cars datasets showed that further characterizing it by distortion level, UAFAT
ranked the smart cities application domains that best leverage mobility data anonymized
by mix-zones. Also, it identified which one of the four case studies of smart city appli-
cations had more utility. Additionally, different datasets present different behaviors in
terms of utility. These insights can contribute significantly to the utility of both open and
private data markets for smart cities.

This chapter is organized as follows. Section 7.1 brings an introduction and mo-
tivation to discuss the utility of anonymized mobility data by mix-zones for smart city
applications and services. Sections 7.2 and 7.3 present the related studies and describe
concepts essential to the utility of anonymized mobility data, respectively. Section 7.4

introduces the framework of utility analysis and details of their metrics. Section 7.5
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presents the results of this work. Finally, in Section 7.6, we present the final remarks of

this chapter.

7.1 Introduction

In the development of smart cities, mobility data is a substantial aspect of designing
applications and services. However, this data has massive and unrestricted location data
of citizens and vehicles that pose a privacy concern [173]. By mining such data, it is
possible to identify latent information about places of interest, individual and collective
habits, and even the identity of citizens. The privacy issues of mobility data, including
the identity of citizens, have become a concern even more with the substantial adoption of
data protection standards such as Data Protection Regulation (GDPR) [271]. To address
the privacy of users’ identities, LPPMs based on anonymization have been proposed, such
as mix-zones. Specifically, mix-zones are designated anonymization areas defined by a
radius r where entities change their pseudonyms according to a trigger function, such as
when reaching a minimum of k entities simultaneously inside it [170, 167].

Once protected the data, a comprehensive discussion has been done about the
trade-off between privacy and utility in the broad sense. Nevertheless, there are open
questions about the anonymized data utility for developing smart cities in both open
data and privacy market contexts, such as: what are the smart city applications and
services that can best leverage mobility data anonymized by mix-zones? The answer to
this complex question is not easy because the utility of anonymized datasets must be
analyzed in various contexts, domains, and applications, which can be characterized as a

decision-making problem that leads us to more questions:

Q1 What are the contexts of use of the dataset anonymized by mix-zones that are
most and least affected in terms of utility?

Q2 Can different versions of a dataset, each anonymized by a different privacy level
(k), differ in ranking metrics at the distortion level?

Q3 Which metrics have more and less distortion between the original and anonymized
data with a variation of k7

Q4 Do datasets of different types present the same behavior in terms of utility?

Q5 What is the ranking of smart city application domains with high utility in the
anonymized mobility data by mix-zones?

Q6 What is the utility of anonymized mobility data for a specific application of a

smart city domain?
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To answer the questions above, we investigate the utility aspects of anonymiza-
tion data for smart cities. For this, we propose the Utility Analysis Framework of
Anonymized Trajectories for Smart Cities-Application Domains (UAFAT). This char-
acterization framework analyzes the utility through twelve metrics related to privacy,
mobility, and social, including mix-zones performance metrics from anonymized trajec-
tories produced by mix-zones. Specifically, UAFAT aims to identify applications and
services where the anonymized data will provide more or less utility in various aspects,

such as:

e To identify the utility level of the anonymized datasets for specific smart city appli-

cations and compare each other;

e To compare the utility of the mobility data based on privacy level for applications

and domains;

e Generating a ranking of smart city application domains that best leverage mobil-
ity data anonymized by mix-zones with our proposal of a Multi-Criteria Decision-

Making algorithm based on utility metrics for automatic criteria weight;

e [t assists in deciding which anonymized mobility dataset is most useful for an ap-

plication.

Another point to note is that the utility analysis considers data distortion to be a utility,
and the mix-zones performance metrics, such as efficacy. Thus, the utility calculation
becomes more robust. It considers both the levels of distortion and coverage of anonymized
data, even allowing the performance of anonymization mechanisms, such as mix-zones, to
be evaluated.

We comprehensively evaluated the UAFAT in utility terms with real taxicabs
and private cars datasets protected with three privacy levels. The results suggest that
anonymized trajectories from the cabs dataset have more utility for applications associ-
ated with social metrics, such as dissemination protocol design, than urban planning and
POI mining. Also, the framework identified social networks, opportunistic networks, and
statistical analysis as the top three smart cities application domains that best leverage
the anonymized cabs dataset with a privacy level. In another experiment that applied the
anonymized dataset to four specific applications, the application of model mobility simu-
lation from the opportunistic networks domain got the best leverage of the anonymized
trajectory cabs dataset. Finally, the cabs dataset had a significant utility compared to
the private cars dataset.

To the best of our knowledge, this work is the first proposal to analyze the utility
of anonymized trajectories by mix-zones and identify the smart city application segments
according to privacy, mobility, and social metrics. The main contributions of this work

are:
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Table 7.1: Contributions of each proposal, their application domains, and utility analysis.

Utility Analysis
Utility-related Application Ranking Specific
metrics * Domains ” | Multi-domain | Application

Author LPPM Contribution

(18] anon Framework to shape the beginning of the data monetization POIs. TDSL ™ No No
¢ : decision-making process for vehicle manufacturers. o - h
3

[16] i Framework to link data-driven human mobility research with Cost vs utility SA, UP, DB, N N
anon the potential implementation of smart city developments. PR VS TARAINY SN, TM. 0 o

. Issues about sharing and protecting sensitive personal information, . SA, UP, DB,

(7 anon. focusing on mobile phone signaling big data in smart city planning. POIs ™ No No
anon.,obf., | Survey about the impacts of LPPMs, includinig mix-zones,

272 ’ ’ ’ POIs, DU, IN B Ni Ni

[272] mix-zones | on vehicular applications. Oz, COIT, INEO 3 0 0

[15] obf. Locfxl filﬂerentml privacy approach that preserves the data for POIs SA No Yes

statistics purposes.
[273] obf. Individual fairness metrics of mobility models. MPA UP No No
[167] mix-zones Social Mix-zones, a mix-zone architecture designed to protect SPC ‘ SA. UP No No

contact tracing data.

Anonymization quality framework for mix-zones enabling evaluating
[173] [20] | mix-zones | the impacts of anonymization over time and space in mobility data, | CODU ON, PS No No
considering coverage, privacy, quality, and utility metrics

PSEU, RRET, SPC,

+ work | mix-zones Utility analysis framework of anonymized trajectories for SPD, TDSL, TRIPTIME, 23 glz] I%?[ Yes Yes
our wo KPONES | sinart cities-domains based on privacy, mobility, and social metrics. | NUMVIS, MAXCON, CODU, kP‘S: o ! s s
INCO, CONEN, RGYR

b Statistical Analysis (SA), Urban Planning (UP), Driver Behavior (DB), Social Networks (SN), Opportunistic Networks (ON), Targeted Marketing (TM), Privacy & Safety (PS).
#POI, Pseudonyms per User (PSEU), RRET, SPC, SPD, Travel’s Distance Straight Line (TDSL), Trip Time (TRIPTIME), Number of Visits per User (NUMVIS), Maximum
of Connections between a User Pairs (MAXCON), CODU, Inter-contact Time (INCO), Contact Entropy (CONEN), Mobility Prediction Accuracy (MPA).

e A framework for the utility characterization for mobility data anonymized by mix-

ZONes;

e An evaluation of smart city applications and services with privacy, mobility, and

social metrics to identify utility levels for these applications;

e An extensive evaluation of the proposed framework and their metrics extracted from

anonymized mobility data by mix-zones from taxicabs and private cars.

7.2 Related Studies

Analyzing the utility properties of smart cities’ mobility data can reveal various
insights for data usage, both to open data and monetization. Thus, an effort exists to link
the data and their practice. Following, we highlight some relevant literature proposals
that pursue these issues.

Ridder et al. [18] investigated the potential business models that can effectively
monetize [oT data in smart mobility. Specifically, it discussed the advantages and chal-
lenges of different business models, such as data aggregation, data brokerage, and mon-
etization through value-added services. Also, it showed the importance of using public
data marketplaces to accommodate most possible use cases and data business models.

Wang et al. [16] proposed a research framework to link data-driven human mobility
research with the potential implementation of smart city developments. The framework
comprises a systematic review of human mobility with big data, a policy review, and an

analysis of smart city development. The framework is applied to various governmental
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departments in Hong Kong. The results showed some insights into data-driven research
and the development of the smart city.

Lin et al. [17] discussed issues that might arise over sharing and protecting sensitive
personal information, focusing on mobile phone signaling big data in smart city planning.
They analyzed the de-anonymization technology of mobile phones signaling big data and
concluded that only anonymization techniques are insufficient to protect mobile data.

Kim et al. [274] did a comprehensive survey about mechanisms for protection.
They divided the location protection mechanisms into three categories depending on the
nature of their algorithm and compared them from the viewpoints of architecture, privacy,
computational overhead, and utility. However, the utility analyzed is limited in distortions
of location points with obfuscation techniques.

Concerning the utility analysis of protected data in the VANETSs context, Mdee
et al. [272] focused on the effects of LPPMs on vehicular applications. They identified
that data protected by online LPPMs-based anonymization, like mix-zones, could affect
the Quality of Services (QoS), including communications, computational, and storage
overheads caused by frequently changing pseudonyms of vehicles.

Regarding the trade-off between privacy and utility using obfuscation mechanisms,
Alvim et al. [15] proposed a variant of local differential privacy based on the notion of
dX-privacy, which not only can be used for real-time punctual applications; it could
also be utilized to protect privacy when collecting data for statistical purposes, such
as POI mining. Also, they claimed that if the statistics are distance-sensitive, then dAX-
privacy preserves the utility of the data better than the standard Local differential privacy
methods.

Zhan et al. [273] extended from the notion of fairness in broader machine learning
literature. They measured and evaluated the individual fairness of privacy-utility in the
location privacy-preserving algorithms applied to mobility traces. Specifically, they pro-
posed a set of fairness metrics designed explicitly for human mobility, based on structural
similarity and entropy of the trajectories and evaluated with two state-of-art privacy-
preserving models that rely on GAN and representation learning with two real mobility
datasets. They concluded that neither privacy algorithm guarantees individual fairness.

Our previous work [173, 167, 20] showed a practice view of the collateral effects of
anonymized data by mix-zones and its derivation. In [167], we proposed the Social Mix-
zones, a mix-zone architecture designed to protect contact tracing data. As utility analy-
sis, we used the metric where users stayed for some time, called Stay Point Count (SPC).
In [173], we did initial studies focused on the quality of the trajectory data protected
by mix-zones. For this, we characterized and evaluated the impacts of anonymization
quality over space and time in mobility data with metrics related to mix-zones operation,
privacy, and coverage. Then, we extended it, and we proposed an anonymization quality

framework in which we analyzed the relationship between privacy, quality, and utility of



7.3. Mix-zones and Utility Problem 179

anonymized data [20].

Despite the vast literature addressing the utility of trajectory data in smart cities,
only a few investigate the impact of anonymization-based LPPMs — like mix-zones —
regarding utility in both open data and monetization contexts. There are significant
contributions of surveys and research frameworks to study data-driven human mobility
and the trade-off between privacy and utility as proposed in [16, 17, 272, 15, 274]. Our
previous proposals brought new directions about the utility of anonymized data focused
on the application and anonymization quality but are limited to only one utility metric
and one application domain. In this way, a practical view of data privacy and security
must be explored.

In this chapter, unlike previous studies, we advance the state-of-the-art w.r.t. prac-
tical aspects of utility. We propose the UAFAT for characterizing and evaluating mix-
zones’ impacts on anonymization data and their use by different applications and smart
cities application domains. Thus, it is possible to understand and identify applications
where the anonymized data by mix-zones can be more useful, contributing to monetiza-
tion and open data context. The UAFAT was built with twelve metrics based on privacy,
mobility, and social metrics. We conducted a comprehensive evaluation of UAFAT of
the capability of ranking the utility data by application domains and utility analysis for
specific applications with two algorithms and using mobility datasets of real taxicabs and
private cars. The results show that the proposed framework identifies and ranks the ap-
plication domains of smart cities in which anonymized data can have more or less utility.
Additionally, identifying datasets of different types presents different behaviors in terms
of utility. To the best of our knowledge, no previous proposal analyzed the utility of
anonymized trajectories in many perspectives, such as different metrics, applications, and

domains-driven. Table 7.1 summarizes this discussion.

7.3 Mix-zones and Utility Problem

This section describes the anonymization problem regarding data utility protected
by mix-zones.

Mix-zones is a k-anonymity-based approach widely used in VANETS to pseudonym
changing that yields anonymization of users (more details, see Section 2.5.3). When a
moving vehicle goes inside a mix-zone with radius r, its trajectory will be sliced into two
sub-trajectories delimited by different pseudonyms — one corresponding to the part be-
fore the mix-zone and the other corresponding to the region after the mix-zone. Vehicles

change their pseudonyms inside the mix-zone if at least k vehicles are present simul-
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taneously [164, 172]. A vehicle can travel through multiple mix-zones in its path and,
consequently, has its pseudonym changed various times, resulting in several sub-paths
delimited by different pseudonyms. In the data publishing context, mix-zones present
collateral effects that can compromise the data utility. First, the mix-zones can slice the
trajectory data in half in the worst case. Second, mix-zones have a silent period in which
the vehicles inside them can not generate location registers, yielding data gaps in those
regions. Both effects can significantly influence the utility and depend on the mix-zones
parameters’ calibration.

However, analyzing the utility of anonymized data goes beyond examining the
parameter tuning of a technique or using anonymized data in a generalized form. The
utility of anonymized mobility data must be explored in a dedicated way to application
classes that will use this data, as shown in Figure 7.1. Based on data analysis and its owner
decisions, it identifies aspects of the dataset with metrics capable of measuring utility, such
as data distortions. From metrics analysis, it defines which application domains will best
take advantage of this data. Concerning the utility of anonymization mobility data, the
questions as mentioned in Section 7.1 arise.

To answer these questions, we need to understand the utility of anonymization
data. For this, we offer a characterization framework that identifies and measures the
utility type with privacy, mobility, and social metrics in anonymized trajectories produced
by mix-zones. This framework identifies which use application domains the anonymized
data may have the most and least utility. This proposal is a precursor study that analyzes
the utility of anonymized trajectories by mix-zones and identifies the application segments

with privacy, mobility, and social metrics.

7.4 Data Utility Analysis Framework for Smart
City Applications

This section introduces the Utility Analysis Framework of Anonymized Trajectories
for Smart Cities-Application Domains (UAFAT). We present its metrics and algorithms
for utility analysis of anonymized mobility data for smart city applications and their

domains.
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Figure 7.1: The relation between utility types of a trajectory dataset and consumption of
this data.
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Figure 7.2: Utility framework for anonymized mobility data.

7.4.1 Framework

UAFAT aims to measure the utility of anonymized mobility data for Smart City
domains, including their applications. Specifically, it enables the identification of a rank-
ing of smart city application domains sorted by utility level of anonymized mobility data.
Also, it’s possible to identify the utility level of the anonymized datasets for specific smart
city applications. Additionally, it is possible to compare the utility of mobility data based
on privacy levels for applications and domains. Furthermore, it assists in deciding which
anonymized mobility dataset is more useful from a set of anonymized mobility datasets
in utility terms for an application.

The first step in Figure 7.2, Deployment, involves positioning the mix-zones with
a deployment algorithm. A sample of the trajectory dataset D is the algorithm’s input,
and the output is a list of mix-zones M. In the second step, Protection, the dataset is
protected using the previously deployed mix-zones M list, set up with radius r and k
values. After the anonymization step, we have the anonymized dataset D’ and mix-zones’
metrics, such as (no) anonymization rate and efficacy of each mix-zone. Note that D can
have many versions, each with an anonymization level, simply varying the privacy level
k, for example, 2, 4, and 6.

In the third step, Metrics Extraction, we extract the mobility, privacy, and social

metrics from the original dataset D and its anonymized versions D;_,, D;_,, and D;_.
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In the fourth step, Utility Analysis, we normalize each metric with min-max normaliza-
tion, transforming the data into a scale from 0 to 1, enabling us to analyze and identify
which metric had more distortion than the original one. So, we check the distortion
level Zp, with distortion function WS, of the metrics between the original dataset and
the anonymized dataset, for example, Zp = WS(D, D, _,). Next, we calculate the utility
level of each metric, denoted as U = 1— Zp (Details about this step, see Subsection 7.4.3).
The utility U and distortion Zp metrics are used for various analyses in utility terms. For
instance, identify a ranking of metrics that had more distortion in a protected dataset.
It can be used as input for two algorithms: MCDM and Utility for Specific Applica-
tions. The first one is Multiple-criteria decision-making capable of ranking smart cities
application domains with more utility. The second one can identify the utility level of a
protected dataset with k level for specific applications. Further, it enables the Decision-
maker (DM) to decide which dataset is more appropriate for a specific application, given
various datasets protected by different £ levels.

Regarding the third step, we select nine metrics of privacy, mobility, and social
aspects closely associated with classes of applications that could use anonymized data.
Thus, this analysis enables us to identify inherent utility characteristics in the applications
class level to understand their behavior more deeply and the relation between anonymiza-
tion data usage and utility. Next, we will present the metrics group used in this work and

detail each step of the framework.

7.4.2 Mobility, Privacy, and Performance Metrics

In the context of open and target market data, mobility data anonymized should
have high utility, privacy, and anonymization performance (regarding coverage). However,
achieving these controversial requirements is complex, and a utility analysis framework
must be able to measure the utility, considering privacy and coverage metrics. UAFAT
measures the utility considering the anonymization performance with the mix-zones’ ef-
ficacy metric Eff,;. The Eff,, is possible to measure if the vehicles that crossed the
mix-zones were anonymized or not, enabling the identity of the anonymization scheme
to have a good performance. Considering the mix-zones set M, the mix-zones efficacy is
calculated as follows: Eff,; = ARy /(ARy+ NARy), where ARy, is the number of trajec-
tories that passed and were anonymized by M; and NAR); is the number of trajectories
that passed and were not anonymized by M.

In human mobility, mobility metrics extract inherent characteristics of the mobility

models that can be useful in areas like transport planning, the private market, and sta-



7.4. Data Utility Analysis Framework for Smart City Applications

183

Table 7.2: Mapping of the smart cities domains and applications with privacy, mobility, and

social metrics.

Domain Applications Metrics Ref
Statistical Analvsis e Traffic monitoring;  Route plan; e Vehicle trajectories mining; TDSL, TRIPTIME [16] [18] [17]
! e Multimodal transport integration; ¢ Urban population migration. NUMVIS, RGYR, PSEU | [19] [15]
e Multimodal integration: integration of transport modes to optimize TDSL, TRIPTIME [19)
the transport of people or goods. PSEU
e POI mining: Correlation between mobility patterns and station functions
with subway transaction records and POls;
o Clusters identification: Understanding .of polyce@ric urban with city hubs, SPC, SPD, NUMVIS [16] [18] [17]
centers, and borders to enhance the quality of services; RCYR.PSEU (19] [15]
Urban Planning e Strategical places identification: Identify places in the city ? ’
for deploying services e.g. Electric Vehicles (EV) charging, ride and vehicle sharing,
smart park lot, and mix-zones deployment.
e Testbeds for smart mobility systems: ride and vehicle sharing; TDSL, TRIPTIME [16] [19]
traffic accident detection; smart traffic lights; route plan; PSEU, SPC, SPD
o Driver/passenger behavior clustered by trip purpose or pattern; TDSL. TRIPTIME
Driver Behavior e Bus route plan, electric cabs; " o [16] [18] [17]
. . - . . . PSEU, SPC, SPD
e Mine the temporal and spatial characteristics of behavioral trajectories. ’
. e Understand the differences in location-based social network usage and MAXCON, CODU
S N Gh704 the types of places visited. CONEN, INCO, RGYR | (161 [167] [20]
Opportunistic Network | e Design of data dissemination protocols for V2I and V2V. l(\jl(l)\]i(éil)l\h\j%(())DEGYR [18] [167] [20]
, . e Public data marketplace: promote sales campaigns for targeted marketing. TDSL, TRIPTIME
Targeted Marketing o Selling data: Collecting, analyzing, and re-selling big data to third parties. PSEU, SPC, SPD ) I e
Privacy & Safety e Analysis to safeguard user data and location privacy while ensuring safety by ;I"IS)F?& E{ggf Iggé [19] [15] [273]
: ’ preventing tracking, re-identification, and unauthorized access. SPD ’ ’ [167] [20]

tistical analysis. Mobility metrics enable analyzing spatial, temporal, and social aspects,
such as the encounter between user groups and the time and frequency of users’ visits to
specific places. Also, these metrics could be used as effective utility metrics and reach
perspectives on utility that other metrics could not bring—for example, identifying tem-
poral, social, and spatial distortions between original and anonymized dataset versions.
Next, we present the mobility characteristics metrics and then show how these metrics
can be used to measure utility in the smart cities application domain.

Mobility characteristics metrics can be categorized by spatial, temporal, and social
metrics [265]. Spatial metrics concern identifying spatial and temporal characteristics
of mobility. In smart cities, domains like urban planning and statistical analysis use
spatial metrics to identify strategic points for the building and identify traffic monitoring,
respectively.

Travel’s Distance Straight Line (TDSL) is a spatial metric that computes the
distance (in kilometers) traveled straight line by a set of individuals in a trajectory. The
straight line distance traveled by an individual is calculated as the sum of the distances
traveled [275]. It is denoted by the formulae TDSL, 4 = distance(o,d).

Number of Visits per User (NUMVIS) is another spatial metric that com-
putes the number of visits per user (i.e., data points). It is expected that when a trajectory
is anonymized by mix-zones the NUMVIS tends to be lower than the original dataset.

Another kind of spatial mobility metrics group is based on Stay Point (SP). Stay
Point is a region where an entity stays for a minimum interval [233]. The parameters
of a SP are the radius r in meters of the region and the minimum time to stay there ¢
in minutes. These points are relevant for detecting many mobility characteristics, such

as traffic lights and even traffic jams. Stay points are commonly used as a substrate for
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many privacy mechanisms in the location privacy context. In LPPM design, stay points
are typically used to detect POIs and apply obfuscation methods. Additionally, stay
points can be used for mix-zones placement [32]. In location attacks, stay point mining
enables identifying and characterizing behaviors in the users’ trajectory, revealing sensitive
information, such as social preferences, since victims regularly go to those places [32, 197].
In this way, stay points bring valuable information w.r.t. location privacy [261]. We use
the metrics related to the stay points: SPC per user and SPD.

Stay Point Count (SPC) per user refers to the different locations one visits.
This metric can be used to understand the different mobility characteristics of users. Its
distribution contains the regions visited by users in which some may have only a few
places while others may have a large collection. That can be used for POI extraction,
routing algorithms, and contagion models.

Stay Point Duration (SPD) refers to the time a user spends at a location. The
stay time algorithm’s parameter defines the lower bound, and the upper bound has no
limit. Understanding the time users (or population) spend on average at a location can
be a good indicator of its capacity regarding data offloading, helping to design handoff
solutions.

Temporal metrics evaluate the temporal aspects of the mobile entities. In the
smart cities domain, like target marketing, temporal aspects of mobility can measure the
duration of hot points for a targeted market. Or the development of smart semaphores
in the urban planning domain.

Trip Time (TRIPTIME) is a temporal metric that measures time spent moving
between two places. Given two locations of the user u: [, origin and [, destiny. They are
represented by formulae TRIPTIMFE,,, , = arrival,,, — departure,,; .

Social metrics measure the relationship between mobile entities to generate data
dissemination. These metrics can be used to design protocol data dissemination in
VANETS, particularly in V2I and V2V communication models. It also can be used to
analyze social networks to improve and develop location-based services in the city.

Inter-contact Time (INCO) is a social metric measuring the interval between
two consecutive encounters between a pair of users [265]. In opportunistic scenarios,
INCO represents the frequency of encounters between each pair of users, representing an
opportunity for message transmission.

Contact Duration between a Pair (CODU) represents the time two users
spend inside each other’s transmission range without interruptions. The CODU also
represents an opportunity to transmit a message in an opportunistic network. However,
instead of showing the frequency of encounters, the CODU shows the amount of data that
can be delivered in each encounter.

Another social metric is Contact Entropy (CONEN), which is an user that

describes how distributed the contacts of a user u among his set of contacted users are.
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Users with small entropy values have most of their contacts with few other users, who
can be seen as friends. In contrast, users with high entropy values have their encounters
well-distributed among their peers. CONEN can help identify users with high entropy
being likely possible for routing messages in opportunistic networks. Given a user u and
its set of contact peers C' = ¢y, co, ..., C,, its contact entropy Cg, can be defined as the
Shannon’s Entropy of the probabilities P(c;) of user u contacting user ¢;.

Maximum of Connections between a User Pairs (MAXCON) represents
the maximum number of connections in an interval d between a pair of users. In devel-
oping data dissemination protocols for opportunistic networks, this metric can be used to
identify connection peaks over time.

The Radius of Gyration (RGYR) of a user u is a spatial metric that measures
the maximal Euclidean distance between a user’s home and the other places they have
visited. We consider a user’s home as their most visited location [, which favors the idea of
a recurrent place [265]. The RGYR can also be considered a social metric for measuring
social interactions and, consequently, be used to design opportunistic protocols [276].
Individuals with similar RGYR patterns tend to be a strong iteration between each other,
enabling the dissemination of information. Thus, this work considers the RGYR as a social
metric. The RGYR of a user u is denoted by RGYR, = max(distance(upome,l) VI € L)
where L is a location set of w.

Pseudonyms per User (PSEU) is a privacy metric representing the number of
pseudonyms a trajectory has when crossing the mix-zones. The higher PSEU value means
this trajectory has more privacy. A trajectory with PSEU = 1 means that the mix-zones
did not protect this trajectory.

Finally, the Re-identification Risk in entire Trip (RRET) is a privacy metric
for measuring a user’s risk w in an entire trip. It is expected that a user in his trajectory
can cross many mix-zones, and being anonymized by them has a lower re-identification
risk than a user that has passed no one mix-zone. In the same way, it is expected that
a user v who crosses mix-zones with a high £ has RRET lower than mix-zones set with
a low k. Consider a mix-zones set M = {My, My, ..., M;, ..., M,} and a privacy level
set K ={ky,ko,... ki,..., km}, in which k; represents the privacy level of respective M;.
Consider a user u crossing mix-zones and getting anonymization yielding pseudonyms in

their trip. So, the RRET of a user u is denoted by RRET= HngU_l) k%-’ where PSEU
is a Pseudonyms per User (PSEU) of a user u and k; is the privacy level k setup in M.
Note that the mix-zones can have different privacy levels from each other.

Table 7.2 summarizes the discussion on mobility characterization metrics and their
potential association with the application domain in smart cities. The associations iden-

tified in this work were based on analyzing the proposals found in Section 7.2.
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7.4.3 Utility Metrics

Utility analysis of the anonymized data is a pillar of publishing data. Anonymized
data with enough utility can be used for the public good or monetized in the data market-
place and consumed by smart city applications [18]. However, it is necessary to identify
the context of the application in which these data will be used. Because a protected
dataset is more useful for one class of applications than another, this depends on how
this dataset was protected. Also, the trade-off between privacy and utility can be greatly
improved by exploiting the concept of approximation intrinsic in metrics [15]. Following
this intuition, our strategy is to identify metrics closely related to the applications class.
Each metric identifies data distortions with a distance between the mobility metrics mea-
sured before and after applying an LPPM, such as mix-zones, in dataset D. Thus, the
distortion of the statistical distance of mobility metrics can be used as a utility metric in
the mobility context.

Statistical distance is the approach to identifying the distance between two prob-
ability distributions. Here, we used the WS, which measures the difference between two
distributions (distortion level) by the optimal cost of rearranging one distribution into the
other®.

Definition: The distortion associated with an random variable X is the result
over the original dataset D € D and its anonymized version D;_;, as WS(D,D;_,) =
Wasserstein| X (D), X (D;._;)] where i € K = {2,4,6}. The smaller the WS value is, the
less effort is needed to transform one distribution into another, and consequently, the two
distributions show high similarity and low data distortion. The Wasserstein distance is
asymmetric, (weakly) continuous, and ideal for analyzing corrupted data, unlike common
distribution divergence approaches, such as Kullback-Leibler or Jensen-Shannon [256].

In this paper, we verify the utility of cabs and private cars datasets in three sets
of metrics — mobility, social, and privacy — closely associated with classes of applications.

Specifically, for each metric, we normalize each metric with min-max normalization,
transforming the data into a scale from 0 to 1. With all metrics normalized, it’s possi-
ble to analyze distortion, such as identifying which metric had more distortion than the
original one. Next, we calculate the WS of each metric before and after the D being sub-
mitted to mix-zones, previously configured, e.g., WS[MAXCON (D), MAXCON (D;._,)]
that represents the distortion level between MAXCON metric extracted from original
and anonymized dataset by mix-zone with £ = 2. In the utility analysis, we expect to
identify which application domain the anonymization process had a major and less impact

in data distortion, enabling direct what application domain of a smart city, being market-

IFor more details, please refer to C. Villani, “Topics in Optimal Transportation”. American Mathe-
matical Soc., 2003, no.58
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place or open data, the dataset anonymized by mix-zones can be more useful. Applying
this process to all of the metrics, we obtain a distortion level matrix Z from a dataset
D, Zp (Equation 7.1), whose rows and columns represent the metrics and privacy level,
respectively. Next, we calculate the utility level of each metric, that represents the utility
metrics U of the dataset D, denoted as U =1 — Zp.

k=2 k=14 . k=s
X1 (WSXa(D), Xi(Dp)]  WSX1(D), X1 (Dj—y)l -+ WSXi(D), X1 (Djy)]
7z, = X | WSXa(D), Xo(Djp)]  WSXo(D), Xo(Djy)] -+ WS[X2(D), Xo(Djpy)]
‘X;n WS[XR(D),XN(D;€:2)] WS[Xn(D>aXn(D;g=4)] T WS[XR<D)7X7L(D;€:S):|
(7.1)

Suppose privacy, mobility, or social metrics are used in an application; for example,
by analyzing the distortion of these metrics Zp or their complement U, we can obtain the
utility level of a metric. In that case, it is possible to check how much this application or
smart city domain is affected by anonymization. Also, it is possible to rank the metrics

sorted by distortion level in descending order for each k setup.

7.4.4 Utility Ranking

Deciding the usefulness of protected mobility data is a complex task. The utility
depends on many aspects and criteria. The data utility is also closely related to the
application that will consume this data. For example, protected mobility data may have
higher utility for statistical analysis than data for testing electric vehicle driving systems.
The relationship between the utility and application is dynamic and varies according to
the LPPM that protects the mobility dataset.

7.4.4.1 Multi-Criteria Decision-Making (MCDM)

The ranking of smart city domains sorted by anonymized mobility data can be
modeled as a decision-making problem. Multi-Criteria Decision-Making (MCDM) is a
sub-discipline of operations research that explicitly evaluates multiple conflicting criteria

and alternatives in decision-making [277]. These techniques enable DMs to make rational
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decisions and use various quantitative criteria to assess and select the optimal alternatives
from qualitative judgments. The Equation 7.2 represents the MCDM problem, where
V ={ai,as,...,a,} represents a set of feasible alternatives and C = {¢,¢a,...,¢,} is a
set of decision-making criteria, and p;;, where 1 < i < m and 1 < j < n, is the score
of alternative ¢ with respect to criterion j. The goal is to select the most desirable or
important alternative based on criteria. The overall value of alternative ¢, V; can be
obtained using various methods. In general, is assigning weight W; (w;, > Wi = 1) to
criterion 7, then V; is obtained with a simple additive weighted value function, which is
the underlying model for most MCDM methods, V; = > 7, w;p;; [278].

C1 Co Ce Cn
ay (P P12 - Pin

A= G2 | P21 Pij - Pon (7.2)
Ay \Pm1 DPm2  Pmn

In the MCDM methods alternatives, criteria, and weights are attributed by the
DM. Specifically, the DMs assign relative importance to the criteria, also called weights,
which are the set of preferences given to each criterion by the DMs. The weights are
important to the problem because they influence the outcome of the decision-making
process. Thus, selecting the weighing method is an essential part of any MCDM problem
as it quantitatively determines the relative importance of criteria and greatly impacts the
reliability and accuracy of the decision results.

These concepts can be applied to deciding the usefulness of protected mobility
data for application domains. The set of application domains V = {Statistical Analysis,
Urban Planning,. .., Privacy & Safety} represents the alternatives in which a dataset
will have different levels of utility, i.e., the row a; in A in Equation 7.2. A dataset
contains a set of metrics C = {TDSL, NUMVIS, SPD,..., CONEN}, denoted as column
¢; in A. These metrics may be valuable for certain application domains while others
may not. For example, TDSL and NUMVIS metrics are more relevant to the Statistical
Analysis domain than Privacy & Safety. Therefore, these metrics will have more weight
for Statistical Analysis than Privacy & Safety. In this way, C can be used as criteria for
selecting application domains that best leverage protected data. For each cell (a;,¢;) in
A, i.e., p;; receives a weight regarding alternative ¢ regarding criterion j.

There are many MCDM proposals, the methods widespread including Weighted
Product Method (WPM), Analytic Network Process (ANP), Analytic Hierarchy Process
(AHP), Best Worst Method (BWM). The selection of an appropriate weighing method

for solving an MCDM problem is one of the critical issues.
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7.4.4.2 Best Worst Method (BWM)

The BWM is weighing method for a MCDM problem. BWM highlights from others
approaches by the efficiency of this method in reducing the times of pairwise comparisons
and the good performance in maintaining consistency between judgments, which is im-
portant where we have many alternatives and criteria [279, 280]. However, the BWM can
result in multiple optimal solutions for a simple decision-making problem with more than
three criteria/alternatives. It implies that for not fully consistent comparisons, having
more than three criteria/alternatives, the interval weights can be engaged to derive the
weight of factors in the multi-optimality problems. So, in most cases, a single solution is
preferred compared to multiple optimal solutions. The linear BWM is a BWM approach
that always results in a unique solution, desirable when no higher-level information needs
to be considered [278, 280]. Figure 7.3 details the BWM steps. In steps 3 and 4, the
preference between criteria is defined with Saaty’s scale, which is a well-known scale in
decision problems that aims to support defining the relative importance between crite-
ria [3]. Saaty’s scale has a bounder 1 to 9, lowest and highest importance, respectively.
For instance, if criterion A’s relative importance is more significant than criterion B’s in

8, A is eight times more important than B [277].

. ®

Determine a set of decision criteria C = {c1, ca, . . .

{ 2 Find the optimal weights W* = (w}, w3, ..., w}).
Choose the best (e.g. most desirable, most important) and Minimize the maximum among the set of
the worst (e.g. least desirable, least important) criteria. {lws — apjw;l|, lw; — a;wwwl},

3 the problem above can be formulated as follows.

Choose the preference of the best criterion over all the other min maxj{|w3 - aijj|1‘|wj - aijW|}
criteria, using a number between 1 and 9. The resulting best- s.t. E]‘ wj = 1,wj >0, Vj.
to-others (BO) vector would be: Transferring to the linear programming problem: min £ s t.

L .
wp — agw;| < &4V
Ap = (aBl,aBQ, e ,aBn), where ap; is the preference of | B Bj ]l <&V

the best criterion B over criterion j and app = 1.

4> lwj — ajwww| < €, Vj
\ ijjzl,ijO,Vj

Choose the preference of all the criteria over the worst
criterion, using a number between 1 and 9. The

resulting others-to-worst (OW) vector would be: The linear problem which has a unique solution, so the

. optimal weights (w*, w?, ..., w*), and £&* are obtained.
Aw = (a1, AWy -+ s anW)T, where a is the P ghts (wi, wh, .., wy) ¢
preference of the criterion 7 over the worst criterion W and If values of gL* close to zero show a high level of consistency.

aww = 1.
L

Figure 7.3: Linear BWM steps, proposed in [3].
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Algorithm 5: BWM for Data Utility Ranking in Smart Cities Application Do-
mains.
Data: Application domains set V as alternatives; Utility metrics set with x
privacy level U. j—, as criteria; Threshold of consistency index A
Result: Ranking of application domains V'

1 &1

2 J < defineCriteriaWeights(U. y—,)

3 J < changeScale(J) // Change the matrix .J to Saaty’s scale.
4 B+ getIndex(max(U.x—,)) // Gets an index in U.j,_, with the greatest

cell value.
W < getIndex(min(U. x—.)) // Gets an index in U, ;—, with the lowest
cell value.
AB <~ Jp
AW < JW
while (¢#* > )\) do
W €% < calculeOptimalWeights(Ag, Aw)
1 if (¢1* > )\) then
11 ‘ Apg, Aw < adjustCriteriaPreference(Ag, Aw))
12 end

© w0 N o wm

o

13 end

14 A < definePriorityAlternativesCriteria(V, U. j—,)
15 A < changeScale(A)

16 A < NormalizeMax(A)

17 Vo AWt

18 sort(V)

7.4.4.3 BWM Applied in Data Utility for Ranking Smart Cities

Application Domains

The selection of suitable MCDM methods is based on the structure of prob-
lems [279]. After defining the problem, boundary conditions, criteria, establishing a
decision matrix, and determining criteria weights are significant for any MCDM tech-
niques.

So, we must define boundary conditions in our scenario to define the suitable
MCDM method for ranking the smart city application domains sorted by the utility of
anonymized mobility data. In our context, we have metrics that identify distortion levels
between original and anonymized mobility data. Because these metrics are intimately
related to the smart city application domains, some metrics have more importance to
certain application domains than others. In this way, metrics with more distortion levels
than others mean that certain application domains are more affected than others when
using such anonymized data. Thus, it’s possible to determine to which application domain

the anonymized dataset has more utility. In this way, the metrics can be seen as criteria
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C that can be analyzed to rank the alternatives represented by the application domains
V (see Figure 7.4). Algorithm 5 ranks Smart Cities” application domains based on utility

metrics. We detail each step as follows, but first, we present some preliminary definitions.

Opportunistic
Analysis Planing Behavior Networks Networks

Alternatives Criteria

Figure 7.4: MCDM method, Goal X: Ranking smart city domains where anonymized data
is most useful.

An important step of MCDM methods is the attribution of the weights between
the criteria. Specifically, we determine the preference of the best/worst criterion over all
the other criteria using Saaty’s scale with numbers between 1 and 9. Thus, background
knowledge of DM about the criteria is necessary to define the weights.

Unlike the conventional BWM model, in which the DM participates in the criterion
judgment, the criterion weight definition is automatic in our model. We apply the linear
BWM for the ranking, considering each utility metric as a criterion that must be analyzed
and evaluated to elect the application domain. Recall that the utility metrics are distortion
level between calculating the WS of each metric before and after the D being submitted
to mix-zones, previously configured, e.g., WS[CODU (D), CODU (Dj_,)] that represents
the distortion level between CODU metric extracted from the original and anonymized
dataset by mix-zone with k = 2 and Zp is the distortion matrix produced for all metrics
and privacy levels k applied in D (see Section 7.4.3). In this way, we define the utility
function that defines the utility level of each metric, denoted as U = 1 — Zp. Thus, the
criteria set of BWM method C = (¢1,¢9,...,¢s,...,¢,) can be represented as a utility
metric set from dataset anonymized, e.g., with k = 2, U, j—0 = (u1,ug, ..., Uy, ..., Up),
where U. j—o € U is the utility metrics column in which applied the privacy level £ = 2 in
dataset D and u, is the utility metric x. The Algorithm 5 requires as input the alternatives
V, criteria set U. y—,, and threshold of consistency index A, where A € (0, 1).

In the context of data utility, it is desirable that a dataset is protected and, at
the same time, has a utility for specific application domains. Thus, the level of utility
obtained by a metric is an essential criterion for selecting an application domain. In BWM
steps, in which one needs to choose the preference of the best criterion over all the other
criteria and also the preference of all criteria over the worst criterion, steps 3 and 4 of

Figure 7.3, respectively, the DM must enter the value of the criteria weights on a scale of
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1 to 9. In our model, we use the utility metric as criteria weights. Specifically, we define
the criteria weight a;; as the ratio between a;; = Z—J, where u; and u; are utility metrics
of criterion ¢ and criterion j, respectively. The ratio ;‘—J is used as a penalty and reward
in the criteria. For instance, if criterion ¢ is much greater than criterion j, i.e., u; >> u;,
it means that criterion ¢ has higher utility and consequently importance for the dataset
than criterion j. Therefore, a;; tends to be high. In contrast, if u, << u;, the a;; tends to
be zero, and criterion ¢ has low utility compared to criterion j. From the definition, we
construct a matrix of criteria judgments J that shows the relative preference of criterion

i to criterion j (see Equation 7.3), represented in the line 1 of Algorithm 5.

C1 Co . Cp,
€1 faQnn Q12 - Qip
C a (072 e Q4
J = 2 21 1J 2n (73)
Cn \Qn1 An2 Tt Qpp

The a,; in J can generate a different scale from the Saaty’s scale, which has numbers
1to 9 ( [278]) (line 3 of Algorithm 5). In this way, we must transfer from the scale of values
in J to Saaty’s scale [278]. For this, we use a linear normalization with approximation
denoted by Equation 7.4, where ns is the new score, os is the original value you want to
normalize, olb is the lower limit of the original range, oub is the upper limit of the original
range, nlb is the lower limit of the new desired range, and nub is the upper limit of the
new desired range. The original ranges are obtained as olb = min(J) and oub = max(.J)

and new desired range are nlb = 1 and nub = 9, corresponding the Saaty’s scale.

—nlb+ nub — nlb
ne=n oub — olb

We must select the best and worst criterion. In utility data terms, we consider the

(0s — olb) (7.4)

best and worst criterion as the utility metrics with great and low utility levels, respectively.
Lines 4 and 5 of Algorithm 5 identify the great and low utility metric values and get the
index corresponding in the matrix J.

Next, we choose the preference of the best criterion B over all the other criteria.
For this, selects the line B in J, i.e., Ag = Jp, Ap = (ap1,apa, - .., ap,), where ap; is the
preference of the best criterion B over criterion j and agg = 1. After that, we choose the
preference of all criteria over the worst criterion W. For this, selects the column W in J,
ie., Aw = Jw, Aw = (aw, aaw, - - -, )’ where a;w is the preference of the criterion
j over the worst criterion W and aww = 1 (lines 6 and 7 of Algorithm 5).

The loop, in lines 8-13, is used to ensure that the consistency index of the optimal
weights (£4*) is lower than the threshold A. The lower the £*, the more consistent is the
optimal weights W*.
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After calculating the optimal weights W* = (w?, w3, ..., w?) and £, line 9, we
verify the consistency of the weight comparing the ¢&* with the ), if the weights are not
consistent, we must adjust of priority of the best and worst criteria (line 11).

In the next step, we apply the optimal weights in our decision-making problem
for ranking the alternatives (line 14). It is done by comparing alternatives against each
criterion. Specifically, each alternative is a smart city application domain ¢ concerning
criterion j, represented by metrics detailed in Section 7.4, i.e., p;; € matrix A (see Equa-
tion 7.2). So, the DM must define a score of 1 to 9, which is the importance of the metrics
in each domain and application. This score can be obtained from the prevalence of such
metrics in related work to the context of each application domain (see Table 7.2).

Defined each alternative value i concerning criterion j (p;;) by DM and calculating
the optimal weights, we multiply the optimal weight represented by utility metric u;
for each p;j, i.e., p;j = pijuj. The reason is to consider the level of importance of each
metric, in terms of usefulness, for the application domains in which these metrics are most
important.

After calculating the p;;u;, we changed the matrix A values to a scale of 1 to 9 with

Equation 7.4 (line 15). Following, we normalize each element p;; of matrix A with max
Pij
max(p;)”

pi;- Finally, we calculate the overall score of alternative ¢ as V; = Z?zl w;p;; and sorting
the values of V;Vi, the best alternative is identified (lines 17 and 18).

value of column 7, i.e., p;; = Then, we multiply the optimal weights w} metric by

7.4.5 Utility of Anonymized Mobility Data for a Specific
Application

An essential issue regards measuring the utility of anonymized mobility data for a
specific application of a smart city domain (question Q6). We can answer this question
with the analysis of utility metrics. Specifically, we must identify the utility metrics
intimately related to an application analyzed and calculate the weighted average. For
instance, let’s use the scenario that uses anonymized mobility data, protected with a
privacy level, for positioning new smart parking based on clustering. These clustering
approaches require mobility metrics (such as SPC, SPD, and TDSL) rather than social
metrics (CODU, CONEN, and MAXCON). In this case, the mobility metrics are more
relevant than social metrics and consequently have more weight. In contrast, social metrics
can be more appropriate than privacy and mobility when developing a data dissemination
protocol. After defining the weight of each utility metric, we calculate the weighted
average to identify the utility level of the anonymized data protected with a dedicated
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privacy level. The Algorithm 6 present details about the utility level.

The Algorithm 6 calculates the utility level of anonymized mobility data for a
specific technique i of an application T; from a smart cities application domain V;. The
algorithm receives as parameters the application Y; and utility metrics extracted from the
dataset anonymized with privacy level z, U. y—,. The first step is to identify the technique
used in the application’s design. One application can be developed with many techniques,
so we must select a specific technique for which the application was developed (line 1 of
Algorithm 6). For instance, an application of mix-zones deployment can be designed
with many strategies, such as clustering approaches, flow traffic, and map context, so
it’s important to identify what approach to use in design. Next, we must identify which
metrics are intimately related to the development of the current technique (line 2). For
instance, metrics based on POls, stay points, and vehicle traffic low can be relevant for
the positioning of EV charging. Next is, to assign the metrics (M) extracted from Y,
with utility metrics U. y—, by similarity (line 3). The next step is to define the weights for
the utility metrics because an approach has metrics that are more relevant than others.
We use Saaty’s scale, which denotes less and greater relevance at 1 to 9 (line 4). Finally,
we calculate the utility level for a specific technique with the weighted average having the

weights and utility metrics as parameters (line 5).

Algorithm 6: Utility of Mobility Data Anonymized for a Specific Application.

Data: Application T from an application domain 7, T € V;; utility metrics of the
dataset anonymized with privacy level x, U. y—,; Mix-zones efficacy Eff,,
calculated from mix-zones set M.

Result: Utility level x for specific smart cities application.

Identify a technique ¢ of interest related to T, i.e. 1.

Identify the related metrics M = {my, ma,...,ms} in ;.

assign(M, U. j—,)

W* « defineMetricsWeight(U. —,)

T < weightedAvg(W*, U. —.)

X < = x Effy,

<> I L B NV R
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7.5 Results and Discussion

7.5.1 Experiments Setup

In this study, we used two trajectory datasets. The first is the Cabspotting dataset
containing mobility traces of San Francisco, USA, taxicabs, with data from 500 unique
taxis collected over 30 days [126]. We extract a sample D of high traffic from the Cabspot-
ting dataset corresponding to the 19th day of the collection period with 417,781 registers,
454 users, and 2036 trips. The second is a private car dataset from Shenzhen, China [281].
We extract a sample D of 13 days with 379,551 registers, 8985 users, and 8985 trips. For
the utility characterization, a privacy budget of seven mix-zones was defined for each
mix-zone positioning algorithm proposed in [56]. We empirically selected a budget of
seven mix-zones based on to limit computational costs and facilitate mix-zone analysis.
Another condition is that the mix-zones should anonymize trajectories in at least two
of the three k setups. Additionally, the mix-zones could not overlap areas between the
mix-zones already selected. Given the anonymization condition above and the restricted
size of the San Francisco and Shenzhen regions, it resulted in a privacy budget of seven
mix-zones. The mix-zones parameters radius r and k were also selected by empirical
study. The radius r was obtained by a coverage empirical analysis ranging the radius
threshold r from 100 to 600 m (r = {100, 200, 250, 300, 400, 500, 600}). We had mix-zones
overlapping from r = 600 m, significantly reducing the privacy budget. Thus, the r of
500 meters was defined for all mix-zones [261]. The k values were chosen based on the
criteria that the k values produced the three highest anonymization coverage rates for
each dataset. This way, for Cabspotting, the k£ values were 2, 4, and 6; the Shenzhen
dataset was anonymized with k equal to 2, 3, and 4 because the dataset is less dense than
Cabspotting. Table 7.3a represents the mix-zones positioning for both datasets.

Table 7.3b presents the performance metrics for the two datasets. For Cabspotting,
a dataset with a considered traffic density, we can observe that the AR,; and Eff,; metrics
of the mix-zones set M present better performance than Shenzhen, which is a less dense
dataset. We can also notice that with the variation in the value of k, we have a significant
degradation in Eff,;. But why Shenzhen had low Eff,;? The answer to this question
is that we can attribute this result to several factors. Among them, the positioning of
the mix-zones may need to be improved. Therefore, poorly positioned mix-zones have a
high probability of low AR,; that directly affects the Eff,;. Another factor that affects
mix-zone performance is the calibration of mix-zone parameters, such as k value and

radius [261]. If the value of k is high and the radius is low, this is the worst-case scenario
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for ARy; and Eff,;. For the Shenzhen dataset, varying the value of k for a single unit can
considerably affect performance. When none of these factors mentioned are the problem,
the very nature of the dataset in terms of vehicle density can affect performance. In other
words, if the number of vehicles is less than the value of k, even if it is the minimum
value such as k = 2, this may affect the ARy, and Eff,; metrics. The latter is a critical
factor since mix-zones are inefficient for datasets with little traffic, so generating dummy
trajectory approaches must be considered to perform anonymization and increase traffic
volume. It is important to emphasize that despite the low value of Eff,, for values of
k = 3, 4, and 6, these will be important for analyzing the sensitivity of the Framework in
detecting datasets with low utility, not only due to the data distortion caused by the use

of an LPPM but also due to the low Eff,, and having a high NAR),.
Table 7.3: Mix-zones deployed in San Francisco and Shenzhen cities a and their perfor-
mance metrics b.

(a) Mix-zones deployed in San Francisco and (b) Anonymization (ARjs), No Anonymiza-
Shenzhen. tion NAR);, and Efficacy Eff,;.

Cabspotting I Shenzhen Cabspotting Shenzhen
Mix-zones | Latitude | Longitude | Latitude | Longitude | | Privacy | ARy | NARy | Effy, || Privacy | ARy | NARw | Effy
[ mix0 [ 37.714801 | -122.397982 || 22.534184 | 114.075663 | | k=2 | 7435 | 2492 | 0.749 ) k=2 ) 3372 | 12531 | 0.212
mixl | 37.724830 | -122.400157 | 22.531598 | 114.063069 | | k=4 | 3021 | 6906 | 0.304 ) k=3 | 568 | 15335 | 0.036
[ mix2 | 37.735133 | -122.404532 || 22.569104 | 114.067704 | | K =0 | 85 | 9072 0086 ] k=4 | 68 | 15835 | 0.004
mix3__ | 37.676005 | -122.301491 | 22.572283 | 114.082865
[ mixd | 37.615315 | -122.393566 || 22.531354 | 114.044641
mix5 | 37.774378 | -122.401540 | 22.542688 | 114.047722
[ mix6 | 37.768090 | -122.419450 || 22.567239 | 114.054169

7.5.2 Metrics Distribution Analysis

In the metrics distribution analysis, we investigated the spatial, temporal, social,
and privacy metrics for the Cabspotting and Shenzhen datasets, depicted in Figures 7.5a
and 7.5b, respectively.

In SPC for the Cabspotting dataset, we can note the collateral effect of anonymiza-
tion on the trajectory dataset. For instance, the number of users (or trajectories) with
only one stay point increased from 73 to 77, 80, and 79 for k = 2, k = 4, and k = 6, re-
spectively (see Figure 7.5a). In contrast, the number of trajectories with exactly two stay
points decayed from 92 to 77, 79, and 83 for k = 2, k = 4, and k = 6, respectively. The
private cars dataset of Shenzhen city, depicted in Figure 7.5b, also increased the number
of trajectories with only one stay point, which had an increase of 562 users to 761, 810,
and 754 with only one stay point for £ = 2, k = 3, and k = 4, respectively. This fact
occurs because, with the anonymization, the trajectories are sliced into sub-trajectories

minors. Consequently, stay points can be separated in these trajectories resulting in tra-
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(a) San Fran. anonymized with £=2,4,6.

Figure 7.5: Spatial, temporal, social, and privacy metrics extracted from the San Francisco

(cabs) and Shenzhen (private cars) datasets.

jectories with few stay points. Alternatively, with the slicing of trajectories, the number
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of their points can be insufficient to identify the stay points.

Regarding the PSEU of Cabspotting dataset (Figure 7.5a), the k

2 setup is
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the lower privacy level but is responsible for the highest data distortion, with 62% of
the trajectories having several pseudonyms greater than 5. Specifically, 515 (26% of
trajectories), 433 (22%), and 234 (11%) trajectories changed their pseudonyms 5, 6, and
7 times, respectively. This means these trajectories passed and were anonymized at least
four mix-zones or passed at least four times through a mix-zone. Therefore, the probability
of re-identification (Pgnq) for trajectories with five pseudonyms is Pgi,q = 1/16, that
i, Prina = 1/2 x 1/2 x 1/2 x 1/2, for six and seven pseudonyms, the Pg;,q decay to
1/32 and 1/64, but the utility is compromised. As for k = 4, trajectories with at least
2 and 3 pseudonyms prevailed, totaling 54% of anonymized trajectories. Finally, for
k = 6, 62% of the trajectories around 1232 were not anonymized due to the high mix-
zones activation level to anonymize. Similar to the Cabspotting dataset, the Shenzhen
dataset (Figure 7.5b), protected with k& = 2, had more slice trajectories resulting in 2153
trajectories with two pseudonyms, 519 trajectories with three pseudonyms, 70 trajectories
with four pseudonyms, and six trajectories with five pseudonyms. Few vehicles were
anonymized for the k = 4 setup, and the pseudonym rate was minimal.

The RRET metric for the Cabspotting dataset corroborates with PSEU analysis.
We can observe a significant risk increase as k grows. Initially, the RRET for the original
dataset has a value of 1. This value means that the trajectories are entirely unprotected.
For k = 2, the RRET drops significantly, with 97.3% of the trajectories having an RRET
equal to or less than 50%. However, for k = 2 and k£ = 6, the RRET tends to increase
(see Figure 7.5a), and 75.5% and 37.2% of the trajectories for k& = 2 and k = 6 have
an RRET equal to or less than 50%. The increase in RRET is because the higher the
value of k, the lower the probability of anonymizing a quantity equal to or greater than k
vehicles. The increase in RRET is even more evident for the Shenzhen dataset, which has
a lower density than Cabspotting and affects anonymization performance. For example,
for k = 2, k = 3, and k = 4, only 37.6%, 7.3%, and 0.8% of the trajectories have an
RRET equal to or less than 50%.

Regarding the TDSL metric, the anonymization dataset of Cabspotting had signif-
icant distortion from the original dataset (Figure 7.5a). Cab trips are sliced into smaller
portions, creating trips over shorter distances from 400 km to 180, 200, and 300 for k£ = 2,
k = 4, and k = 6 setups, respectively. Additionally, the number of trips grew from the
original trips. For example, k¥ = 2 and k& = 4 have values above 103 trips, while for the
original trajectories, they are in the order of 102. Also, in the anonymized data, there was
a reduction in the size of the trips. For the original dataset, most trips have up to 30%
of the length of the longest trip, while for £ = 2 and k = 4, both are 20% of the length.

The TDSL of the Shenzhen dataset (Figure 7.5b) also had significant distortion
between original and anonymized trajectories. For instance, the number of trips grew up
to 5km in length from zero to 103, 10%, and ten trips for k = 2, k = 3, and k = 4 setups.
For trips around 10km, the number of trips decreased from 10® to 10? for the & = 2.
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In addition, it reduced trips higher than 15km in the £ = 2 compared with the noanon
dataset.

In TRIPTIME in the Cabspotting dataset (Figure 7.5a), the anonymization effect
produced a much larger number of trajectories with a duration close to zero than the
original trajectories. For example, for k = 2 and k = 4 setups, the number of trajectories
near 10 minutes peaked to 10* and 10® compared to original trajectories on the order of
102. The Shenzhen dataset had a similar behavior in which the number of trips until 10
minutes of duration increased from zero to 10? trips for three setups (Figure 7.5b).

Anonymizing Cabspotting trajectories also significantly affected the NUMVIS met-
ric. For the original dataset, around 96% of trajectories had more than 200 visits. Mean-
while, for k¥ = 4 and k = 6, this percentage decreased to 12% and 34%, respectively.
The most significant discrepancy was for k = 2, where only 3% of the trajectories had
a NUMVIS value equal to or greater than 200 visits. Although the Shenzhen dataset
presents only around 10% of the NUMVIS compared to Cabspotting, it is still possible to
identify discrepancies about the original dataset. For example, around 75.8% of trajecto-
ries have a NUMVIS of no more than 50. However, for £k = 2 and k = 3, the number of
trajectories increases to 88.8%, and 78% have NUMVIS up to 50, for the & = 4 maintained
with a distribution similar to the original dataset.

The social metrics group also was affected by anonymization. For instance, the
MAXCON for the Cabspotting dataset, the anonymization with £ = 2 was the setup that
caused the most data distortion, with an increase in connections in the scale from 10? to
103 pairs, and the maximum number of relationships between pairs increased from 2000
to 3000 connections. For k = 4, there was distortion between the original data but with
a lower intensity than k& = 2, reaching the order of 10 user pairs with the number of
connections around 3000. The k£ = 6 had less distortion than the original data; even so, it
obtained several connections around 2000. The Shenzhen dataset behaved similarly to the
Cabspotting dataset regarding anonymization, in which the k = 2 prevailed in distortion
terms. The MAXCON increased from 1000 to 1500, for £ = 4 and k£ = 6 had a similar
distribution to the noanon dataset.

Regarding the CODU metric for Cabspotting (Figure 7.5a), the number of user
pairs that made contacts with a duration close to zero increased from 10° to 10° in all
privacy settings. Furthermore, for k£ = 2, there was a significant increase in the number of
pairs, from 103 to 10°, with contact durations of up to 70 secs. This behavior can also be
observed in k = 4 and k = 6, but in smaller pairs of contacts, from 103 to 10*. Although
the metric does not present a level of distortion like Cabspotting, the distributions of the
anonymized versions for Shenzhen’ CODU metric followed the same behavior: wherein
k = 2 had greater distortion than £ = 3 and k = 4 (see Figure 7.5b). Also, this behavior
can be observed in other metrics, such as INCO and CONEN.

Finally, the RGYR metric had a smooth distortion with the anonymization. For
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the Cabspotting dataset, we can observe that £ = 2 and & = 4 had an increase of
trajectories that had an RGYR lower or equal to 3 km than the original trajectories (see
Figure 7.5a). Specifically, it increased 96.4% of original trajectories to 99.8% and 98.5%
for k=2 and k=4, respectively, with RGYR lower or equal to 3 km. The k£ = 6 was
maintained to be equal to the original trajectories, around 96.3%. The Shenzhen dataset
had a lower RGYR value than Cabpotting, limited up to 97% of trajectories with RGYR
not more than 200 meters. Also, the anonymized datasets did not differ significantly from

the original dataset.

7.5.3 Distortion Level Analysis

Table 7.4 represents the distortion level (WS) of the metrics between original and
anonymized datasets of Cabspotting and Shenzhen varying the k value. Overall, the low,
intermediary, and high privacy levels had descending distortion for all metrics in both
datasets, as shown by an average of k value (Avg(k = 7)), where i € K = {2,3,4,6} in
Table 7.4. For instance, the WS for the SPC of the Cabspotting dataset, in which the
distribution of the pair (noanon,k = 2) had more data distortion than k = 4 and k = 6
setups. In other words, (noanon, k = 2) had less utility with 0.0720, but (noanon, k = 6)
had low distortion and high utility with 0.0088. The reason is that the & = 6 has
lower chances of anonymization. Thus, many trajectories pass through the mix-zones
without being anonymized, which makes the distribution of k& = 6 metrics similar to the
original dataset. Identical to the Cabspotting, the SPC of Shenzhen dataset, the pair
(noanon, k = 2) had more distortion WS equals 0.036. But, with the slightest distortion,
was the pair (noanon, k = 3) with WS equals 0.016.

Concerning the privacy metrics, RRET got the highest distortion between anonymized
and original datasets about all metrics in both datasets. Highlight for Cabspotting pair
(noanon, k2) with 0.86 of distortion. Then, the distortion level decreases in the pairs
(noanon, k4) and (noanon, k6) to 0.66 and 0.32 but maintains the highest in all setups.
The same behavior is observed in the Shenzhen dataset, in which the distortion level is
high to low in the pairs (noanon, k2), (noanon, k3), and (noanon, k4), respectively. The
high distortion is because, in £ = 2, we have more anonymization probability than in
other setups. For instance, for £ = 2 in Cabspotting, the RRET is not more than 0.5 for
97% of trajectories, while for k£ = 6, we have just 37% of trajectories with RRET equal
to 0.5 (see Figure 7.5a).

For the PSEU distributions of the Cabspotting dataset, the less similarity between

original and anonymized data was the pair (noanon,k = 2) with WS of 0.23, which
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indicates less utility in the open data context, since most trajectories for £ = 2 had 5 or 6
pseudonyms (see Figure 7.5a). In contrast, trajectories anonymized with k = 4 presented
greater utility with a prevalence of trajectories with 2 and 3 pseudonyms and WS of
0.19. The Shenzhen dataset had a similar behavior to Cabspotting, which had a higher
anonymization setup and little data distortion. The pair (noanon, k = 2) had the major
distortion, and the pair (noanon, k = 4) had the less distortion with WS equals 0.0046.

Regarding the TDSL for both Cabspotting and Shenzhen datasets, the higher
distortion was with & = 2, with WS to 0.2 and 0.083, respectively. In contrast, the
smallest data distortion was with £k = 6 and k = 4 with WS equal to 0.14 and 0.014,
respectively. Among all metrics, the TDSL had the highest distortion for Shenzhen.

The NUMVIS metric also had similar behavior to spatial metrics, with the greatest
to most minor distortion about the original data, k = 2, k = 4, and k = 6, respectively.
Mainly, Cabspotting had more accentuated than Shenzhen, such as the pair (noanon, k2)
with 0.23 against 0.057.

In the TRIPTIME metric for the Cabspotting dataset, the (noanon,k = 2) pair
had more distortion above all metrics with WS equal to 0.38, and the (noanon,k = 6)
pair had less distortion with WS similar to 0.26 (see Table 7.4). Likewise, the pair
(anon, k = 2) in the Shenzhen dataset had a high data distortion, and low distortion was
the pair (noanon,k = 3) pair (intermediary privacy level) with WS equal to 0.039 and
0.0044, respectively.

Concerning the social metrics, the MAXCON in the Cabspotting dataset, k = 4
setup had more distortion than the original trajectory from the social category, with a
WS of 0.21. The k = 2 and k& = 6 had the same WS equal to 0.15. Unlike Cabspotting,
the Shenzhen dataset had more data distortion on the k£ = 2 setup with a WS of 0.015
and less on the k£ = 4 setup with 0.003.

The CODU and INCO metrics for Cabspotting had high and low distortions
with (noanon,k = 2) and (noanon,k = 6) pairs, respectively (see Table 7.4). But in
the Shenzhen dataset, the high distortion for these metrics was (noanon,k = 2) and
(noanon, k = 3) pairs with WS equal to 0.0140 and 0.0056. And the smallest distortion
was (noanon,k = 4) for both metrics. The RGYR was the metric with lower distor-
tion than all metrics in both datasets. For the Cabspotting, the pairs (noanon, k2) and
(noanon, k4) got 0.029 with 0.028. RGYR was also lower for the Shenzhen dataset, with
0.013 and 0.0009 for (noanon, k2) and (noanon, k4).
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Table 7.4: Distortion level (WS) of the metrics between original and anonymized datasets
of Cabspotting and Shenzhen.

Cabspotting Shenzhen
Metric k=2 k=4 k=6 |Avg(k=(2,4,6))| k=2 k=3 k=4 | Avg(k=(2,3,4))

PSEU 0.2300 0.1900 0.1100 0.1767 0.1200 0.0200 0.0046 0.0482
RRET 0.8600 0.6600  0.3200 0.6133 0.2100 0.0560 0.0072 0.0911
SPC 0.0720 0.0490  0.0088 0.0433 0.0360 0.0160  0.0300 0.0273
SPD 0.0028 0.0035 0.0025 0.0029 0.0830 0.0330 0.0280 0.0480
TDSL 0.2000 0.1900  0.1400 0.1767 0.0830 0.0190 0.0140 0.0387
TRIPTIME | 0.3800 0.3400  0.2600 0.3267 0.0390 0.0044  0.0200 0.0211
NUMVIS 0.2300 0.2100  0.1500 0.1967 0.0570 0.0082 0.0100 0.0251
MAXCON 0.1500 0.2100 0.1500 0.1700 0.0150 0.0064 0.0033 0.0082
CODU 0.1100 0.0670  0.0250 0.0673 0.0140 0.0089  0.0010 0.0080
INCO 0.0820 0.0610  0.0330 0.0587 0.0019 0.0056 0.0044 0.0040
CONEN 0.1100  0.0830 0.1200 0.1043 0.0250 0.0082  0.0054 0.0129
RGYR 0.0290 0.0280 0.0083 0.0218 0.0130 0.0012  0.0009 0.0050
Avg(k=1z) | 0.2047 0.1743 0.1106 0.0581 0.0156 0.0107

Table 7.5: Matrix of Criteria J- Utility Metrics of Cabspotting dataset.

Criterion [PSEU RRET | TDSL TRIPTIME | MAXCON [ CODU
PSEU 1.000 | 5500 | 0.963 | — 1.242 0.906 0.865
RRET 0182  1.000 | 0.175 0.226 0.165 0.157
TDSL 1.039 | 5714 | 1.000 |  1.290 0.941 0.899
TRIPTIME | 0805 4429 [ 0.775 1.000 0.729 0.697
MAXCON | 1.104 | 6071 | 1.063 | 1.371 1.000 0.955
CODU 1156 6.357 | 1.113 1.435 1.047 1.000

Table 7.6: Matrix of criteria J - Utility metrics of Cabspotting dataset normalized to
Saaty’s scale. The CODU line (green) is the best-to-others criteria and the RRET column
(yellow) is the others-to-worst criterion.

Criterion [ PSEU [ RRET | TDSL | TRIPTIME MAXCON | CODU
PSEU 1.000 [ 8.000 | 2.000 2000 [ 2.000 2.000

RRET 1.000 [ 1.000 | 1.000 1.000 1.000 1.000

TDSL 2.000 | 8.000 | 1.000 2000 | 2000 2.000

TRIPTIME | 2.000 | 7.000 | 2.000 1.000 2.000 2.000

MAXCON [ 2.000 | 9.000 [ 2.000 3.000 1.000 2.000

CODU 20000 9.000

w} 0.194 | 0.032 | 0.161 |  0.129 0.290 | 0.194 |
[ 0.167

Table 7.7: App. Domains (alternatives) vs. utility metrics (criteria) as weights.

App. Domain PSEU RRET TDSL | TRIPTIME | MAXCON | CODU
Statistical Analysis 5.000xu; | 2.000xuy | 9.000%x us 8.000x uy 4.000 X us 2.000x ug
Urban Planning 3.000xuy | 3.000xus | 9.000Xxus3 8.000 X 14 4.000xus | 2.000xug
Driver Behavior 6.000xu; | 7.000xus | 8.000xus3 6.000x uy 3.000x us 4.000x ug
Social Networks 4.000xuy | 2.000xus | 3.000xus 4.000 X 1y 9.000 X us 8.000x ug
Opportunistic Network | 3.000xu; | 1.000xus | 4.000xus3 2.000x 1y 9.000x us 9.000x ug
Targeted Market 7.000xu; | 5.000xuy | 6.000Xus 2.000x 1y 4.000x us 3.000x ug
Cybersecurity 9.000Xup | 9.000xus | 7.000X%us3 6.000X 14 1.000xus; | 2.000xug

\ u; | o77 | o014 | 08 | 062 | 0.8 | 0.89 |

Table 7.8: App. Domains vs. utility metrics scaled to Saaty’s scale [1 to 9.

App. Domain PSEU | RRET | TDSL | TRIPTIME | MAXCON | CODU
Statistical Analaysis 5.000 2.000 9.000 6.000 5.000 3.000
Urban Planning 4.000 2.000 9.000 6.000 5.000 3.000
Driver Behavior 6.000 2.000 8.000 5.000 4.000 5.000
Social Networks 4.000 2.000 4.000 4.000 9.000 9.000
Opportunistic Network | 4.000 1.000 5.000 3.000 9.000 9.000
Targeted Market 7.000 2.000 6.000 3.000 5.000 4.000
Cybersecurity 8.000 3.000 7.000 5.000 2.000 3.000
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Figure 7.6: Distortion metrics ranking for trajectory datasets.
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Figure 7.7: Ranking of smart cities application domains generated with BWM method
for Cabspotting dataset. The metrics are the criteria, and the application domains are
the alternatives.

7.5.4 Data Utility Driven to Smart Cities Domains

To answer the questions in Section 7.1, we must analyze the metrics by groups and
verify which groups had the greatest data distortion. This way, we can identify which
metrics are closely related to an application context that has been more or less affected.

In general, the k£ = 2 setup had more prevalence than other privacy setups regard-
ing data distortion for the metrics. For both datasets, the metrics groups that were most
affected were privacy, mobility, and social. Specifically, in the k& = 2 setup for the Cab-
spotting dataset, the metrics with more distortion of the original trajectories were RRET,
TRIPTIME, PSEU, and TDSL (see Figure 7.6), which are mobility metrics intimately
related to applications of statistical analysis, urban planning, route plan, and smart mo-
bility testbed (see Table 7.2). The results suggest that the anonymized trajectories by

mix-zones with k& = 2 setup have less utility for the applications above. In contrast, the
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SPC, RGYR, and SPD metrics had less distortion than other metrics. It means that the
anonymized data by mix-zones can be useful in the application domain related to these
metrics. The application contexts related to these metrics are urban planning, including
POI mining, EV charging deployment, and statistical analysis (see Figure 7.6). The so-
cial metrics - MAXCON, CODU, CONEN, and INCO - had intermediary distortion levels
with £ = 2, i.e., applications such as data dissemination protocols, including developing
communication protocols in V2V and V2I networks, can be partially compromised when
using data protected by mix-zones with k£ = 2 setup.

The Shenzhen dataset anonymized with k& = 2 setup also had privacy, mobility,
and social metrics with more data distortion than the original trajectories. The metrics
with high distortion were RRET, PSEU, TDSL, SPD, NUMVIS, and TRIPTIME metrics,
respectively (see Figure 7.6). It suggests that applications for urban planning and driver
behavior may have degradation of service quality in using the dataset anonymized by
mix-zones, as represented in Table 7.2. On the other hand, social metrics - CONEN,
MAXCON, CODU, and INCO - had fewer data distortion, which suggested that the
Shenzhen dataset protected with £ = 2 can be more useful to applications, such as social
networks and dissemination protocols for VANETSs. The above discussion summarizes the
answer to question Q1.

The answer to question Q2 is to sort the order of the metrics by the distortion
level for each k setup of Table 7.4. The order of the metrics in the ranking may differ,
but the order of the group of metrics varies very little (see Figure 7.6). The ranking order
can change a few for dense datasets regarding traffic volume, which are more likely to
be anonymized. For example, with the k variation in the Cabspotting dataset, the order
was not changed from the first and last positions in the ranking, TRIPTIME and SPD.
However, for less dense datasets, such as Shenzhen, there was a change in the positions of
the metrics in the ranking, but there was little change in the order of the group of ranking
metrics. The first in the ranking for the £ = 2, k = 3, and £ = 4 were RRET, RRET, and
SPC, respectively. However, we can observe a clear separation between the mobility and
social groups. The mobility metrics group distorted more than the social metrics group
for all three setups.

Regarding question Q3, which metrics have significant and little distortion with
the k variation? The WS average between k setups in Cabspotting, the mobility metrics
RRET and SPD are highlighted with the highest and least average distortion about all
metrics, with Avg(k = (2,4,6)) of 0.6133 and 0.0029, respectively (see Table 7.4). These
results suggest that using an anonymized dataset for statistical analysis like traffic moni-
toring and route planning can be compromised. In contrast, using anonymized datasets in
the urban planning domain, e.g., POI mining can be more helpful, even with k variation.
In the Shenzhen dataset, applications that RRET is a sensitive feature, such as multi-

modal integration in urban planning, can be less useful because RRET got the highest
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distortion with Avg(k = (2,3,4)) of 0.0911. However, application segments based on so-
cial or opportunistic networks can be attractive because social metrics had less distortion,
including INCO with the least Avg(k = (2,3,4)) of 0.0040.

Another point we highlighted was that datasets of different types present different
behaviors in terms of utility, in answer to question Q4. For example, regarding the dis-
tortion ranking, Cabspotting’s mobility metrics group concentrated on the extremes of
the ranking, and social metrics remained in the middle. While for the Shenzhen dataset,
the mobility metrics had more significant distortion than the social ones. In this way, the
anonymized versions of Cabspotting may be more useful in the application of dissemina-
tion protocols, statistical analysis, and drive behavior. At the same time, the Shenzhen
dataset may be more relevant for developing applications related to social networks and

for developing data dissemination protocols even more than Cabspotting.

7.5.5 Ranking of Smart City Application Domains

This section presents the ranking smart cities application domains analysis with
our proposal of BWM, in answer to question Q5. For validation, we analyzed the dataset
Cabspoting protected with the low privacy level & = 2, but with the most significant
coverage in anonymization terms. To study collateral effects caused by the anonymization
process regarding privacy, spatial, and social terms, we selected two metrics of each aspect
that had more distortion: PSEU, RRET, TDSL, TRIPTIME, MAXCON, and CODU.
The variation of these metrics enables identifying which application domain can be more
and less affected. The threshold of consistency index defined for this analysis is A = 1,
representing the upper bound, as suggested in [3].

Table 7.5 presents the result of the criteria weights definition of the metrics made
of our algorithm. We can note that the J cells (CODU, RRET) and (RRET,CODU)
had the highest and lowest weight levels, with 6.357 and 0.157, respectively. In the scale
changing, denoted in Table 7.6, these cells were altered to Saaty’s scale with values 9 and
1, respectively.

The best and worst criteria selection occurs based on the utility (or distortion)
level identified in the utility metrics. In the context of the utility of anonymized data
collection, in an ideal situation, the metrics should have the highest possible utility (i.e.,
the complement of the distortion level of the original data). In this way, we selected
the best and worst metrics and those with the greatest and least utility within the set
of metrics. When observing the level of distortion shown in Table 7.4, we can conclude

that within the set of selected metrics, the best and worst metrics were those with the
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lowest and highest levels of distortion represented by the CODU and RRET metrics,
respectively. Table 7.6 shows the choice of the preference of the best criterion CODU
(best criterion) over all the other criteria, represented by CODU row (in green). We can
see that CODU is more relevant to RRET with a value of 9 and slightly greater importance
to the MAXCON, TDSL, and PSEU with a value of 2. Additionally, Table 7.6 shows the
preference of all the criteria over the RRET (worst criterion) in the RRET column (in
yellow). We can note that MAXCON and TDSL are more relevant than RRET, with
values of 9 and 8, respectively.

The w} and &5 depicted in Table 7.6 represent the optimal weights and indicator
of consistency calculated with the best and worst criteria of the BWM. £* has a value of
0.167, close to zero, indicating that the pairwise comparison consistency level is acceptable.
For the optimal weights, MAXCON was highlighted with 0.290, followed by CODU and
PSEU metrics with 0.194. In contrast, RRET had a lower optimal weight of 0.032.
The weight prevalence of social metrics indicates that an application domain that uses
an anonymized dataset that uses social metrics can be more useful than one that uses
privacy metrics.

After calculating the optimal weights, the next step is to define the priority of
alternatives considering the criteria. Particularly, each alternative is a smart city appli-
cation domain ¢ concerning criterion j, represented by metrics, i.e. (p;;). Thus, the DM
must define a score of 1 to 9, which is the importance of the metrics in each domain
and application. The DM can determine the score from the prevalence of such metrics
in related work to the context of each application domain. In each application domain
of smart cities, comprehensive research indicates the uses of spatial, social, and privacy
metrics, as shown in Table 7.2. So, the DM can infer what metric can be more or less
critical for an application domain than another and assign a score for each one, as denoted
in Table 7.7. Additionally, each criterion is considered as an additional weight, so each cell
pi; of the matrix A is multiplied by the utility level of criterion j, i.e. u; in the Table 7.7.
After applying the utility metrics as weights, the scale change to Saaty’s scale is applied
(see Table 7.8). Then, each column from the matrix A is normalized by dividing the cell
pij by the maximum value of each criterion found in its respective column, max(p;;).

The ranking of application domains is shown in Figure 7.7, which is obtained by
multiplying the columns of the matrix A by the optimal weights w? of their respective
criteria (defined in Table 7.6). In Figure 7.7, the utility metrics group Smart city appli-
cation domains. On average, social metrics had the most utility in application domains,
followed by spatial and privacy metrics. The metric with the lowest utility among the
application domains was RRET, highlighted on Opportunistic Networks with a value of
0.011. On the other hand, RRET has the highest utility for Privacy & Safety with 0.032.
The MAXCON metric represents the most utility for application domains, highlighting
the Social Networks and Opportunistic Network domains, with a value of 0.290. The least
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useful domains would be the Privacy & Safety domains, which have a value of 0.065.
Overall, the application domain ranking in terms of usefulness was as follows:
Social Networks = Opportunistic Networks > Statistical Analysis > Driver Behavior >
Urban Planning > Targeted Market > Privacy & Safety. Highlighting the domains that
prevailed in social metrics, Social Networks, and Opportunistic Networks, with 0.760
and 0.746, respectively. In conclusion, applying mix-zones as a form of protection was
less harmful for social and spatial domains than for the Targeted Market and Privacy &

Safety domains, which had values of 0.610 and 0.588, respectively.

7.5.6 Utility of Anonymized Data for Specific Applications

Table 7.9: The utility of the anonymized datasets of Cabspotting and Shenzhen for specific
applications.

Association between the proposal and utility metrics

Case Ref. | Smart City Domain  Application/Technique Proposal Metrics Utility Metrics and Saaty’s Scale
number of traffic lights
average road speed TDSL (9), TRIPTIME (9)
cro|ps2) Urban Planning and EV charging planning and distance to destination TRIPTIME (9)
Opportunistic Networks | data dissemiination protocol | distance between the entities TDSL (9), GIsSPC (5), SPD (5), RGYR (3)
connection time between the entities | CODU (9), CONEN (8), INCO (5), MAXCON (5)
PSEU (1), RRET (1), NUMVIS (1)

1
PSEU (4), RRET (4)
TRIPTIME (9)
TRIPTIME (9)
TRIPTIME (9)

SPC (8), SPD (8)
SPC (8), SPD (8)
TDSL (9), RGYR (3)

pseudonym
trajectory timestamps of travel
departure time interval

: . total travel ti
EV charging planning/ otal travel time

C2  [283] | Urban Planning L
postioninng

origin zone
destination zone
total travel distance

vehicle type

NUMVIS (1), MAXCON (1), CODU (1),

INCO (1), CONEN (1)

PSEU (8), RRET (3)

SPC (6), SPD (6)

RGYR (8)

TDSL (9), TRIPTIME (9)

NUMVIS (1), MAXCON (1), CODU (1), INCO (1)

pseudonym

stay points number
gyration radius
trajectory features

Location privacy-preserving
Spatial crowdsourcing (SC)
for IoV

based on blockchain

C3 | [284] | Cybersecurity

CONEN (1)
pseudonym PSEU (4), RRET (4)
trajectory features TDSL (9), TRIPTIME (5), RGYR (5)
POIs SPC (9), SPD (8)
C4  [285] | Opportunistic Networks Model mobility simulator contact duration CODU (9)
inter-contact time INCO (9),
repeated contacts MAXCON (8), CONEN (8)

NUMVIS (1)

One of the critical points about utility is obtaining the utility of protected data
for a specific application (Q6). To answer this question, we analyze the utility of the
dataset Cabspotting and Shenzhen anonymized with privacy levels [k = 2,4, 6] and [k =
2,3, 4], respectively, applying the Algorithm 6 to four study cases, that represent a specific
application of a distinct application domain: C1 is a managing EV charging planning;
C2 is an EV charging infrastructure planning; C3 is a decentralized location privacy-
preserving SC for oV based on a blockchain scheme; and C4 is a mobility model in terms

of number of nodes and simulation time. First, we detail each proposal, associate their
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Figure 7.8: The utility of anonymized trajectories for the applications C1, C2, C3, and C4.

metrics with utility metrics, and define the weights of each utility metric. Next, we discuss
the utility results of each case, generated by Algorithm 6.

In the case study C1, Bautista et al.[282] introduced a Charging station (CS)
scheme that aims to minimize the total trip time of the user. They reduce the total
trip duration considering traffic conditions on the EV’s route toward its destination, as-
suming an intermediate recharging stop at the selected CS. Additionally, to aid the CS
management scheme, they proposed a communication framework among EVs and RSUs
to interchange charging service messages. When anonymized mobility data by mix-zones
is used to test the proposal, we can assign the proposal metrics with utility metrics as
follows. The metrics of managing the EV charging planning scheme are intimately related
to traffic conditions, EV’s trip time, and communication delay of the VANET routing pro-
tocol. Specifically, the number of traffic lights, average road speed, and driving distance
are associated with the utility metrics: TDSL, TRIPTIME defined in Table 7.9 and re-
ceive high weight. Regarding the message dissemination protocol scheme, it considers the
vehicles’ traffic, distance to destination, and connection time between the entities (RSU
and vehicles), so the utility metrics TDSL, CODU, CONEN, MAXCON, and INCO re-
ceive high-weight values. In contrast, the other utility metrics that don’t have a direct
association receive a low weight.

The second case study (C2) is an EV charging planning proposed by Kavianipour
et al. [283]. They presented a framework for urban charging infrastructure positioning that
considers fast charging to address the range anxiety issue of EVs in the urban environment.
Specifically, the framework tackles a lack of a dataset that includes daily chains of trips
for all travelers and the availability of level 2 chargers at each intermediate destination.
For this, the framework proposed a simulation tool to generate trip trajectories. Next,
the trajectories generated are input for building a charging behavior simulation tool to
assign the stochastic initial state of charge for each vehicle trajectory according to the

departure time, trip purpose, and land use characteristics at the origin. Then, charging
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demand is the input to a mixed-integer nonlinear program that seeks to charge station
configuration to minimize the total system cost.

In the case study C2, using the anonymized mobility dataset protected by mix-
zones can directly affect the output of traffic simulation that generates trajectories once
this component uses the Origin-Destination (OD) demand features and road network
properties as inputs. So, the trajectories’ slices made by mix-zones can affect OD fea-
tures because part of the anonymized trajectory will have a pseudonym different from
the original, producing a different destiny. Additionally, mix-zones can affect other key
features, including traveled paths and travel time stamps along each vehicle’s path; the
latter is the average zone-to-zone travel distances and times. Notably, these features are
used in the posterior components of the framework. Also, using the anonymized dataset
to test intermediary framework steps, such as the charging behavior simulation compo-
nent, can be potentially compromised using sliced trajectories. The Table 7.9 summarizes
the key features of the proposal above associated with utility metrics SPC, SPD, TDSL,
and TRIPTIME that receive a high weight. Although PSEU and RRET are not directly
related to proposal metrics, they receive a medium weight because of their impacts on
the framework.

The third case study (C3) is a decentralized location privacy-preserving SC for IoV
based on a blockchain scheme proposed by Zhang et al. [284]. The approach allows vehicle
users to participate in SC, ensuring the task’s location policy privacy and providing multi-
level privacy preservation for workers’ locations. The proposal has the following steps:
Location Record, Task Submission, Solution Submission, and Location Verification.

The purpose of the utility of the anonymized dataset is to test the proposal compo-
nents, such as in the solution submission step by the workers to get the reward. Notably,
in the solution submission step, the requester, responsible for proposing a task, sends a
task request that contains the task’s location policy to workers who decide whether or
not to participate in the task. If the workers obey the location policy, they send the
solution with its privacy-preserving location proof to the blockchain via the nearby RSU
in the solution submission phase. The workers inform the obfuscated location based on
the map grid size. The worker privacy level is proportional to the grid size and inversely
proportional to the payment. A worker offered a more accurate location deserves a higher
payment. However, the accurate location can bring privacy threats. In this way, the
actual location of a worker j is obfuscated inside a cell of a grid of size n. It means that
the GPS’s registers and stay points of a trajectory of worker j must be obfuscated. An
issue regarding the anonymizing trajectories, particularly by mix-zones, is which will slice
the trajectories, yielding information loss when a worker j moves in the grid’s cells. Con-
sidering this step of the framework proposed, the metrics that can impact its performance
are pseudonym, stay, points number, gyration radius, and trajectory features, which are
related to the utility metrics: PSEU, RRET, SPC, SPD, RGYR, TDSL, and TRIPTIME
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that receive a high weight (see Table 7.9).

In the last case study C4, we explore using anonymized data in the context of
opportunistic networks. Specifically, Sarmiento and Forster [285] presented a scalable
mobility model in terms of number of nodes and simulation time, called TRAILS (TR Ace-
based ProbablLiStic Mobility Model), capable of imitating spatial dependence, geographic
restrictions, and temporal dependence from real scenarios. As validation, they compared
mobility metrics of TRAILS simulations (e.g., contact duration, inter-contact time, and
repeated contacts), real traces, and another synthetic mobility model. In the TRAILS
workflow, users travel to popular places extracted from real scenarios using real paths. A
user selects a POI as its destination based on the POI’s popularity from a POI list. A
graph generator imports the POIs and paths extracted from traces to create a mobility
graph imported to the simulator to control the users.

When using an anonymized dataset to validate TRAILS, such as extracting POIs
and paths from an anonymized dataset, it may also suffer from the effect of anonymization
on the original dataset. That is, slicing trajectories using mix-zones could significantly
increase the number of trajectories and users in the dataset and reduce the size of a
trajectory TDSL. Consequently, there will be an increase in the number of SPC, which
can be used as a substrate for POI identification. Furthermore, with shorter trajectories,
some links between two POIs in the graph cannot be reached when compared with the
original data. Regarding TRAILS validation, mobility metrics related to contacts such as
CODU, INCO, CONEN, and MAXCON may also be affected. Therefore, the metrics that
receive greater weight are TDSL, SPC, SPD, CODU, INCO, CONEN, and MAXCON, as
shown in Table 7.9.

After defining the weights of each utility metric, the Algorithm 6 is executed for
each application for Cabspotting and Shenzhen datasets, and the utility results (x) are
shown in Figure 7.8. Regarding the level of utility of a dataset applied in different specific
applications, application C4 stands out among the others, which obtained for k& = 2,
k =4, and k = 6 a utility of 0.621, 0.259, and 0.078 about the original dataset with a
utility value of 1, respectively. In other words, for the C4 application, with the effect of
anonymization, the Cabspotting dataset degraded by approximately 37.9%, 74.1%, and
92.2% to the original dataset. For the Shenzhen dataset, the C4 application also stood
out in utility and maintained the ascending order of k values with the utility of 0.202,
0.035, and 0.004 for k£ = 2, k = 3, and k = 4. This fact is also observed for all applications
in which the greatest utility in the two anonymized datasets, which follow the increasing
order of privacy setup with k = 2, k = 4, and k = 6 for Cabspotting and k = 2, k = 3,
and k = 4 for Shenzhen.

Furthermore, we can observe that for both datasets, the utility ranking was respec-
tively for applications C4 (opportunistic networks), C1 (urban planning and opportunistic

networks), C2 (urban planning), and C3 (Privacy & Safety), shown in Figures 7.8a and
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7.8b. This ranking corroborates the results obtained from the utility analysis for the
application domains in Sub-section 7.5.5.

An important point to note is that, as the value of k increases (k =2, 4, and 6;
k = 2, 3, and 4), the level of distortion decreases (see Sub-section 7.5.3) and also the
anonymization utility decreases, which is a critical factor that affects the result of utility
calculation. In this way, Cabspotting had a significant result about Shenzhen, which,
despite having a low distortion with the variation of k, had a low utility, producing low
utility values. Finally, the results suggest that for the C4 application, the Cabspotting
dataset protected with k£ = 2 is the most appropriate, concerning all other setups, when

considering the privacy factor and data utility.

7.5.7 Lessons Learned

We learned some lessons from the utility analysis of anonymized mobility data
with UAFAT in finding the answer to questions of Section 7.1. In answer to question
Q1, we analyzed the data utility with distortion of the metrics. We concluded that in
both datasets, the metrics groups that were most affected were privacy, mobility, and
social, respectively. For instance, the Cabspotting dataset, which was protected with
k = 2, affected metrics related to applications such as statistical analysis, urban planning,
route planning, and smart mobility testbed. These results suggest that the anonymized
trajectories by mix-zones with & = 2 setup have less utility for the applications. In
contrast, some mobility metrics, e.g., the SPC, RGYR, and SPD, had less distortion than
others. So, application contexts related to these metrics include urban planning, POI
mining, EV charging deployment, and statistical analysis.

Based on the analysis of distortion metrics with k variation, the answer to question
Q2 is that the order of the metrics in the ranking may differ. Still, the order of the group
of metrics varies very little. The order of distortion ranking can change less for dense
datasets (Cabspotting) than for less dense datasets (Shenzhen).

The answer to question Q3 depends on the dataset. For instance, the WS average
between k setups in Cabspotting, the mobility metrics RRET and SPD are highlighted
with the highest and least average distortion about all metrics. Thus, using anonymized
datasets in the urban planning domain, e.g., POI mining, can be more helpful than
statistical analysis, even with k variation. The Shenzhen dataset had the same behavior,
in which applications in which RRET is a sensitive feature, such as multimodal integration
in urban planning, can be less useful. However, application segments based on social

or opportunistic networks can be attractive because social metrics have less distortion,
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including INCO.

Concerning question Q4, the answer is that datasets of different types present dif-
ferent utility behaviors. For instance, Cabspotting’s mobility metrics group concentrated
on the extremes of the distortion ranking, while social metrics remained in the middle.
While Shenzhen’s mobility metrics had more significant distortion than the social ones,
there was a more defined separation between these groups of metrics.

In answer to question Q5, we ranked the smart cities application domains with our
proposal of BWM, which uses the utility metrics related to domains and automatically
defines criterion weight. It is worth emphasizing that the criterion weight is defined by a
DM in the conventional MCDM technique. We applied our algorithm in the Cabspotting
dataset protected with & = 2. It ranked the domains in terms of usefulness from high
to low as follows: Social Networks > Opportunistic Networks > Statistical Analysis >
Driver Behavior > Urban Planning > Targeted Market > Privacy & Safety.

Regarding question Q6, we proposed obtaining the utility of protected data for a
specific application with an algorithm that considers the utility and mix-zones efficacy.
The validation using the anonymized Cabspotting and Shenzhen datasets in four specific
applications concluded that applications in opportunistic networks could be more useful,
followed by applications in urban planning and Privacy & Safety domains. Note that as k
increases, the distortion of data and anonymization efficacy decrease, which affects utility
calculation. Another observation point is that the algorithm identified Cabspotting as
more useful than the Shenzhen dataset for the case studies.

We summarize the impacts of anonymization on privacy, mobility, and social
metrics that can affect utility. For datasets with low density, as k increases, the re-
identification risk increases too because the higher the value of k, the lower the proba-
bility of anonymizing a quantity equal to or greater than k vehicles. In general, when
k increases, there is an increase in the number of trajectories with: SPC close to one;
SPD with duration less than SPD of the original dataset; RRET increases due to the
anonymization performance; TDSL with sliced in smaller portions; TRIPTIME with a
duration close to zero than the original trajectories; MAXCON with a high pair with
connections, CODU with contacts with a duration close to zero; INCO with duration
and CONEN in which entropy increases. It also increases the RGYR lower than 3 km.
In contrast, PSEU and NUMVIS decreased as k increases. Overall, k = 2 significantly
impacts the metrics, but as k increases, the metrics tend to the original dataset value due
to low anonymization.

From the point of view of security of transmitted and shared information, our
solution can have a positive impact with two layers of protection when encryption algo-
rithms further encrypt anonymized data. A layer provided by symmetric or asymmetric
encryption algorithms that encrypt anonymized trajectories. Another layer is provided

by mix-zones, in which anonymized trajectories have a re-identification probability of 1/2
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in the worst case. However, the probability of re-identification tends to decrease substan-
tially when a trajectory passes through more mix zones and when set up with &k greater
than 2, as discussed in subsection 7.5.2. Furthermore, designing a two-layer protection
model could significantly mitigate surveillance and undue monitoring by unauthorized
third parties, as transmitted data is anonymized and combined with other communica-
tions. Finally, it can substantially contribute to compliance with privacy regulations, such
as GDPR.

In conclusion, although there is a discussion about the privacy and utility of open
mobility data in a broad sense, more needs to be focused on the notion of utility in prac-
tical terms and how specific applications and domains can use anonymized data. Unlike
previous works, our solution, in addition to providing privacy in terms of anonymization,
considers the usefulness of this data in a practical way, such as directing it to specific
domains and applications that could best use this data. Therefore, consuming such data
for specific applications becomes possible, positively impacting security. Specific commu-
nication channels and publication platforms could be implemented to transmit this data

to certified consumers in accordance with GDPR.

7.6 Concluding Remarks

This chapter explored the utility of data anonymization for smart cities. To achieve
this, we introduced UAFAT), a framework designed to measure the utility aspects through
twelve privacy, mobility, and social metrics, including mix-zone performance metrics from
anonymized trajectories from cabs and private car datasets protected by mix-zones. The
UAFAT enabled us to analyze which metrics are more and less affected by dataset versions
anonymized by mix-zones configured in different privacy levels. It also allowed us to
identify subtleties regarding the utility of these datasets. The UAFAT allowed us to solve
the complex Multi-Criteria Decision-Making problem that ranks smart city application
domains that best leverage mobility data anonymized by mix-zones. Also, it was possible
to identify the utility level of the anonymized datasets for specific smart city applications
and compare each other. Finally, the framework identified which one between cabs and
private cars datasets has more utility for specific applications.

The results suggest that anonymized trajectories from the cabs dataset have more
utility for applications associated with social metrics, such as dissemination protocol de-
sign, than urban planning and POI mining. Another insight is that with the privacy level
variation, the utility type of a protected dataset can change, but it depends on the density

of the dataset. Another fact is that the utility of anonymized trajectories must be eval-
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uated together with mix-zones performance metrics, such as efficacy, to maximize both
utility (distortion level) and coverage of anonymization. Concerning domain ranking, so-
cial networks, opportunistic networks, and statistical analysis as the top 3 smart cities
application domains for an anonymized cabs dataset. Regarding the anonymized dataset
applied in the specific applications, the model mobility simulation from the opportunistic
networks domain got the best leverage of the anonymized trajectory cabs dataset, followed
by applications in urban planning and privacy & safety domains. Specifically, for mobility
simulation, the cabs dataset degraded in utility by approximately 37.9% (k = 2), 74.1%
(k =4), and 92.2% (k = 6) compared to the original dataset due to the low anonymiza-
tion performance. Thus, the cabs dataset protected with k& = 2 is the most appropriate
concerning all other setups. Recall that the utility calculus considers mix-zones efficacy.
Finally, the cabs dataset had a significant utility to the private cars dataset.

As far as we know, this proposal is the first study that analyzes the utility of
anonymized trajectories by mix-zones with privacy, mobility, and social metrics, allowing
the identification of smart city applications and services in which anonymized data will
provide more or less utility. We believe that the utility characterization of anonymized
data by mix-zones will present a new perspective on the utility of open data as a private
data market for smart city design.

The next chapter presents a dynamic anonymization-based LPPM. Particularly, a
dynamic mix-zone that considers the traffic conditions to tune the privacy level over time
will be proposed, which outperformed the classical mix-zone schemes regarding privacy

and quality of their anonymized data.
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Chapter 8

k-DynMix: A Dynamic Privacy

Protection in Mix-zones

This chapter presents our contributions regarding the anonymization-based LPPM design.
We propose the k-DynMix, a dynamic mix-zone that tunes the privacy level over time in an
online model with linear complexity, according to vehicles’ traffic fluctuations, to achieve
higher anonymization. The k-DynMix had presented an efficacy, anonymization rate, and
AQ similar to the highest result of classical mix-zones. Furthermore, it maximized the
privacy level to the best possible with the lowest re-identification rate, outperforming the
classical mix-zones.

The remaining of this chapter is organized as follows. Section 8.1 brings an intro-
duction and motivation regarding the importance of designing new dynamic mix-zones to
improve mix-zones’ performance in the Smart Mobility context. Section 8.2 discusses the
related studies about mix-zones. Section 8.3 presents essential concepts and the problem
of static mix-zones. Section 8.4 details the adversary model. Section 8.5 presents the
k-DynMix. The metrics definition and experimental evaluation of the k-DynMix are in
Section 8.6. Section 8.7 shows and analyzes the results from this work. Finally, Section 8.8

presents the final concluding remarks.

8.1 Introduction

In the age of pervasive computing, technologies like the IoT and IoV have facilitated
the interconnection of objects and the sharing of location services across extensive environ-
ments such as smart cities, delivering numerous advantages to citizens [231]. Nonetheless,
these services generate massive and unrestricted location data concerning citizens, raising
significant privacy concerns. Through the analysis of location data, it becomes feasible
to uncover latent insights regarding points of interest, individual and collective behavior

from their mobility, and potentially even the identities of citizens [261]. To address users’
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identity approaches such as LPPMs have been proposed as anonymization techniques like
mix-zones. Mix-zones are designated anonymization areas defined by a radius r, within
which entities change their pseudonyms based on privacy level k as a trigger function
(e.g., when reaching a minimum of & entities simultaneously inside it) [170, 167].

Despite mix-zones being widely used in many areas, including VANETSs, they
still have some limitations. Notably, mix-zones heavily rely on factors such as posi-
tioning, geometry, mobility patterns, vehicle density, and arrival rates, which can impact
their performance. For instance, misconfigured parameters of mix-zones can degrade the
anonymization rate or protect with a low privacy level, enabling linking and inference
attacks [261, 262]. Some proposals address these issues, but only a few focus on privacy
levels to improve the mix-zones’ performance and quality behavior.

This chapter proposes the k-Dynamic Mix-zone (k-DynMix), a dynamic mix-zones
that tunes the privacy level k over time in an online model, with linear complexity, accord-
ing to events like vehicles’ traffic fluctuations to achieve the notion of higher anonymiza-
tion. We inspired the k-DynMix on mix-zones quality metrics and some concepts of TCP
congestion control mechanisms.

We conducted experiments, analyzing two datasets, one containing actual data
and another containing synthetic data, comparing k-DynMix with two prediction mecha-
nisms to explore the potentialities of estimating privacy levels over time and with classic
mix-zones regarding mix-zone coverage, privacy metrics, and AQ. The results showed that
k-DynMix outperformed the prediction mechanisms in predicting privacy level. Addition-
ally, the k-DynMix got efficacy similar to the highest result of classical mix-zones. They
maximized the privacy level to the best possible, having the lowest re-identification rate,
outperforming the classical mix-zones. Unlike static mix-zones, k-DynMix got AQ for
all mix-zones, showing better mix-zone behavior, including for low-traffic mix-zones. To
the best of our knowledge, this is the first approach of dynamic privacy level over time
in mix-zones that considers events vehicle traffic fluctuations to maximize the mix-zones

privacy level, efficacy, and anonymization quality.

8.2 Related Studies

Notably, many proposals address critical issues on which mix-zones heavily rely,
such as positioning, geometry, mobility patterns, vehicle density, and arrival rates [261,
167, 262]. Following, we present some relevant literature proposals that pursue these
issues. Vehicular mix-zones are different from traditional mix-zones due to their numer-

ous spatial and temporal constraints, including trajectories exclusively on physical roads,
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directional headings, adherence to traffic regulations, traffic conditions, and road condi-
tions [167, 200].

The initial studies into spatiotemporal considerations were pioneered by [170],
who introduced the CMIX protocol for vehicular networks. CMIX employs mix-zone
encryption at road intersections, guaranteeing dynamic pseudonym changes. Palanisamy
and Liu [190] proposed a solution to address limitations in users’ movement patterns
and statistical behaviors within Mix-zones geometry. They proposed a non-rectangular-
shaped, adaptive mix-zones, where the length is determined by factors like the average
speed of the road segment, the time window, and the minimum pairwise entropy threshold.

To mitigate inference attacks facilitated by speed limitations at intersections and
traffic lights where mix-zones are situated, Zhoun and Zang [100] introduced an LPPM
strategy. This approach incorporates pseudonym swapping and adds trajectory noise
to trajectories passing through mix-zones. About the static mix-zones infrastructure
and their positioning, Yamazaki et al. [286] proposed a mix-zone scheme-centric vehicle
that uses vehicles for anonymizing data instead of RSUs. They proposed resolving the
communication delay between vehicles with two-stage mix-zones by removing the vehicles
that will cause communication delay due to their dynamic mobility from pseudonym
change processes.

Efforts to determine the value of k£ have also been made in k-anonymity approaches
aimed at the IoT when applied to health Internet of Health Things (IoHT) to protect
health data. Coelho et al. [174] proposed a dynamic anonymization method using sep-
aratrices to define k and dynamically group data for anonymization. Their approach
applies the Elbow method, commonly used in clustering, to identify the optimal £k for
anonymizing numeric attributes.

Efforts have been made to understand mix-zones’ behavior and the utility of
anonymized data. In our previous work [261], we evidenced that mobility can impact
location privacy approaches, like mix-zones, in the context of smart mobility. We showed
the privacy and data utility side effects when mix-zone parameters are misconfigured in
a multimodal environment. Additionally, we studied the mix-zones behavior that reflects
anonymization quality for the posterior design and selection of robust LPPM with a no-
tion of AQ — is a concept related to the protection, efficacy, and internal functioning
of an LPPM, enabling an understanding of how privacy occurs and analyzing its perfor-
mance over time [173, 20]. Regarding the trade-off between privacy and utility, we address
how to identify smart city applications and services that can best leverage mobility data
anonymized by mix-zones. For this, we proposed a methodology that evaluates the utility
in many aspects with metrics related to privacy, mobility, and anonymized trajectories
produced by mix-zones [287].

To the best of our knowledge, no previous mix-zones proposals focus on adjusting

particularly of privacy levels k£ over time in online mode. Unlike previous works — that
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address geometry, radius size, positioning, and behavior of the mix-zones — we advance
the state-of-the-art proposing the k-DynMix: A dynamic mix-zones that tunes the privacy

level k over time according to vehicles’ traffic fluctuations to get higher anonymization.

8.3 Mix-zones and Problem Statement

This section defines the essential concepts of this work. First, we introduce the
mix-zones scheme. Next, we describe the mix-zones problem related to privacy level.

Mix-zone M is a geographical area of k-anonymity that vehicles change their
pseudonyms inside the mix-zone if there is a set of vehicles A, denoted as the anonymity
set, present in it simultaneously and obey the condition |A| > k called of Mix-zone Acti-
vation (MA), where k is anonymity mix-zone parameter [164, 172].

In mix-zones, k must be previously defined because the pseudonym change should
occur within the mix-zone region [164]. A k previously configured, the pseudonym change
process can be executed immediately when a vehicle enters M, which includes the use
of the vehicular network infrastructure when vehicles are still in M. Furthermore, with
a predefined k, it is possible to guarantee the minimum level of privacy required when
using certain applications and services. For example, when mix-zones are used to protect
the identity of users while using LBS. A user may determine that having an anonymity
set |A] of at least five individuals is enough to ensure their pseudonyms can not be linked
between different application areas. This way, the k can be set up to k = 5.

Setting up mix-zone parameters such as privacy level k is a critical factor that
affects the mix-zones performance, [261, 262]. A higher value of k corresponds to a
greater level of privacy, whereas a lower k results in reduced privacy. For both cases, the
anonymization occurs if it has MA in the mix-zone M. That is, NCM is greater than or
equal to k, i.e., MA < NCM > k.

If M does not achieve MA, the vehicles are not anonymized, which can degrade the
anonymization rate and enable linking and inference attacks with a high success rate. The
mix-zone efficacy degradation is more evident when using a static setup of k, particularly
at a high privacy level [20]. The mix-zones can vary vehicle density over time and not
achieve MA in low-traffic scenarios. Besides, in a high-traffic scenario, the privacy level
cannot be efficient once the mix-zones are set with low £, particularly mix-zones based on
pseudonym swap approaches in which the vehicles change the pseudonyms of each other.
In ideal conditions, the best anonymization scenario for M is the — Optimal Anonymization
(OA) — when k distribution is equal to NCM over time t, i.e., NCM; = k;. However,

predicting £ to achieve OA over time is complex and requires the prediction mechanism
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ideal. Thus, we present a relaxed definition of OA called — Higher Anonymization (HA)
— is k distribution follows the NCM having it as the lower bound of NCM over time,
which satisfies the MA anonymizing as close to traffic flow. In other words, as near k
approximates the NCM by an inferior limit, the higher the privacy level possible. Having
trajectories with HA makes the re-identification problem more difficult because users’
re-identification is an intricately combinatorial problem, where an attacker tries linking
users’ trajectories sliced by at least k vehicles. Therefore, the higher the k, the higher the
combination to be made by the attacker to re-identify the user’s identities. We summarize
this discussion with higher anonymization definitions:

» Def. 1 Higher Anonymization (HA). Let M) € M be a mix-zone set up with
privacy level k at time ¢. For My to get a higher anonymization, (NCM; > ki AN k; =
NCM,) = MA!, where k;,, NOM,, and MA are privacy level, Number of Cars in
Mix-zone (NCM) is a random variable, and Mix-zone Activation (MA) in a HA at time

t, respectively.

8.4 Adversary Model

The adversary model for validating our proposal is based on Local Passive Adver-
sary (LPAd) that applies the Semantic Linking Attack (SeLA), particularly the Multi-
target tracking (MTT) for re-identifying users’ trajectory, defined as follows.

Consider the vehicle set V = {V}, V4, ..., Vi, ..., Vi, } where 1 < i < m. Each V,
that makes a trip T, composed of GPS points and T, € T = {1}, Ts, ..., T, ..., T,,} where
1 <a<mn. T can across through multiple mix-zones M = {My, M, ..., M;, ..., M, } where
[1 <b < n] that anonymize them yielding the anonymized trajectory dataset D’ and can
eventually published as open data.

The Local Passive Adversary (LPAd) strategically deploys low-cost receivers over
local regions of the road network near some mix-zones, for instance, a mix-zone M;, and
eavesdrops on exchanged messages, collecting sub-trajectories composed by GPS points
of each vehicle V; before and after in each M;. This attack is sufficient for only two points
before and after the mix-zone. It also assumes that the Local Passive Adversary (LPAd)
collets D’ in a repository. The GPS points and D’ information represent the adversary’s
background knowledge about the users B = (By,..., By, ..., By), where [1 < b < m] and
b represents the number of elements in B known by the adversary, enabling the adversary
to execute a Tracking Attack Z, and consequently perform the Multi-target tracking
(MTT) for multi-users. In a Tracking Attack (TA), the adversary aims to determine

the whole sequence (or a partial sub-sequence) of events in a user’s trace. Given an



8.5. k-DynMix Mechanism 220

anonymized dataset D’ composed of users and background B,,, a tracking attack is defined

as T, < Z(D', B,), where T, represents the re-constructed trajectory of user u.

8.5 k-DynMix Mechanism

This section details k-DynMix, an algorithm for predicting a privacy level over

time for mix-zones.

Algorithm 7: K-DynMix Algorithm 8: TAC alg.
Data: ki; ky; NCM; t; 7yst Data: t; 7s¢; NCM
Result: Result: n; 7
1 1, Tist < timeoutArrCar(t, 15¢, NCM) 1 7+ False
2 if (n) V (NCM < k;) then 2 § < computeITM(¢, NCM)
3 p % 3 if (6 > mist) V (|Tist — 8] > Tunsn) then
4 K+ kp 4 Oest = (1 — a)dest + b
5 end 5 ddev <= (1 = B)daev + B|6 — Sest|
6 else 6 T = est + Ubdew
7 if ki < p then 7 if 6 > 75; then
8 ‘ K <min(2ky, p) 8 ‘ n + True
9 end 9 end
10 else 10 end
11 | meke+1
12 end
13 if (k > NCM) A (k > k) then
14 ‘ K< K—cC
15 end
16 end

The main idea behind our approach is to control the level of privacy over time-
based on events that occur in mix-zones. From these events, the strategy is to tune k as
a lower bound but close to NCM as fast as possible to attend the higher anonymization
(Def.1). k-DynMix must have strategies for decrement and increasing exponentially and
linearly the value of k£ according to the events that occur in M. We identified events
related to vehicular traffic flow that occurs in the M and actions that affect the privacy

level k. The mix-zone events are:

e Mix-zone Activation (MA): signals that M is active, that is, NCM > k, indicating

the presence of vehicle traffic flow in M, thus it is possible to anonymize vehicles.

e Mix-zone Deactivation (MD): a complement of MA, signaling that M is deactivated,
that is, NCM < k, thus anonymizing vehicles is not possible. Mix-zone Deactivation
(MD) may indicate a low flow of vehicles or that k is misconfigured. This way, it

can occur at any time of the day.
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e Timeout of Arriving Cars in Mix-zones (TAC): an event when vehicles do not arrive
at M at the time limit 7 defined. It can indicate an absence of cars in M to achieve
the MA, consequently not yielding vehicle anonymization. TAC events can occur
in periods of low traffic with low car arrival rates, such as dawn. TAC must follow
the changes in vehicle traffic over time in M [20] and consider more recent vehicle

entry rates that reflect the current vehicle flow in M.

Several empirical experiments have been carried out regarding the growth of k.
We observed that the time to meet Def. 1 is greater in linear growth than in exponential
growth. However, using purely exponential growth of k, it soon reaches the NCM limit
and produces many MD events. k-DynMix’s prediction strategy is that in each MD or
TAC event in M the privacy value decreases significantly to initial privacy value k;, to
reach MA. Setting the value of k to k; is an approach to meet situations of low vehicle
traffic in k, and also to achieve MA. Then, it defines a privacy threshold p as half of k.
The p orchestrates the growth of k. When MA occurs, k grows fast, exponentially, until
reaching p. When £ is great or equal to p, k increases linearly — to avoid loss of privacy
with MD — until achieving NCM. After the increment actions, the k£ can be higher than
NCM; this way, k is adjusted as a decrement to tend to NCM, so we have a fine adjust-
ment. This approach follows the same principle as the TCP congestion control. Next, we
further detail the k-DynMix algorithm.

8.5.1 Definition of k-DynMix

Let M be a mix-zone deployed in road intersection inside on RSU enabled with a
vehicular sensor device that periodically senses the Number of Cars in Mix-zone (NCM)
on M region. At each iteration, it invokes k-DynMix (Algo. 7). Its inputs are privacy
level k; and NCM at the time t; k; is the initial privacy level. 7, represents the value
of the last timeout. The output is the next privacy level predicted, denoted by . We
first compute (Line 1) the timeout of arriving cars estimation function timeoutArrCar
(Algo. 8) to verify if timeout event 1 happened and compute the timeout from the last
timeout 7. Lines 2-5 compute the k decrement in timeout and MD events. These events
means low traffic in M and k must be set to ky, p set to half k;. Lines 6-12 are about the
MA and compute x increment being linear and exponential. If k; is less than p indicate
that k; is far from NCM value than that x can increases exponentially until achieve p
(lines 7-9). In contrast, when k; is great or equal to p means that k; is near NCM, the x
must increase linearly, i.e., increases in one unit until it arrives at the NCM. That is the
best scenario for anonymization, with the maximum privacy level equal to NCM. In the
same iteration of the algorithm, x can be upper bound but near than NCM, yielding MA is

False events. Then, adjusts x decreasing it minus a constant ¢, where x > ¢ (lines 13-15).
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The TAC algorithm (Algo. 8) is inspired by the TCP Retransmission Timer mech-
anism, which computes and manages the retransmission timer (timeouts) on the host
sender [288]. Basically, TAC algorithm favors recent events of ITM over old to compute
vehicles timeout in M. I'TM is a mix-zone quality metric that measures the time interval
in seconds between vehicles entering the mix-zone [173, 20].

The input of the TAC algorithm is 7, is last TAC and NCM at current time t.
The algorithm’s output returns two values: 7 represents if had timeout event; 7 is the
TAC for the next iteration. 7 is initialized with False (line 1), indicating that it did get
a timeout. Line 2 computes the ITM quality metric, represented by d. In each vehicle
entry input event at M, the I'TM is calculated. Lines 3-10 estimate the 7 and if occurred
a timeout event 7 in M. The timeout will be estimated in two cases (line 3). In the
first case, if ITM is higher than the last timeout estimated 7;5;. The second case, for
prevention of timeout too high, controlled for if the difference between 7;,; and I'TM is
higher than timeout threshold 7. Line 4 computes the estimated ITM (d.)) that is a
weighted combination between previous values of ITMs (d.5)) and d, « is the weight to
favor one of both variables. The (d.s)) favors the recent ITMs values. Line 5 computes
the deviation between I'TMs (des)) and 0 to smooth the timeout calculate. This equation
also uses the WEMA for weighting the recent d4.,. Finally, the timeout on line 6 with
0est plus a margin of error that is high when existing high variation of d4., and low in
otherwise, with a margin factor constant u, where v > 0. Lines 7-9 return if had timeout
event 7.

» Complexity Time Analysis. Considering that M has a loop of size n, which
senses NCM and then run k-DynMix has a complexity of ©(n). The Algorithm 7 have
©(1) 4+ 20(1), being the Algorithm 8 has ©(1). Hence, the complete time complexity is:
T(k-DynMiz) = ©(n).(6(1) +20(1)) = ©(n)

8.6 Experimental Evaluation

For validation of predicting a fair k, we compared the k-DynMix with two widely
used approaches of moving average. The is Simple Moving Average (SMA) computes the
average of the preceding n data points where each data point holds equal importance. The
Weighted Exponential Moving Average (WEMA ) allows for customized weighting schemes
through specific weighting functions, such as attributing high weight to recent points. For

details about these approaches, see the Appendix A.
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8.6.1 Mix-zones Performance Metrics and Privacy Attack

This analysis aims to evaluate the k-DynMix in terms of Accuracy, Coverage, and
Quality Mix-zones metrics. In the first analysis, we investigate the ability of an engine
to predict values of k to achieve MA. For this use the Accuracy in k’s Predictions
(ACC,cq). It is denoted by ACC,eq = | MA|/(|MA| + | MD|), where |MA| is the number
of attempts that an engine estimated k£ and got MA by the total of attempts, represented
by the sum of |MA| and |MD).

In the second analysis, we perform mix-zones coverage metrics extracted from static
mix-zones and k-DynMix. Let mix-zone M be, the mix-zone coverage metrics are:

e Anonymization Rate (AR): AR, is the number of trajectories that passed and
were anonymized by M,

¢ Non-Anonymization Rate (NAR): NAR), is the number of trajectories that
passed and were not anonymized by M;

e Mix-zone Efficacy (ME): textitM E ), refers to the ratio between a number of
users anonymized by M, denoted by AR, and the population Py, that crossed it,
i.e., MEy = |ARy| /| Po).

We analyzed the k-DynMix in anonymization quality terms in the third analysis.
Mix-zones with anonymization quality yield high efficacy and considerable privacy levels,
anonymizing the mobility data at the moment they are activated, which can thus lead to
energy savings. The mix-zones quality metrics are:

e Number of Cars in Mix-zone (NCM): Number of cars crossing the mix-zone
over time;

e Interval of Arrival Time between Cars on Mix-zones (ITM): Measures
the time interval in seconds between vehicles entering the mix-zone, enabling the
measuring of traffic volume inside the mix-zone;

e Interval of Departure Time between Cars on Mix-zones (IDM): Measures
the time interval, in seconds, between vehicles going out of the mix-zone, enabling
the measurement of traffic volume inside the mix-zone;

e Number of Trips Completed within the Mix-zone (NTC): Measures the
number of vehicles that terminate their trips within the mix-zones;

e Activation Time of the Mix-zone (ATM): Time period in which a mix-zone
is activated for anonymization when the number of cars inside it is greater or equal
than the £ parameter.High ATM denotes mix-zones with anonymization for a long

period of time.
Based on quality metrics, we compute the AQ function — describes the considered

aspects of privacy and behavior of the mix-zone over time [20]. The AQ of a day period
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s is denoted by Boltzmann distribution, represented by AQ, = H(u')pse~T+#/* The
Hy(u'), ¢s, Is, and p represent privacy weight, the total number of ATMs, throughput,
and NTC in mix-zone M, in the day period s, respectively. The A is the Boltzmann
constant. The e~ @s+#)/A is used to penalize the result when many vehicles enter the mix-
zones and do not leave it. Consequently, these vehicles are not anonymized. Specifically
for the relation Z, + p > 1 then e~ @+#)/X tends to zero. Otherwise, if Z, + u < 1 then
e~ s+1/A tends to one. AQ € [0, 1] where 1 is the maximum value for the anonymization
quality.

Finally, we analyzed the privacy potentialities of k-DynMix and static mix-zones
setups. Particularly, we consider the adversary model definition in Section 8.4 in which
we applied a re-identification attack on protected mobility data by k-DynMix and mix-
zones setups k = 2, k = 4, and k = 6. For re-identification of trajectories, we used the
attack proposed in [56] that uses only two location points of trajectories as knowledge. The
attack hypothesis is that most vehicles, especially taxis, choose minimal paths to complete
their routes. Thus, it is possible to re-identify anonymous trajectories by comparing
candidates’ trajectories with a minimal path built between two points. The attack efficacy
denoted by Trajectory Matching Accuracy (TMA) is a privacy metric to measure
the effectiveness of re-identification attacks [54], which is defined as TMA = Nyeia/| AR,
where Nyeiq € [0, |ARpz, || and |ARy| represent the total of re-identified trajectories and
the total of anonymized trajectories that have passed in the mix-zone M, respectively.
TMA € [0, 1] where TMA equals 1 is the max attack success. In contrast, TMA equals

0, representing no success, and the trajectory is protected against the attack.

8.7 Results and Discussion
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Figure 8.1: Accuracy (ACCpeq) of k-prediction techniques using of NCM of Gaussian,
Discrete Uniform, and actual cabs distributions. In Figure 8.1c the NCM was extracted
from mix-zones positioned with the FPMT algorithm from the Cabspotting dataset.
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This section presents the results and discussion of k-DynMix performance on pre-
dicting privacy against two prediction mechanisms using NCM. Also, we evaluated mix-
zone coverage metrics and AQ extracted from datasets protected with k-DynMix and

statics setups.

8.7.1 Experiments Setup

In this study, two datasets were analyzed, one containing real data and another
being a synthetic dataset. The former is the Cabspotting dataset, which comprises mobil-
ity data from approximately 500 distinct taxicabs in San Francisco, USA, collected over
25 days [126]. This dataset was collected in 2008 and included information on the taxis’
locations, sampled periodically by a built-in GPS sensor. The dataset contains around
440,000 trips, averaging about 17,600 daily. This extensive mobility data covers over
70% of the city’s road segments, with approximately 400,000 contacts between vehicles
per day, highlighting the dataset’s significant potential for our analysis. Two samples of
high traffic were extracted from the Cabspotting dataset for analysis. The first sampling
D, was on Sunday, May 18, 2008, with 366,951 registers, 422 users, and 1770 trips, for
mix-zone metrics and anonymization quality analysis. The second sampling D, was on
Monday, May 19, 2008 corresponding to 417,781 registers, 454 users, and 2036 trips was
used to select k-prediction approaches based on NCM of mix-zones positioned in the city.

Also, to validate k-prediction approaches for mix-zones, we used two synthetic
temporal series datasets that simulate the traffic flow in a mix-zone. Specifically, we
generate random NCM with Gaussian (D,) and Discrete Uniform (Dy) distributions of size
to 2000 and time variation between 1s to 30 minutes. Regarding the Gaussian distribution
(D.), we used the mean and standard deviation of a NCM distribution equal to 10 and
2.5, respectively. The NCM in the lower and upper bounds used for Discrete Uniform
distribution were 0 and 21.

The mix-zones were chosen with a mix-zones deployment algorithm known as
FPMT [56]. This algorithm generated a list of mix-zone candidates, with each list being
sorted by vehicle frequency at intersections and centroids in descending order. From each
candidate list, only seven were chosen based on two criteria. Firstly, the mix-zones had to
anonymize trajectories in at least two of the three k setups. Secondly, the selected mix-
zones could not overlap with each other. Due to these conditions and the San Francisco

region’s limited size, seven mix-zones were determined as the privacy budget.
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8.7.2 Privacy Level Prediction Mechanisms Analysis

The first step in designing dynamic mix-zones with the tuning of k over time is to
identify an efficient prediction mechanism for estimating the fair value of k. Particularly,
we analyzed the ACC,,.q of k-DynMix and prediction approaches defined in Section 8.6.1
using two synthetic datasets of NCM with Gaussian (D,.) and Discrete Uniform (Dy) dis-
tributions. We used Bootstrap, which randomly generated both datasets by resampling
4000 iterations. For each iteration, we calculated ACC,,q. Discrete Uniform distribution
generated an average of 9.2% of NCM in the samples, which NCM is lower than minimal
k, indicating a more realistic than Gaussian distribution that got near zero. Figure 8.1a
shows the ACC for the NCM Gaussian Distribution, where k-DynMix had better per-
formance than other prediction mechanisms, with ACC,,..4 average (avg(ACCyeq)) equal
to 88.3%. The SMA and EWMA had the worst results, with an avg(ACCpeq) of 51.4%
and 50.4%, respectively. The same behavior is observed for Discrete Uniform distribution
(see Figure 8.1b), in which k-DynMix had the best performance with avg(ACC),cq) equal
to 85.5%, followed by SMA, and EWMA with avg(ACCyeq) equals 54.3%, and 53.5%,
respectively.

Regarding NCM analysis with the actual traffic flow of cabs (Dy), we analyzed the
NCM of seven mix-zones previously deployed by a positioning algorithm [56]. Table 8.1
details the location of these mix-zones. This analysis presented a different behavior than
synthetic datasets (see Figure 8.1c). For Dj had around 44.5% of NCM in the samples,
which NCM is lower than minimal k, indicating a more realistic than synthetic datasets
D. and Dy. The mobile average approaches performed better than the analysis with
synthetic datasets but were lower than k-DynMix, who performed best over prediction
approaches in all mix-zones. Particularly, SMA and EWMA had avg(ACC,eq) equal to
72.5% and 69.8%, but k-DynMix got 86.2%, highlighting a peak on mix0 and mix5 with
ACC,yeq up to 89.8%. The results suggest that k-DynMix performed better than other

k-prediction approaches.

Table 8.1: Mix-zones deployed with FPMT, their locations and coef. variation.

Name | Latitude | Longitude | Coef. Var. (%) Location Places Covered by Mix-zone

‘ mix0 37.714801 | -122.397982 74.13 101 express way, Visitacion Valley. | cafes, subways station, restaurants.
mix1 37.724830 | -122.400157 74.43 101 express way, Bay View. supermarkets, restaurants, clinics.

‘ mix2 37.735133 | -122.404532 82.49 101 express way, Bernal Heights. road interchange, gas station, supermarket.
mix3 37.676005 | -122.391491 75.95 101 express way, Firth Park. tourist area, hotels, docks.

‘ mix4 37.615315 | -122.393566 65.68 entrance road to the airport. cabs park, bus stop, restaurant, garages
mixH 37.774378 | -122.401540 72.10 downtown, near 101 express way. exit to Oakland city, shopping, church.

‘ mix6 37.768990 | -122.419450 93.11 downtown, Mission District. tourist area, museums, subways station.
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Table 8.2: General (Non) Anon. and Efficacy: static mix-zones and k-DynMix.

No Anon | Anon | Total | Efficacy
k= 3048 5421 | 8469 0.640
k= 7482 987 8469 0.117
k=6 8289 180 8469 0.021
K-DynMix 3332 5137 | 8469 0.607
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Figure 8.2: (Non) Anonymization and Efficacy of the mix-zones for k = [2,4,6] and k-
DynMix positioned with FPMT algorithm.

8.7.3 Mix-zone Characterization with Coverage Metrics

After mix-zones positioned with the positioning algorithm defined in [56], we
anonymized the dataset D, with mix-zones static setups £ = 2, 4, 6 and k-DynMix
with a radius equal to 500 meters, as proposed in [20]. Table 8.1 shows the location of

mix-zones deployed and the label of geolocations and places that these mix-zones cover.
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The Coefficient of variation (CV)! of vehicles for each mix-zones (i.e., NCM). We can see
that mix6, mix2, and mix1 had a higher variation in the number of vehicles about the
central average than the others, highlighting mix6 with the CV of 93.11. Thus, these mix-
zones had a larger oscillation of vehicle density over time, which can negatively impact
performance metrics, such as AR and ME.

Table 8.2 shows the synthesis of a total of trips of Anonymized, No Anonymized,
and General Efficacy of all mix-zones of each setup. For static mix-zones, k is inversely
proportional to the anonymization rate and general efficacy and directly proportional to
the no anonymization rate. That is, as k increases, the anonymization rate and general
efficacy decrease, and the protected dataset becomes vulnerable to tracking attacks. The
best efficacy was mix-zones setup k& = 2 with 64% but had low privacy. k-DynMix had
an anonymization rate equal to 5421 trips and an efficacy of 60.7% near the setup k = 2
but a higher privacy level than k = 2.

The mix-zones statics and k-DynMix behaviors can also be seen in Figure 8.2 that
details about NAR, AR, and ME of the mix-zones protected with static k setup and
k-DynMix. To understand the subtilizes of the behavior of mix-zones setups, we define
a time window W of four periods: dawn with a period between 00:00:00 and 05:59:59,
morning with a period of 06:00:00 to 11:59:59, afternoon from 12:00:00 to 17:59:59, and
night from 18:00:00 to 23:59:59, as proposed in [20]. Overall, at night and dawn were
when mix-zones got the high and low AR, respectively. Particularly, at night, mix4 got
the highest AR and ME than other mix-zones for all setups, indicating a great traffic flow
(a high NCM) deployed at San Francisco Airport. For setups & = 4 and & = 6 got a
low NCM insufficient to activate the mix-zones, causing a high NAR and ME to zero. In
a comparison of static mix-zones setups vs. k-DynMix, the ME of k-DynMix performed
near to the k = 2 setup and better than £ = 4 and k = 6 setups, but with the possibility
to have more privacy level than £ = 2. For instance, at night for mix0, mix1, and mix4,
the ME for k-DynMix were respectively 0.85, 0.80, and 0.76 against 0.11, 0.18, and 0.59
for k = 4, and k = 6 the ME were 0.04, 0.13, 0.14. Also, k-DynMix improves the mix-
zones performance that had low traffic, as shown in the k = 6 setup with mix2 and mix3
in which the AR were 2 and 5 respectively, and with k-DynMix had an improvement to
998 and 889.

!The coefficient of variation (CV) measures the dispersion of a probability distribution used to identify
the percentage of variation about the central mean of a sample.
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Figure 8.3: NCM, ATM, and k analysis for static mix-zones and k dynamic.
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8.7.4 Mix-zones with £ Static vs. k-DynMix in AQ metrics

terms

8.7.4.1 Number of Cars in Mix-zone (NCM) and k& Dynamic Over Time

We calculated the NCM metric for each mix-zone to assess the AR trends over
time (see Figure 8.3a). In the dawn, few taxis passed through the mix-zones, resulting
in lower AR values (Figures. 8.2b and 8.2k). The volume of vehicles and AR increased
gradually during the morning, afternoon, and evening. This trend was highlighted for
k = 4 as shown in Figures. 8.2e and 8.2k. At night, mix0, mix1, and mix2 experienced
the highest levels of simultaneous vehicle traffic, with NCM values peaking at five, leading
to significant spikes in anonymization. But the mix4 got peaks of NCM in the morning
and night with NCM equal to 8 and 7, respectively (see Figure 8.3a). Notably, mix4,
situated in the airport region, exhibited a distinct NCM pattern compared to the other
mix-zones. The mix6, located in the central area of San Francisco, had lower traffic
volume, registering an NCM of 2 vehicles at noon, coinciding with its peak AR period.

Figure 8.3b details the k over time produced by k-DynMix for the seven mix-zones.
All mix-zones got a peak of privacy level upper to 2, in which mix0 to mix5 got a k of
5, 6, 5, 5, 6, and 5, respectively. Except mix6 that got (k = 2) for all periods because
of a low NCM. We also note that £ distribution follows the variation of NCM over time
for each mix-zone. For instance, minimal k occurs in dawn periods, and k peaks occur
during morning, afternoon, and night (Figure 8.3b). This is the case of mix4, which had
more NCM in the morning, the afternoon got peaks of 6, and at night, the prevalence of
the k equal to 5 (Figure 8.3a). Mix0, mix1, and mix2 had k peak at night with k of 5, 6,
and 5, respectively. This analysis suggests that & dynamic had better performance than

static k in terms of privacy level.

8.7.4.2 Activation Time of the Mix-zone (ATM) and k-Dynamic

A high k£ means a high privacy level, but anonymization with a high & occurs if
and only if NCM > k, which implies that mix-zones are active (MA). For AR with a high
k, the longer ATMs are better than shorter and adjacent ATMs, which in turn is better
than short, scattered ATMs [20]. We can note peaks of AR in periods of longer ATMs,
such as the k = 2 at night for mix1, mix3, and mix4 had longer ATMs (see Figure 8.3¢)
and consequently high AR (see Figure 8.2b). However, the shorter and adjacent ATMs,
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as generated by k-DynMix in Figure 8.3f, can have AR with better privacy level than
static approaches. For instance, mix4 for k = 2, which has a probability of re-identifying
a trajectory of 1/2 in the morning, afternoon, and night, had AR of with AR 257, 291,
and 472, respectively. Nevertheless, for k-DynMix, in the same period had trips that were
anonymized with peaks of k up to 6, i.e., the probability of re-identification is 1/6, got
AR performance close to k = 2 equal to 287, 270, and 398. The same behavior had mix0,
mix1, and mix2, with shorter and adjacent ATMs in the afternoon and night. k-DynMix
also performed better than the k = 4 and k& = 6 settings because some mix-zones did not
achieve anonymization for these settings, such as mix6 for £ = 4 and mix2, mix5, and
mix6 for £k = 6 (see Figures. 8.3d and 8.3e).

8.7.4.3 Average of £k and k¥ Maximum per Period

This analysis investigated the ability of the k-DynMix to estimate k. We analyze
the average and maximum value of k per period with two scenarios. One with lower
vehicle flow corresponds to samples of D, trajectories from Sunday, 05/18/2008. The
other with higher vehicle flow corresponds to samples of D, trajectories from Monday,
05/19/2008 (see subsection 8.7.1 for details about the samples D, and Dy). For the D,,
k-DynMix produced an average k equal to 3 for at least one period for the mix-zones
mix0, mix2, mix4, and mix5 (see Figure 8.4a). We highlighted mix4, got an average k of
3 for three periods. For D, sampling, the average k was equal to 3 for mix0, mix1, mix2,
and mix4. We highlighted mix4, which obtained an average k of 4 for the morning and
afternoon periods (see Figure 8.4c).

We also observed the variation in anonymization regarding the maximum k esti-
mated per period value. For D,, of the seven mix-zones, six of them reached peaks equal
to 5 or greater than 5 in the afternoon and evening periods (Figure 8.4b), being mix0,
mix1, mix2 mix3, mixd, and mix4; highlighting mix4 which got a k equal to 6 during the
afternoon and evening. About Dy, all mix-zones had k£ peaks equal to or greater than
three and five mix-zones equal to or greater than 4 (Figure 8.4d). Once more the mix4
had a maximum £ equal to or greater than 8 in the morning, afternoon, and night. mix4
is located in the San Francisco International Airport region, where many taxis remain to

carry out their trips.

8.7.4.4 Anonymization Quality (AQ) and k-Dynimic

In the mix-zones with a static setup, the highest AQ of mix-zones for k = 2 were

the mix0, mix1, mix3, mainly in the afternoon and evening (see Figure 8.5a). They had
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Figure 8.4: Average of k and maximum k per period calculated by k-DynMix. Sampling
D,: Sunday, May 18, 2008 - Figures. 8.4a and 8.4b. Sampling D,: Monday, May 19,
2008 - Figures. 8.4c and 8.4d.
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Figure 8.5: Anonymization Quality (AQ) of mix-zones protected with k = [2,4, 6] (Fig-
ures. 8.5a, 8.5b, 8.5¢), average AQ per period of the privacy levels (Figure 8.5d), and
k-DynMix (Figure 8.5¢).

high AR, ME, and low NAR during these periods. This behavior is reflected in the same
NCM and ATM metrics periods, where mix0 and mix1 are highlighted more than others,
particularly mixl got NCM and ATM up to 5 and 1832 secs, respectively. With the
increase of k, the AR and ME decrease, and the mix4 highlights above the mix-zones due
to its high traffic flow, resulting in an AQ close to the max value. k& = 6 setup is an
example where the AQ is 0.97 and 1 in the morning and night. But, the AQ equals zero
in all periods for mix2, mix5, and mix6 (Figure 8.5¢).

Unlike static k’s setups, the k-DynMix got AQ for all mix zones. Particularly in
the morning, afternoon, and night on mix4, k-DynMix had AQ higher than k£ = 2, in
which k-DynMix got AQ of 0.62, 0.80, 0.73, for these periods, respectively, and k = 2
got AQ 0.39, 0.41, 0.56. The performance of k-DynMix was caused by the k’s variations
over time, achieving an average of k equal to three in these periods (see Figure 8.4a).
Also, about the £ = 2, the AQ of k-DynMix at night for mix0, mix1, mix2, and mix4
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was superior to k£ = 2 where k-DynMix, respectively, got AQ equal to 0.93, 0.85, 0.90,
and 0.73 against k£ = 2 in which AQ were 0.82, 0.71, 0.54, and 0.56 (see Figures. 8.5¢ and
8.5a).

Regarding the comparison between the average AQ per period W; of the privacy
levels k = {2,4,6} , AVG(AQw,(k)), and AQ estimated by the k-DynMix also performed
well (see Figure 8.5d). For instance, the AVG(AQw,(k)) of mix0 at dawn, morning,
afternoon, and night were 0.048, 0.21, 0.23, and 0.89, respectively, and the AQ of k-
DynMix were 0.11, 0.43, 0.55, and 0.93. Other mix-zones presented the same behavior,
e.g., mix0, including mix-zones with low traffic, such as mix6, in which AQ of k-DynMix
outperformed AVG(AQw,(k)).

8.7.5 Mix-zones under Tracking Attack: k Static vs. k-DynMix

Il k=2 N k=4 I k=6 Il k-dyn

mix0 mix1 mix2 mix3 mix4 mix5 mix6
mix_name

Figure 8.6: Trajectory Matching Accuracy (TMA) of mix-zones with static setups k =
(2,4, 6] and k-DynMix.

Figure 8.6 represents the results of the tracking attack on dataset D, — 18th day
of the Cabspotting dataset — protected with the mix-zones set up with static setups and
k-DynMix. The k-DynMix outperformed all setups in protection terms, with a TMA
average of 57.03%, while the k = 2, k = 4, k = 6 setups had 85.15%, 75.83%, and 67.43%,
respectively.

In privacy terms, the k-DynMix performed better than the static mix-zones setups
in mix-zones with high vehicle traffic, like the mix4 positioned at the airport. Particularly,
the k-DynMix got a TMA of 40.92% against the 73.95%, 59.83%, and 45.56% for k = 2,
k =4, and k = 6. This performance is due to the peaks of k in various day periods that
resulted in the anonymization of trajectories with high £ as shown in Figures 8.4b and
8.2k.
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Regarding the static setups, the TMA was low in mix-zones with a high setup,
e.g., mix0, mix4, and mix5 with £ = 6. Except for mix6, which setups k =4 and k = 6
got TMA equal 100%. The motive is that mix6 had low traffic and did not achieve the
minimum k& value to activate it (MA), and consequently, the vehicles were not anonymized
(see anon rate in Figure 8.6). However, in mix6, the k-DynMix also outperformed all mix-
zones with the lower TMA of 64.46%.

Although k-DynMix did not protect the dataset completely, it mitigated the level
of re-identification by up to 33%, 18.9%, and 4.6% compared to the k = 2, k = 4, and
k = 6 setups, respectively. Also, the k-DynMix outperformed the static mix-zones setups
in privacy terms in different traffic scenarios, i.e., in mix-zones with low and high traffic,

even in datasets with no considerable traffic, such as dataset D,.

8.8 Concluding Remarks

In this chapter, we proposed the k-Dynamic Mix-zone (k-DynMix), a dynamic mix-
zones that tunes the privacy level k£ over time in an online model, with linear complexity,
according to events like vehicles’ traffic fluctuations to obtain optimal anonymization.
We designed k-DynMix inspired by Anonymization Quality metrics and TCP congestion
control mechanisms. We conducted experiments, analyzing real and synthetic datasets
comparing k-DynMix with two prediction mechanisms to estimate privacy levels over time
and with classic mix-zones regarding mix-zone coverage, privacy metrics, and AQ. The
results showed that k-DynMix outperformed the prediction mechanisms in predicting pri-
vacy level. Furthermore, it got efficacy, anonymization rate, and AQ similar to the highest
result of classical mix-zones (setup k£ = 2). It maximized the privacy level to the best pos-
sible, with the lowest re-identification rate outperforming the classical mix-zones.Further,
it improved the performance of mix-zones with low traffic. Unlike classical mix-zones,
the k-DynMix got AQ for all mix zones. To the best of our knowledge, this is the first
approach of dynamic privacy level over time in mix-zones that considers events vehicle
traffic fluctuations to maximize the mix-zones privacy level, efficacy, and anonymization
quality.

The next chapter presents the concluding remarks of this thesis and future direc-

tions concerning smart mobility open data.
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Chapter 9

Conclusion and Future Work

This chapter presents the final remarks of this thesis as well as the future work to guide
the investigation of further research. Therefore, Section 9.1 presents our concluding re-
marks, summarizing the contributions addressed in this thesis. Section 9.2 presents future

research directions based on the challenges highlighted in this thesis.

9.1 Concluding Remarks

This thesis studied location privacy based on anonymization applied to smart mo-
bility open data in smart cities, considering the particular characteristics of this environ-
ment. The open data, in its essence, presents requirements that are often contradictory,
such as privacy, utility, and data quality, which require discussion and exploration of the
location privacy mechanisms in the literature, even more so for dynamic environments
such as smart mobility.

Guiding this study, we have introduced a novel anonymization-based framework
for smart mobility open data. This framework, which takes into account the privacy,
utility, and anonymization quality requirements, is organized into four key areas: Mobil-
ity Impacts on Location Privacy; Attack and Protection of Trajectories; Anonymization
Quality; and Applications and Domains-driven Data Utility. Its novelty lies in its com-
prehensive approach and its potential to address the unique challenges of location privacy
in dynamic environments like smart mobility.

As a starting point, we surveyed the current location privacy on mobile networks.
We categorized the major groups of location privacy attacks and protection schemes that
can mitigate these threats. However, we identified that little has been explored about
these mechanisms in the context of open mobility data for smart cities. Particularly,
attacks and defense mechanisms that consider the characteristics present in mobility,
such as dynamically configuring the parameters of an anonymization-based LPPM over

time according to vehicle traffic fluctuations to maximize privacy, need to be developed.
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From this study, we address the issue of the impacts of mobility on privacy rep-
resented by Mobility Impacts on Location Privacy front. We proposed a framework to
characterize and find similarities in the statistical distributions extracted from two Stay
Point (SP) metrics. Since SPs serve as fundamental elements in the construction of loca-
tion privacy protection mechanisms, we propose the hypothesis that their analysis could
bring essential insights into the impact of mobility on privacy, including the analysis of
different mobility datasets, such as smart mobility. As a result, we identified high simi-
larity between datasets of the same modal type. We have evidenced the hypothesis that
mobility can affect privacy. The proof of this hypothesis directed the design of the loca-
tion privacy mechanisms to consider the mobility aspect, enabling two other contributions
represented by the Attack and Protection of Trajectories front: trajectory re-identification
attack and dynamic mix-zone.

For Attack and Protection of Trajectories front we introduced a straightforward
and efficient trajectory re-identification attack technique that requires only two geo-
referenced points as input. This attack leverages the mobility characteristic, where the
adversary has knowledge about drivers’ behaviors in a city—such as their route prefer-
ences—to re-identify trajectories anonymized by mix-zones. Results demonstrated that
this approach successfully re-identified up to 95% of anonymized taxi trajectories.

k-DynMix is another contribution to the Attack and Protection of Trajectories
front. The k-DynMix is a dynamic mix-zone that adjusts the level of privacy over time
in online mode and linear complexity, according to the flow of vehicles, to achieve higher
anonymization. We validated our approach using two prediction engines that assess pri-
vacy based on accuracy. Additionally, we compared k-DynMix with classic mix-zones by
evaluating mix-zone coverage, Anonymization Quality (AQ) metrics, and the AQM frame-
work. Lastly, we examined k-DynMix’s effectiveness in anonymizing trajectories against
the trajectory re-identification attack contribution. The k-DynMix simultaneously max-
imized privacy over time and matched the top performance of traditional mix-zones in
coverage and AQ metrics. Also, the k-DynMix outperformed the classic mix-zones against
the trajectory re-identification attack.

Regarding the Anonymization Quality front, we proposed the Anonymization Qual-
ity Framework for Mix-zones (AQM). The Anonymization Quality (AQ) is a concept
focused on the protection, efficacy, and internal operation of a concept related to the
protection, efficacy, and internal functioning of an LPPM, allowing for an understand-
ing of privacy dynamics and performance assessment over time. The AQM provides a
means to characterize and evaluate the impact of anonymization over time and space in
mobility data. The AQM enabled the selection of mix-zones based not solely on traffic
but also on operational requirements such as LPPM quality, coverage, privacy, and utility
metrics. Additionally, with AQM, one can select a positioning algorithm from two avail-

able approaches. These aspects impacted the quality of anonymized data, enabling the
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measurement of it.

Finally, for the Applications and Domains-driven Data Utility front, we presented
the Utility Utility Analysis Framework of Anonymized Trajectories for Smart Cities-
Application Domains (UAFAT), which aims to identify domains, applications, and services
where the anonymized data will provide more or less utility in various aspects. Moreover,
it measures the utility through twelve metrics related to privacy, mobility, and social,
including mix-zones performance metrics from anonymized trajectories produced by mix-
zones. The results showed that the UAFAT ranked the smart cities application domains
that best leverage mobility data anonymized by mix-zones. Moreover, UAFAT identified
which of the four smart city application case studies could best use these anonymized
data.

In conclusion, the proposed mechanisms, organized on four fronts, presented an-
swers to the research questions raised in this thesis. These studies contributed to signifi-
cant advancements regarding the design of LPPMs in real-world smart city environments,
considering the privacy, utility, and anonymization quality of smart mobility open data

that substantially impact the development of smart cities.

9.2 Future Research Directions

This thesis addressed smart mobility open data, in which we proposed an anonymization-
based framework that considers the requirements of utility, anonymization quality, and
privacy for publishing data. We contributed to each requirement as a framework compo-
nent and opened new challenges properly described in each chapter’s final remarks. Thus,
these research opportunities point to new directions and trends in location privacy driven

to open data in smart cities. These future directions are summarized as follows:

e Regarding the impact of mobility on privacy, a direction is to extend the proposed
framework with theoretical analysis. To pave the hypothesis sustained in this work,
it is possible to also extend the framework to other mobility metrics, such as collec-
tive mobility metrics, and add more mobility datasets, such as private cars, contact

patterns, call details records, and multimodal datasets.

e In future work on trajectory re-identification attack, we plan to compare this so-
lution with additional approaches from the literature, focusing on factors such as
result quality, complexity, and execution time. Furthermore, we aim to test our
solution with other datasets available in the literature to assess the extent to which

the assumptions made here are sufficient for the algorithm. Another proposal is
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to combine this attack with other location privacy attacks, such as attacks based
in POIs, to improve the re-identification rate. Finally, we propose a compositional
attack that combines mobility datasets with other kinds of datasets from different

sources to re-identify users.

For future studies of k-dynmix, we intend to perform a utility analysis of anonymized
data with UAFAT, including validating it with datasets from different transporta-
tion modes. Another contribution is to compare the distribution of privacy levels
produced by k-dynmix with prediction techniques based on time series in terms of

correlation, MAE (Mean absolute error), and prediction accuracy.

Concerning Anonymization Quality, a future direction is to extend the AQM in
a simulated VANET environment to better understand AQ behavior in different
aspects, such as packet loss scenarios and mix-zone parameter tuning. Another
potential proposal is to apply AQM in other anonymization-based LPPMs and mul-
timodal datasets to achieve the results addressed in AQM.

In the Applications and Domains-driven Data Utility, with the UAFAT, we plan to
explore more smart city application domains and metrics, such as privacy, complex
networking, and collective mobility metrics in the smart cities context, to gain more
accuracy regarding different utility perspectives. Additionally, we plan to add more
dense mobility datasets and multimodal datasets to evaluate the sensitivity of the
framework. Finally, we intend to explore other anonymization-based LPPMs to

pave the results addressed in this work.

In a panoramic vision of this thesis, we focused on anonymization-based LPPMs,

particularly the mix-zones. In the anonymization sphere, as future work is to explore other

anonymization-based LPPMs that consider smart mobility open data requirements. Also,

to explore and add more LPAs to solidify the evaluation of the privacy of the anonymized

data. Another important study is to adapt the framework proposed in this thesis to
obfuscation-based LPPMs and hybrid-based LPPMs that combine anonymization and

obfuscation mechanisms.
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Appendix A

Privacy Level Prediction Approaches

The Simple Moving Average (SMA) is a widely used method to compute the average of the
preceding n data points in a time series dataset. Each data point holds equal importance
in SMA without any applied weighting factors, ensuring an unbiased calculation. The
SMA is defined as SMA = 2218 Pcwon whare P is the point at time ¢ and n stands

n

for the numbers of data points used in the calculation.

The Weighted Exponential Moving Average (WEMA) is a variation of the Expo-
nential Moving Average (EMA) that assigns varying levels of importance to data points.
Unlike the EMA, which treats all data points equally, WEMA allows for customized
weighting schemes through specific weighting functions. This enables the emphasis of
recent or significant data points over others, providing more flexibility in analysis. The
WEMA is denoted by WEMA, = aP, + (1 — a) WMA,, where P, is value at period ¢, «
represents the the degree of weighting decrease as in equation a = (n—il), and WMA; is
Weighted Moving Average (WMA) at time ¢ [289].
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