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Abstract

Privacy preservation in the release of statistical data has been a concern of the scientific
community for decades. This preoccupation has been gradually expanding to outside
of academia, and has been reflected in the widespread enactment and reinforcement
of privacy-protection legislation around the world. In Brazil, the new privacy law
enacted in 2018 (LGPD) establishes, among other provisions, mandatory restrictions
on governmental agencies that publicly release data on individuals, and prescribes
sanctions in case of non-compliance. In this context, it is paramount for those agencies
to thoroughly review and, if necessary, adapt their current methods of data publishing.
However, it is well known that any disclosure control method applied to the release of
statistical data may present deleterious effects on data utility, i.e. on the quality of
information provided to legitimate consumers, such as analysts and society as a whole.
A fine balance between privacy and utility must be achieved, taking into consideration
the interests of several stakeholders, including data owners, legitimate data consumers,
and the government.

In this thesis, we provide a thorough quantitative study of privacy risks in the release of
the official Brazilian Educational Censuses provided annually by INEP, which is Brazil’s
governmental agency responsible for the development and maintenance of educational
statistics systems. More precisely, we formally analyze privacy risks in databases re-
leased as microdata, i.e. data at each individual’s record level, and protected by the
technique of de-identification, i.e. the removal of direct identifying information such as
the individuals’ names or personal identification numbers.

In order to do so, we propose a unified classification system for attacks, which allows us
to properly cover and formalize the landscape of privacy risks in the Educational Cen-
suses. Our first contribution are models of attacks rigorously formalized in the frame-
work of quantitative information flow, defined along three orthogonal dimensions: (i)
risk of re-identification vs. risk of attribute-inference; (ii) attacks on a single database
vs. attacks on longitudinal databases, i.e. those that are updated and extended fre-
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Abstract vii

quently, as in the case of INEP’s Censuses; and (iii) deterministic vs. probabilistic
measures of privacy risk.

As a second contribution, we employ our formal models to obtain extensive quantitative
evaluations of privacy risks on INEP’s Educational Census databases, which account
for more than fifty million students, or around 25% of the country’s current population.
Those experiments unequivocally show that INEP’s current disclosure control methods
are insufficient to guarantee individuals’ privacy at any acceptable level, and therefore
may be in contempt of Brazil’s new privacy legislation. For instance, 81.13% of students
in the School Census of 2019, corresponding to approximately 39 085 531 individuals,
may be subject to complete re-identification under reasonably modest attacks. We
argue, therefore, that INEP should abandon current practices and consider stricter
disclosure control methods.

As a third contribution, we formally evaluate the trade-off between privacy and utility
in two variants of differential privacy –the golden standard disclosure control technique
in the literature– as the method to be employed to INEP’s Educational Censuses
releases. Our results confirm that global differential privacy tends to favor utility
over privacy, whereas local differential privacy tends to act in the opposite way.

To the best of our knowledge, our analyses are the most extensive of its kind in the
literature. Furthermore, our results provide INEP with solid empirical evidence to
guide well-informed future decisions when complying with Brazil’s new privacy legisla-
tion, and have the potential to positively impact a significant fraction of the Brazilian
population.

Keywords: Quantitative Information Flow, Disclosure Control, Microdata, Differen-
tial Privacy, Privacy, Utility



Resumo

A preservação da privacidade na divulgação de dados estatísticos tem sido uma pre-
ocupação da comunidade científica há décadas. Essa preocupação tem se expandido
gradualmente para fora da academia e tem se refletido na promulgação e no reforço
generalizado da legislação de proteção à privacidade em todo o mundo. No Brasil, a
nova lei de privacidade promulgada em 2018 (LGPD) estabelece, dentre outras provi-
dências, restrições obrigatórias aos órgãos governamentais que divulgam publicamente
dados sobre pessoas físicas e prescreve sanções em caso de não conformidade. Nesse
contexto, é fundamental que essas agências revisem minuciosamente e, se necessário,
adaptem seus métodos atuais de publicação de dados. No entanto, é bem conhecido
que qualquer método de controle de divulgação aplicado à liberação de dados estatísti-
cos pode apresentar efeitos deletérios na utilidade dos dados, ou seja, na qualidade da
informação fornecida aos consumidores legítimos, como analistas e a sociedade como
um todo. Um equilíbrio preciso entre privacidade e utilidade deve ser alcançado, le-
vando em consideração os interesses de várias partes, incluindo proprietários de dados,
consumidores legítimos de dados e o governo.

Nesta dissertação, fornecemos um estudo quantitativo completo dos riscos à privaci-
dade na divulgação dos Censos Educacionais Brasileiros oficiais fornecidos anualmente
pelo INEP, que é o órgão governamental brasileiro responsável pelo desenvolvimento e
manutenção de sistemas de estatísticas educacionais. Mais precisamente, analisamos
formalmente os riscos de privacidade em bancos de dados divulgados como microda-
dos, i.e. dados no nível de registro de cada indivíduo, e protegidos pela técnica de
desidentificação, i.e. a remoção de informações de identificação direta, como nomes de
indivíduos ou números de identificação pessoal.

Para tanto, propomos um sistema unificado de classificação de ataques, que nos per-
mite cobrir e formalizar adequadamente o panorama de riscos à privacidade nos Censos
Educacionais. Nossa primeira contribuição são modelos de ataques rigorosamente for-
malizados no framework de fluxo de informação quantitativa, definidos ao longo de três
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Resumo ix

dimensões ortogonais: (i) risco de reidentificação vs. risco de inferência de atributos;
(ii) ataques a uma única base de dados vs. ataques a bases de dados longitudinais, i.e.
aquelas que são atualizadas e ampliadas com frequência, como no caso dos Censos do
INEP; e (iii) medidas determinísticas vs. probabilísticas de risco de privacidade.

Como uma segunda contribuição, empregamos nossos modelos formais para obter ava-
liações quantitativas extensas de riscos de privacidade nas bases de dados dos Censos
Educacionais do INEP, que respondem por mais de cinquenta milhões de alunos, ou
cerca de 25% da população atual do país. Esses experimentos mostram inequivoca-
mente que os métodos atuais de controle de divulgação do INEP são insuficientes para
garantir a privacidade dos indivíduos em qualquer nível aceitável e, portanto, podem es-
tar em desacordo com a nova legislação de privacidade do Brasil. Por exemplo, 81,13%
dos alunos no Censo Escolar de 2019, correspondendo a aproximadamente 39 085 531
indivíduos, podem estar sujeitos a reidentificação completa sob ataques razoavelmente
modestos. Argumentamos, portanto, que o INEP deve abandonar as práticas atuais e
considerar métodos de controle de divulgação mais rígidos.

Como uma terceira contribuição, avaliamos formalmente o trade-off entre privacidade
e utilidade em duas variantes de privacidade diferencial –a técnica de controle de di-
vulgação padrão-ouro na literatura– como o método a ser empregado para divulgação
dos Censos Educacionais do INEP. Nossos resultados confirmam que a privacidade
diferencial global tende a favorecer a utilidade em relação à privacidade, enquanto a
privacidade diferencial local tende a agir de forma oposta.

Até onde sabemos, nossas análises são as mais extensas desse tipo na literatura. Além
disso, nossos resultados fornecem ao INEP evidências empíricas sólidas para orientar
decisões futuras bem informadas ao cumprir a nova legislação de privacidade do Brasil
e têm o potencial de impactar positivamente uma fração significativa da população
brasileira.

Palavras-chave: Fluxo de Informação Quantitativo, Controle de Divulgação, Micro-
dados, Privacidade Diferencial, Privacidade, Utilidade
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Chapter 1

Introduction

Statistics are everywhere. This is particularly evident in challenging times such as those
of economic depression or, more sadly, of a pandemic such as the one our societies are
currently experiencing. The importance of accurate and up-to-date data has been
demonstrated on a daily basis since the beginning of the Coronavirus disease 2019
(COVID-19) pandemic, declared as such by the World Health Organization (WHO) on
11 March 2020 [79, 80]. In times like this, most of the released data on confirmed cases,
deaths, and now vaccination, is expected to come from official governmental agencies. 1

So is the case in less challenging times, when governments collect information on their
citizens in order to keep track of health, educational, and other demographic informa-
tion. By doing so and properly using this data, governments can better fulfill their
duty by correctly assigning resources to areas and populations most in need.

Similarly, private companies have also been collecting vast amounts of data on individ-
uals for the past few decades. This information has allowed the development of new
technologies, from targeted advertisement to personalized services. But as the amount
of data collected increases, so does the need to guarantee individuals’ privacy. For
instance, Garfinkel described in his 2000 book Database Nation several scenarios in
which privacy breaches could happen given the technology in use at the time [25].

Therefore, it is also the responsibility of those collecting this data, whether governments
or private companies, to guarantee that information on individuals are kept safe against
exploitation. This task, however, is not easy. For instance, past attempts to release
microdata, i.e. data at the record level, have had disastrous consequences in terms of
privacy breaches, even when there was the intention of keeping the data safe, e.g. by

1Except when governments arbitrarily decide to not be transparent [57, 58].

1



1. Introduction 2

applying disclosure avoidance methods such as de-identification, i.e. the removal of
direct identifying information such as names or government-issued unique numbers.

Even so, microdata de-identification can still be found in releases of databases nowa-
days, for example in the official Brazilian Educational Censuses provided annually
by INEP, which is Brazil’s agency responsible for the development and maintenance
of educational statistics systems and assessment projects. However, the use of de-
identification as the sole disclosure control method by INEP may have to change soon,
given Brazil’s new privacy legislation enacted in 2018 (LGPD) that establishes, among
other provisions, mandatory restrictions to governmental agencies that publicly release
data on individuals and prescribes sanctions in case of non-compliance. Hence, it is
paramount for those agencies to thoroughly review and adapt their current methods
of data publishing.

Anyhow, it is well known that any disclosure control method applied to statistical data
releases also have effects on data utility and must consider possibly opposite interests
from different stakeholders. For instance, when it comes to national educational cen-
suses, those stakeholders include the data holders (e.g. students, teachers, lecturers,
and professors), the data analysts (e.g. demographers, and civil and governmental en-
tities), the government (responsible for regulating both privacy and transparency), and
the agency responsible for the data release (which must realistically balance requests
from other stakeholders and its own operational capacity).

In this thesis, we provide a thorough quantitative study of privacy risks in the databases
released by INEP for the official Brazilian Educational Censuses. More precisely, we
propose models for analyzing existent privacy risks in databases released as microdata
and protected by the technique of de-identification.

In order to do so, we propose a new classification of attacks against releases of databases
and a database model, both of which have allowed us to better explore the possible
existent vulnerabilities and to develop a series of new attack models. Thus, we con-
sider both re-identification and attribute-inference attacks, i.e. the complete disclosure
of a data holder’s identity or the inference of an attribute’s value; both single and
longitudinal releases of databases, i.e. the privacy risks posed by the release of only
one database or by continuously releasing microdata with annual frequency, as is the
case for the Educational Censuses databases; and both deterministic and probabilistic
measures of privacy risk, i.e. how many individuals are vulnerable to a given attack
with absolute certainty or the average privacy risk for data holders.

As a second contribution, we employ our models to provide extensive quantitative
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evaluations of privacy risks on INEP’s Educational Censuses databases, which account
for more than fifty million students, or around 25% of the country’s current popu-
lation. Those experiments have allowed us to conclude unequivocally that INEP’s
current disclosure control methods are insufficient to guarantee individuals’ privacy at
any acceptable level, and therefore may be in contempt of Brazil’s new privacy legis-
lation. For instance, 81.13% of students in the School Census of 2019, corresponding
to approximately 39 085 531 individuals, may be subject to complete re-identification
under reasonably modest attacks. We argue, therefore, that INEP should abandon cur-
rent practices and consider stricter disclosure control methods, particularly differential
privacy, a state-of-the-art method with formal privacy guarantees.

As a third contribution, we formally evaluate the trade-off between privacy and util-
ity in two variants of differential privacy as possible disclosure control method for the
Educational Censuses. Those analyses are particularly important given that possible
correlations between attributes in a database may expose sensitive information to un-
expected inference attacks. Our results confirm that global differential privacy tends to
favor utility over privacy, whereas local differential privacy tends to act in the opposite
way. Furthermore, our results provide INEP with empirical evidence to guide future
decisions when complying with Brazil’s new privacy legislation.

1.1 Brief historical review

The possibility of unintended disclosure of information from releases of databases has
been discussed in the literature since before Tore Dalenius’ 1977 paper proposing a
methodology for statistical disclosure control [10]. Given the societal benefits that
may come from statistical studies, elimination of disclosure was unfeasible, so Dalenius
proposed its control. As described by Dalenius, the scientific community’s main concern
at the time could be summarized as the search for “a reasoned balance between the
right to privacy and the need to know”. Since Dalenius’ work, several attempts at
controlling information disclosure from databases were suggested and implemented,
but usually followed by the discovery of some serious vulnerabilities.

For instance, back when the United States Census of 1990 was published, de-
identification, i.e. the removal of obvious identifying attributes from databases, such
as name and government-issued identification numbers, was the main disclosure con-
trol method in use. In this context, Sweeney was able to show in 2000 that 87% of
the United States population in that census could be uniquely identified by using only
a combination of the ZIP code, gender, and date of birth [67]. The work done by
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Sweeney highlighted an expected vulnerability in the then current disclosure control
methods, drawing attention to the extension of re-identification risks individuals were
exposed to. This result created a whole new era for disclosure control methods, which
has gained traction given the ever increasing volume and detail of data produced.

Another famous data disclosure in the literature came from the Netflix Prize and was
published by Narayanan and Shmatikov in 2008 [56]. For that contest, the company
released a database containing 100 480 507 movie ratings of 480 189 Netflix subscribers
from December 1999 to December 2005, which it claims was properly anonymized
(even though no details on this were provided). By using the Internet Movie Database
(IMDb) as auxiliary information and by applying their de-anonymization algorithm
for sparse data, i.e. data with high dimensionality, Narayanan and Shmatikov were
able to de-anonymize the released database and recover movie history and ratings for
individual users of the Netflix service.

The Netflix Prize database had vulnerabilities similar to those found by Sweeney in
the United States Census of 1990, in addition to its own high dimensionality that could
also be used as an attack vector. But the most important lesson from those and other
disclosures is the need of formal and accurate definitions for both the adversary, i.e. the
entity interested in learning sensitive information, and their context. Only by doing so,
proper disclosure avoidance methods can be developed in such a way that their privacy
guarantees are well-established.

Hence the importance of our work, built upon a firm theoretical foundation provided
by the theory of Quantitative Information Flow (QIF) and careful work on our newly
proposed definitions and extensive quantitative analyses.

1.2 Brief legal review

We now present a brief legal review of the privacy legislation around the world and
in Brazil. This illustrates the increasing international concern for individual privacy
protection, particularly given the technological developments and globalisation in the
last few decades. We also present a more detailed review in Appendix A.

1.2.1 Overview of foreign privacy legislation

In Australia. The Privacy Act of 1988 [32], revised in November 2015, establishes
the Australian Privacy Principles, which guarantees the use of anonymization, i.e. the
disassociation of individuals from their respective records, or pseudonymization, i.e.
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the attribution of an individual code to each record in a database to replace other
direct identifiers, for the treatment of personal information.

In the European Union. Regulation (EU) 2016/679, known as The General Data
Protection Regulation (GDPR) [72], establishes fines to businesses of up to 20 million
Euros or up to 4% of the annual worldwide turnover of the preceding financial year in
case of an enterprise, whichever is greater, in case of violations to the GDPR.

In the United States. The Confidential Information Protection and Statistical Ef-
ficiency Act (CIPSEA), approved in 2002 [43], establishes that personally identifiable
information provided to federal agencies for statistical purposes under the promise of
confidentiality cannot be intentionally disclosed for non-statistical purposes or without
consent, which became a federal crime.

1.2.2 Overview of privacy legislation in Brazil

The Constitution of the Federative Republic of Brazil from 1988 [35], in its Article 5,
guarantees to all Brazilians and foreigners residing in the country that:

X the privacy, private life, honour and image of persons are inviolable,
and the right to compensation for property or moral damages resulting
from their violation is ensured;

XXXIII all persons have the right to receive, from the public agencies, infor-
mation of private interest to such persons, or of collective or general
interest, which shall be provided within the period established by law,
subject to liability, except for the information whose secrecy is essen-
tial to the security of society and of the State;

Hence, item X of Article 5 sets the constitutional, individual right to privacy, whereas
item XXXIII of the same Article sets the constitutional right, individual and collective,
to transparency by the State. However, there is no definition on how to balance those
two principles or on what would be the legal limits of each one of them. Therefore, to
regulate the rights to privacy and transparency determined in those entrenched clauses
of the Constitution, Law 12 527 of 2011 was sanctioned to regulate access to information
and Law 13 709 of 2018 was sanctioned to regulate the protection of personal data.

Law 12 527 of 2011 [39], known as the Access to Information Law (Lei de Acesso à
Informação, or LAI, in Portuguese), regulates item XXXIII of Article 5 of the Consti-
tution. Articles 6 and 8 of LAI determine to the public authority the duty to guarantee
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broad access to information, particularly that considered to be of collective or general
interest, which must be made available via the Internet regardless of requirement. In
addition, Article 7 guarantees the right of access to other information not immediately
available via the Internet. However, according to Article 22, access to information
may be denied in whole or in part if the information is considered to be confidential.
Particularly for the treatment of personal information, Article 31 establishes that it
must be done in a transparent manner and with respect to individual freedoms and
guarantees, according to item X of Article 5 of the Constitution. However, provisions
on the handling of personal information are open to subsequent regulation.

Law 13 709 of 2018 [40], known as the General Personal Data Protection Law (Lei
Geral de Proteção de Dados Pessoais, or LGPD, in Portuguese), as per its Article 1,
aims to protect the fundamental rights of freedom and privacy. Article 7 determines
in which cases the processing of personal data is allowed, and Article 11 does the same
specifically for “sensitive personal data”. In both cases, processing is permitted with
the consent of the data subject or with the consent of the legal guardian for sensitive
data. One important definition comes in Article 12 of the LGPD for “anonymous
data”, which is not to be considered personal data, except when the anonymization
process can be reversed with reasonable efforts. Therefore, objective factors such as
the cost and time needed to reverse the anonymization process should be considered
given the available technologies and disregarding the use of third party means. But
again, the proper definition of what would be considered a reasonable effort, or which
anonymization methods should be used, were left to subsequent regulation. 2

The LGPD is to be regulated by the National Data Protection Authority (Autoridade
Nacional de Proteção de Dados, or ANPD, in Portuguese), which is still being imple-
mented as of 2021. The ANPD is expected to face several challenges in harmonizing the
constitutional principle of transparency and the LAI with the LGPD. In this context,
academic work such as the one we present here can help both society and the ANPD
to understand the existent trade-offs in the case of INEP’s Educational Censuses.

2From the LGPD Article 5 [40]:

II Sensitive personal data: personal data on racial or ethnic origin, religious belief, political opin-
ion, union membership or affiliation to organizations of a religious, philosophical, or political
nature, data relating to health or sexual life, genetic or biometric data, when linked to a natural
person.

III Anonymous data: data relating to an unidentifiable holder, considering the use of reasonable
technical means available at the time of processing.
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1.3 The INEP databases

The National Institute of Educational Studies and Research (Instituto Nacional de
Estudos e Pesquisas Educacionais Anísio Teixeira, or INEP, in Portuguese) 3 is re-
sponsible for the development and maintenance of educational statistics systems and
assessment projects, as well as the dissemination of this information, according to Law
9 448 of 1997 [36] and Decree 6 317 of 2007 [37]. As per the Decree, both Basic and
Higher Education establishments, whether public or private, are required to provide the
information requested by INEP, while also ensuring the confidentiality of personal data
collected and prohibiting its use for other purposes. The databases released by INEP
constitute our case study in this thesis and can be found on the agency’s website, 4 but
also on Brazil’s Open Data Portal 5 and on Google Dataset. 6

In this thesis we will focus on two of those studies, i.e. the School Census (Censo Es-
colar, in Portuguese) and the Higher Education Census (Censo da Educação Superior,
in Portuguese), both released as microdata, i.e. data at the record level.

• School Census: with annual frequency, it is the main educational statistical
survey in the country, which covers both Basic and Professional Education. It
includes information on students of all ages, usually from 0 to 18 years old, on
adults who have previously abandoned formal education and have joined a Youth
and Adult Education Program, and on teachers and schools. Microdata releases
are currently available from 2007 through 2020.

• Higher Education Census: with annual frequency, it is the most complete
statistical survey on Higher Education Institutions (Instituições de Educação Su-
perior, or IES, in Portuguese) in the country. It includes information on students
of undergraduate and graduate levels, on lecturers and professors, and on the
institutions. Microdata releases are currently available from 2009 through 2019.

A preliminary analysis of the databases on students and instructors resulted in the
identification of two disclosure control methods implemented by INEP:

• de-identification, by which direct identifiers are removed from the records, e.g.
name, Social Security Number (Cadastro de Pessoa Física, or CPF, in Por-

3https://www.gov.br/inep
4https://www.gov.br/inep/pt-br/acesso-a-informacao/dados-abertos/microdados
5https://dados.gov.br/
6https://datasetsearch.research.google.com

https://www.gov.br/inep
https://www.gov.br/inep/pt-br/acesso-a-informacao/dados-abertos/microdados
https://dados.gov.br/
https://datasetsearch.research.google.com
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tuguese) and other government-assigned unique-numbers, or addresses at more
detailed levels than cities;

• pseudonymization, by which INEP assigns to each record a unique, artificially-
created identification code, e.g. a non-changing number across releases of
databases that allows following an individual through different years.

Even so, several other attributes are available, including date and city of birth, gender,
ethnicity, and the unique school or Higher Education Institution code. As we will
discuss in Section 2.2, it is known from the literature that combining such attributes
can constitute enough information to uniquely re-identify individuals, rendering those
disclosure control methods adopted by INEP insufficient [11, 56, 65, 67].

This vulnerability in the microdata released by INEP was already observed by two
Brazilian researchers back in 2015 [63]. In that work, Queiroz and Motta were able
to re-identify one of the authors among 383 683 records of lecturers from the Higher
Education Census of 2013 by using only the date of birth, gender, and the Higher
Education Institution name. However, they did not provide an analysis of how common
this re-identification risk was in that database, i.e. how vulnerable were data holders
other than the considered author.

In the same work, Queiroz and Motta suggested the use of two other disclosure control
methods to increase the privacy of individuals in the INEP databases, the “syntactic
methods” known as “k -anonymity” [65] and “distinct l -diversity” [53], both discussed
in Section 2.2.2. Those techniques were applied by them with assistance of the ARX
Data Anonymization Tool [62] and the results were significant, at least at first sight.

For instance, before applying any anonymization technique, the ARX tool reported
that 100% of the records in the database were subject to a high risk of re-identification.
After anonymizing the database using the parameter values of k = 2 and l = 2, the
ARX tool reported that 50% of the records were then at a high risk of re-identification.
By further increasing the parameters values to k = 100 and l = 2 and then to k = 100

and l = 9, the new proportions of records at a high risk of re-identification dropped
to 0.99010% and to 0.00412%, respectively. However, the absolute number of records
subject to a high risk of re-identification is still considerable even for the most strict
parameters values.

Furthermore, as we will discuss in Section 2.2.2.1, any syntactic method, including
both k -anonymity and distinct l -diversity, is subject to composition attacks, which
is particularly problematic for the studies published by INEP given their annual fre-
quency. Also, the paper did not discuss the high costs on utility, i.e. the quality of
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the information provided to legitimate consumers of the data, caused by such gains in
privacy, a well-known trade-off in the literature.

Given the recent enactment of Brazil’s LGPD privacy legislation, mitigating such vul-
nerabilities is necessary and urgent for INEP. Currently available work, such as the one
by Queiroz and Motta, provides only very limited evidence of the actual privacy risks
and how widespread they are. Moreover, no analysis exists for the longitudinal aspect
of INEP’s databases, which are released with annual frequency and hence particularly
susceptible to composition attacks, a known vulnerability of syntactic methods. There-
fore, in this thesis we analyze “semantic methods”, particularly “differential privacy”.
Furthermore, Brazil’s LAI transparency legislation, enacted ten years ago, has devel-
oped an expectation of access to microdata in the country, both from researchers and
policy makers, which increases the difficulty in convincing stakeholders of any changes
in the utility that should be provided by the published databases.

We now present our objectives and contributions in Sections 1.4 and 1.5, respectively.

1.4 Objectives

Our main goal in this thesis is to provide a formal, extensive quantitative evaluation
of privacy risks relative to INEP’s current disclosure control (DC) methods, grounded
on solid, formal theoretical frameworks. Moreover, we evaluate the application of
differential privacy, the current state-of-the-art DC method, and analyze the balance
between privacy and utility in two of its variants.

Particularly, we have the following research questions:

RQ1 What are the data holders’ risks in a single database given the current disclosure
control (DC) methods applied by INEP?

(a) What are the re-identification risks, i.e. the risks of a complete disclosure
of a data holder’s identity?

(b) What are the attribute-inference risks, i.e. the risks of inference for an
attribute’s value of a data holder?

(c) Would the removal of attributes from the databases be effective as an addi-
tional DC method?

RQ2 What are the data holders’ risks when considering the longitudinal aspect of the
databases released, i.e. the continuous release of new databases, given the current
DC methods applied by INEP?
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(a) What are the re-identification risks?

(b) What are the attribute-inference risks?

(c) Would the removal of attributes from the databases be effective as an addi-
tional DC method?

RQ3 What is the effectiveness of differential privacy to mitigate data holders’ risks
and to maintain data utility?

(a) What is the effectiveness for the “oblivious” differential privacy model, in
which a trustworthy party with access to the original, raw data from respon-
dents is responsible for controlling the queries performed on the database?

(b) What is the effectiveness for the “local” differential privacy model, in which
the data is changed at the record level independently of the existence of a
trustworthy party?

1.5 Contributions

The contributions of this thesis are summarized as follows.

• We propose a new classification of attacks against releases of databases in Sec-
tion 3.1 that better covers the space of possible attacks in comparison to the
literature. We also develop a database model for single databases in Section 3.2
that we further extend to account for longitudinal databases in Section 5.1, in the
educational censuses’ context. Those database models and the following attack
models were developed on the same framework, which has allowed us to directly
compare their respective results;

• We formally model collective-target attacks on single databases in Section 4.1
for both re-identification and attribute-inference privacy risks and considering
both deterministic and probabilistic metrics for the adversary success, in the
educational censuses’ context. We also provide experimental results for all of
those scenarios in Section 4.2. Those experiments were performed on databases
released by INEP consisting of tens of millions of individuals and demonstrate
the existent vulnerabilities in those databases. This contribution supports our
conclusions for RQ1;

• We formally model collective-target attacks on longitudinal databases in Sec-
tion 5.1 for both re-identification and attribute-inference privacy risks and con-
sidering both deterministic and probabilistic metrics for the adversary success, in
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the educational censuses’ context. We also provide experimental results for all of
those scenarios in Section 5.2. Those experiments were performed on databases
released by INEP and demonstrate the existent vulnerabilities in those databases.
This contribution supports our conclusions for RQ2;

• We formally model global and local differential privacy mechanisms in Section 6.1
to analyze how each of those methods affect both privacy and utility, particularly
in the context of possibly correlated-databases. We also implement those models
and provide experimental results for those analyses in Section 6.2. Those experi-
ments were performed on a sample from one of INEP’s databases and demonstrate
the impossibility of having optimal noise-adding mechanisms with the best possi-
ble privacy or utility in all scenarios. This contribution supports our conclusions
for RQ3.

Furthermore, we provide the largest, most thorough study of actual privacy threats in
official government data releases in Brazil. In doing so, our results demonstrate the
privacy risks to which more than fifty million current Basic Education students are sub-
ject. Also, our work has contributed to INEP’s current efforts to tackle privacy issues
given the recent enactment of Brazil’s LGPD privacy legislation. Particularly, our work
was fundamental to Reports 1 and 2, and contributed to Report 5, of the Decentralized
Execution Term 8750 (Termo de Execução Descentralizada 8750, in Portuguese) signed
between INEP and the Federal University of Minas Gerais (Universidade Federal de
Minas Gerais, or UFMG, in Portuguese), whose goal was to improve INEP’s public
release of microdata in the context of the new privacy legislation. 7

Finally, our work presented in Chapter 6 was published in the 31st International Con-
ference on Concurrency Theory (CONCUR) [6], where we demonstrated our theoretical
results with experiments performed on data from the Correctional Offender Manage-
ment Profiling for Alternative Sanctions (COMPAS) tool released by ProPublica.

1.6 Outline

Here we summarize how the following chapters are organized.

In Chapter 2, we define some basic concepts from the literature on Disclosure Control
(DC) and review the literature on DC methods and on Quantitative Information Flow

7This partnership between INEP and UFMG was initially sought by the former given the new
privacy legislation in Brazil and the previous awareness of existent privacy vulnerabilities in the
released databases [63].
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(QIF). We also present some related work on re-identification and attribute-inference
attacks and some proposed classifications of attacks on releases of databases.

In Chapter 3, we propose a new classification of attacks against releases of databases
that better covers the space of possible attacks in comparison to previous propositions,
and we introduce our model of databases used for the experiments performed.

In Chapters 4 and 5, we formalize collective-target attacks against single and longitu-
dinal databases, respectively. Those chapters also include the respective experimental
results for attacks performed against the Basic Education databases released by INEP
and described in Section 1.3. Chapter 4 explores the RQ1 and Chapter 5 explores the
RQ2, as proposed in our objectives presented in Section 1.4.

In Chapter 6, we formalize privacy and utility analyses for two different implementa-
tions of differential privacy, a state-of-the-art DC method described in Chapter 2. Due
to the challenge of extending differential privacy to longitudinal databases, we consider
only scenarios for single databases. We also present the corresponding experimental
results for analyses performed on a small sample from one of the Basic Education
databases. Chapter 6 explores the RQ3, as proposed in our objectives.

We present our conclusions in Chapter 7, which is followed by some appendices.

• Appendix A presents an overview of the privacy legislation around the world,
which expands on the brief legal review presented in Section 1.2.

• Appendix B presents an overview on why to consider “min-entropy” instead of
“Shannon entropy” for some scenarios, including the concept of “vulnerability”.

• Appendix C presents illustrative individual-target attack models and some ex-
perimental results on databases released by INEP. Single databases are presented
in Section C.1 and longitudinal databases in Section C.2.

• Appendix D presents detailed examples of each individual and collective-target
attack performed. Single databases are presented in Section D.1 and longitudinal
databases in Section D.2.

• Appendix E presents additional experimental results for collective-target attacks
on single databases performed on the School Census of 2019.

• Appendix F presents additional experimental results for collective-target attacks
performed on the Higher Education Census, on single databases in Section F.1
and longitudinal databases in Section F.2.
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• Appendix G presents some remarks, propositions, and proofs on the theoretical
model developed in Chapter 6.

For readers interested only in the experimental results, we suggest skipping Sections 4.1,
5.1, and 6.1 on the theoretical foundations in favor of Appendix D Sections D.1 and D.2,
and Section 6.1.4, respectively, in which we present numerical examples. Furthermore,
for illustrative individual-target experimental results, in which we target either famous
people or our acquaintances selected a priori, see Appendix C.



Chapter 2

Background

The contributions in this thesis are built upon two main areas of knowledge, namely
Disclosure Control (DC) and Quantitative Information Flow (QIF). We review the
most important aspects of those areas in this chapter, beginning with the definition of
some basic concepts from the DC literature in Section 2.1. Next, we review the liter-
ature on DC methods for databases release in Section 2.2, on QIF in Section 2.3, and
on some related work on “re-identification” and “attribute-inference” attacks, including
some proposed attack classifications, in Section 2.4.

2.1 Basic concepts

In this section, we formally introduce some basic concepts from the DC literature that
are used throughout this thesis. Although some of those terms may have an everyday
use, in the literature their meaning is precise [5, 14, 15, 23, 29, 61, 66].

2.1.1 Disclosure Control

Disclosure Control (DC) is the area of research that focus on how to publicly share
the information contained in databases while preserving the privacy of “data holders”.
Its main goal is to guarantee that statistical patterns are revealed while the sensitive
information of “data holders” is kept safe, i.e. to balance the information’s usefulness,
or “utility”, for legitimate users with the privacy of “data holders”. We now introduce
the main concepts of the area.

• Data holder: the person or entity to whom the data collected, processed, or
disclosed directly refers.

14
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• Data curator: the person or entity responsible for collecting, integrating, or-
ganizing, publishing, and presenting data. A data curator is usually responsible
for disclosure control, which includes maintaining the data over time for update,
reuse, and preservation.

• Data analyst: the person or entity considered to be a legitimate user of a
database release, including researchers, civil and governmental entities, and even
lay people.

• Utility: the property of a database release to satisfy the legitimate purposes of
data analysts. It is usually linked to a data analyst’s ability to infer statistical
information on data holders.

• Sensitive information: any kind of information considered worthy of protec-
tion. It may be (even if not necessarily) defined by law. Some common examples
of sensitive information are those belonging to individuals, such as credit and
debit card numbers, medical conditions, unique identification numbers, geolo-
cation data, political or religious affiliation, ethnicity, sexual orientation, and
genetic or biometric data. 1

Here we consider only the following categories of sensitive information: 2

– the linkage of a record to its holder, which can be determined by the “re-
identification” of a data holder;

– the value of an individual’s sensitive attribute, which can be determined by
the “re-identification” of a data holder or by “attribute-inference”.

• Adversary: the person or entity from which sensitive information must be pro-
tected. In contrast to the everyday use of the term, an adversary may be anyone,
regardless of intentions, as long as their access to the sensitive information was
not planned in the design of the database release. For example, a legitimate
user of a database, such as an academic researcher, could inadvertently act as an
adversary if infer sensitive information on individuals in the database.

1Brazil’s LGPD privacy legislation explicitly defines “sensitive personal data” as [40]:

Personal data on racial or ethnic origin, religious belief, political opinion, union mem-
bership or affiliation to organizations of a religious, philosophical, or political nature, data
relating to health or sexual life, genetic or biometric data, when linked to a natural person.

2As discussed in Section 1.3, we can always assume for our databases of interest that every indi-
vidual of concern is also a data holder.
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• Attack: an action or a set of actions by an adversary that leads to the obten-
tion of sensitive information. In contrast with the everyday use of the term, an
attack may be the result of legitimate actions that inadvertently reveal sensitive
information, such as unintended inferences during scientific research.

• Auxiliary information: any sort of information, apart from the database of
interest, that could provide information about an individual. For instance, the
value of an individual’s date of birth could be retrieved from a social network
public profile or other web-based resources.

• Plausible deniability: the ability of a data holder to credibly deny any property
about their sensitive information to an adversary. This includes the denial of a
value for a certain attribute or even of participation in a database, before or after
an attack by the adversary. The possibility of plausible deniability is essential to
persuade individuals to honestly participate in research involving the provision
of sensitive information [16, 78]. Furthermore, privacy metrics are usually based
on quantifying the level of plausible deniability enjoyed by data holders.

The concepts defined above are valid for the following DC subareas: Privacy-Preserving
Data Publishing (PPDP), in which the information is released in a database as micro-
data, i.e. data at the record level; Privacy-Preserving Data Mining (PPDM), in which
the information is released as aggregated data tailored for specific data mining pur-
poses; and Statistical Disclosure Control (SDC), in which the information is released
as statistical tables for general use or with the indirect access to data through query-
based systems [23]. Note that, for both PPDM and SDC, the microdata is kept from
data analysts. Furthermore, all those subareas are concerned with guaranteeing that
statistical patterns are revealed while the sensitive information of data holders is kept
safe, but their differences on how the information is published results in the use of
different DC methods to achieve this goal.

Even though data analysts cannot access the microdata in PPDM or SDC, privacy-
preserving techniques must also be carefully applied due to what is known as database
reconstruction attacks. As demonstrated by Dinur and Nissim in 2003 [13], even a
database accessed via a query-based system that reports a randomly perturbed, or
noisy, result can be reconstructed if that noise’s magnitude is much lower than the
square root of the database size. This result was the main reason why the United
States Census Bureau initiated its transition to formally proven methods of random
noise addition in order to protect their statistical tables releases, starting with the 2020
Census [26, 76, 77].
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However, this thesis focus on INEP’s databases released as microdata, which are spec-
ified in Section 1.3. Therefore, we will consider henceforth only the Privacy-Preserving
Data Publishing (PPDP) area, starting with commonly used classifications for at-
tributes and privacy risks in Sections 2.1.2 and 2.1.3, respectively.

2.1.2 Attributes classification

The literature on PPDP often considers the attributes present in a database publication
in some specific classes. Particularly, “sensitive attributes” are of great interest in
the area, since protecting the data holders’ values for those attributes is usually the
main goal in disclosure control. We now introduce a commonly used classification of
attributes [23, 29, 61].

• Direct identifiers: attributes that can uniquely identify an individual, such as
full name, unique identification numbers, mobile phone number, and genetic or
biometric data.

• Quasi-identifiers: attributes that cannot be used to uniquely identify individ-
uals on their own, but could be used for this purpose if combined. Differently
from direct identifiers, quasi-identifiers are attributes that are sufficiently corre-
lated with an individual such that a set of quasi-identifier attributes could be
used to re-identify the individual. For instance, an individual’s ZIP code, gender,
and date of birth form a set of quasi-identifiers capable of uniquely identifying
87% of the United States population in the Census of 1990, as demonstrated by
Sweeney in 2000 [67].

• Sensitive attributes: those whose values are considered worthy of protection,
such as credit and debit card numbers, medical conditions, unique identifica-
tion numbers, geolocation data, political or religious affiliation, ethnicity, sexual
orientation, and genetic or biometric data.

• Non-sensitive attributes: those whose values are not considered worthy of
protection, such as an individual’s height.

It is important to note that this classification of attributes depends directly on the
scenario of interest, i.e. some attributes considered to be sensitive in a context may
not be so in another, and an attribute may not be a viable quasi-identifier at one point
in time, but be so at another. For this reason, more recent DC methods are formulated
independently of quasi-identifiers altogether, e.g. “differential privacy”.
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2.1.3 Privacy risk classification

Given a specific scenario of interest, privacy risks can be classified as follows [23, 29, 61].

• Re-identification risk: also known as record-linkage or de-anonymization, it
is the risk that an adversary determines the correspondence between database
records and their respective data holders.

• Attribute-inference risk: also known as attribute-linkage, it is the risk that an
adversary infers the sensitive attribute value for data holders, regardless of being
successful in re-identifying their respective data holders. The re-identification of
a record implies the disclosure of values for every attribute of that record.

• Membership-inference risk: also known as table-linkage, it is the risk that
an adversary determines whether an individual or a group of individuals are
represented in a database or not. This is of particular concern if being a data
holder in said database is already considered to be sensitive, e.g. a database
containing only individuals affected by a medical condition.

In this thesis we focus on re-identification and attribute-inference risks, since we can
always assume for our databases of interest that every individual of concern is also a
data holder, as discussed in Section 1.3.

2.1.4 Privacy degradation

In order to properly determine whether there is privacy degradation for data holders
in a given context or not, it is first necessary to precisely measure privacy. Here we
introduce the theoretical foundation for privacy as proposed in the area of Quantitative
Information Flow (QIF) [2–6, 66]. We further formalize the concepts proposed in the
QIF literature in Section 2.3.

• Maximum entropy principle: it states that, given the known information, the
probability distribution that best represents a state of knowledge is that in which
the entropy has its maximum value. Therefore, in the absence of any information,
i.e. a state in which nothing is assumed from the adversary’s knowledge, the best
possible distribution would be the uniform distribution and the best possible
action for the adversary would be to choose a random value for the secret [49].
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• A priori knowledge: even before the attack is performed, we assume the ad-
versary may have some sort of a priori knowledge on the secret. Such knowledge
may come, for instance, from previous attacks, from auxiliary information, or
even from information on how the secret was sampled and therefore how it may
be distributed. As an example, consider an individual’s weekday of birth as the
sensitive information and the adversary knowledge that, for the given population,
the distribution of birthdays in a week is close to uniform.

• A priori success: it is a measure of how much knowledge on the sensitive
information is available to the adversary even before performing the attack, i.e.
by relying solely on the a priori knowledge. Consider again the adversary whose
prior knowledge on date of birth is uniform. His best course of action would be
to randomly select any day of the week as the weekday of birth for the target,
according to the maximum entropy principle. Therefore, the a priori success of
the adversary could be quantified as 1/7 ≈ 14%.

• A posteriori knowledge: it is the blend of the adversary’s a priori knowledge
with the information obtained from observing the results of the performed attack.
As an example, consider again an individual’s weekday of birth as the sensitive
information and the adversary knowledge that, for the given population, the
distribution of birthdays in a week is close to uniform. Only now, after performing
an attack, the adversary was able to verify that the target was born on a weekend
and that both Saturday and Sunday are equally likely.

• A posteriori success: it is a measure of how much knowledge on the sensitive
information is available to the adversary after performing the attack and updating
the a priori knowledge. Therefore, the a posteriori success of the adversary we
have been considering could be quantified as 1/2 ≈ 50%.

• Privacy degradation: it is a comparison between the a priori and a posteriori
knowledge of the adversary such that a greater privacy degradation implies a
better outcome for the adversary from their attack. 3

3Instead of being defined as the adversary’s increase in success, one could define privacy degra-
dation as a posteriori success alone. However, this alternative definition would not capture by how
much the adversary’s chance of success has increased due to the performed attack on itself, which
is our object of study. For instance, consider again an individual’s weekday of birth as the sensitive
information and two adversaries: adversary A knows a priori that the target was born on a Sunday,
but adversary B only knows a priori that the target was born on a weekend and that both Saturday
and Sunday are equally likely. Suppose that after the attack both adversaries managed to re-identify
the target’s record, i.e. both adversaries achieve maximum a posteriori success. If the privacy degra-
dation only consisted of the a posteriori success, both attacks would have caused the same amount
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The comparison between the a priori and a posteriori knowledge could be made
in terms of a ratio or of a difference. In the case of a ratio, we have a multiplicative
measure of privacy degradation [2]:

multiplicative privacy
degradation

def
=

adversary’s a posteriori
success

adversary’s a priori
success

.

In the case of a difference between the a priori and a posteriori knowledge, we
have an additive measure of privacy degradation:

additive privacy
degradation

def
= adversary’s a posteriori

success − adversary’s a priori
success .

Consider again the adversary presented when defining the a priori and a poste-
riori successes. For this adversary, the multiplicative measure of privacy degra-
dation would be of (1/2)/(1/7) = 7/2 = 3.5, therefore a relative gain of 250% in the
chance of successfully inferring the secret’s value. But then, the additive measure
of privacy degradation would be of 1/2−1/7 = 9/14 ≈ 0.36, therefore an absolute
gain of about 36% in the chance of successfully inferring the secret’s value.

We finalize the introduction of basic concepts from the DC literature with an overview
of privacy metrics in the next section.

2.1.5 Privacy metrics

Continuing on the task of precisely measuring privacy, we can devise two main groups
for both a priori and a posteriori successes when it comes to quantifying the privacy
degradation: the deterministic and probabilistic metrics of success.

• Deterministic metrics of success: qualitatively measure the adversary’s abso-
lute success, i.e. the returned value encompasses whether the sought after infor-
mation was retrieved or not with absolute certainty. As examples of deterministic
metrics of success, we have the number of uniquely re-identified individuals in a
database or the number of individuals whose value for a sensitive attribute could
be inferred with absolute certainty.

of privacy degradation for the target. Although in fact, the attack performed by adversary B has
caused more harm to the target since it has started from a state of less knowledge than was the case
for adversary A. Therefore, in order to quantify the harm caused by an attack, one should consider
both a priori and a posteriori knowledge of the adversary, not only the latter.
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• Probabilistic metrics of success: quantitatively measure the degree of cer-
tainty in which a sensitive value could be retrieved by the adversary. As examples
of probabilistic metrics of success, we have the probability that a randomly se-
lected individual in a database could be re-identified or the probability that such
individual could have the value for a sensitive attribute inferred, even without
absolute certainty.

Furthermore, privacy metrics can be classified according to the adversary’s degree of
success, which allows us to consider both the average case and worse case metrics.

• Average-case metrics: quantitatively measure the expected, or average, suc-
cess of the adversary, considering a probability distribution over all the possible
attack scenarios. For instance, consider the expected re-identification risk for a
randomly selected targeted-individual in a database. In this case, all the indi-
viduals that can be chosen in the database have their respective re-identification
risks computed and the results are used to compute the weighted average risk
considering a probability distribution over individuals, e.g. the uniform distribu-
tion. A downside of average case metrics is that they can hide higher values of
privacy risk for few individuals.

• Worst-case metrics: quantitatively measure the adversary’s success according
to the most advantageous attack scenario for them, regardless of how unlikely
it is. In this case, all the individuals that can be chosen in the database have
their respective re-identification risks computed and the worst result is taken as
the final one. A downside of worse case metrics is that they may not represent
the general case. But then it is the most appropriate in the case of skewed
distributions [4, 5].

2.2 Disclosure Control methods

As we have discussed, the publication of databases may subject data holders to different
privacy risks. This possibility is of great concern when it comes to the feasibility of
statistical studies. First, because the degradation of individuals’ privacy may be illegal,
which comes as a great trouble for data curators. Second, because this possibility may
diminish individuals’ willingness to participate in such studies, or when mandatory,
encourage the share of inaccurate information.
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Due to the societal benefits that may come from statistical studies, it is important
to keep the general public safely engaged with them, a goal widely accepted by the
international community. However, since anyone might act as an adversary, even if
inadvertently, it is necessary to go beyond legislation and consider means to decrease
an adversary’s chances of success without jeopardizing the databases’ usefulness.

An initial attempt to overcome those concerns could be to de-identify the data, i.e.
to remove any direct identifiers, such as individuals’ names or government-issued ID
numbers. This approach has been widely used and can still be found in databases
publications nowadays. However, de-identification of data is known to be an insuf-
ficient measure since at least the 1980s, according to Dalenius [11]. In fact, it was
demonstrated to be unsuccessful as early as 1998 [65], when Samarati and Sweeney
first observed that just a few quasi-identifying attributes were enough to enable the
re-identification of individuals. For instance, Sweeney was able to demonstrate in 2000
that 87% of the United States population in the Census of 1990 could be uniquely
identified by using only a combination of the ZIP code, gender, and date of birth [67],
information that can be found in public voter lists. Hence, de-identification of data
does not preserve privacy nor guarantee anonymity.

Those results made it clear that new DC methods were necessary. We can nowa-
days devise two main distinct approaches to data privacy that have been developed
since then: “deterministic anonymization methods”, or “syntactic privacy methods”,
and “probabilistic anonymization methods”, or “semantic privacy methods”.

2.2.1 Classification of Disclosure Control methods

Disclosure Control (DC) methods are sets of actions that can be performed by a data
curator, and sometimes by a data holder, in order to mitigate the data holder’s privacy
degradation. Such methods can be classified according to the conditions they impose
on the data to be released and to how and at what level their actions change the data.

We start with the dimension regarding the conditions imposed, which classify DC
methods as either “syntactic” or “semantic”.

• Syntactic methods: they establish syntactic constraints on the data to be
published, i.e. they are concerned with the released data structure, which includes
constraints on how many individuals should hold the same values for certain
attributes in order to keep them safe.
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• Semantic methods: they establish semantic constraints on the data to be
published, i.e. their privacy guarantees are defined according to the amount
of information an adversary may gain from the released data, being independent
of data structure.

The second dimension, which regards how the data is changed, classify the methods as
either “perturbative” or “non-perturbative”.

• Perturbative methods: they may change the data by adding noise to it in a
controlled way, i.e. they may introduce untrue information to the released data.

• Non-perturbative methods: they change the data by tweaking its granularity,
i.e. they apply actions such as generalization or suppression of information.
However, they do not introduce untrue information.

Finally, the third dimension, which regards where the data is changed, classify the
methods as either “global” or “local”.

• Global methods: they account for a data curator responsible for the collection
of individuals’ data and subsequent application of DC methods, i.e. the data
curator is assumed to be a trustworthy entity for handling sensitive information
and DC methods are applied at once to the data as a whole.

• Local methods: they usually account for the data holder to be responsible for
applying a pre-defined DC method to the data prior to submitting it to the data
curator, i.e. the raw private information is only accessible by the data holder. 4

2.2.2 Syntactic methods

As discussed, syntactic or deterministic methods apply syntactic restrictions on their
outputs to avoid the unintended disclosure of information. Among the restrictions
usually applied we have “generalization”, “suppression”, and “swapping”.

• Generalization: values of an attribute are replaced by a more generic category,
e.g. age ranges instead of exact values.

• Suppression: values of an attribute are replaced by a special value, e.g. hiding
of some final numbers of the ZIP code by using an asterisk.

4Local methods can also be applied by a trustworthy data curator in case microdata, i.e. data at
the record level, is to be released.
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• Swapping: values of an attribute for different records are swapped. Differ-
ently from generalization and suppression, which are non-perturbative techniques,
swapping can be seen as a perturbative technique since it may introduce untrue
information to the released data.

In the same paper published by Samarati and Sweeney in 1998, when they first observed
that just a few quasi-identifying attributes were enough to enable the re-identification
of individuals in de-identified data, they also proposed a novel anonymization method
called k -anonymity [65]. Given a database, it is considered to be k -anonymous if any
attempt to link quasi-identifying attributes to sensitive information creates a many-
to-one mapping in which at least k records map to the same sensitive information, i.e.
the database would be partitioned in blocks of at least k records in each. In order
to achieve this result, Samarati and Sweeney proposed the use of generalization and
suppression.

However, as shown by Aggarwal [1] in 2005, k -anonymity robustness is inversely de-
pendent on the dimensionality of the database, i.e. on the number of attributes that
can be used as quasi-identifiers. Furthermore, Machanavajjhala et al. unveiled in 2007
two severe weaknesses in k -anonymity [53]. First, they showed that a low diversity in
the values assumed by a sensitive attribute allows an attacker to discover those values
within a block of records. Second, k -anonymity does not provide any privacy guaran-
tee against the use of background knowledge by an adversary, i.e. the use of auxiliary
information.

In that same paper describing k -anonymity’s weaknesses, Machanavajjhala et al. pro-
posed an alternative approach called l -diversity, which improves on k -anonymity by
also requiring at least l “well-represented” values for the sensitive attribute within each
block. By “well-represented” values, they suggested some different interpretations, the
most common being distinct l -diversity, which requires at least l distinct values for
the sensitive attribute within each block, automatically satisfying k -anonymity with k
equal to l. This interpretation does not prevent probabilistic inference attacks, though,
since it does not prevent a value from appearing much more frequently in a block of
records than other values, which increases the likelihood of that value for any individual
who may hold a record withing the given block.

Nevertheless, it did not take long before l -diversity would also have its limitations iden-
tified. In the same year it was proposed, Li et al. showed that l -diversity would fail if
the distribution of values for the sensitive attribute in the whole database was skewed.
In fact, Li et al. demonstrated that l -diversity is neither necessary nor sufficient to
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prevent sensitive attributes from being disclosed and proposed another approach called
t-closeness [52]. Again improving on k -anonymity, t-closeness requires that the distri-
bution of values for a sensitive attribute in any of the blocks of at least k records to be
at least as close to the distribution of values for that attribute in the whole database
as a threshold value t.5

Differently from other syntactic methods, t-closeness also has some characteristics
found in semantic methods. Because it tries to limit how much information an adver-
sary can gather from the published database, it applies the “uninformative principle”. 6

Furthermore, Domingo-Ferrer and Soria-Comas showed in 2015 that, under certain
conditions, t-closeness and “ϵ-differential privacy” can be equivalent, particularly if the
“uninformative principle” holds.

2.2.2.1 Composition attacks

Despite the improvements provided by t-closeness, Ganta et al. [24] showed in 2008
that any technique based on the definition of blocks of equivalent records is susceptible
to composition attacks. In such attacks, the adversary relies on independent databases
released with some attributes in common and protected by only DC methods based
on blocks of equivalent records. By combining similar blocks between those databases,
the adversary can reduce the size of those blocks and increase their knowledge of the
sensitive attribute value for records within those groups. Interestingly, Ganta et al.
also showed that privacy mechanisms based on the addition of random noise, such as
“ϵ-differential privacy”, are resistant to composition attacks and to the use of auxiliary
information.

Still, de-identification, pseudonymization, and some syntactic methods such as k -
anonymity continue to be used nowadays, particularly when it comes to the anonymiza-
tion of medical records. For instance, the United States Health Insurance Portability
and Accountability Act (HIPAA) only requires in its Safe Harbor rules that a set of 18
predetermined data attributes, the Protected Health Information (PHI), are removed
in order to achieve compliance [29].

Similarly, both Brazil’s LGPD [40] and the European Union’s GDPR [72] explic-
itly define pseudonymization and incentive its use, even though they still consider
pseudonymized data to be personal data. Furthermore, both laws loosely define

5In their original work, Li et al. used the Earth Mover Distance measure as their t-closeness
requirement.

6The uninformative principle holds if the adversary’s a posteriori knowledge on any data holder
is not much larger than their a priori knowledge.
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anonymized data, which is not to be considered personal data and hence is not pro-
tected as such, leaving the decision of which DC method to be used either to the data
curator or to future legislation.

Several other syntactic methods have been proposed since k -anonymity and were not
presented here. Most of them up to 2010 were compiled in a comprehensive review by
Fung et al. [23].

2.2.3 Semantic methods

As we have discussed in the previous section, syntactic methods are not robust enough
to ensure privacy in realistic scenarios. Particularly, those methods are concerned with
the released data structure instead of information measurements that could quantify
how much knowledge an adversary could obtain from that data. Hence, new meth-
ods that account for the adversary’s acquired knowledge have been proposed and are
currently considered the state-of-the-art in disclosure control.

Semantic or probabilistic methods do not depend on the data itself, but instead on how
much information an adversary may gain from it. They are built upon the concept
of plausible deniability, i.e. the ability of a data holder to credibly deny any property
about their sensitive information to an adversary, and upon the uninformative principle,
i.e. the adversary’s a posteriori knowledge on any data holder should not be much
larger than their a priori knowledge. 7

A foundational work for the semantic methods was the demonstration by Dinur and
Nissim in 2003 [13] that there is a minimum amount of noise that must be added
to the results of sum queries performed on a database in order to guarantee privacy.
Otherwise, the adversary can reconstruct the underlying database in almost its entirety,
hence potentially violating the privacy of all data holders.

Building upon that result, Dwork et al. proposed in 2006 a novel semantic definition of
privacy, which would be latter known as ϵ-differential privacy, capable of guaranteeing
to individuals that being a data holder in a differentially private database would not

7The uninformative principle in a more strict version is known as the Dalenius’ Desideratum,
after the statistician Tore Dalenius, who formally defined statistical disclosure and proposed the
development of a methodology for statistical disclosure control in 1977 [10]:

If the release of the statistics S makes it possible to determine the value D more
accurately than is possible without access to S, a disclosure has taken place.

The Dalenius’ Desideratum was proposed in the context of both macro and micro-statistics, i.e.
aggregated data and microdata, respectively. However, Dalenius knew it is unachievable, what was
latter demonstrated by Dwork et al. in 2006 [15].
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increase an adversary’s knowledge in any way [15]. This new definition of privacy would
hence respect the uninformative principle and provide the data holder with plausible
deniability even against an adversary with arbitrary background knowledge.

In order to guarantee ϵ-differential privacy, where ϵ is a positive real value, we must
consider a query mechanism M and two adjacent databases D, D′, i.e. that differ
exactly in one record, be it because of this record’s removal or addition, or due to
a change in one of its attributes’ value. The query mechanism M, also responsible
for perturbing the results, receives a database and outputs a response in img(M).
This mechanism is considered to be ϵ-differentially private iff for every pair of adjacent
databases D, D′ and for all S ⊆ img(M),

Pr[M(D) ∈ S] ≤ eϵ · Pr[M(D′) ∈ S], (2.1)

i.e. the probability that the mechanism’s reported result belongs to a set S regardless
of the input being D or D′ is given by a multiplicative constant value equal to Euler’s
constant e to the power ϵ.

Differently from the syntactic methods discussed in Section 2.2.2, ϵ-differential pri-
vacy satisfies some important operational properties[14, 16]. Among them, the most
interesting are the automatic mitigation of linkage attacks, including past and future
databases; the definition of a quantitative privacy loss ; the possibility of both sequential
and parallel compositions, i.e. the control of privacy loss over multiple computations;
and the closure under post-processing, i.e. there is no computation the adversary can
perform on the ϵ-differentially private output in order to increase their knowledge.

We now present the two main frameworks for differentially private mechanism.

2.2.3.1 Oblivious differential privacy

The oblivious differential privacy framework considers a trustworthy data curator with
access to the original, raw data from respondents and is responsible for controlling
the queries performed on the database. For each query passed by an external data
analyst, the data curator performs the required computations on the original database
and gets the real answer. However, the data curator perturbs the real answer according
to a chosen differentially-private mechanism and value of ϵ before publication, making
those query results ϵ-differentially private, as schematized in Figure 2.1. Only then the
randomized answer is provided to the data analyst. This framework is based on the
original work by Dwork et al. [15], which allowed for the use of general queries, not
only summations as was the case for the work by Dinur and Nissim [13].
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Figure 2.1: Schema of oblivious differential privacy. The data curator maintains the
original, raw data provided by the data holders and adds noise to the result of each
query made on the database. The amount of noise is set by the value of ϵ, which
controls how much privacy is guaranteed to data holders.

Nonetheless, care must be taken when it comes to the amount of queries allowed by
the data curator. Since, for practical purposes, there is an upper limit for noise ad-
dition given by ϵ, an adversary with indiscriminate access to the query system could
repeatedly perform the same query until the desired response accuracy is achieved.
This corresponds to the idea of a privacy budget defined by the value of ϵ that should
be respected in order to guarantee the disclosure control protections provided by ϵ-
differential privacy.

2.2.3.2 Local differential privacy

The local differential privacy framework considers either a trustworthy data curator
with access to the original raw data from respondents or a possibly untrustworthy data
curator who should not have access to that data. In both cases, the chosen mecha-
nism perturbs the data at the record level, making the microdata itself ϵ-differentially
private. This allows any data analyst to directly perform queries on the database with-
out worrying about possible disclosures or even the publication of the whole database
for widespread use, as schematized in Figure 2.2. This framework was first proposed
by Raskhodnikova et al. in 2008 [64] and is based on the concept of “randomized
responses”, first proposed by Warner in 1965 [78].

Warner was concerned with the problem of convincing individuals to truthfully respond
to statistical studies even if the responses would reveal sensitive information. In such
cases, Warner argues that respondents could either refuse to answer or purposely pro-
vide wrong answers. As a solution, Warner proposed the use of “randomized responses”,
in which the respondent would be truthful or not in their answer according to the result
of a predetermined probability mechanism. Because the mechanism is known to the
interviewer, they are capable of estimating the likelihood and of establishing the con-
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Figure 2.2: Schema of local differential privacy. Noise is added to the record provided
by each data holder before all records are gathered to create the final, ϵ-differentially
private database. The amount of noise is set by the value of ϵ, which controls how
much privacy is guaranteed to data holders. After that, the data curator can either
allow queries to be made on the private database or publicly release the whole database
for independent use by data analysts.

fidence intervals and variance, due to sampling and due to the probability mechanism,
which guarantees the data is useful [78].

A similar approach was proposed by Raskhodnikova et al. in 2008 [64], when they
demonstrated the equivalence between the differential privacy statistical query model,
i.e. the global differential privacy framework, and their newly proposed local differential
privacy framework.

Even though semantic methods have not been as popular as their syntactic counter-
parts, differential privacy has been gaining some traction in the past decade. Par-
ticularly, it is currently being deployed by the United States Census Bureau for the
2020 Census [26] to circumvent the drawbacks inherent to syntactic methods. Also,
it has already been implemented by some major technology companies mainly to col-
lect telemetry from their most used software, including Microsoft’s Windows 10 [12],
Apple’s iOS [69, 70], and Google’s Chrome Browser [20].

We finalize the introduction of DC methods in the next section by discussing their
impact on data utility and how to properly measure it.
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2.2.4 Utility metrics

Another important aspect of any DC method is its impact on the utility, i.e. usefulness,
of the published database for the intended data analysts. The difficulty in balancing
data holders’ privacy and data utility is widely known in the literature [6, 7, 15, 50],
particularly because distinct data analysts may have different goals [27].

However, achieving a universally optimal mechanism, i.e. one that would preserve data
utility in an optimal level for all, or at least for most data analysts, has been possible
only in a few and strict scenarios [7, 50].

Notwithstanding, we can still classify the utility metrics from the literature in at least
two categories: those of “specific” and those of “general” purposes.

• Specific-purpose utility-metrics: they focus on a predetermined, specific task
for the published data and measure its usefulness only for that task. For example,
data released for a specific machine learning classification task would have its
utility measured according to the intended classification.

• General-purpose utility-metrics: they try to diminish the distortion between
the original and processed data as much as possible. For example, it is usual to
measure the distance between the probability distribution induced by both the
original and processed data using distance metrics, e.g. total variation distance
or Kullback-Leibler divergence, with a focus on keeping both distributions as close
to each other as possible.

2.3 The Quantitative Information Flow framework

Semantic DC methods have greatly improved on their syntactic counterparts mainly
because of the uninformative principle, which requires that the adversary’s a posteriori
knowledge on any data holder should not be much larger than their a priori knowledge.
This requirement clearly depends on the definition of quantitative measures of knowl-
edge, not only qualitative ones, hence the need to go beyond syntactic restrictions to
databases publications.

Here we introduce some of the main concepts from Quantitative Information Flow
(QIF) that will help us define our metrics in the following chapters. We start by defin-
ing “secrets”, which are used to model the protected information, followed by “channels”,
which model the systems through which the secrets flow. Next, we define “gain func-
tions”, which are metrics used to quantify the channels’ “vulnerability” and “leakage”,
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hence also used to measure the knowledge gained by an adversary that observes the
channels as secrets flow through them. The definitions presented in this section are
directly taken from the work by Alvim, Chatzikokolakis, McIver, Morgan, Palamidessi,
and Smith [2, 5].

Definition 1 (Secrets [5]). A secret, called X, has a set X of possible values, which
we call the type of X and which we assume to be finite; moreover we assume that the
knowledge that some adversary has about X is given by a probability distribution π on
X that specifies the probability πx of each possible value x of X. (Thus the secrecy
of X is defined relative to a particular adversary, leaving open the possibility that a
different adversary might have different knowledge of X, and so require a different
distribution to reflect that.) ◁

The probability distribution π is also called the prior distribution, which means that
it corresponds to the adversary’s knowledge before the acquisition of any further infor-
mation related to the secret.

Considering the secret will be kept secret, i.e. will not be purposely revealed to the
adversary, further information related to it can only be acquired by observing the
outputs, intentional or not, of computations performed on it. Such outputs can be
actual results displayed on a screen, but also any sort of variation on physical attributes
related to the system responsible for the computations, e.g. the total time spent, the
heat produced by the silicon chips, or the amount of memory allocated. Here we
consider only the direct outputs from computational systems.

Hence, it is useful to model the system that may process the secret, denoted here as a
“channel”. One important assumption derived from Kerckhoffs’s Principle, often stated
as “no security through obscurity”, is that the adversary knows how the channel works,
i.e. given an input secret x, the adversary is able to determine the output y returned
by the channel or at least the probability of that output being returned [5].

Definition 2 (Channels [2]). A channel is a triple (X ,Y , C) where X and Y are finite
sets (typically of secret input values and observable output values resp.) and C is an
|X | × |Y| channel matrix whose entries are between 0 and 1 and whose rows each sum
to 1. Typically we use upper-case Roman letters (like C) for channels, and calligraphic
letters (like X ,Y) for the sets over which they operate. We write Cx,y for the element
of C at row x in X and column y in Y . For the (entire) row x we write Cx,−, and for
column y we write C−,y.
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The value Cx,y is the conditional probability of output y’s being produced by C from
input x. A channel is deterministic just when all its elements are either 0 or 1, im-
plying that each input row contains a single 1 which identifies that input’s unique
corresponding output. ◁

Other important definitions are those for “joint distribution”, “marginal probabilities”,
and “conditional probabilities”.

Definition 3 (Joint distribution, and marginal and conditional probabilities [2]). The
joint distribution on X ×Y determined by input distribution π and channel C is typi-
cally written Πx,y = πxCx,y; when Π is understood, we can use a Π-implicit convention
to write that as just p(x, y). The jointly distributed random variables X, Y have
marginal probabilities that (again Π-implicitly) we write p(x) =

∑︁
y p(x, y) (which of

course is just πx again) and p(y) =
∑︁

x p(x, y); occasionally we also write X, Y infor-
mally for “the (unnamed) distribution on X , Y” resp. The conditional probabilities are
then given by p(y|x) = p(x,y)/p(x) (if p(x) is non-zero) and p(x|y) = p(x,y)/p(y) (if p(y) is
non-zero). Note that Π is the unique joint distribution that recovers π and C, in that
p(x) = πx and p(y|x) = Cx,y (if p(x) is non-zero). When necessary to avoid ambiguity,
we write these Π-implicit distributions with subscripts, e.g. pX or pXY or pY .

For example given |X | = 3 and |Y| = 4, we could consider a channel C (at left) which,
when applied to (the uniform) prior π = (1/3, 1/3, 1/3) produces the joint matrix Π (at
right):

C y1 y2 y3 y4

x1 1 0 0 0

x2 0 1/2 1/4 1/4

x3
1/2 1/3 1/6 0

π→

Π y1 y2 y3 y4

x1
1/3 0 0 0

x2 0 1/6 1/12 1/12

x3
1/6 1/9 1/18 0

By summing Π’s columns we get the Y-marginal distribution pY = (1/2, 5/18, 5/36, 1/12),
and by normalizing those columns we obtain the four posterior distributions pX|y1 =

(2/3, 0, 1/3), pX|y2 = (0, 3/5, 2/5), pX|y3 = (0, 3/5, 2/5), pX|y4 = (0, 1, 0). ◁

However, it is also possible, and often useful, to model a channel regardless of the
particular output values, i.e. the set Y . This can be done because only the correlation
between input and output is important for an adversary, and this is useful in order to
avoid accounting for impossible outputs, i.e. those for which p(y) = 0, and to avoid
dealing with outputs that result in equivalent posterior distributions. In order to do
so, we use the definition of hyper-distributions, or just “hyper”.
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Definition 4 (Hyper [2]). A hyper on the input space X is of type D2X . Consider a
prior π on X and a channel C : X → Y which, as usual, determines a joint distribution
Π : D(X ×Y). As above, with Π understood we have a distribution pY on the outputs
and, for each y, a corresponding posterior distribution pX|y on the inputs. If instead
of considering pY to be a distribution on Y we consider it to be a distribution on the
corresponding posteriors (i.e. on the normalised columns of Π themselves, rather than
on their Y-labels), then we have a hyper which we write [π ▷ C]. 8 For the example
above, that hyper would assign probabilities (1/2, 15/36, 1/12) to the posteriors (2/3, 0, 1/3),
(0, 3/5, 2/5), and (0, 1, 0), respectively. 9 ◁

In order to measure how much information can be obtained from a channel, there are
several entropy-like functions that can be used, including the “min-entropy leakage”.

Definition 5 (Min-entropy leakage [2]). Min-entropy leakage [66] is based on the prior
vulnerability V [π] = maxx πx, the probability of the secret’s being guessed in one try,
and the expected vulnerability of the posterior distributions V [π▷C] =

∑︁
y p(y)V [pX|y].

The min-entropy leakage L(π,C) is the logarithm of the ratio of the posterior- and
prior vulnerabilities:

L(π,C) = lg(V [π ▷ C]/V [π]).

Note that vulnerability implicitly assumes an operational scenario in which the adver-
sary gains only by guessing the secret exactly, and in one try. ◁

However, there is also a more general framework to model how much value an adversary
may gain from a secret. Hence, we introduce the concept of “gain functions”, the
foundation of the “g-vulnerability” decision-theoretic framework.

Definition 6 (Gain functions, g-vulnerability, and g-leakage [2]). Formally g : W ×
X → [0, 1], where W is a finite set. Given a gain function g, the prior g-vulnerability
is defined as the maximum expected gain over all possible guesses:

Vg[π] = max
w

∑︂
x

πxg(w, x).

8Here we consider the notation for a hyper according to [5]. We read [π ▷ C] as “π through C”.
9There might be fewer posteriors in the support of hyper [π▷C] than there are columns in the joint

distribution Π from which it derives, because if several columns of Π normalise to the same posterior
then the hyper will automatically coalesce them [54]: columns y2 and y3 were coalesced in this case.
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The posterior g-vulnerability and the g-leakage are then defined as for min-entropy
leakage above, so that we have:

Vg[π ▷ C] =
∑︂
y

p(y)Vg[pX|y],

and then L(π,C) = lg(Vg[π ▷ C]/Vg[π]). ◁

Furthermore, it is possible to define g-leakage additively and multiplicatively as follows.

Definition 7 (Multiplicative and additive g-leakages [5]). Given prior distribution π,
gain function g : GX , and channel C, the multiplicative g-leakage is:

L×
g (π,C) :=

Vg[π ▷ C]

Vg(π)
,

and additive g-leakage is:

L+
g (π,C) := Vg[π ▷ C]− Vg(π).

◁

It can be shown that both prior and posterior g-vulnerabilities are always non-negative,
which means that Vg = 0 models the scenario in which the secret is safe. Furthermore,
notice that no leakage occurs whenever both vulnerabilities are equal, what happens
when the multiplicative g-leakage equals 1 and the additive g-leakage equals 0 [5].

As mentioned when introducing min-entropy, there are several entropy-like functions
that can be used. In fact, each gain function can be used to define a correspond-
ing g-vulnerability, covering all the reasonable measures with respect to fundamental
information-theoretic axioms [3]. For instance, gid is the gain function responsible for
modeling the scenario in which the adversary has only one try and must guess the
secret’s value exactly.

Definition 8 (Identity gain function [5]). The identity gain function gid : X × X →
{0, 1} is given by:

gid(w, x) :=

⎧⎨⎩1 if w = x,

0 if w ̸= x.

◁
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The identity gain function gid returns gain 1 if the adversary correctly guesses the
secret or 0 otherwise. Furthermore, it can be shown that the vulnerability given by
gid, i.e. Vgid(π), coincides with that known nowadays as the Bayes vulnerability, i.e.
V1(π) = maxx∈X πx, which in turn was used to define the min-entropy leakage in
Definition 5. In fact, the subscript 1 was added to account for the single try allowed to
the adversary in the context defined by gid. In this thesis we will consider the Bayes
vulnerability for our models.

Continuing on the example from Definition 3 and considering both the channel C and
joint matrix Π defined in that example, the uniform prior π = (1/3, 1/3, 1/3), and the
gain function gid, we can compute the corresponding vulnerabilities as follows.

The a priori Bayes vulnerability is given by:

Vgid(π) = V1(π) = max
x∈X

πx = 1/3,

i.e. the adversary has a 1/3 chance of correctly guessing the secret in one try before
observing any output from channel C.

The a posteriori Bayes vulnerability is given by:

Vgid [π ▷ C] = V1[π ▷ C] =
∑︂
y

p(y)V1[pX|y]

= py1V1[pX|y1 ] + py2V1[pX|y2 ] + py3V1[pX|y3 ] + py4V1[pX|y4 ]

= 1/2 · 2/3 + 5/18 · 3/5 + 5/36 · 3/5 + 1/12 · 1 = 2/3,

i.e. the adversary has a 2/3 chance of correctly guessing the secret in one try after
observing the output from channel C.

Finally, given both a priori and a posteriori Bayes vulnerabilities, the corresponding
multiplicative and additive g-leakages are given by:

L×
gid
(π,C) = L×

1 (π,C) =
V1[π ▷ C]

V1(π)
=

2/3
1/3

= 2,

L+
gid
(π,C) = L+

1 (π,C) = V1[π ▷ C]− V1(π) = 2/3 − 1/3 = 1/3,

i.e. the adversary doubles his knowledge on the secret in multiplicative terms, or
increases his knowledge on the secret by 1/3 in additive terms.

We briefly discuss why min-entropy is better suited than Shannon entropy for some
scenarios in Appendix B. In the following section, we discuss some related work.
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2.4 Related work

Disclosure Control (DC) has been a topic of interest among statisticians even before
Tore Dalenius’ 1977 paper proposing a methodology for statistical disclosure control.
Back then, statisticians were already worried about accidental disclosures caused by
an ever increasing volume and detail of statistics produced, which has sparked the
discussion on disclosure “in the context of a reasoned balance between the right to
privacy and the need to know” [10].

Dalenius argued that the elimination of disclosure was unfeasible, since it would impose
restrictions on what data could be published to the point of eliminating statistics
altogether in the process. Hence the proposition of controlling instead of eliminating
disclosures [10].

Data de-identification, i.e. the removal of any direct identifiers of individuals, is a
natural first step towards disclosure control, particularly in the case of re-identification.
However, as discussed in Section 2.2, Dalenius considered data de-identification to be a
necessary but insufficient measure [11]. In fact, it was demonstrated to be unsuccessful
by Samarati and Sweeney in 1998 [65], and exemplified by Sweeney’s 2000 work that
showed that 87% of the United States population in the Census of 1990 could be
uniquely identified by using only a combination of the ZIP code, gender, and date of
birth [67]. As a solution, Samarati and Sweeney proposed the k -anonymity DC method
[65], which in turn is known nowadays to be vulnerable to composition attacks [24].

Another famous data disclosure in the literature came from the Netflix Prize and was
published by Narayanan and Shmatikov in 2008 [56]. The data released by Netflix was
de-identified and possibly treated using an undisclosed DC method. Nevertheless, by
using the Internet Movie Database (IMDb) as auxiliary information and by applying
their de-anonymization algorithm for sparse data, i.e. data with high dimensionality,
Narayanan and Shmatikov were able de-anonymize the released database and recover
individual users’ movies history and ratings.

Given the known possible vulnerabilities in data releases and the increasingly complex
legal landscape on privacy across different jurisdictions, as discussed in Section 1.2, non-
experts in need of anonymization and data vulnerabilities analyses tools also increased.
In this context, some DC software were proposed, from which we highlight two that
are open source and continuously supported: the sdcMicro package [55] and the ARX
Data Anonymization Tool [61].

The sdcMicro package for the R programming language, developed by Templ, Kowarik,
and Meindl, and released in 2015 [68], implements a set of DC methods focused on
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the anonymization of microdata and on risk analyses. The available anonymization
methods are mainly syntactic, such as k -anonymity and l -diversity, but there are also
functions for noise addition and shuffling. Those semantic methods are not based on
state-of-the-art ones such as differential privacy, though.

The ARX Data Anonymization Tool, developed by Prasser and Kohlmayer and released
in 2014 [62], is a standalone software written in the Java language. It implements high-
performance algorithms for syntactic methods, such as k -anonymity, l -diversity, and
t-closeness [51, 59], but also semantic methods such as differential privacy [60].

Particularly, ARX implements privacy models for different threats and assumptions
about the adversaries’ goal and auxiliary information. It consider threats of mem-
bership, identity, and attribute disclosures, and adversaries modeled by El Emam’s
“prosecutor”, “journalist”, and “marketer” models [18, 19, 60].

According to El Emam, those adversary models are concerned only with re-
identification of the data holder, i.e. identity disclosure [18] and are defined as follows.

• Prosecutor model: the adversary targets a specific individual who is known to
be a data holder in the database of interest.

• Journalist model: the adversary targets a specific individual but is not sure
whether the target is a data holder in the database of interest or not.

• Marketer model: the adversary’s goal is to re-identify as many individuals
as possible in the database of interest, i.e. it measures how many records, on
average, could be re-identified.

Moreover, a known but less discussed DC problem relates to the continued release of
data. Fung et al. discuss different approaches to this problem, including multiple views
publishing, which consists of releasing databases with different sets of attributes from
the same collection of data; sequential releases with new attributes, which consists of
considering possible increments of attributes to the database release; and incrementally
updated data records, which can be either a continuous data publishing, i.e. every
subsequent database release contains all the previous releases in addition to the new
records, or a dynamic data republishing, i.e. any records can be inserted, deleted, or
updated as new databases are released [23]. In any case, all the proposed solutions
presented by Fung et al. are syntactic in nature and hence vulnerable to composition
attacks, as discussed in Section 2.2.2.1.
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Here we are interested only on incrementally updated data records, particularly on its
dynamic data republishing case, given the databases we have used in our experiments,
as described in the next Section 1.3. The first work to identify this problem was
published by Byun et al. in 2006 and proposed a new approach for updating incremental
databases that would prevent an adversary’s inferences. Their approach is based on
l -diversity and on a newly defined information loss metric [9], but would only accept
the insertion of new records.

In order to solve this limitation, Xiao and Tao proposed in 2007 the m-invariance
privacy model, a generalization technique also used in k -anonymity and other syntactic
methods, which would allow both the insertion and deletion of records. According to
Xiao and Tao, a sequence of published databases is m-invariant if for a record that is
published in more than one database, all the blocks of similar records, i.e. those with
the same quasi-identifiers, that contain this record share the same sensitive values [81].
As a result, the intersection of databases from the published set of databases would
not decrease the set of possible sensitive values for a given block of similar records.
But m-invariance does not consider the update of quasi-identifying or sensitive values
over time, a drawback for the dynamic data republishing scenario.

Therefore, Bu et al. proposed in 2008 the “HD-composition” privacy model, which
considers not only that quasi-identifying and sensitive attributes may change over time,
but also that some sensitive attribute values, once linked to a record, will never change
[8]. For instance, an individual may move from one address to another and hence have
their ZIP code updated. Similarly, an individual may be diagnosed with the flu in
a hospital appointment, but such a disease is usually cured in a few days and that
sensitive attribute value would be updated accordingly. Yet the same is not always
true for other diseases, such as cancer, diabetes, and HIV infection. In summary,
HD-composition is a model in which some records are holders of permanent sensitive
values while other records are decoys, which are used to help mask those values in the
partitioning of the databases.

Finally, regarding our contributions in Chapter 6 where we formalize privacy and utility
analyses for two different implementations of differential privacy, we have Kifer and
Machanavajjhala’s no-free-lunch theorem demonstrated in 2011 [50]. Through this
theorem, the authors showed that it is not possible to provide privacy and utility
without considering how the data is generated, i.e. how it is collected and treated
prior to release. This result debunks the idea that differential privacy does not consider
assumptions about the data in order to guarantee privacy and was the first analysis of
differential privacy limitations in databases where there is correlation between secrets.



Chapter 3

Models for attack classification and
for databases

In this chapter, we introduce our initial contributions in the form of some new, foun-
dational concepts used in the following chapters. Particularly, we propose a new clas-
sification of attacks against databases that better covers the space of possible attacks
in comparison to previous propositions, and we develop our database model.

3.1 Attack classification

We have already presented in Chapter 2 some commonly used privacy and risk models
from the literature. Particularly, they categorize the possible attacks against databases
according to the privacy threat (membership, identity, or attribute disclosures, as pre-
sented in Section 2.1.3) [23, 29, 61] and the adversary (prosecutor, journalist, or mar-
keter, as presented in Section 2.4) [18, 19, 60].

However, our analysis of attack classification along those dimensions has shown that:

1. they do not account for all possible scenarios, e.g. attribute-inference risk and
longitudinal database releases are not covered by those dimensions;

2. some of them overlap with one another, e.g. both the prosecutor and journalist
models target a specific individual.

Therefore, our first contribution was to refactor the possible categorization dimensions
for attacks classification in order to better understand our domain of work. Specifi-
cally, we propose three new dimensions based on the type of information sought by an
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adversary, their focus, and their access to releases of databases. The proper definition
of those dimensions has allowed us to define a series of different, non-overlapping at-
tacks, which we discuss in Chapters 4 and 5 alongside experimental results that show
some vulnerabilities we have found in the databases released by INEP, as introduced
in Section 1.3.

Henceforth, we consider the following three dimensions to classify attacks on databases.

(I) The type of information sought by the adversary: 1 2

• Re-identification attacks: the adversary’s goal is to ascertain a corre-
spondence between records in the database and individuals to whom those
records refer.

• Attribute-inference attacks: the adversary’s goal is to infer the value
of an attribute, usually considered to be sensitive, regardless of whether or
not it was possible to re-identify the respective individuals.

(II) The adversary’s focus:

• Individual-target attacks: the adversary’s goal is to obtain sensitive
information on a predefined, specific individual.

• Collective-target attacks: the adversary’s goal is to obtain sensitive
information on as many individuals as possible, no matter who they are.

(III) The adversary’s access to databases:

• Single database attacks: the adversary can access only a single database
corresponding to a specific point in time.

• Longitudinal database attacks: the adversary can access several ver-
sions of the database, each one corresponding to a distinct point in time.
Longitudinal attacks allow the adversary to compound the information
present in different databases to increase their chances of success.

1Note that success in a re-identification attack implies success in the inference of every attribute
for the targeted-individual.

2One could also consider membership attacks, i.e. the adversary’s goal is to determine whether
individuals are represented in a database or not. We do not consider membership attacks here since we
assume that in every scenario the adversary knows that all the individuals of interest are data holders
in the considered databases. Since in our experiments we use educational censuses that account for
all the students in Brazil, this assumption always holds.
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Single database (S) Longitudinal database (L)

Individual-
target

(I)

Collective-
target
(C)

Individual-
target

(I)

Collective-
target
(C)

Re-
identification

(R)
IRS CRS IRL CRL

Attribute-
inference

(A)
IAS CAS IAL CAL

Table 3.1: Attacks classification and their respective acronyms.

Accounting for all the described classification dimensions, we have eight distinct types
of attacks. We will reference each of those attacks henceforth by their acronyms, as
defined in Table 3.1. Particularly, single database attacks are discussed in Chapter 4
and longitudinal database attacks in Chapter 5.

3.2 Database model

In this section, we define our database model, which will be used in the next chapters
when we formalize each of those attacks on databases introduced in the previous section.
We start by defining a “database”, which we consider to be a collection of “records” or
“rows”, each consisting of a tuple of values corresponding to “attributes” or “columns”.
The new definitions are illustrated in Example 12 for attacks on single databases.

Definition 9 (Database and record). Let A = {a1, . . . , am} be a finite set of at-
tributes or columns. For every 1 ≤ i ≤ m, we denote by dom(ai) the domain
of all values the attribute ai admits. Likewise, assume that a record or row x is a
mapping from attributes to values, i.e. x = ⟨x[a1], . . . , x[am]⟩, where x[ai] ∈ dom(ai)

is the value taken on by the attribute ai in record x. The domain of records is then
records(A) = dom(a1) × · · · × dom(am).

Hence, a database on a set of attributes A is a finite multi-set of records
D = {{x1, x2, . . . , xn}}, each one belonging to records(A). 3

Furthermore, we denote by multD(x) the multiplicity of record x in database D,
i.e. the number of distinct appearances of record x in D. Finally, we denote by

3A multi-set is a generalization of a set such that the repetition of elements is permitted. In our
model, the use of multi-sets allows the same record to appear multiple times in a given database.
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|D| =
∑︁

x∈records(A) multD(x) the cardinality of D, i.e. the total number of records in
D, including repetitions. ◁

From Definition 9, we can define the concept of a “sub-record”.

Definition 10 (Sub-record). Given a subset of attributes A′ ⊆ A, we denote by
x[A′] the sub-record or sub-row of x consisting in the projection of x over A′, i.e.
the sub-tuple of x containing only the values corresponding to the attributes in A′.
The domain of sub-records with attributes in A′ = {ai1 , . . . , aik} is then dom(A′) =

dom(ai1)× . . .× dom(aik). ◁

Finally, we can define a “partition on records”, which will be a key concept for the
theoretical framework to be developed in the next chapters.

Definition 11 (Partition on records). We denote by D/∼A′ the partition on records of
the database D induced by the attributes A′ ⊆ A. 4 Intuitively, the partition breaks
the database into blocks, each one with all the records with the same values for the
attributes in A′.

Furthermore, we denote by blockD/∼A′
(a) the block on partition D/∼A′ consisting of all

elements x ∈ D with value a for the attributes in A′:

blockD/∼A′
(a)

def
= {x ∈ D | x[A′] = a} .

When D/∼A′ is clear from the context, we may write block(a) instead of blockD/∼A′
(a).
◁

We now present the leading example for single database attacks.

Example 12 (Leading example for single database attacks). Consider the set of at-
tributes to be A = {id, age, gender, occupation, illness}, specified as follows:

• dom(id) = {1, 2, 3, . . .}, consisting of the unique identification number of an in-
dividual given by a positive integer;

• dom(age) = {0, 1, 2, . . . , 120}, consisting of an individual’s age, in whole years,
given by a positive integer including zero;

4A partition P on a set X is a collection of blocks P = {X1,X2, . . . ,Xk} such that:
(i) Xi ⊆ X for all 1 ≤ i ≤ k; (ii) Xi ∩ Xj = ∅ for all 1 ≤ i, j ≤ k e i ̸= j; (iii)

⋃︁k
i=1 Xi = X .
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• dom(gender) = {F, M}, denoting an individual’s gender, considered here to be
either female (F) or male (M) as a simplification for the current example;

• dom(occupation) = {1, 2, 3, 4, 5}, denoting an individual’s occupation category;

• dom(illness) = {yes, no}, denoting whether an individual is bearer of a given
medical condition (yes) or not (no).

Thus the set of attributes A spans a domain consisting of every combination of the
possible values for each attribute, i.e.

records(A) = dom(id)× dom(age)× dom(gender)× dom(occupation)× dom(illness).

Table 3.2 represents a database D with ten records, i.e. with cardinality |D| = 10.
Each record is a tuple on domain records(A) of all possible records and represents an
individual from a population of interest, e.g. subjects of a medical database in this
case.

For instance, consider the subset of attributes {gender, illness} ⊆ A and an individual
x represented by the tuple ⟨1, 25, F, 1, no⟩. The sub-record representing this individual
is then x[{gender, illness}] = ⟨F, no⟩. The corresponding partition of D induced by this
subset of attributes, D/∼{gender,illness} , consists of four blocks:

• one block for all records x such that x[{gender, illness}] = ⟨M, yes⟩, which includes
the individual with id 4;

• one block for all records x such that x[{gender, illness}] = ⟨M, no⟩, which includes
the individuals with id 5, 9, and 10;

• one block for all records x such that x[{gender, illness}] = ⟨F, yes⟩, which includes
the individuals with id 2, 3, 6, and 7;

• one block for all records x such that x[{gender, illness}] = ⟨F, no⟩, which includes
the individuals with id 1 and 8.

◁

We now define both the “a priori probability distribution on records” and the “marginal
probability distribution on attributes”, also key concepts for the theoretical framework
to be developed in the next chapters.



3. Models for attack classification and for databases 44

id age gender occupation illness
1 25 F 1 no
2 25 F 1 yes
3 25 F 3 yes
4 25 M 2 yes
5 25 M 2 no
6 49 F 3 yes
7 49 F 3 yes
8 49 F 5 no
9 49 M 4 no
10 60 M 4 no

Table 3.2: Database D from the leading example for single database attacks, Exam-
ple 12.

Definition 13 (A priori probability distributions on records). From the database D,
the adversary can derive an a priori probability distribution πD : D(records(A)) on
the records such that, for each record x∈records(A), its probability πD

x is its relative
frequency in the database D:

πD
x

def
=

multD(x)
|D|

. (3.1)

◁

Definition 14 (Marginal probability distributions on attributes). From the probability
distribution on records πD, the adversary can derive the marginal probability distri-
bution πA′|D on values of any subset of attributes A′⊆A as usual, i.e. the probability
π
A′|D
a for each value a∈dom(A′) is:

πA′|D
a

def
=

∑︂
x∈D,

x[A′]=a

πD
x =

∑︂
x∈D,

x[A′]=a

multD(x)
|D|

=
∑︂
x∈D

|{x∈D | x[A′] = a}|
|D|

. (3.2)

◁

We now show how the adversary can derive the marginal probability distribution πA′|D

on values for any subset of attributes A′⊆A.

Example 15 (Marginal probability distribution on a subset of attributes). Consider
the database D on the set of attributes A from Example 12 and assume the probability
distribution πD on the records of D as defined, for each record x ∈ records(A), by
Equation 3.1. If we consider only the subset of attributes {gender, illness} ⊆ A, the
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domain is:

dom({gender, illness}) = {⟨F, yes⟩, ⟨F, no⟩, ⟨M, yes⟩, ⟨M, no⟩} .

The corresponding marginal probability distribution π{gender,illness}|D derived from the
frequency of records in D is then:

π
{gender,illness}|D
⟨F,yes⟩ =

∑︂
x∈D,

x[{gender,illness}]=
⟨F,yes⟩

πD
x =

∑︂
x∈D,

x[{gender,illness}]=
⟨F,yes⟩

multD(x)
|D|

=
4

10
.

Analogously,

π
{gender,illness}|D
⟨F,no⟩ = 2/10, π

{gender,illness}|D
⟨M,yes⟩ = 1/10, and π

{gender,illness}|D
⟨M,no⟩ = 3/10 .

◁

We leave the leading example for longitudinal database attacks, Example 20, to be
presented after we introduce further assumptions necessary for the development of
that model, which is done in Section 5.1.1.



Chapter 4

Collective-target attacks on single
databases

As discussed in Chapter 2, publicly released databases may be subject to several vulner-
abilities even if some Disclosure Control (DC) methods have been applied to them prior
to release. Indeed, one of the main drawbacks found in most DC methods relate to im-
precise definitions of an adversary model. For instance, techniques of de-identification
and k -anonymity do not consider an adversary with access to auxiliary information, and
therefore are vulnerable to linkage and composition attacks, respectively. Also, most
DC methods have been designed to be applied to single databases, leaving longitudinal
databases open to additional vulnerabilities.

Hence the importance of an accurate formalization of database attacks. Only by pre-
cisely defining the adversary model one can clarify to what vulnerabilities a given
database publication is subject. Implicit models are not enough. 1

In this chapter, we present the theoretical foundation on attacks against single
databases for collective-targets in Section 4.1, followed by the respective experimental
results for attacks on the School Census of 2018 released by INEP in Section 4.2. We
conclude this chapter by emphasizing the most relevant contributions in Section 4.3.

1Brazil’s LGPD explicitly defines “anonymization” as [40]:

Use of reasonable and available technical means at the time of treatment, whereby
data loses the possibility of association, directly or indirectly, with an individual.

Therefore, by using formal definitions for database attacks and adversaries, we can properly demon-
strate the vulnerabilities and improve the discussion on what should be considered reasonable.
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4.1 Theoretical foundation

In this section, we present our model for attacks performed on single databases for
collective-targets. We consider our database model introduced in Section 3.2.

4.1.1 Assumptions

We have the following assumptions for all attacks on single databases:

AS0 There is a database of interest D on an attributes set A.

AS1 Each individual of interest holds a record in the database D.

AS2 There is a set of quasi-identifiers QID⊆A corresponding to attributes whose
values for some individuals can be known or learned by the adversary.

AS3 The adversary can compute marginal probability distributions on both records
and attributes from the database D by using the functions presented in Equa-
tions 3.1 and 3.2, respectively.

AS4 The adversary knows a priori the whole database D, i.e. they have access to
every record and attribute value. Also, the adversary knows a priori that every
individual of interest holds a record in D. 2 Hence, the attack consists in the use
of auxiliary information obtained by the adversary from sources other than the
database D, which in turn are used by the adversary as quasi-identifier values
in order to infer some sensitive information about the targeted-individuals rep-
resented in D. Therefore, the degradation of privacy is a comparative measure
between the adversary’s a priori and a posteriori successes, as schematized in
Figure 4.1.

Based on the assumptions above, we present in the following section both collective-
target re-identification and attribute-inference on single databases attack models.

2Assumption AS4 may seem to provide too much power to the adversary, and for sure it cannot
be applied to every database release. In our case, the INEP databases used for the experiments and
described in Section 1.3 are real examples of scenarios in which the adversary would be able to rely
on Assumption AS4, since every student has to be in the national census. Moreover, we are worried
about worst-case scenarios, e.g. Sweeney’s re-identification of 87% of the United States population in
the Census of 1990 [67].
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Figure 4.1: Schema of single database attack. The degradation of privacy is a compar-
ative measure between the adversary’s a priori and a posteriori successes and accounts
for how much the auxiliary information used as quasi-identifying attributes values can
help the adversary on the tasks of re-identification or sensitive attribute-inference.

4.1.2 Attack models

In this section, we formally define both re-identification and attribute-inference attacks
on single databases for collective-targets. Definition 16 accounts for an adversary inter-
ested in re-identifying as many individuals as possible, while Definition 17 accounts for
an adversary interested in inferring the value of an attribute for as many individuals as
possible. Detailed numeric examples of the execution of both attacks are presented in
Sections D.1.1 and D.1.2, respectively, and illustrative individual-target attack models
are presented in Section C.1.1.

Definition 16 (Collective-target Re-identification Single database (CRS) attack). In
a CRS attack, the adversary can completely access a single database, i.e. they have
knowledge of every record in the database. The adversary can also gather auxiliary
information on the values of a set of quasi-identifiers for every individual who holds
a record in the database. The adversary’s goal is to re-identify as many individuals
as possible, no matter who they are, i.e. to precisely determine which record in the
database corresponds to each individual of interest.

We now formally define the adversary’s knowledge and their inflicted privacy degrada-
tion, both deterministic and probabilistic, after performing their attack.

• Adversary’s knowledge. In a CRS attack, we assume the adversary:
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(i) can completely access a (non-empty) database D on a set of attributes A,
according to Assumptions AS0–AS2;

(ii) has every individual x in the database D as individuals of interest for re-
identification;

(iii) given a set of quasi-identifiers QID⊆A, the adversary can gather auxiliary
information on the sub-records {x[QID ]}x∈D corresponding to the values of
the quasi-identifiers for every individual in the database.

• Deterministic degradation of privacy. The deterministic degradation of
privacy in a CRS attack accounts for the adversary’s goal of re-identifying as
many individuals as possible. Hence, the adversary’s success is defined as the
ratio of individuals in the database that are re-identified with absolute certainty.

– A priori deterministic success. Before performing the CRS attack, the
adversary can rely only on the database itself, i.e. the quasi-identifiers are
not used yet. Hence, the adversary can only precisely determine which
record in the database corresponds to an individual of interest iff the
database contains only a single record. Therefore, the a priori deterministic
success in a CRS attack on a database D is defined as:

prior-sucCRS
det (D)

def
=

⎧⎨⎩1, if |D|=1,

0, if |D|≥2.
(4.1)

– A posteriori deterministic success. By performing a CRS attack, the
adversary uses the auxiliary information on the sub-records {x[QID ]}x∈D
corresponding to the values of quasi-identifiers for every individual in the
database to support the task of re-identification. A CRS attack is then
performed as follows: For each individual in the database, the adversary
uses the corresponding quasi-identifier values to filter the database records,
disregarding those that do not match the query. Then, given the remaining
database, the adversary can only precisely determine which record corre-
sponds to the individual of interest iff the remaining database contains only
a single record. The final deterministic success is determined over the set of
all individuals and defined as the ratio between the number of re-identified
individuals and the total number of individuals in the database.

Therefore, the a posteriori deterministic success in a CRS attack on a
database D, given the adversary’s knowledge of the values {x[QID ]}x∈D for
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every individual’s quasi-identifiers, is defined as:

post-sucCRS
det (D, {x[QID ]}x∈D)

def
=

⃓⃓⃓
{α∈D/∼QID

| |α|=1}
⃓⃓⃓

|D|
, (4.2)

where D/∼QID
is the partition on set QID of all individuals that share the

same quasi-identifiers and α is a variable corresponding to each block within
the partition.

– Deterministic degradation of privacy. The deterministic degradation of
privacy in a CRS attack is defined as the difference between the adversary’s
a posteriori and a priori successes, i.e. by how much the attack increases
the adversary’s success:

priv-degradCRS
det (D, {x[QID ]}x∈D)

def
= post-sucCRS

det (D, {x[QID ]}x∈D)−

prior-sucCRS
det (D) . (4.3)

• Probabilistic degradation of privacy. The adversary’s probabilistic success
in a CRS attack does not rely on precisely determining which record in the
database corresponds to each individual of interest. Rather, we compute the
probability of correctly re-identifying a randomly selected target in the database,
i.e. the greater this probability, the more successful the adversary is and greater
the expected risk of re-identification for each individual in the database.

– A priori probabilistic success. Before performing the CRS attack, the
adversary can rely only on the database itself, i.e. the quasi-identifiers are
not used yet. Hence, given a random target chosen by the adversary, their
best course of action is to randomly select a record from the database, ac-
cording to the maximum entropy principle. Since each individual only holds
one record in the database, the probability of the adversary being success-
ful is the inverse of the database size. Therefore, the a priori probabilistic
success in a CRS attack on a database D is defined as: 3

prior-sucCRS
prob (D)

def
=

1

|D|
. (4.4)

– A posteriori probabilistic success. By performing a CRS attack, the
adversary uses the auxiliary information on the sub-records {x[QID ]}x∈D

3This definition corresponds to the a priori Bayes vulnerability V1[π
D
x ], given by Definitions 6 and

8 in Section 2.3, of the database’s records on the a priori probability distribution πD
x .
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corresponding to the values of quasi-identifiers for every individual in the
database to support the task of re-identification. Given a randomly selected
target in the database, the adversary uses the corresponding quasi-identifier
values to filter the database records, disregarding those that do not match
the query. From there, their best course of action is to randomly select a
record from the filtered database, according to the maximum entropy prin-
ciple. Since each individual only holds one record in the original database,
the probability of the adversary being successful is the inverse of the filtered
database size.

Therefore, the a posteriori probabilistic success in a CRS attack on a
database D, given the adversary’s knowledge of the values {x[QID ]}x∈D for
every individual’s quasi-identifiers, is defined as the expected value of the
probability of success taken from the probability distribution for selecting
each individual as the target: 4

post-sucCRS
prob (D, {x[QID ]}x∈D)

def
=

∑︂
x∈D

πD
x · 1

|{x′∈D | x′[QID ]=x[QID ]}|

=
∑︂
x∈D

1

|D|
· 1

|{x′∈D | x′[QID ] = x[QID ]}|

=
∑︂

α∈D/∼QID

|α| · 1

|D|
· 1

|α|
=

⃓⃓⃓
D/∼QID

⃓⃓⃓
|D|

,

(4.5)

i.e. the ratio between the number of blocks in the partition on set QID and
the database size.

– Probabilistic degradation of privacy. The probabilistic degradation of
privacy in a CRS attack is defined as the ratio by which the attack increases

4This definition corresponds to the a posteriori Bayes vulnerability V1[π
D
x ŻCQID ], given by Defi-

nitions 6 and 8 in Section 2.3, of the database’s records given the knowledge of the quasi-identifiers
values, where:

∗ πD
x is the a priori probability distribution on the database’s records;

∗ CQID : D → D(dom(QID)) is the channel that deterministically maps each record to the respective
values of quasi-identifiers and is defined, for all x∈D and q∈dom(QID), as:

CQID
x,q =

{︄
1, if x[QID ] = q,

0, otherwise.
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the probabilistic success of the adversary:

priv-degradCRS
prob (D, {x[QID ]}x∈D)

def
=

post-sucCRS
prob (D, {x[QID ]}x∈D)

prior-sucCRS
prob (D)

=
⃓⃓⃓
D/∼QID

⃓⃓⃓
, (4.6)

i.e. the number of blocks in the partition on set QID .

A detailed numeric example of a CRS attack is presented in Section D.1.1, Example 48.
◁

We now present the attribute-inference attack on single databases for collective-targets.

Definition 17 (Collective-target Attribute-inference Single database (CAS) attack).
In a CAS attack, the adversary can completely access a single database, i.e. they have
knowledge of every record in the database. The adversary can also gather auxiliary
information on the values of a set of quasi-identifiers for every individual who holds
a record in the database. The adversary’s goal is to infer the values of an attribute
considered to be sensitive for as many individuals as possible, no matter who they are.

We now formally define the adversary’s knowledge and their inflicted privacy degrada-
tion, both deterministic and probabilistic, after performing their attack.

• Adversary’s knowledge. In an CAS attack, we assume the adversary:

(i) can completely access a (non-empty) database D on a set of attributes A;

(ii) has every individual x in the database D as individuals of interest for
attribute-inference;

(iii) given a set of quasi-identifiers QID⊆A, the adversary can gather auxiliary
information on the sub-records {x[QID ]}x∈D corresponding to the values of
the quasi-identifiers for every individual in the database;

(iv) given an attribute asens∈A such that asens /∈QID , considered to be sensitive,
the adversary’s goal is to infer the attribute’s value x[asens] for as many
individuals as possible.

• Deterministic degradation of privacy. The deterministic degradation of
privacy in a CAS attack accounts for the adversary’s goal of precisely determining
the value of the sensitive attribute for as many individuals as possible. Hence,
the adversary’s success is defined as the ratio of individuals in the database whose
value for the sensitive attribute can be inferred with absolute certainty.
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– A priori deterministic success. Before performing the CAS attack, the
adversary can rely only on the database itself, i.e. the quasi-identifiers are
not used yet. Hence, the adversary can only precisely determine the value
of the sensitive attribute for any individual of interest iff all the records in
the database have the same value for the sensitive attribute. Therefore, the
a priori deterministic success in a CAS attack on a database D and with
respect to the sensitive attribute asens is defined as:

prior-sucCAS
det (D, asens)

def
=

⎧⎪⎪⎪⎨⎪⎪⎪⎩
1, if for all x, x′∈D,

x[asens]=x′[asens],

0, otherwise.

(4.7)

– A posteriori deterministic success. By performing a CAS attack, the
adversary uses the auxiliary information on the sub-records {x[QID ]}x∈D
corresponding to the values of quasi-identifiers for every individual in the
database to support the task of inferring the value of the sensitive attribute.
A CAS attack is then performed as follows: For each individual in the
database, the adversary uses the corresponding quasi-identifier values to fil-
ter the database records, disregarding those that do not match the query.
Then, given the remaining database, the adversary can only precisely de-
termine the value of the sensitive attribute for the individual of interest iff
all the records in the remaining database have the same value for the sensi-
tive attribute. The final deterministic success is determined over the set of
all individuals and defined as the ratio between the number of individuals
whose value for the sensitive attribute could be precisely determined and
the total number of individuals in the database.

Therefore, the a posteriori deterministic success in a CAS attack on a
database D and with respect to the sensitive attribute asens, given the ad-
versary’s knowledge of the values {x[QID ]}x∈D for every individual’s quasi-
identifiers, is defined as:

post-sucCAS
det (D, asens, {x[QID ]}x∈D)

def
=∑︁

α∈D/∼QID

|α| · unique-sens(α, asens)

|D|
, (4.8)

where D/∼QID
is the partition on set QID of all individuals that share the

same quasi-identifiers and α is a variable corresponding to each block within
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the partition. Also, the function unique-sens(α, asens) is defined as:

unique-sens(α, asens)
def
=

⎧⎪⎪⎪⎨⎪⎪⎪⎩
1, if for all x, x′∈α,

x[asens]=x′[asens],

0, otherwise.

(4.9)

– Deterministic degradation of privacy. The deterministic degradation of
privacy in a CAS attack is defined as the difference between the adversary’s
a posteriori and a priori successes, i.e. by how much the attack increases
the adversary’s success:

priv-degradCAS
det (D, asens, {x[QID ]}x∈D)

def
=

post-sucCAS
det (D, asens, {x[QID ]}x∈D)− prior-sucCAS

det (D, asens) . (4.10)

• Probabilistic degradation of privacy. The adversary’s probabilistic success
in a CAS attack does not rely on precisely determining the value of the sensitive
attribute for each individual of interest. Rather, we compute the probability of
correctly determining the value of the sensitive attribute for a randomly selected
target in the database, i.e. the greater this probability, the more successful the
adversary is and greater the expected risk of sensitive attribute-inference for each
individual in the database.

– A priori probabilistic success. Before performing the CAS attack, the
adversary can rely only on the database itself, i.e. the quasi-identifiers
are not used yet. Hence, given a random target chosen by the adversary,
their best course of action is to randomly select a possible value for the
sensitive attribute, according to the maximum entropy principle. Since each
individual only holds one record in the database, the most probable value
would be the most frequent one in the database. Therefore, the a priori
probabilistic success in a CAS attack on a database D and with respect to
the sensitive attribute asens, given the probability distribution of values for
the sensitive attribute π

asens|D
s , according to Equation 3.2, is defined as: 5

prior-sucCAS
prob (D, asens)

def
= max

s∈dom(asens)
πasens|D
s

5This definition corresponds to the a priori Bayes vulnerability V1[π
asens|D
s ], given by Definitions 6

and 8 in Section 2.3, of the sensitive attribute on the a priori probability distribution π
asens|D
s .
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= max
s∈dom(asens)

|{x∈D | x[asens]=s}|
|D|

. (4.11)

– A posteriori probabilistic success. By performing a CAS attack, the
adversary uses the auxiliary information on the sub-records {x[QID ]}x∈D
corresponding to the values of quasi-identifiers for every individual in the
database to support the task of inferring the sensitive attribute value. Given
a randomly selected target in the database, the adversary uses the corre-
sponding quasi-identifier values to filter the database records, disregarding
those that do not match the query. From there, their best course of ac-
tion is to randomly select a possible value for the sensitive attribute among
those available in the remaining database, according to the maximum en-
tropy principle. Since each individual only holds one record in the database,
the most probable value would be the most frequent one in the remaining
database.

Therefore, the a posteriori probabilistic success in a CAS attack on a
database D and with respect to the sensitive attribute asens, given the ad-
versary’s knowledge of the values {x[QID ]}x∈D for every individual’s quasi-
identifiers, is defined as the expected value of the probability of success
taken from the probability distribution for selecting each individual as the
target: 6

post-sucCAS
prob (D, asens, {x[QID ]}x∈D)

def
=∑︂

x∈D

πD
x max

s∈dom(asens)

|{x′∈D | x′[asens]=s, x′[QID ]=x[QID ]}|
|{x′∈D | x′[QID ]=x[QID ]}|

=

6This definition corresponds to the a posteriori Bayes vulnerability V1[π
asens|D
s ŻCasens,QID ], given

by Definitions 6 and 8 in Section 2.3, of the sensitive attribute given the knowledge over the quasi-
identifiers, where:

∗ π
asens|D
s is the a priori probability distribution on the sensitive attribute, according to Equa-

tion 3.2, and is defined as:

πasens|D
s =

|{x∈D | x[asens]=s}|
|D|

;

∗ Casens,QID :dom(asens)→D(dom(QID)) is the channel that deterministically maps the possible val-
ues of the sensitive attribute to values of quasi-identifiers associated with it and is defined, for
all s∈dom(asens) and q∈dom(QID), as:

Casens,QID
s,q =

|{x∈D | x[asens]=s, x[QID ] = q}|
|{x∈D | x[asens]=s}|

.
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=
∑︂
x∈D

1

|D|
· max
s∈dom(asens)

|{x′∈D | x′[asens] = s, x′[QID ] = x[QID ]}|
|{x′∈D | x′[QID ] = x[QID ]}|

=
1

|D|
∑︂

q∈dom(QID )

( |{x′∈D | x′[QID ] = q}|·

max
s∈dom(asens)

|{x′∈D | x′[asens] = s, x′[QID ] = q}|
|{x′∈D | x′[QID ] = q}|

)︃
=

1

|D|
∑︂

q∈dom(QID )

max
s∈dom(asens)

|{x∈D | x[asens]=s, x[QID ]=q}| , (4.12)

i.e. for each quasi-identifier value q and each sensitive attribute value s,
take the size of the largest available block in the partition of the database
induced by QID , add them together, and divide by the size of the database.

– Probabilistic degradation of privacy. The probabilistic degradation of
privacy in a CAS attack is defined as the ratio by which the attack increases
the probabilistic success of the adversary:

priv-degradCAS
prob (D, asens, {x[QID ]}x∈D)

def
=

post-sucCAS
prob (D, asens, {x[QID ]}x∈D)

prior-sucCAS
prob (D, asens)

. (4.13)

A detailed numeric example of a CAS attack is presented in Section D.1.2, Example 50.
◁

4.2 Experimental results for collective-target

attacks on the School Census of 2018

In this section, we present our quantitative analyses on the privacy risks for individ-
uals whose information are made public on a single database. The attacks performed
here were modeled according to the theory developed in Section 4.1. For illustrative
individual-target experimental results, in which we target either famous people or our
acquaintances selected a priori, see Appendix C Section C.1.2.

We begin by detailing our experimental setup, followed by the results for re-
identification and then for attribute-inference attacks on INEP’s databases.
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4.2.1 Experimental setup

As stated in Section 1.3, we have chosen to work with the databases containing infor-
mation on students and released as microdata, i.e. data at the record level. In this
chapter, we consider the database for the School Census of 2018, leaving the analyses
for the School Census of 2019 to Appendix E and for the Higher Education Censuses
of 2018 and 2019 to Appendix F Section F.1.

A preliminary analysis of the databases containing information on students showed that
a student may hold more than one record in a given database, e.g. if a High School
student is also enrolled in a Professional Education course. Hence, in order to guarantee
that each student holds only one record in each database, according to Assumption AS1
from Section 4.1.1, we have randomly selected only one record for each data holder of
multiple records. This data treatment was based on the unique identification number,
the ID_ALUNO code, given to each student in the pseudonymization treatment performed
by INEP. The ID_ALUNO code, which is unique to each student at least in a given
database release, easily allowed us to find those students with multiple records and to
perform the random selection of just one of them. Furthermore, the treatment has not
resulted in a significant decrease in the number of available records. For the School
Census of 2018, 92.95% of the records were kept, i.e. 48 176 423 records from a total of
51 829 413.

Even though each database accounts for dozens of attributes, we have chosen just a
few for our analyses, given the computational costs, including time and memory usage.
The selection criteria was as follows.

• For the quasi-identifying attributes, we have sets restricted to the maximum of
ten or eleven attributes, selected according to how easily an adversary could learn
them, e.g. the date and city of birth, the city of residency, or the school code.
The quasi-identifying attributes chosen for the experiments in this chapter are
listed in Table 4.2.

• We have chosen two sensitive attributes selected according to the seriousness
of the possible individual privacy breach if revealed, e.g. whether or not the
individual has special needs or disabilities. The sensitive attributes chosen for
the experiments in this chapter are listed in Table 4.3.

Of course, the selection of those quasi-identifiers and sensitive attributes is arbitrary
and can change in significance over time. Nevertheless, our goal is not to ultimately
define whether an attribute should be considered as a quasi-identifier or as a sensitive
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Variable Meaning

NU_DIA Student’s day of birth.

NU_MES Student’s month of birth.

NU_ANO Student’s year of birth.

TP_SEXO Student’s gender.

TP_COR_RACA Student’s ethnicity.

TP_NACIONALIDADE Student’s nationality.

CO_PAIS_ORIGEM Student’s country code.

CO_MUNICIPIO_NASC Student’s city of birth code.

CO_MUNICIPIO_END Student’s city of residency code.

CO_ENTIDADE School code.

TP_DEPENDENCIA
Administrative dependency of the school, i.e.

whether public or private.

Table 4.2: Variables from the School Census of 2018 chosen as quasi-identifiers for
Collective-target Re-identification Single database (CRS) attacks in Experiment 18,
and for Collective-target Attribute-inference Single database (CAS) attacks in Exper-
iment 19.

Variable Values Meaning

IN_NECESSIDADE_ESPECIAL 0 (No)
1 (Yes)

Whether the student possesses a
disability, global developmental
disorder, or autism spectrum

disorder, or not.

IN_TRANSPORTE_PUBLICO
-1 (Unavailable)
0 (No)
1 (Yes)

Whether the student uses public
school transport, or not.

Table 4.3: Variables from the School Census of 2018 chosen as sensitive attributes for
Collective-target Attribute-inference Single database (CAS) attacks in Experiment 19.

attribute. Instead, the results here illustrate possible real-life circumstances and the
respective privacy risks for data holders in case of unintended information disclosure.

In the following Sections 4.2.2 and 4.2.3, we present some experimental results for re-
identification and attribute-inference attacks, respectively. Both were performed on
single databases for collective-targets on the School Census of 2018 released by INEP.
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4.2.2 Results of re-identification attacks experiments

In this section, we present our quantitative analyses on the privacy risk of re-
identification for individuals whose information are made public on a single database,
as modeled in Section 4.1.2. We present one CRS attacks on the School Census of
2018, Experiment 18.

Experiment 18 (Collective-target Re-identification Single database (CRS) attacks on
the School Census of 2018). In a CRS attack, the adversary’s goal is to re-identify as
many individuals as possible, according to Definition 16. Since we want to evaluate
the overall re-identification risk, the adversary can gather auxiliary information on the
values of a set of quasi-identifying attributes for every individual who holds a record in
the database. The following experiment was conducted on the School Census of 2018.

This database was released containing 51 829 413 records, which were reduced to
48 176 423 after the random selection of only one record for each data holder of multi-
ple records, as detailed in Section 4.2.1. For the current experiment, we have selected
as quasi-identifiers the eleven attributes listed in Table 4.2. Considering an adversary
could gather as auxiliary information any non-empty subset among the 211− 1 = 2 047

possible combinations of quasi-identifying attributes, we have measured both the de-
terministic and probabilistic degradation of privacy for each combination.

The results are organized as follows.

• Table 4.4 summarizes which combinations of quasi-identifiers result in the highest
degradation of privacy according to the subset’s size.

• Figure 4.5 shows both the adversary’s deterministic and probabilistic measures
of success for each combination of quasi-identifying attributes.

• Figure 4.6 shows the worst-case histograms for the distribution of individuals
according to the adversary’s probabilistic measure of success for some subsets of
quasi-identifying attributes with different sizes.

According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 4.1 and 4.2, this
metric measures the fraction of individuals in the database that can be re-
identified with absolute certainty, in a scale from 0% to 100%. According to
Table 4.4, the adversary’s a priori deterministic success equals 0%, i.e. no indi-
vidual can be re-identified with absolute certainty without the use of auxiliary
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(a) Deterministic success. (b) Probabilistic success.

Figure 4.5: Experiment 18: Adversary’s success in Collective-target Re-identification
Single database (CRS) attacks on the School Census of 2018. Here, the horizontal “a
priori ” line represents the adversary’s a priori deterministic or probabilistic success, i.e.
before performing the CRS attack. Each dot represents a distinct scenario defined by
the selected quasi-identifying attributes among the 2 047 possibilities. The horizontal
axis defines the size of the quasi-identifiers subset, while the vertical axis defines the
adversary’s deterministic or probabilistic success.

information. However, by using only three quasi-identifying attributes, the ad-
versary can re-identify with absolute certainty up to 30.92% of the individuals
in the database, while the use of four quasi-identifiers allows the adversary to
re-identify up to 81.13% of the individuals. Finally, by using eight or more of the
eleven quasi-identifying attributes available, the risk of re-identification increases
to up to 96.34%.

• Adversary’s probabilistic success. Defined in Equations 4.4 and 4.5, this
metric measures the probability of a randomly chosen individual in the database
being re-identified, in a scale from 0% to 100%. According to Table 4.4, the adver-
sary’s a priori probabilistic success is approximately 0.000002%, i.e. the adver-
sary’s chance of re-identifying one of the 48 176 423 individuals in the database
is almost zero. However, by using only three quasi-identifying attributes, the
adversary increases their chance to up to 54.76%, while the use of four quasi-
identifiers increases this probability to up to 89.93%. Finally, by using nine or
more of the eleven quasi-identifying attributes available, the adversary’s chance
of re-identifying a randomly chosen individual in the database increases to up to
98.14%.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
0.000002%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_ENTIDADE 0.0002% 0.0002% 0.38% 183 706

2 CO_MUNICIPIO_NASC, CO_ENTIDADE 5.88% 5.88% 9.34% 4 502 009

2 NU_DIA, CO_ENTIDADE 1.39% 1.39% 10.38% 5 000 106

3 NU_DIA, NU_MES, CO_ENTIDADE 30.92% 30.92% 54.76% 26 381 055

4 NU_DIA, NU_MES, NU_ANO, CO_ENTIDADE 81.13% 81.13% 89.93% 43 323 676

5 NU_DIA, NU_MES, NU_ANO, TP_SEXO, CO_ENTIDADE 89.23% 89.23% 94.41% 45 484 648

6 NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_ENTIDADE 93.92% 93.92% 96.88% 46 674 542

7 NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 96.05% 96.05% 97.99% 47 206 505

8
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE

96.34% 96.34% 98.14% 47 279 677

9
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE

96.34% 96.34% 98.14% 47 279 763

10
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE

96.34% 96.34% 98.14% 47 279 763

10
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE, TP_DEPENDENCIA

96.34% 96.34% 98.14% 47 279 763

11
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE, TP_DEPENDENCIA

96.34% 96.34% 98.14% 47 279 763

Table 4.4: Experiment 18: Quasi-identifiers with the highest degradation of privacy in
Collective-target Re-identification Single database (CRS) attacks on the School Census
of 2018. The deterministic degradation of privacy is the difference between the a
posteriori and a priori successes, while the probabilistic degradation of privacy is their
ratio. Table 4.2 lists the English meaning of each quasi-identifying attribute.
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(a) Quasi-identifier: CO_ENTIDADE. (b) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, CO_ENTIDADE.

(c) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASC,
CO_ENTIDADE.

(d) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, TP_SEXO,
TP_COR_RACA, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE,
TP_DEPENDENCIA.

Figure 4.6: Experiment 18: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Re-identification
Single database (CRS) attacks on the School Census of 2018. The horizontal axis
defines the possible values for the adversary’s a posteriori probabilistic success while
the vertical axis defines the number of individuals in the database subject to that risk
of re-identification.
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4.2.3 Results of attribute-inference attacks experiments

In this section, we present our quantitative analyses on the privacy risk of attribute-
inference for individuals whose information are made public on a single database,
as modeled in Section 4.1.2. We present one CAS attacks on the School Cen-
sus of 2018, Experiment 19, on sensitive attributes IN_NECESSIDADE_ESPECIAL and
IN_TRANSPORTE_PUBLICO.

Experiment 19 (Collective-target Attribute-inference Single database (CAS) attacks
on the School Census of 2018). In a CAS attack, the adversary’s goal is to infer the
values of an attribute considered to be sensitive for as many individuals as possible,
according to Definition 17. Since we want to evaluate the overall attribute-inference
risk, the adversary can gather auxiliary information on the values of a set of quasi-
identifying attributes for every individual who holds a record in the database. The
following experiment was conducted on the School Census of 2018.

This database was released containing 51 829 413 records, which were reduced to
48 176 423 after the random selection of only one record for each data holder of multi-
ple records, as detailed in Section 4.2.1. For the current experiment, we have selected
as quasi-identifiers the eleven attributes listed in Table 4.2. Considering an adversary
could gather as auxiliary information any non-empty subset among the 211− 1 = 2 047

possible combinations, we have measured both the deterministic and probabilistic
degradation of privacy for each combination.

Furthermore, we were interested in inferring the value for the attributes
IN_NECESSIDADE_ESPECIAL and IN_TRANSPORTE_PUBLICO, both described in Table 4.3
and considered by us to be sensitive.

The results are organized as follows.

• Tables 4.7 and 4.8 summarize which combinations of quasi-identifiers result in the
highest degradation of privacy according to the subset’s size for the sensitive at-
tributes IN_NECESSIDADE_ESPECIAL and IN_TRANSPORTE_PUBLICO, respectively.

• Figure 4.9 shows both the adversary’s deterministic and probabilistic measures of
success for each combination of quasi-identifying attributes, and for both sensitive
attributes.

• Figures 4.10 and 4.11 show the worst-case histograms for the distribution of in-
dividuals according to the adversary’s probabilistic measure of success for some
subsets of quasi-identifying attributes with different sizes and for the sensitive at-
tributes IN_NECESSIDADE_ESPECIAL and IN_TRANSPORTE_PUBLICO, respectively.
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According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 4.7 and 4.8, this
metric measures the fraction of individuals in the database that can have their
values for the sensitive attribute inferred with absolute certainty, in a scale from
0% to 100%.

According to Table 4.7 for the sensitive attribute IN_NECESSIDADE_ESPECIAL, the
adversary’s a priori deterministic success equals 0%, i.e. no individual can have
their value for the sensitive attribute inferred with absolute certainty without
the use of auxiliary information. However, by using only one quasi-identifying
attribute, the adversary can infer the values with absolute certainty for up to
12.31% of the individuals in the database, while the use of two quasi-identifiers
allows the adversary to infer the values for up to 71.04% of the individuals.
Finally, by using four or more of the eleven quasi-identifying attributes available,
the risk of attribute-inference increases above 99.31%.

From Table 4.8 for the sensitive attribute IN_TRANSPORTE_PUBLICO, the adver-
sary’s a priori deterministic success also equals 0%. However, by using only
one quasi-identifying attribute, the adversary can infer the values with absolute
certainty for up to 42.08% of the individuals in the database, while the use of
two quasi-identifiers allows the adversary to infer the values for up to 60.02%
of the individuals. Finally, by using six or more of the eleven quasi-identifying
attributes available, the risk of attribute-inference increases above 99.30%.

• Adversary’s probabilistic success. Defined in Equations 4.11 and 4.12, this
metric measures the probability of a randomly chosen individual in the database
having their value for the sensitive attribute inferred with absolute certainty, in
a scale from 0% to 100%.

According to Table 4.7 for the sensitive attribute IN_NECESSIDADE_ESPECIAL,
the adversary’s a priori probabilistic success is already of 97.56%, i.e. the ad-
versary’s chance of inferring the value for the sensitive attribute for one of the
48 176 423 individuals in the database is already high even before performing the
CAS attack. Furthermore, by using four or more quasi-identifying attributes, the
adversary increases their chance above 99.69%.

From Table 4.8 for the sensitive attribute IN_TRANSPORTE_PUBLICO, the adver-
sary’s a priori probabilistic success is of 81.75%, also high even before performing
the CAS attack. Furthermore, by using five or more quasi-identifying attributes,
the adversary increases their chance above 99.39%.
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(a) Deterministic success for sensitive at-
tribute IN_NECESSIDADE_ESPECIAL.

(b) Probabilistic success for sensitive at-
tribute IN_NECESSIDADE_ESPECIAL.

(c) Deterministic success for sensitive at-
tribute IN_TRANSPORTE_PUBLICO.

(d) Probabilistic success for sensitive at-
tribute IN_TRANSPORTE_PUBLICO.

Figure 4.9: Experiment 19: Adversary’s success in Collective-target Attribute-inference
Single database (CAS) attacks on the School Census of 2018. Here, the horizontal “a
priori ” line represents the adversary’s a priori deterministic or probabilistic success, i.e.
before performing the CAS attack. Each dot represents a distinct scenario defined by
the selected quasi-identifying attributes among the 2 047 possibilities. The horizontal
axis defines the size of the quasi-identifiers subset, while the vertical axis defines the
adversary’s deterministic or probabilistic success.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
97.56%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_ENTIDADE 12.31% 12.31% 97.92% 1.0037

2 NU_DIA, CO_ENTIDADE 71.04% 71.04% 97.95% 1.0040

2 CO_MUNICIPIO_NASC, CO_ENTIDADE 32.80% 32.80% 98.05% 1.0051

3 NU_DIA, NU_MES, CO_ENTIDADE 95.35% 95.35% 98.59% 1.0105

3 NU_DIA, NU_ANO, CO_ENTIDADE 94.88% 94.88% 98.67% 1.0114

4 NU_DIA, NU_MES, NU_ANO, CO_ENTIDADE 99.31% 99.31% 99.69% 1.0218

5 NU_DIA, NU_MES, NU_ANO, TP_COR_RACA,
CO_ENTIDADE 99.64% 99.64% 99.83% 1.0233

6 NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_ENTIDADE 99.81% 99.81% 99.91% 1.0241

7 NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 99.88% 99.88% 99.94% 1.0245

8
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE

99.89% 99.89% 99.95% 1.0245

9
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE

99.89% 99.89% 99.95% 1.0245

9
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE

99.89% 99.89% 99.95% 1.0245

10
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE

99.89% 99.89% 99.95% 1.0245

10
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE, TP_DEPENDENCIA

99.89% 99.89% 99.95% 1.0245

10
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE, TP_DEPENDENCIA

99.89% 99.89% 99.95% 1.0245

11
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE, TP_DEPENDENCIA

99.89% 99.89% 99.95% 1.0245

Table 4.7: Experiment 19: Quasi-identifiers with the highest degradation of privacy in
Collective-target Attribute-inference Single database (CAS) attacks on the School Cen-
sus of 2018 for the sensitive attribute IN_NECESSIDADE_ESPECIAL. The deterministic
degradation of privacy is the difference between the a posteriori and a priori successes,
while the probabilistic degradation of privacy is their ratio. Table 4.2 lists the English
meaning of each quasi-identifying attribute.
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
81.75%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_ENTIDADE 42.08% 42.08% 89.79% 1.0983

2 NU_DIA, CO_ENTIDADE 60.02% 60.02% 90.66% 1.1090

2 CO_MUNICIPIO_NASC, CO_ENTIDADE 32.80% 32.80% 90.95% 1.1126

3 NU_DIA, NU_MES, CO_ENTIDADE 85.63% 85.63% 94.85% 1.1602

4 NU_DIA, NU_MES, NU_ANO, CO_ENTIDADE 97.42% 97.42% 98.82% 1.2088

5 NU_DIA, NU_MES, NU_ANO, CO_MUNICIPIO_NASC,
CO_ENTIDADE 98.68% 98.68% 99.39% 1.2157

6 NU_DIA, NU_MES, NU_ANO, TP_SEXO,
CO_MUNICIPIO_NASC, CO_ENTIDADE 99.30% 99.30% 99.67% 1.2191

7 NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 99.62% 99.62% 99.82% 1.2210

8
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE

99.65% 99.65% 99.83% 1.2211

9
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE

99.65% 99.65% 99.83% 1.2211

10
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE

99.65% 99.65% 99.83% 1.2211

10
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE, TP_DEPENDENCIA

99.65% 99.65% 99.83% 1.2211

11
NU_DIA, NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE, TP_DEPENDENCIA

99.65% 99.65% 99.83% 1.2211

Table 4.8: Experiment 19: Quasi-identifiers with the highest degradation of privacy
in Collective-target Attribute-inference Single database (CAS) attacks on the School
Census of 2018 for the sensitive attribute IN_TRANSPORTE_PUBLICO. The deterministic
degradation of privacy is the difference between the a posteriori and a priori successes,
while the probabilistic degradation of privacy is their ratio. Table 4.2 lists the English
meaning of each quasi-identifying attribute.
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(a) Quasi-identifier: CO_ENTIDADE. (b) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, CO_ENTIDADE.

(c) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASC,
CO_ENTIDADE.

(d) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, TP_SEXO,
TP_COR_RACA, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE,
TP_DEPENDENCIA.

Figure 4.10: Experiment 19: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Attribute-inference
Single database (CAS) attacks on the School Census of 2018 for the sensitive attribute
IN_NECESSIDADE_ESPECIAL. The horizontal axis defines the possible values for the
adversary’s a posteriori probabilistic success while the vertical axis defines the number
of individuals in the database subject to that risk of attribute-inference.



4. Collective-target attacks on single databases 69

(a) Quasi-identifier: CO_ENTIDADE. (b) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, CO_ENTIDADE.

(c) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASC,
CO_ENTIDADE.

(d) Quasi-identifiers:
NU_DIA, NU_MES, NU_ANO, TP_SEXO,
TP_COR_RACA, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,
CO_MUNICIPIO_END, CO_ENTIDADE,
TP_DEPENDENCIA.

Figure 4.11: Experiment 19: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Attribute-inference
Single database (CAS) attacks on the School Census of 2018 for the sensitive attribute
IN_TRANSPORTE_PUBLICO. The horizontal axis defines the possible values for the ad-
versary’s a posteriori probabilistic success while the vertical axis defines the number
of individuals in the database subject to that risk of attribute-inference.
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4.3 Takeaways

In this chapter, we have presented our theoretical foundation on attacks against single
databases for collective-targets in Section 4.1. We have considered both re-identification
and attribute-inference attacks, and both deterministic and probabilistic metrics of
success and privacy degradation. Particularly, the probabilistic metrics are applications
of the quantitative information flow (QIF) framework introduced in Section 2.3.

We have also presented experimental results for the collective-target attacks on the
School Census of 2018 released by INEP in Section 4.2, Experiments 18 and 19, for
re-identification and attribute-inference attacks, respectively.

Those results have allowed us to draw the following conclusions.

• The deterministic re-identification success of an adversary with knowledge
of only three attributes in Experiment 18, i.e. day and month of birth and school
code, achieves up to 30.92% of the records, i.e. approximately 14 896 149 students
that can be re-identified with absolute certainty. Adding the year of birth to
the adversary’s knowledge increases their success to 81.13%, i.e. approximately
39 085 531 students. A plateau is then reached when adding gender and ethnicity
to the adversary’s knowledge, which increases their re-identification success to
93.92%, i.e. approximately 45 247 296 students.

These results are similar to Sweeney’s findings in 2000. According to Sweeney
[67], 87.10% of the United States population in the Census of 1990 could be
uniquely re-identified in the de-identified data by using only a combination of
the date of birth, gender, and a 5-digit ZIP code. If we consider that the school
code approximately identifies where a given student lives, we can use it as an
approximation to that student’s ZIP code. Hence, considering the date of birth,
gender, and school code, 89.23% of the students can be re-identified in the School
Census of 2018.

• The analyses of quasi-identifying attributes sets of different sizes allowed us to
further demonstrate that the removal of attributes alone is not sufficient to guar-
antee individuals’ privacy. For instance, even if only the school code attribute
was released, approximately 96 students would be susceptible to re-identification
attacks, or more than 5.9 million students could have their attribute for disabili-
ties inferred with absolute certainty, in the School Census of 2018. Furthermore,
just removing attributes is not a scalable solution since each attribute removed
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reduces the database’s utility by reducing the amount of information available,
which may impact the work of data analysts.

• The probabilistic re-identification success of an adversary with knowledge
of only three attributes in Experiment 18, i.e. day and month of birth and school
code, is a 54.76% chance of correctly re-identifying a randomly selected record.
Adding the year of birth to the adversary’s knowledge increases their chance of
success to 89.93%. A plateau is then reached when adding gender and ethnicity
to the adversary’s knowledge, which increases their re-identification success to
96.88%.

• The deterministic attribute-inference success of an adversary achieves
higher values and increases more rapidly than the respective deterministic re-
identification success. This was observed in Experiment 19 for both sensitive
attributes IN_NECESSIDADE_ESPECIAL and IN_TRANSPORTE_PUBLICO, described
in Table 4.3. For instance, an adversary could correctly infer the value for both
sensitive attributes of more than 99% of the records, i.e. approximately than
47 694 658 students, with either four quasi-identifiers for the sensitive attribute
IN_NECESSIDADE_ESPECIAL, or six quasi-identifiers for the sensitive attribute
IN_TRANSPORTE_PUBLICO. In the best scenario for the adversary, they could
achieve a 95.35% success, or the re-identification of approximately 45 936 219
students, by knowing only three attributes, i.e. day and month of birth and
school code, when trying to infer whether a student possesses a disability or not
in Experiment 19.

• The probabilistic attribute-inference success of an adversary is initially al-
ready high. For the sensitive attribute on students’ disabilities, an adversary has
an a priori chance of correctly inferring the value for a randomly chosen record
of 97.56% for the School Census of 2018. This is because of how much skewed the
distribution of students is for that attribute. A more skewed distribution implies
a higher a priori success, as is the case for the attribute on students’ disabili-
ties, for which the majority of individuals holds the value 0 (No). Analogously,
the opposite holds for the attribute on students’ use of public transport, which
presents a slightly less skewed distribution and, hence, lower values for an ad-
versary’s a priori chance, of 81.75% for the School Census of 2018. 7 Therefore,
not much increase in an adversary’s success is seen as a result of the use of more

7We have used average-case metrics for all of our analyses. Instead, a better approach would have
been to use worse-case metrics whenever we are dealing with very skewed distributions [4, 5].
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quasi-identifiers for the attribute-inference attacks on both sensitive attributes.
Even so, it is remarkable that by using four attributes in Experiment 19, the
adversary’s chance of correctly inferring the value of the sensitive attribute on
students’ disabilities for a randomly chosen record reaches values above 99%. 8

Therefore, as expected from the literature on disclosure control (DC) discussed in
Section 2.1.1, INEP’s use of de-identification and pseudonymization as the only DC
methods for protecting data holders’ privacy is clearly insufficient. In fact, almost
the entirety of data holders in the database analyzed in our experiments is subject to
re-identification or attribute-inference attacks. This is of particular concern when con-
sidering an adversary’s probabilistic measures of success, which are designed to measure
how certain an adversary would be in a given attack. According to our results, that cer-
tainty is extremely high for the average data holder in most scenarios. Hence, given the
recent enactment of Brazil’s LGPD privacy legislation, our work shows unequivocally
that mitigating such vulnerabilities is necessary and urgent for INEP.

We have also performed the same collective-target attacks from this chapter on the
School Census of 2019 in Appendix E and on the Higher Education Census of 2018
and 2019 in Appendix F Section F.1. Furthermore, for illustrative individual-target
experimental results, in which we target either famous people or our acquaintances
selected a priori, see Appendix C Section C.1.2.

In the following Chapter 5, we formalize similar re-identification and attribute-inference
attacks against longitudinal databases and present the respective experimental results
for attacks performed on the School Census released by INEP. Longitudinal database
scenarios are of particular significance given most DC methods do not account for their
specific vulnerabilities. Furthermore, longitudinal database releases are fairly common,
particularly in the context of demographic statistics.

8For the sensitive attribute on students’ use of public transport, an adversary has an a priori
chance of correctly inferring the value for a randomly chosen record of 81.75% for the School Census
of 2018. In this case, however, the adversary’s chance of success reaches values above 99% for five
attributes in Experiment 19.



Chapter 5

Collective-target attacks on
longitudinal databases

We have presented in Chapter 4 our models for attacks against single databases and
some experimental results that have demonstrated to what extent the databases consid-
ered are vulnerable to the proposed attacks. However, as discussed in Chapter 2, most
disclosure control (DC) methods were designed to be applied to single databases, leav-
ing longitudinal databases open to additional vulnerabilities. Furthermore, longitudi-
nal releases of databases are fairly common, particularly in the context of demographic
statistics such as national and educational censuses.

Given the serious privacy degradation observed in the experiments on single databases
in Chapter 4, we will investigate in the following sections how the constant release of
additional databases may further degrade data holders’ privacy in INEP’s scenarios.
Particularly, we expect that small sets of quasi-identifying attributes that were not the
most relevant in the single databases scenario to become seriously dangerous for data
holders in the longitudinal databases scenario.

In this chapter, we present the theoretical foundation on attacks against longitudinal
databases for collective-targets in Section 5.1, followed by the respective experimental
results for attacks on the School Census released by INEP in Section 5.2. We conclude
this chapter by emphasizing the most relevant contributions in Section 5.3.

5.1 Theoretical foundation

In this section, we present our model for attacks performed on longitudinal databases
for collective-targets. We consider our database model introduced in Section 3.2.

73
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5.1.1 Assumptions

We have the following assumptions for all attacks on longitudinal databases:

AL0 There is a longitudinal collection LD = {D1, D2, . . . , Dk}, with k≥1, of databases
of interest, each database Di on an attributes set Ai, with 1≤i≤k.

AL1 Each individual of interest holds a record in each database Di∈LD.

AL2 There is an attribute of unique identification aid common to all databases in LD

and each individual of interest holds a persistent value for this attribute whenever
present in a database, i.e. there is aid∈Ai, with 1≤i≤k, such that whenever a
given individual holds a record x∈Di and another record x′∈Dj, with Di, Dj∈LD,
then x[aid]=x′[aid]. 1 2

AL3 There is a set of quasi-identifiers QID⊆Ai, with 1≤i≤k, common to all databases
in LD, corresponding to attributes whose values for some individuals can be
known or learned by the adversary.

AL4 The adversary can aggregate information from the databases in the longitudinal
collection LD={D1, D2, . . . , Dk} by applying left outer join operations succes-
sively, 3 all applied on the attribute of unique identification aid as follows: At
first, the adversary applies a left outer join operation on the databases D1 and

1Assumption AL2 may seem to provide too much power to the adversary, and for sure it cannot
be applied to every longitudinal databases release. In our case, the released databases used for the
experiments and described in Section 1.3 are real examples of scenarios in which the adversary would
be able to rely on Assumption AL2. Moreover, we are worried about worst-case scenarios.

2Another possibility would be to not rely on an attribute of unique identification, but rather link
records across databases in LD by using quasi-identifiers. This model was not developed here but is
considered as a possible future work in Section 7.1.

3The left outer join operation is a pairwise database manipulation, e.g. over a left database Dl

and a right database Dr, that returns a new database Dl ⋊⋉ Dr containing all the records from Dl

concatenated with the corresponding records from Dr. This pairing is achieved between records
from each database that hold the same value for a given set of attributes. If a record in Dl has no
correspondent record in Dr, then Dl ⋊⋉Dr contains only the record from Dl concatenated with null
values where should be the values from Dr. In SQL language:

select ∗
from Dl l e f t outer join Dr

where Dl.aid = Dr.aid

Example 20 shows how a left outer join operation can be performed.
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D2, resulting in a new database D1⋊⋉D2 on the attributes set A1⊎({A2\{aid}}). 4

Then, the adversary applies another left outer join operation on the databases
D1 ⋊⋉D2 and D3, resulting in a new database (D1 ⋊⋉D2) ⋊⋉D3 on the attributes
set A1 ⊎ ({A2\{aid}}) ⊎ ({A3\{aid}}). This step is then successively repeated
until database Dk is reached. Summarizing,

agreg(LD)
def
=

⎧⎨⎩D1, if k=1,

agreg({D1, D2, . . . , Dk−1}) ⋊⋉Dk, if k≥2 ,

where agreg(LD) is a database on the attributes set ALD=A1⊎
(︂⨄︁k

i=2Ai\{aid}
)︂
.

For clarity, given a record x∈agreg(LD), we denote by x[(QID , i)] the sub-record of
x corresponding to the quasi-identifiers’ values (QID , i) of x in database Di∈LD

and by x[QID ] the sub-record corresponding to all the quasi-identifiers’ values
QID in all databases Di∈LD, whose domain is dom(QID | LD)=dom(QID)

k.

AL5 The adversary can compute marginal probability distributions on both records
and attributes from the aggregated database agreg(LD) by using functions anal-
ogous to those presented in Equations 3.1 and 3.2, respectively. Example 15 in
Section 3.2 shows how this could be done by the adversary.

AL6 The adversary wants to learn information on individuals who hold records in the
focal database, i.e. D1, and can use the information from remaining, auxiliary
databases, i.e. D2, D3, . . . , Dk, only as auxiliary information. Hence follows:

AL6-A The a priori success is relative to the focal database D1.

AL6-B The a posteriori success is relative to the aggregated database agreg(LD),
i.e. the information present in all the databases in the longitudinal collec-
tion, including the focal database and the auxiliary databases.

AL7 The adversary knows a priori the whole focal database D1, i.e. they have access
to every record and attribute value. Also, the adversary knows a priori that ev-
ery individual of interest holds a record in all the databases in LD, even though
they do not have access to the remaining, auxiliary databases yet. 5 Hence, the

4The disjunct union of two sets Ai and Aj , with i ̸=j, is a new set Ai⊎Aj in which every element
of both Ai and Aj are present and properly labeled according to their original set, i.e.

Ai ⊎Aj
def
= (Ai × {i}) ∪ (Aj × {j}) .

For instance, if A1={a, b} and A2={b, c}, then A1⊎A2={(a, 1), (b, 1), (b, 2), (c, 2)}.
5Assumption AL7 may seem to provide too much power to the adversary, but again we are worried

about worst-case scenarios.
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Figure 5.1: Schema of longitudinal database attack. The degradation of privacy is a
comparative measure between the adversary’s a priori and a posteriori successes and
accounts for how much the auxiliary information used as quasi-identifying attributes
values can help the adversary on the tasks of re-identification or sensitive attribute-
inference.

attack consists in the use of auxiliary information obtained by the adversary from
sources other than the longitudinal collection LD toghether with being able to
perform the left outer join operation on the databases in LD. The auxiliary infor-
mation is in turn used by the adversary as quasi-identifier values in order to infer
some sensitive information about the targeted-individuals represented in the fo-
cal database D1. Therefore, the degradation of privacy is a comparative measure
between the a priori and a posteriori successes, as schematized in Figure 5.1.

We now present the leading example for longitudinal database attacks.

Example 20 (Leading example for longitudinal database attacks). Consider the lon-
gitudinal collection of databases LD = {D1, D2}. The focal database, D1, is defined
on the set of attributes A1={id, age, gender, occupation, illness} and is represented
in Table 5.2a, while the auxiliary database, D2, is defined on the set of attributes
A2={id, age, occupation} and is represented in Table 5.2b. Each attribute is specified
as follows:

• dom(id) = {1, 2, 3, . . .}, consisting of the unique identification number of an in-
dividual, constant in all the databases in LD, given by a positive integer. Hence,
given a value for id present in more than one database in LD, the corresponding
record is held by the same individual;
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id age gender occupation illness
1 25 F 1 no
2 25 F 1 yes
3 25 F 3 yes
4 25 M 2 yes
5 25 M 2 no
6 49 F 3 yes
7 49 F 3 yes
8 49 F 5 no
9 49 M 4 no
10 60 M 4 no

(a) Focal database D1.

id age occupation
1 26 2
2 26 1
3 26 3
4 26 2
5 26 2
6 50 4
7 50 3
8 50 5
9 50 4
11 19 1

(b) Auxiliary database D2.

(id,1) (age,1) (gender,1) (occupation,1) (illness,1) (age,2) (occupation,2)
1 25 F 1 no 26 2
2 25 F 1 yes 26 1
3 25 F 3 yes 26 3
4 25 M 2 yes 26 2
5 25 M 2 no 26 2
6 49 F 3 yes 50 4
7 49 F 3 yes 50 3
8 49 F 5 no 50 5
9 49 M 4 no 50 4
10 60 M 4 no — —

(c) Aggregated database agreg(LD)=D1⋊⋉D2.

Table 5.2: Longitudinal collection of databases LD={D1, D2} and its aggregation
agreg(LD) from the leading example for longitudinal database attacks, Example 20.

• dom(age) = {0, 1, 2, . . . , 120}, consisting of an individual’s age, in whole years,
given by a positive integer including zero;

• dom(gender) = {F, M}, denoting an individual’s gender, considered here to be
either female (F) or male (M) as a simplification for the current example;

• dom(occupation) = {1, 2, 3, 4, 5}, denoting an individual’s occupation category;

• dom(illness) = {yes, no}, denoting whether an individual is bearer of a given
medical condition (yes) or not (no).

According to Assumption AL4, the adversary can aggregate the databases
in LD by performing successive left outer join operations, actually two in
this example. The result is a new database agreg(LD)=D1⋊⋉D2 on the
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set of attributes Aagreg(LD)={(id, 1), (age, 1), (gender, 1), (occupation, 1), (illness, 1),
(age, 2), (occupation, 2)} and represented in Table 5.2c. 6

As was the case in Example 12 for single database attacks, each record represents an in-
dividual from a population of interest and consists of a tuple on the domain spanned by
its corresponding set of attributes, i.e. records(A1), records(A2), or records(Aagreg(LD)),
and each domain consists of every combination of the possible values for each attribute.

Finally, according to Assumption AL5, the adversary can also compute the marginal
probability distributions on both records and attributes from the aggregated database
agreg(LD) by using functions analogous to those presented in Equations 3.1 and 3.2,
respectively. Example 15 in Section 3.2 shows how this could be done by the adversary.

◁

Based on the assumptions above, we present in the following section both collective-
target re-identification and attribute-inference longitudinal databases attack models.

5.1.2 Attack models

In this section, we formally define both re-identification and attribute-inference attacks
on longitudinal databases for collective-targets. Definition 21 accounts for an adversary
interested in re-identifying as many individuals as possible, while Definition 22 accounts
for an adversary interested in inferring the value of an attribute for as many individuals
as possible. Detailed numeric examples of the execution of both attacks are presented in
Sections D.2.1 and D.2.2, respectively, and illustrative individual-target attack models
are presented in Section C.2.1.

Definition 21 (Collective-target Re-identification Longitudinal database (CRL) at-
tack). In a CRL attack, the adversary can completely access a longitudinal collection
of databases, i.e. they have knowledge of every record in each of the databases. The ad-
versary can also gather auxiliary information on the values of a set of quasi-identifiers
for every individual who holds a record in the focal database. Particularly, the ad-
versary can use the auxiliary databases from the longitudinal collection as auxiliary
information. The adversary’s goal is to re-identify as many individuals as possible in
the focal database, no matter who they are, i.e. to precisely determine which record
in the focal database corresponds to each individual of interest.

6Since the record with id attribute equal to 10 is only present in the focal database D1, the
corresponding values for the attributes (age, 2) and (occupation, 2) in agreg(LD) are null. Similarly,
the record with id attribute equal to 11 is only present in the auxiliary database D2, hence this record
is not present in agreg(LD).
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The specification of a CRL attack is analogous to that of a CRS attack, Definition 16.
Particularly, the two main differences concern the use of the databases from the longi-
tudinal collection in the definitions of success. For the a priori success, the adversary
relies only on the information available in the focal database D1, while for the a pos-
teriori success, they rely on the auxiliary information obtained by them from sources
other than the longitudinal collection LD in addition to the aggregated information
from all the databases in LD.

We now formally define the adversary’s knowledge and their inflicted privacy degrada-
tion, both deterministic and probabilistic, after performing their attack.

• Adversary’s knowledge. In a CRL attack, we assume the adversary:

(i) can completely access a longitudinal collection of (non-empty) databases
LD={D1, D2, . . . , Dk}, according to Assumptions AL0–AL3, and can ag-
gregate the information from this collection into a new aggregated database
agreg(LD), according to Assumption AL4;

(ii) has every individual x in the focal database D1 as individuals of interest for
re-identification;

(iii) given a set of quasi-identifiers QID⊆Ai, with 1≤i≤k, that are present in
all the databases in LD, the adversary can gather auxiliary information on
the sub-records {x[QID ]}x∈agreg(LD) corresponding to the values of the quasi-
identifiers for every individual in the new aggregated database agreg(LD).

• Deterministic degradation of privacy. The deterministic degradation of
privacy in a CRL attack accounts for the adversary’s goal of re-identifying as
many individuals as possible in the focal database D1. Hence, the adversary’s
success is defined as the ratio of individuals in the focal database that are re-
identified with absolute certainty.

– A priori deterministic success. Before performing the CRL attack, the
adversary can rely only on the focal database D1, i.e. neither the auxiliary
databases nor the quasi-identifiers are used yet. Hence, the adversary can
only precisely determine which record in the focal database corresponds
to an individual of interest iff the focal database contains only a single
record. Therefore, the a priori deterministic success in a CRL attack on a
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longitudinal collection of databases LD is defined as:

prior-sucCRL
det (LD)

def
=

⎧⎨⎩1, if |D1|=1,

0, if |D1|≥2.
(5.1)

– A posteriori deterministic success. By performing a CRL at-
tack, the adversary uses the auxiliary information on the sub-records
{x[QID ]}x∈agreg(LD) corresponding to the values of the quasi-identifiers for
every individual in the aggregated database agreg(LD) to support the task
of re-identification, including the information provided by the auxiliary
databases. A CRL attack is then performed as follows: For each individual in
the focal database, the adversary uses the corresponding quasi-identifier val-
ues to filter the aggregated database agreg(LD) records, disregarding those
that do not match the query. Then, given the remaining database, the
adversary can only precisely determine which record corresponds to the in-
dividual of interest iff the remaining database contains only a single record.
The final deterministic success is determined over the set of all individu-
als from the focal database and defined as the ratio between the number
of re-identified individuals and the total number of individuals in the focal
database.

Therefore, the a posteriori deterministic success in a CRL attack on a lon-
gitudinal collection of databases LD, given the adversary’s knowledge of the
values {x[QID ]}x∈agreg(LD) for every individual’s quasi-identifiers, is defined
as:

post-sucCRL
det (LD, {x[QID ]}x∈agreg(LD))

def
=

⃓⃓⃓
{α∈agreg(LD)/∼QID

| |α|=1}
⃓⃓⃓

|agreg(LD)|
,

(5.2)

where agreg(LD)/∼QID
is the partition on set QID of all individuals that

share the same quasi-identifiers in the aggregated database agreg(LD) and
α is a variable corresponding to each block within the partition.

– Deterministic degradation of privacy. The deterministic degradation of
privacy in a CRL attack is defined as the difference between the adversary’s
a posteriori and a priori successes, i.e. by how much the attack increases
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the adversary’s success:

priv-degradCRL
det (LD, {x[QID ]}x∈agreg(LD))

def
=

post-sucCRL
det (LD, {x[QID ]}x∈agreg(LD))− prior-sucCRL

det (LD) . (5.3)

• Probabilistic degradation of privacy. The adversary’s probabilistic success
in a CRL attack does not rely on precisely determining which record in the focal
database D1 corresponds to each individual of interest. Rather, we compute
the probability of correctly re-identifying a randomly selected target in the focal
database, i.e. the greater this probability, the more successful the adversary is
and greater the expected risk of re-identification for each individual in the focal
database.

– A priori probabilistic success. Before performing the CRL attack, the
adversary can rely only on the focal database D1, i.e. neither the auxiliary
databases nor the quasi-identifiers are used yet. Hence, given a random
target chosen by the adversary, their best course of action is to randomly
select a record from the focal database, according to the maximum entropy
principle. Since each individual only holds one record in the focal database,
the probability of the adversary being successful is the inverse of the focal
database size. Therefore, the a priori probabilistic success in a CRL attack
on a longitudinal collection of databases LD is defined as: 7

prior-sucCRL
prob (LD)

def
=

1

|D1|
. (5.4)

– A posteriori probabilistic success. By performing a CRL attack, the ad-
versary uses the auxiliary information on the sub-records {x[QID ]}x∈agreg(LD)

corresponding to the values of quasi-identifiers for every individual in the ag-
gregated database agreg(LD) to support the task of re-identification, includ-
ing the information provided by the auxiliary databases. Given a randomly
selected target in the focal database, the adversary uses the corresponding
quasi-identifier values to filter the aggregated database agreg(LD) records,
disregarding those that do not match the query. From there, their best
course of action is to randomly select a record from the filtered database,
according to the maximum entropy principle. Since each individual only

7This definition corresponds to the a priori Bayes vulnerability V1[π
D1
x ], given by Definitions 6

and 8 in Section 2.3, of the focal database’s records on the a priori probability distribution πD1
x .



5. Collective-target attacks on longitudinal databases 82

holds one record in each database, the probability of the adversary being
successful is the inverse of the filtered database size.

Therefore, the a posteriori probabilistic success in a CRL attack on a longi-
tudinal collection of databases LD, given the adversary’s knowledge of the
values {x[QID ]}x∈agreg(LD) for every individual’s quasi-identifiers, is defined
as the expected value of the probability of success taken from the probabil-
ity distribution for selecting each individual from the focal database as the
target: 8

post-sucCRL
prob (LD, {x[QID ]}x∈agreg(LD))

def
=

∑︂
x∈agreg(LD)

πD1
x · 1

|{x′∈agreg(LD) | x′[QID ]=x[QID ]}|
=

⃓⃓⃓
agreg(LD)/∼QID

⃓⃓⃓
|agreg(LD)|

,

(5.5)

i.e. the ratio between the number of blocks in the partition on set QID of
the aggregated database agreg(LD) and the aggregated database size.

– Probabilistic degradation of privacy. The probabilistic degradation of
privacy in a CRL attack is defined as the ratio by which the attack increases
the probabilistic success of the adversary:

priv-degradCRL
prob (LD, {x[QID ]}x∈agreg(LD))

def
=

post-sucCRL
prob (LD, {x[QID ]}x∈agreg(LD))

prior-sucCRL
prob (LD)

= |D1|

⃓⃓⃓
agreg(LD)/∼QID

⃓⃓⃓
|agreg(LD)|

, (5.6)

i.e. the focal database size multiplied by the ratio between the number of
blocks in the partition on set QID of the aggregated database agreg(LD) and
the aggregated database size.

A detailed numeric example of a CRL attack is presented in Section D.2.1, Example 52.
8This definition corresponds to the a posteriori Bayes vulnerability V1[π

D1
x ŻCQID ], given by Defini-

tions 6 and 8 in Section 2.3, of the focal database’s records given the knowledge of the quasi-identifiers
values, where:

∗ πD1
x is the a priori probability distribution on the focal database’s records;

∗ CQID : D1 → D(dom(QID)k), where k accounts for the number of databases in the longitudinal
collection, is the channel that deterministically maps each record in the focal database to the
respective values of quasi-identifiers and is defined, for all x∈D1 and q∈dom(QID)k, as:

CQID
x,q =

{︄
1, if x[QID ] = q,

0, otherwise.
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◁

We now present the attribute-inference attack on longitudinal databases for collective-
targets.

Definition 22 (Collective-target Attribute-inference Longitudinal database (CAL) at-
tack). In a CAL attack, the adversary can completely access a longitudinal collection of
databases, i.e. they have knowledge of every record in each of the databases. The ad-
versary can also gather auxiliary information on the values of a set of quasi-identifiers
for every individual who holds a record in the focal database. Particularly, the ad-
versary can use the auxiliary databases from the longitudinal collection as auxiliary
information. The adversary’s goal is to infer the values of an attribute considered to
be sensitive for as many individuals as possible in the focal database, no matter who
they are.

The specification of a CAL attack is analogous to that of a CAS attack, Definition 17.
Particularly, the two main differences concern the use of the databases from the longi-
tudinal collection in the definitions of success. For the a priori success, the adversary
relies only on the information available in the focal database D1, while for the a pos-
teriori success, they rely on the auxiliary information obtained by them from sources
other than the longitudinal collection LD in addition to the aggregated information
from all the databases in LD.

We now formally define the adversary’s knowledge and their inflicted privacy degrada-
tion, both deterministic and probabilistic, after performing their attack.

• Adversary’s knowledge. In an CAL attack, we assume the adversary:

(i) can completely access a longitudinal collection of (non-empty) databases
LD={D1, D2, . . . , Dk}, according to Assumptions AL0–AL3, and can ag-
gregate the information from this collection into a new aggregated database
agreg(LD), according to Assumption AL4;

(ii) has every individual x in the focal database D1 as individuals of interest for
attribute-inference;

(iii) given a set of quasi-identifiers QID⊆Ai, with 1≤i≤k, that are present in
all the databases in LD, the adversary can gather auxiliary information on
the sub-records {x[QID ]}x∈agreg(LD) corresponding to the values of the quasi-
identifiers for every individual in the new aggregated database agreg(LD);
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(iv) given an attribute asens∈A1 in the focal base D1 such that asens /∈QID , con-
sidered to be sensitive, the adversary’s goal is to infer the attribute’s value
x[asens] for as many individuals as possible.

• Deterministic degradation of privacy. The deterministic degradation of
privacy in a CAL attack accounts for the adversary’s goal of precisely determining
the value of the sensitive attribute for as many individuals as possible in the focal
database D1. Hence, the adversary’s success is defined as the ratio of individuals
in the focal database whose value for the sensitive attribute can be inferred with
absolute certainty.

– A priori deterministic success. Before performing the CAL attack, the
adversary can rely only on the focal database D1, i.e. neither the auxiliary
databases nor the quasi-identifiers are used yet. Hence, the adversary can
only precisely determine the value of the sensitive attribute for any individ-
ual of interest iff all the records in the focal database have the same value
for the sensitive attribute. Therefore, the a priori deterministic success in
a CAL attack on a longitudinal collection of databases LD and with respect
to the sensitive attribute asens is defined as:

prior-sucCAL
det (LD, asens)

def
=

⎧⎪⎪⎪⎨⎪⎪⎪⎩
1, if for all x, x′∈D1,

x[asens]=x′[asens],

0, otherwise.

(5.7)

– A posteriori deterministic success. By performing a CAL at-
tack, the adversary uses the auxiliary information on the sub-records
{x[QID ]}x∈agreg(LD) corresponding to the values of quasi-identifiers for every
individual in the aggregated database agreg(LD) to support the task of infer-
ring the value of the sensitive attribute, including the information provided
by the auxiliary databases. A CAL attack is then performed as follows: For
each individual in the focal database, the adversary uses the corresponding
quasi-identifier values to filter the aggregated database agreg(LD) records,
disregarding those that do not match the query. Then, given the remain-
ing database, the adversary can only precisely determine the value of the
sensitive attribute for the individual of interest iff all the records in the re-
maining database have the same value for the sensitive attribute. The final
deterministic success is determined over the set of all individuals from the
focal database and defined as the ratio between the number of individuals
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whose value for the sensitive attribute could be precisely determined and
the total number of individuals in the focal database.

Therefore, the a posteriori deterministic success in a CAL attack on a longi-
tudinal collection of databases LD and with respect to the sensitive attribute
asens, given the adversary’s knowledge of the values {x[QID ]}x∈agreg(LD) for
every individual’s quasi-identifiers, is defined as:

post-sucCAL
det (LD, asens, {x[QID ]}x∈agreg(LD))

def
=∑︁

α∈agreg(LD)/∼QID

|α| · unique-sens(α, asens)

|agreg(LD)|
, (5.8)

where agreg(LD)/∼QID
is the partition on set QID of all individuals that

share the same quasi-identifiers in the aggregated database agreg(LD) and
α is a variable corresponding to each block within the partition. Also, the
function unique-sens(α, asens) is defined as:

unique-sens(α, asens)
def
=

⎧⎪⎪⎪⎨⎪⎪⎪⎩
1, if for all x, x′∈α,

x[(asens, 1)]=x′[(asens, 1)],

0, otherwise.

(5.9)

– Deterministic degradation of privacy. The deterministic degradation of
privacy in a CAL attack is defined as the difference between the adversary’s
a posteriori and a priori successes, i.e. by how much the attack increases
the adversary’s success:

priv-degradCAL
det (LD, asens, {x[QID ]}x∈agreg(LD))

def
=

post-sucCAL
det (LD, asens, {x[QID ]}x∈agreg(LD))− prior-sucCAL

det (LD, asens) .

(5.10)

• Probabilistic degradation of privacy. The adversary’s probabilistic success
in a CAL attack does not rely on precisely determining the value of the sensitive
attribute for each individual of interest in the focal database D1. Rather, we
compute the probability of correctly determining the value of the sensitive at-
tribute for a randomly selected target in the focal database, i.e. the greater this
probability, the more successful the adversary is and greater the expected risk of
sensitive attribute-inference for each individual in the focal database.

– A priori probabilistic success. Before performing the CAL attack, the
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adversary can rely only on the focal database D1, i.e. neither the auxiliary
databases nor the quasi-identifiers are used yet. Hence, given a random
target chosen by the adversary, their best course of action is to randomly
select a possible value for the sensitive attribute, according to the maximum
entropy principle. Since each individual only holds one record in the focal
database, the most probable value would be the most frequent one in the
focal database. Therefore, the a priori probabilistic success in a CAL attack
on a longitudinal collection of databases LD and with respect to the sensitive
attribute asens, given the probability distribution of values for the sensitive
attribute π

asens|D1
s , according to Equation 3.2, is defined as: 9

prior-sucCAL
prob (LD, asens)

def
= max

s∈dom(asens)
πasens|D1
s

= max
s∈dom(asens)

|{x∈D1 | x[asens]=s}|
|D1|

. (5.11)

– A posteriori probabilistic success. By performing a CAL attack, the ad-
versary uses the auxiliary information on the sub-records {x[QID ]}x∈agreg(LD)

corresponding to the values of quasi-identifiers for every individual in the
aggregated database agreg(LD) to support the task of inferring the sensi-
tive attribute value, including the information provided by the auxiliary
databases. Given a randomly selected target in the focal database, the ad-
versary uses the corresponding quasi-identifier values to filter the aggregated
database agreg(LD) records, disregarding those that do not match the query.
From there, their best course of action is to randomly select a possible value
for the sensitive attribute among those available in the remaining database,
according to the maximum entropy principle. Since each individual only
holds one record in each database, the most probable value would be the
most frequent one in the remaining database.

Therefore, the a posteriori probabilistic success in a CAL attack on a longi-
tudinal collection of databases LD and with respect to the sensitive attribute
asens, given the adversary’s knowledge of the values {x[QID ]}x∈agreg(LD) for
every individual’s quasi-identifiers, is defined as the expected value of the
probability of success taken from the probability distribution for selecting

9This definition corresponds to the a priori Bayes vulnerability V1[π
asens|D1
s ], given by Definitions 6

and 8 in Section 2.3, of the sensitive attribute in the focal database on the a priori probability
distribution π

asens|D1
s .
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each individual as the target: 10

post-sucCAL
prob (LD, asens, {x[QID ]}x∈agreg(LD))

def
=∑︁

q∈dom(QID |LD) maxs∈dom(asens) |{x∈agreg(LD) | x[(asens, 1)]=s, x[QID ]=q}|
|agreg(LD)|

,

(5.12)

i.e. for each quasi-identifier value q and each sensitive attribute value s,
take the size of the largest available block in the partition on set QID of the
aggregated database agreg(LD), add them together, and divide by the size
of the aggregated database.

– Probabilistic degradation of privacy. The probabilistic degradation of
privacy in a CAL attack is defined as the ratio by which the attack increases
the probabilistic success of the adversary:

priv-degradCAL
prob (LD, asens, {x[QID ]}x∈agreg(LD))

def
=

post-sucCAL
prob (LD, asens, {x[QID ]}x∈agreg(LD))

prior-sucCAL
prob (LD, asens)

. (5.13)

A detailed numeric example of a CAL attack is presented in Section D.2.2, Example 54.
◁

10This definition corresponds to the a posteriori Bayes vulnerability V1[π
asens|D1
s ŻCasens,QID ], given

by Definitions 6 and 8 in Section 2.3, of the sensitive attribute in the focal database given the knowledge
over the quasi-identifiers, where:

∗ π
asens|D1
s is the a priori probability distribution on the sensitive attribute in the focal database,

according to Equation 3.2, and is defined as:

πasens|D1
s =

|{x∈D1 | x[asens]=s}|
|D1|

;

∗ Casens,QID :dom(asens)→D(dom(QID)k), where k accounts for the number of databases in the lon-
gitudinal collection, is the channel that deterministically maps the possible values of the sensitive
attribute to values of quasi-identifiers associated with it and is defined, for all s∈dom(asens) and
q∈dom(QID)k, as:

Casens,QID
s,q =

|{x∈LD | x[asens]=s, x[QID ] = q}|
|{x∈LD | x[asens]=s}|

.
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5.2 Experimental results for collective-target

attacks on the School Censuses

In this section, we present our quantitative analyses on the privacy risks for individuals
whose information are made public on longitudinal databases. The attacks performed
here were modeled according to the theory developed in Section 5.1. For illustrative
individual-target experimental results, in which we target either famous people or our
acquaintances selected a priori, see Appendix C Section C.2.2.

We begin by detailing our experimental setup, followed by the results for re-
identification and then for attribute-inference attacks on INEP’s databases.

5.2.1 Experimental setup

As stated in Section 1.3, we have chosen to work with the databases containing infor-
mation on students and released as microdata, i.e. data at the record level. In this
chapter, we consider databases from the School Censuses, leaving the analyses for the
Higher Education Census to Appendix F Section F.1.

A preliminary analysis of the databases containing information on students showed
that a student may hold more than one record in a given database, e.g. if a High
School student is also enrolled in a Professional Education course. Hence, in order to
guarantee that each student holds only one record in each database, according to As-
sumption AL1 from Section 5.1.1, we have randomly selected only one record for each
data holder of multiple records. This data treatment was based on the unique iden-
tification number, the ID_ALUNO code, given to each student in the pseudonymization
treatment performed by INEP. The ID_ALUNO code, which is unique to each student at
least in a given database release, easily allowed us to find those students with multiple
records and to perform the random selection of just one of them. 11

Even though each database accounts for dozens of attributes, we have chosen just a
few for our analyses given the computational costs, including time and memory usage.
The selection criteria was as follows.

11Until the Census of 2017, each student would receive a unique ID_ALUNO code, which would
stay constant for every annual Census. Such an identification number allows an adversary to easily
follow a given student through different years, which increases the amount of information leaked.
From the Census of 2018 onward, INEP changed how the ID_ALUNO code is assigned to each student,
continuing to be unique for a student in a given database release, but changing among different
releases. Therefore, from the Census of 2018 onward that code could not be used to follow a given
student through different years anymore.
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Variable Meaning

FK_COD_MUNICIPIO_END Student’s city of residency code.

PK_COD_ENTIDADE School code.

FK_COD_ETAPA_ENSINO Student’s educational stage code.

Table 5.3: Variables from the School Census of 2014 chosen as quasi-identifiers for
Collective-target Re-identification Longitudinal databases (CRL) attacks in Experi-
ment 23 and for Collective-target Attribute-inference Longitudinal databases (CAL)
attacks in Experiment 24.

Variable Values Meaning

ID_POSSUI_NEC_ESPECIAL 0 (No)
1 (Yes)

Whether the student possesses a
disability or global developmental

disorder, or not.

ID_N_T_E_P
0 (No)
1 (Yes)

Whether the student uses public
school transport, or not.

Table 5.4: Variables from the School Census of 2014 chosen as sensitive attributes for
Collective-target Attribute-inference Longitudinal databases (CAL) attacks in Exper-
iment 24.

• We have chosen three quasi-identifying attributes selected according to how eas-
ily an adversary could learn them and to their variability through the years,
i.e. whether or not they could change and hence be captured in longitudinal
databases attacks. The quasi-identifying attributes chosen for the experiments
in this chapter are listed in Table F.19.

• We have chosen two sensitive attributes selected according to the seriousness
of the possible individual privacy breach if revealed, e.g. whether or not the
individual has special needs or disabilities. The sensitive attributes chosen for
the experiments in this chapter are listed in Table 5.4.

Of course, the selection of those quasi-identifiers and sensitive attributes is arbitrary
and can change in significance over time. Nevertheless, our goal is not to ultimately
define whether an attribute should be considered as a quasi-identifier or as a sensitive
attribute. Instead, the results here illustrate possible real-life circumstances and the
respective privacy risks for the data holders in case of unintended information disclo-
sure.

In the following Sections 5.2.2 and 5.2.3, we present some experimental results for re-
identification and attribute-inference attacks, respectively. Both were performed on
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longitudinal databases for collective-targets and on the School Censuses released by
INEP.

5.2.2 Results of re-identification attack experiments

In this section, we present our quantitative analyses on the privacy risk of re-
identification for individuals whose information are made public on longitudinal
databases, as modeled in Section 5.1.2. We present one CRL attack on the School
Censuses from 2014 to 2017, Experiment 23.

Experiment 23 (Collective-target Re-identification Longitudinal databases (CRL)
attack on the School Censuses). In a CRL attack, the adversary’s goal is to re-identify
as many individuals as possible, according to Definition 21. Since we want to evaluate
the overall re-identification risk, the adversary can gather auxiliary information on the
values of a set of quasi-identifying attributes for every individual who holds a record in
the focal database. The following experiment was conducted on the School Censuses
from 2014 to 2017 and had the database of 2014 as the focal one.

The focal database was released containing 56 064 675 records, which were reduced
to 49 491 319 after the random selection of only one record for each data holder of
multiple records, as detailed in Section 5.2.1. For the current experiment, we have
selected as quasi-identifiers the attributes FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE,
and FK_COD_ETAPA_ENSINO, as specified in Table 5.3. We have measured both the
deterministic and probabilistic degradation of privacy for the set composed of those
three attributes.

The results are organized as follows.

• Table 5.5 summarizes the adversary’s measures of success and privacy degradation
as more databases are aggregated to the focal database.

• Figure 5.6 shows the adversary’s deterministic and probabilistic measures of suc-
cess according to Table 5.5.

• Figure 5.7 shows the histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success as more databases are aggregated
to the focal database.

According to those results, we were able to conclude the following.
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• Adversary’s deterministic success. Defined in Equations 5.1 and 5.2, this
metric measures the fraction of individuals in the focal database that can be
re-identified with absolute certainty, in a scale from 0% to 100%. According
to Table 5.5, the adversary’s a priori deterministic success equals 0%, i.e. no
individual can be re-identified with absolute certainty in the focal database
without the use of auxiliary information. However, by using only the at-
tributes FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and FK_COD_ETAPA_ENSINO

as quasi-identifiers and only the database of 2014, the adversary can re-identify
with absolute certainty 1.44% of the individuals in the focal database, i.e. ap-
proximately 712 675 students.

As the longitudinal collection of databases available to the adversary increases,
allowing the use of more School Census databases as auxiliary information, so
increases the fraction of individuals in the focal database that can be re-identified
with absolute certainty. Particularly, the adversary’s a posteriori deterministic
success increases to 12.88% by using only the database of 2015 as auxiliary in-
formation, to 25.26% by using the databases of 2015 and 2016, and to 36.31% by
using the databases from 2015 to 2017.

• Adversary’s probabilistic success. Defined in Equations 5.4 and 5.5, this
metric measures the probability of a randomly chosen individual in the focal
database being re-identified, in a scale from 0% to 100%. According to Ta-
ble 5.5, the adversary’s a priori probabilistic success is approximately 0.000002%,
i.e. the adversary’s chance of re-identifying one of the 49 491 319 individu-
als in the focal database is almost zero. However, by using only the at-
tributes FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and FK_COD_ETAPA_ENSINO

as quasi-identifiers and only the database of 2014, the adversary increases their
chance to 4.24%.

As the longitudinal collection of databases available to the adversary increases, so
increases the adversary’s chance of re-identifying a randomly chosen individual in
the focal database. Particularly, the adversary’s a posteriori probabilistic success
increases to 20.08% by using only the database of 2015 as auxiliary information,
to 34.37% by using the databases of 2015 and 2016, and to 45.60% by using the
databases from 2015 to 2017.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
0.000002%

Databases in
the

longitudinal
aggregation

a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

2014 1.44% 1.44% 4.24% 2 103 225

2014 to 2015 12.88% 12.88% 20.08% 9 937 236

2014 to 2016 25.26% 25.26% 34.37% 17 008 936

2014 to 2017 36.31% 36.31% 45.60% 22 566 084

Table 5.5: Experiment 23: Privacy degradation in Collective-target Re-identification
Longitudinal databases (CRL) attacks on the School Censuses from 2014 to
2017 using the quasi-identifiers FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and
FK_COD_ETAPA_ENSINO. Here, the focal database is that for the School Census of 2014.
The deterministic degradation of privacy is the difference between the a posteriori and
a priori success, while the probabilistic degradation of privacy is their ratio.

(a) Deterministic success. (b) Probabilistic success.

Figure 5.6: Experiment 23: Adversary’s success in Collective-target Re-identification
Longitudinal databases (CRL) attacks on the School Censuses from 2014 to
2017 using the quasi-identifiers FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and
FK_COD_ETAPA_ENSINO. Here, each bar represents a different longitudinal aggregation
of databases, always having the School Census of 2014 as the focal one, except for the
bar with label a priori, which indicates the adversary’s a priori success relying only
on the focal database. The height of each bar represents the adversary’s deterministic
or probabilistic success.
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(a) School Census aggregated databases:
2014 only.

(b) School Census aggregated databases:
from 2014 to 2015.

(c) School Census aggregated databases:
from 2014 to 2016.

(d) School Census aggregated databases:
from 2014 to 2017.

Figure 5.7: Experiment 23: Histograms for the distribution of individuals ac-
cording to the adversary’s probabilistic measure of success in Collective-target Re-
identification Longitudinal databases (CRL) attacks on the School Censuses from 2014
to 2017 using the quasi-identifiers FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and
FK_COD_ETAPA_ENSINO. The horizontal axis defines the possible values for the adver-
sary’s a posteriori probabilistic success while the vertical axis defines the number of
individuals in the database subject to that risk of re-identification.



5. Collective-target attacks on longitudinal databases 94

5.2.3 Results of attribute-inference attack experiments

In this section, we present our quantitative analyses on the privacy risk of attribute-
inference for individuals whose information are made public on longitudinal databases,
as modeled in Section 5.1.2. We present one CAL attack on the School Censuses from
2014 to 2017, Experiment 24, on sensitive attributes ID_POSSUI_NEC_ESPECIAL and
ID_N_T_E_P.

Experiment 24 (Collective-target Attribute-inference Longitudinal databases (CAL)
attack on the School Censuses). In a CAL attack, the adversary’s goal is to infer the
values of an attribute considered to be sensitive for as many individuals as possible,
according to Definition 22. Since we want to evaluate the overall attribute-inference
risk, the adversary can gather auxiliary information on the values of a set of quasi-
identifying attributes for every individual who holds a record in the focal database.
The following experiment was conducted on the School Censuses from 2014 to 2017
and had the database of 2014 as the focal one.

The focal database was released containing 56 064 675 records, which were reduced
to 49 491 319 after the random selection of only one record for each data holder of
multiple records, as detailed in Section 5.2.1. For the current experiment, we have
selected as quasi-identifiers the attributes FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE,
and FK_COD_ETAPA_ENSINO, as specified in Table 5.3. We have measured both the
deterministic and probabilistic degradation of privacy for the set composed of those
three attributes.

Furthermore, we were interested in inferring the value for the attributes
ID_POSSUI_NEC_ESPECIAL and ID_N_T_E_P, both described in Table 5.4 and consid-
ered by us to be sensitive.

The results are organized as follows.

• Tables 5.8a and 5.8b summarize the adversary’s measures of success and pri-
vacy degradation as more databases are aggregated to the focal database for the
sensitive attributes ID_POSSUI_NEC_ESPECIAL and ID_N_T_E_P, respectively.

• Figure 5.9 shows both the adversary’s deterministic and probabilistic measures
of success according to Table 5.8, for both sensitive attributes.

• Figures 5.10 and 5.11 show the histograms for the distribution of individ-
uals according to the adversary’s probabilistic measure of success as more
databases are aggregated to the focal database for the sensitive attributes
ID_POSSUI_NEC_ESPECIAL and ID_N_T_E_P, respectively.
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According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 5.7 and 5.8, this
metric measures the fraction of individuals in the focal database that can have
their values for the sensitive attribute inferred with absolute certainty, in a scale
from 0% to 100%.

According to Table 5.8a for the sensitive attribute ID_POSSUI_NEC_ESPECIAL, the
adversary’s a priori deterministic success equals 0%, i.e. no individual can have
their values for the sensitive attribute inferred with absolute certainty in the focal
database without the use of auxiliary information. However, by using only the at-
tributes FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and FK_COD_ETAPA_ENSINO

as quasi-identifiers and only the database of 2014, the adversary can infer the
values with absolute certainty for up to 57.17% of the individuals in the focal
database, i.e. approximately 28 294 187 students.

As the longitudinal collection of databases available to the adversary increases,
allowing the use of more School Census databases as auxiliary information, so in-
creases the fraction of individuals in the focal database that can have their values
for the sensitive attribute ID_POSSUI_NEC_ESPECIAL inferred with absolute cer-
tainty. Particularly, the adversary’s a posteriori deterministic success increases
to 79.21% by using only the database of 2015 as auxiliary information, to 87.59%
by using the databases of 2015 and 2016, and to 91.28% by using the databases
from 2015 to 2017.

From Table 5.8b for the sensitive attribute ID_N_T_E_P, the adversary’s a pri-
ori deterministic success also equals 0%. However, by using only the at-
tributes FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and FK_COD_ETAPA_ENSINO

as quasi-identifiers and only the database of 2014, the adversary can infer the
values with absolute certainty for up to 58.07% of the individuals in the focal
database, i.e. approximately 28 739 608 students.

As the longitudinal collection of databases available to the adversary increases,
so increases the fraction of individuals in the focal database that can have their
values for the sensitive attribute ID_N_T_E_P inferred with absolute certainty.
Particularly, the adversary’s a posteriori deterministic success increases to 68.60%
by using only the database of 2015 as auxiliary information, to 75.32% by using
the databases of 2015 and 2016, and to 79.92% by using the databases from 2015
to 2017.
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• Adversary’s probabilistic success. Defined in Equations 5.11 and 5.12, this
metric measures the probability of a randomly chosen individual in the focal
database having their value for the sensitive attribute inferred with absolute
certainty, in a scale from 0% to 100%.

According to Table 5.8a for the sensitive attribute ID_POSSUI_NEC_ESPECIAL, the
adversary’s a priori probabilistic success is already of 98.21%, i.e. the adversary’s
chance of inferring the value for the sensitive attribute for one of the 49 491 319
individuals in the focal database is already high even before performing the
CAL attack. Furthermore, by using only the attributes FK_COD_MUNICIPIO_END,
PK_COD_ENTIDADE, and FK_COD_ETAPA_ENSINO as quasi-identifiers and only the
database of 2014, the adversary increases their chance to up to 98.71%.

As the longitudinal collection of databases available to the adversary increases,
allowing the use of more School Census databases as auxiliary information, so
increases the adversary’s chance of inferring the value for the sensitive attribute
ID_POSSUI_NEC_ESPECIAL. Particularly, the adversary’s a posteriori probabilis-
tic success increases to 99.03% by using only the database of 2015 as auxiliary
information, to 99.30% by using the databases of 2015 and 2016, and to 99.49%
by using the databases from 2015 to 2017.

From Table 5.8b for the sensitive attribute ID_N_T_E_P, the adversary’s a pri-
ori probabilistic success is of 82.50%. Furthermore, by using only the at-
tributes FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and FK_COD_ETAPA_ENSINO

as quasi-identifiers and only the database of 2014, the adversary increases their
chance to up to 91.64%.

As the longitudinal collection of databases available to the adversary increases, so
increases the adversary’s chance of inferring the value for the sensitive attribute
ID_N_T_E_P. Particularly, the adversary’s a posteriori probabilistic success in-
creases to 93.03% by using only the database of 2015 as auxiliary information,
to 94.17% by using the databases of 2015 and 2016, and to 95.07% by using the
databases from 2015 to 2017.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
98.21%

Databases in
the

longitudinal
aggregation

a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

2014 57.17% 57.17% 98.71% 1.0051

2014 to 2015 79.21% 79.21% 99.03% 1.0083

2014 to 2016 87.59% 87.59% 99.30% 1.0111

2014 to 2017 91.28% 91.28% 99.49% 1.0130

(a) Sensitive attribute: ID_POSSUI_NEC_ESPECIAL.

Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
82.50%

Databases in
the

longitudinal
aggregation

a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

2014 58.07% 58.07% 91.64% 1.1109

2014 to 2015 68.60% 68.60% 93.03% 1.1277

2014 to 2016 75.32% 75.32% 94.17% 1.1414

2014 to 2017 79.92% 79.92% 95.07% 1.1524

(b) Sensitive attribute: ID_N_T_E_P.

Table 5.8: Experiment 24: Privacy degradation in Collective-target Attribute-
inference Longitudinal databases (CAL) attacks on the School Censuses from 2014
to 2017 using the quasi-identifiers FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and
FK_COD_ETAPA_ENSINO. Here, the focal database is that for the School Census of 2014.
The deterministic degradation of privacy is the difference between the a posteriori and
a priori success, while the probabilistic degradation of privacy is their ratio.
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(a) Deterministic success for sensitive at-
tribute ID_POSSUI_NEC_ESPECIAL.

(b) Probabilistic success for sensitive at-
tribute ID_POSSUI_NEC_ESPECIAL.

(c) Deterministic success for sensitive at-
tribute ID_N_T_E_P.

(d) Probabilistic success for sensitive at-
tribute ID_N_T_E_P.

Figure 5.9: Experiment 24: Adversary’s success in Collective-target Attribute-
inference Longitudinal databases (CAL) attacks on the School Censuses from 2014
to 2017 using the quasi-identifiers FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and
FK_COD_ETAPA_ENSINO. Here, each bar represents a different longitudinal aggregation
of databases, always having the School Census of 2014 as the focal one, except for the
bar with label a priori, which indicates the adversary’s a priori success relying only
on the focal database. The height of each bar represents the adversary’s deterministic
or probabilistic success.
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(a) School Census aggregated databases:
2014 only.

(b) School Census aggregated databases:
from 2014 to 2015.

(c) School Census aggregated databases:
from 2014 to 2016.

(d) School Census aggregated databases:
from 2014 to 2017.

Figure 5.10: Experiment 24: Histograms for the distribution of individuals accord-
ing to the adversary’s probabilistic measure of success in Collective-target Attribute-
inference Longitudinal databases (CAL) attacks on the School Censuses from 2014
to 2017 using the quasi-identifiers FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and
FK_COD_ETAPA_ENSINO for the sensitive attribute ID_POSSUI_NEC_ESPECIAL. The hor-
izontal axis defines the possible values for the adversary’s a posteriori probabilistic
success while the vertical axis defines the number of individuals in the database sub-
ject to that risk of attribute-inference.
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(a) School Census aggregated databases:
2014 only.

(b) School Census aggregated databases:
from 2014 to 2015.

(c) School Census aggregated databases:
from 2014 to 2016.

(d) School Census aggregated databases:
from 2014 to 2017.

Figure 5.11: Experiment 24: Histograms for the distribution of individuals accord-
ing to the adversary’s probabilistic measure of success in Collective-target Attribute-
inference Longitudinal databases (CAL) attacks on the School Censuses from 2014
to 2017 using the quasi-identifiers FK_COD_MUNICIPIO_END, PK_COD_ENTIDADE, and
FK_COD_ETAPA_ENSINO for the sensitive attribute ID_N_T_E_P. The horizontal axis de-
fines the possible values for the adversary’s a posteriori probabilistic success while the
vertical axis defines the number of individuals in the database subject to that risk of
attribute-inference.
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5.3 Takeaways

In this chapter, we have introduced the theoretical foundation on attacks against lon-
gitudinal databases for collective-targets in Section 5.1. We have considered both re-
identification and attribute-inference attacks, and both deterministic and probabilistic
metrics of success and privacy degradation. Particularly, the probabilistic metrics are
applications of the quantitative information flow (QIF) framework introduced in Sec-
tion 2.3.

We have also presented experimental results for the collective-target attacks on the
School Census released by INEP in Section 5.2. Both Experiments 23 and 24 were
performed on the School Census from 2014 to 2017.

Those results have allowed us to draw the following conclusions.

• The deterministic re-identification success of an adversary with knowledge
of only three attributes whose values may change through the years, i.e. city
of residency, school, and educational stage, is initially very low. By considering
only the focal database for the School Census of 2014, the adversary can re-
identify with absolute certainty only 1.44% of the records, i.e. approximately
712 674 students. But as we increase the longitudinal collection of databases,
the adversary’s success increases to up to 36.31%, i.e. approximately 17 970 297
students, when using the databases for School Census of 2015, 2016, and 2017 as
auxiliary information.

• The probabilistic re-identification success of an adversary with knowledge
of only three attributes whose values may change through the years, i.e. city of
residency, school, and educational stage, is also initially very low. By considering
only the focal database for the School Census of 2014, the adversary’s chance of
correctly re-identifying a randomly selected record is of only 4.24%. But as we
increase the longitudinal collection of databases, the adversary’s chance increases
to up to 45.60% when using the databases for School Census of 2015, 2016, and
2017 as auxiliary information.

• The deterministic attribute-inference success of an adversary achieves
higher values than the respective deterministic re-identification success. For both
sensitive attributes chosen as described in Table 5.4 and by considering only the
focal database for the School Census of 2014, an adversary could correctly infer
the value for either of the sensitive attributes for around 58% of the records, i.e.
approximately 28 704 965 students. But as we increase the longitudinal collection
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of databases by adding the School Census of 2015, 2016, and 2017 as auxiliary
information, the adversary could increase their success to a remarkable 97.28% of
the records, i.e. approximately 48 145 155 students, when trying to infer whether
a student possesses a disability or not. Similarly, the adversary could increase
their success to 79.92% of the records, i.e. approximately 39 553 462 students,
when trying to infer whether a student uses public school transport or not.

• The probabilistic attribute-inference success of an adversary is initially
already high. For the sensitive attribute on students’ disabilities, an adversary
has an a priori chance of correctly inferring the value for a randomly chosen
record in the focal database for the School Census of 2014 of 98.21%. This is
because of how much skewed the distribution of students is for that attribute.
A more skewed distribution implies a higher a priori success, as is the case for
the attribute on students’ disabilities, for which the majority of individuals holds
the value 0 (No). Analogously, the opposite holds for the attribute on students’
use of public transport, which presents a slightly less skewed distribution and,
hence, lower values for an adversary’s a priori chance, of 82.50%. 12 Therefore,
not much increase in an adversary’s success is seen as a result of increasing the
longitudinal collection of databases. Even so, the adversary’s success achieves a
remarkable 99.49% chance for the sensitive attribute on students’ disabilities by
adding the School Census of 2015, 2016, and 2017 as auxiliary information. 13

The experiments presented in this chapter were performed with only a small set of
three quasi-identifying attributes, all of them seemingly innocuous when it comes to
their perceived danger for individuals’ privacy. Even though, the results have allowed
us to further demonstrate that the removal of attributes alone is not sufficient to
guarantee individuals’ privacy, particularly in INEP’s scenario of annual releases for
their educational censuses, which allows adversaries to perform longitudinal databases
attacks.

Therefore, the results reported for attacks on longitudinal databases demonstrate the
high degree of privacy degradation for individuals even when considering only seemly
innocuous information, such as city of residency, school, and educational stage. Those

12We have used average-case metrics for all of our analyses. Instead, a better approach would have
been to use worse-case metrics whenever we are dealing with very skewed distributions [4, 5].

13For the sensitive attribute on students’ use of public transport, an adversary has an a priori
chance of correctly inferring the value for a randomly chosen record in the focal database of 82.50%.
In this case, the adversary’s chance reaches 95.07% by adding the databases for the School Census of
2015, 2016, and 2017 as auxiliary information.
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results are expected from the literature on disclosure control (DC) discussed in Sec-
tion 2.2, given the extremely low privacy guarantees provided by data de-identification,
which is subject to both linkage [65] and composition [24] attacks.

In fact, most of the data holders in the databases analyzed in our experiments are
subject to attribute-inference attacks. 14 This is of particular concern when considering
an adversary’s probabilistic measures of success, which are designed to measure how
certain an adversary would be in a given attack. According to our results, that certainty
is extremely high for the average data holder in every attribute-inference scenario.
Hence, given the recent enactment of Brazil’s LGPD privacy legislation, mitigating
such vulnerabilities is necessary and urgent for INEP, particularly because of their
annual release for their educational censuses.

We have also performed the same collective-target attacks from this chapter on the
Higher Education Census released by INEP. The results for those experiments can
be found in Appendix F Section F.2. Furthermore, for illustrative individual-target
experimental results, in which we target either famous people or our acquaintances
selected a priori, see Appendix C Section C.2.2.

14Even though the results of re-identification attacks were lower than those reported for attribute-
inference attacks, almost 18 million students could be re-identified with seemly innocuous information
in the worst scenario.



Chapter 6

Privacy and utility analyses in
differential privacy

We have presented in Chapters 4 and 5 our models for attacks against single and lon-
gitudinal databases, respectively, along with extensive experimental results that have
demonstrated INEP’s databases are vulnerable to severe and generalized privacy risks.
However, given the recent enactment of Brazil’s LGPD privacy legislation, mitigating
such vulnerabilities is necessary and urgent, but this always comes with a cost in utility,
which in turn impacts data analysts. Hence the importance of knowing the balance
between privacy and utility when deploying disclosure control (DC) methods.

We have also discussed in Chapter 2 some DC methods and presented examples from
the literature in which imprecise definitions of adversaries and their context could lead
to unexpected vulnerabilities in publicly released databases. Furthermore, syntactic
methods are proven to be insufficient in providing privacy guarantees to data holders,
which leads us to focus on semantic methods.

Given the importance of providing accurate formalization to guarantee what vulnera-
bilities a given database publication is subject to, we provide here privacy and utility
analyses for two different implementations of differential privacy, a state-of-the-art DC
method described in Chapter 2. Due to the challenge of extending differential privacy
to longitudinal databases, we consider only scenarios for single databases.

In this chapter, we introduce the theoretical foundation to perform privacy and utility
analyses when implementing both oblivious and local differential privacy mechanisms
in Section 6.1. We also present the corresponding experimental results for analyses
carried on a small sample from the School Census of 2019 in Section 6.2. We conclude
this chapter by emphasizing the most relevant contributions in Section 6.3.

104
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6.1 Theoretical foundation

In this section, we present our QIF model for analyzing both privacy and utility in two
distinct implementations of differential privacy, one based on the oblivious mechanism
and the other based on the local mechanism, both described in Section 2.2.3. For
both mechanisms, we are interested in how privacy loss and utility metrics vary as we
change the amount of noise introduced by each mechanism, particularly in the context
of correlated-databases. Some remarks, propositions, and proofs on this theoretical
model are provided in Appendix G.

As shown by Alvim et al. [6], the existence of correlations in databases exposes them
to inference attacks on sensitive attributes. Hence the impossibility of having opti-
mal noise-adding mechanisms with the best possible utility or privacy in all scenarios,
including those based on the current state-of-the-art solution, differential privacy.

Considering our database model introduced in Section 3.2, we now present the lead-
ing example for privacy and utility analyses that will help us illustrate new concepts
throughout this chapter.

Example 25 (Leading example for privacy and utility analyses). Consider the follow-
ing scenario in which the set of attributes is A={id, income, gender, country}, specified
as follows:

• dom(id) = {1, 2, 3, . . .}, consisting of the unique identification number of an in-
dividual given by a positive integer;

• dom(income) = {low, medium, high}, consisting of an individual’s income
bracket;

• dom(gender) = {F, M}, denoting an individual’s gender, considered here to be
either female (F) or male (M) as a simplification for the current example;

• dom(country) = {AUS, BRA}, denoting if an individual’s country of residency is
Australia (AUS) or Brazil (BRA).

Table 6.1 represents a database D consisting of eight records, each of which is a tuple
representing an individual from a population of interest, e.g. subjects in a census or in
a medical study. For instance, consider the subset of attributes A′ = {income, country}
and take individual x to be the one represented by the record ⟨3, medium, F, AUS⟩. Then,
this individual’s sub-record with respect to A′ is x[A′] = ⟨medium, AUS⟩.

◁
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id income gender country
1 low F BRA
2 low M BRA
3 medium F AUS
4 medium M AUS
5 medium F AUS
6 medium M AUS
7 high F BRA
8 high M BRA

Table 6.1: Database D from the leading example for privacy and utility analyses,
Example 25.

In the following section, we present our adversary model and their context, and define
both privacy loss and utility in terms of quantitative information flow measures.

6.1.1 Adversary model in an attack context

We consider two possibly distinct agents. First, a data analyst who is interested in
obtaining useful statistical information from the database via a query mechanism that
returns the, possibly randomized, result for a query performed on it. Second, an
adversary who is trying to infer sensitive information about the database’s records and
who also has access to the query mechanism output. Based on the two agents’ goals, we
model the privacy loss as the increase in the adversary’s success in inferring sensitive
information, and the utility as the data analyst’s posterior success in inferring useful
information, both after accessing the output of the query mechanism.

We now formally define an attack context and its components, followed by the definition
of a joint probability distribution induced by a given context.

Definition 26 (Attack context). An attack context is a tuple:

Γ = ⟨D,A, as, au, countq, π⋆,Mcountq⟩,

where:

• D is a database on the set of attributes A and the adversary knows that each
individual appears only once in the database.

• as ∈ A is a sensitive attribute whose values are to be kept private for every record.



6. Privacy and utility analyses in differential privacy 107

• au ∈ A is a useful attribute whose values are of interest to a data analyst who
indirectly accesses them via a counting query.

• countq : D → N is a counting query mapping databases to the number of records
in the database satisfying a predicate q : dom(au) → Bool, which maps each
possible value for the record’s useful attribute to a Boolean value: 1

countq(D)
def
=

∑︂
x∈records(A),

q(x[au])

multD(x) ,

where the result ranges over [0, 1, . . . |D|] and is called the real count for counting
query countq on database D.

• π⋆ ∈ D(records(A)) is an a priori probability distribution on the values of a new
record to be added to the database D. The adversary can compute π⋆ by deriving
the probability of each record x ∈ records(A) from their frequency in D as:

π⋆
x

def
=

multD(x)
|D|

. (6.1)

From the probability distribution π⋆, the adversary can derive a marginal prob-
ability distribution π⋆A′

: D(dom(A′)) on the values of any subset of attributes
A′ ⊆ A for the new added record as:

π⋆A′|D
a =

∑︂
x∈records(A)

x[A′]=a

πD
x . (6.2)

• Mcountq : D → D(N) is a query mechanism, i.e. a function mapping databases to a
probability distribution on natural numbers. Its output is made available to both
the data analyst and any other interested observer, including the adversary, as a
possibly noisy version of the real count countq(D). 2 The output of Mcountq(D)

is called the reported count for counting query countq on database D.

◁

1For instance, consider the database D on the set of attributes A from Example 25. Let q be a
predicate on the useful column income defined as q(i)

def
= (i = medium), for i ∈ dom(income). Then

countq(D) = 4.
2Note that the mechanism may introduce noise to preserve privacy. We will soon cover two

approaches for implementing such a mechanism: the oblivious and the local models.
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Definition 27 (Joint probability distribution induced by the context). We denote by
pΓ : D(records(A), dom(as),N,N) the joint probability distribution induced by context
Γ, which depends on the coin tosses of π⋆ and Mcountq , and such that:

pΓ(x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u,Mcountq(D∪x⋆)=u′)

is the probability that in Γ:

• the new added record x⋆ assumes value x ∈ records(A);

• the sensitive value x⋆[as] of the new added record x⋆ assumes value s ∈ dom(as);

• the real count of query countq performed on the extended database D∪x⋆ assumes
value u ∈ N;

• the reported count of query countq produced by the mechanism Mcountq , with
respect to the extended database D∪x⋆, assumes value u′ ∈ N.

◁

Also, we assume the following assumptions on the adversary and the data analyst.

• The adversary:

A1 Has full knowledge of the context Γ, including every record in D. Hence,
the adversary is capable of computing an a priori probability distribution
according to Equation 6.1.

A2 Is unsure about the value of one extra record x⋆ ∈ records(A) that will be
added to the database, and has the goal to learn the value x⋆[as] for the
sensitive attribute as of this new record. With a slight abuse of notation,
we denote by D∪x⋆ the extended database D∪{{x⋆}} consisting in the union
of all records originally in D with the new record x⋆.

A3 Believes the value x⋆[as] for the sensitive attribute as of the new added record
x⋆ follows the probability distribution π⋆a⋆s ∈ D(dom(as)), derived from π⋆

according to Equation 6.2.

• The data analyst:

A4 Has full knowledge of A, au, countq, πcountq(D∪x⋆), and Mcountq , but not
necessarily of the database D.
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A5 Has the goal to obtain the real count countq(D∪x⋆) for query countq on the
extended database D∪x⋆. However, the only way they can interact with the
database D∪x⋆ is via the query mechanism Mcountq , which outputs a possibly
randomized reported count Mcountq(D∪x⋆) which is an approximation of the
real count.

A6 Believes the real count countq(D∪x⋆) for the query countq performed on the
extended database D∪x⋆ follows a probability distribution compatible with
π⋆ and D.

Although both the data analyst and the adversary can observe the reported count that
is output by the query mechanism, their goals do not necessarily coincide. Whereas the
data analyst wants to infer the real count countq(D∪x⋆) of the query countq on the
extended database D∪x⋆, the adversary wants only to infer the sensitive value x⋆[as]

of the new added record x⋆.

We now define both privacy loss and utility in terms of quantitative information flow
measures. Since both definitions depend on the probability distribution pΓ, which itself
depends on the coin tosses of the query mechanism Mcountq used, we will also define
how such mechanism operates, which is done in the next Section 6.1.2.

Definition 28 (Privacy loss in an attack context). Consider the attack con-
text Γ = ⟨D,A, as, au, countq, π⋆,Mcountq⟩ and its corresponding joint distribution
pΓ:D(records(A), dom(as),N,N) on the new added record x⋆, the sensitive value x⋆[as]

for the new added record, the real count of query countq performed on the extended
database D∪x⋆, and the reported count output by query mechanism Mcountq on the
extended database D∪x⋆.

Then, the privacy loss of Γ is defined as the multiplicative Bayes leakage of the secret
value x⋆[as] for the added individual given the reported count Mcountq(D∪x⋆) on the
extended database D∪x⋆:

privacy-loss(Γ) def
=

post-vul(Γ)
prior-vul(Γ)

, (6.3)

where post-vul(Γ) is the a posteriori Bayes vulnerability of the secret value x⋆[as] given
the reported count Mcountq(D∪x⋆), defined as:

post-vul(Γ) def
=

∑︂
u′∈N

max
s∈dom(as)

pΓ(x⋆[as]=s,Mcountq(D∪x⋆)=u′) , (6.4)
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and prior-vul(Γ) is the a priori Bayes vulnerability of the secret value x⋆[as], defined
as:

prior-vul(Γ) def
= max

s∈dom(as)
pΓ(x⋆[as]=s) . (6.5)

◁

Definition 29 (Utility in an attack context). Consider the attack context
Γ = ⟨D,A, as, au, countq, π⋆,Mcountq⟩ and its corresponding joint distribution
pΓ:D(records(A), dom(as),N,N) on the new added record x⋆, the sensitive value x⋆[as]

for the new added record, the real count of query countq performed on the extended
database D∪x⋆, and the reported count output by query mechanism Mcountq on the
extended database D∪x⋆.

Then, the utility of Γ is defined as the a posteriori Bayes vulnerability of the real
count countq(D∪x⋆) given the reported count Mcountq(D∪x⋆) on the extended database
D∪x⋆:

utility(Γ) def
=

∑︂
u′∈N

max
u∈N

pΓ(countq(D∪x⋆)=u,Mcountq(D∪x⋆)=u′) . (6.6)

◁

In the following section, we present our adversary model given the chosen mechanism
Mcountq is differential privacy, and in order to do se, we also define both the oblivious
and local models for implementing a differential privacy mechanism.

6.1.2 Adversary model for differential privacy mechanisms

In this section, we define both the oblivious and local models for implementing a
differential privacy mechanism, which in turn will be used as the mechanism Mcountq in
an attack context Γ = ⟨D,A, as, au, countq, π⋆,Mcountq⟩. The respective mechanisms
are schematized in Figure 6.2.

6.1.2.1 Oblivious differential privacy

As discussed in Section 2.2.3.1, the oblivious differential privacy framework considers
that the data curator is responsible for controlling and performing the queries on the
database. Furthermore, the reported answer for each query possibly differs from the
real answer given that the data curator perturbs it according to a chosen differentially-
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(a) Oblivious mechanism.

(b) Locally-private mechanism.

Figure 6.2: Schemes for the different types of differential privacy mechanisms consid-
ered.

private mechanism and value of ϵ. In this case, the answer reported by the data curator
is ϵ-differentially private.

Definition 30 (Oblivious mechanism). Consider the attack context on the extended
database D∪x⋆, Γobv = ⟨D,A, as, au, countq, π⋆,Mobv

countq⟩, and the oblivious randomiza-
tion function Robv : N → D(N) such that Robv(u′ | u) is the probability of real count u

being mapped to reported count u′.

The query mechanism Mobv
countq : D → D(N) is oblivious iff the joint probability distribu-

tion pΓ
obv

: D(records(A)×dom(as)×N×N) it induces on the new added record x⋆, the
sensitive value x⋆[as] for the new added record, the real count of query countq performed
on the extended database D∪x⋆, and the reported count output by query mechanism
Mcountq on the extended database D∪x⋆ satisfies, for every record x ∈ records(A),
sensitive value s ∈ dom(as), real count u ∈ N, and reported count u′ ∈ N: 3

pΓ
obv

(x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u,Mobv
countq(D∪x⋆)=u′) =

π⋆
x · δx[as](s) · δcountq(D∪x)(u) ·Robv(u′ | u) . (6.7)

See Remark 63 in Appendix G for a detailed derivation the formula above.
3Here, δ denotes the Dirac’s delta function, defined as:

δa(b)
def
=

{︄
1, if a = b ,

0, otherwise .
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The privacy loss of such oblivious mechanism is obtained by substituting Equation 6.7
in Definition 28, yielding:

privacy-loss(Γobv) =
post-vul(Γobv)

prior-vul(Γobv)
, (6.8)

where

post-vul(Γobv) =
∑︂
u′∈N

max
s∈dom(as)

pΓ
obv

(x⋆[as]=s,Mobv
countq(D∪x⋆)=u′)

=
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

x[as]=s

π⋆
x ·Robv(u′ | countq(D∪x)) ,

and

prior-vul(Γobv) = max
s∈dom(as)

∑︂
x∈records(A),

x[as]=s

π⋆
x .

See Proposition 64 in Appendix G for a detailed derivation of the formula above.

The utility of such oblivious mechanism is obtained by substituting Equation 6.7 in
Definition 29, yielding:

utility(Γobv) =
∑︂
u′∈N

max
u∈N

pΓ
obv

(countq(D∪x⋆)=u,Mobv
countq(D∪x⋆)=u′)

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),

countq(D∪x)=u

π⋆
x ·Robv(u′ | u) . (6.9)

See Proposition 65 in Appendix G for a detailed derivation of the formula above. ◁

6.1.2.2 Local differential privacy

As discussed in Section 2.2.3.2, the local differential privacy framework considers that
the chosen mechanism perturbs the data at the record level, making the microdata
itself ϵ-differentially private. This allows for uncontrolled queries on the perturbed
database or even the publication of the whole set of microdata for widespread use.

Definition 31 (Local mechanism). Consider the attack context on the extended
database D∪x⋆, Γloc = ⟨D,A, as, au, countq, π⋆,M loc

countq⟩, and the local randomization
function Rloc : dom(au) → D(dom(au)) such that Rloc(w′ | w) is the probability of
useful value w for a record being mapped to another useful value w′.
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The query mechanism M loc
countq : D(A) → D(N) is local iff the joint probability distribu-

tion pΓ
loc

: D(records(A)×dom(as)×N×N) it induces on the new added record x⋆, the
sensitive value x⋆[as] for the new added record, the real count of query countq performed
on the extended database D∪x⋆, and the reported count output by query mechanism
Mcountq on the extended database D∪x⋆ satisfies, for every record x ∈ records(A),
sensitive value s ∈ dom(as), real count u ∈ N, and reported count u′ ∈ N:

pΓ
loc
(x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u,M loc

countq(D∪x⋆)=u′) =

π⋆
x · δx[as](s) · δcountq(D∪x)(u) · pΓ

loc
(M loc

countq(D∪x)=u′) , (6.10)

where pΓ
loc
(M loc

countq(D∪x)=u′) is the conditional probability of the local mechanism
returning reported answer u′ when the input database is D∪x, defined recursively for
every database d ∈ D(A), record y ∈ records(A), and reported count c ∈ N as:

pΓ
loc
(M loc

countq(d∪y)=c) =⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0, if c < 0 or c > |d∪y|;

1, if d∪y = ∅ and c = 0;∑︁
w∈dom(au),
q(w)=false

Rloc(w | y[au]), if d∪y = {{y}} and c = 0;∑︁
w∈dom(au),
q(w)=true

Rloc(w | y[au]), if d∪y = {{y}} and c = 1;

(pΓ
loc
(M loc

countq({{y}})=1) · pΓloc
(M loc

countq(d)=c−1)+

pΓ
loc
(M loc

countq({{y}})=0) · pΓloc
(M loc

countq(d)=c)), if 0 ≤ c ≤ |d∪y| and

∅ ≠ d∪y ̸= {{y}}.

(6.11)

See Remark 63 in Appendix G for a detailed derivation the formula above.

The privacy loss of such local mechanism is obtained by substituting Equation 6.10 in
Definition 28, yielding:

privacy-loss(Γloc) =
post-vul(Γloc)

prior-vul(Γloc)
, (6.12)

where

post-vul(Γloc) =
∑︂
u′∈N

max
s∈dom(as)

pΓ
loc
(x⋆[as]=s,M loc

countq(D∪x⋆)=u′)
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=
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

x[as]=s

π⋆
x · pΓ

loc
(M loc

countq(D∪x)=u′) ,

and

prior-vul(Γloc) = max
s∈dom(as)

∑︂
x∈records(A),

x[as]=s

π⋆
x .

See Proposition 67 in Appendix G for a detailed derivation of the formula above.

The utility of such local mechanism is obtained by substituting Equation 6.10 in Defi-
nition 29, yielding:

utility(Γloc) =
∑︂
u′∈N

max
u∈N

pΓ(countq(D∪x⋆)=u,M loc
countq(D∪x⋆)=u′)

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),

countq(D∪x)=u

π⋆
x · pΓ

loc
(M loc

countq(D∪x)=u′) . (6.13)

See Proposition 68 in Appendix G for a detailed derivation of the formula above. ◁

6.1.3 Truncated geometric mechanism for differential privacy

We now define the truncated geometric mechanism, first proposed by Ghosh et al.
[28], which will be used for both the oblivious and local differential privacy models in
Example 33 and in the experiments presented in Section 6.2.

Definition 32 (Truncated geometric mechanism). Given ϵ > 0, let α = e−ϵ. The trun-
cated geometric mechanism with domain {0, 1, 2, . . . ,m} and co-domain {0, 1, 2, . . . , n}
is defined as:

G(j | i) =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
1

1+α
· αi, if j = 0,

1−α
1+α

· α|i−j|, if 0 < j < n,

1
1+α

· α|i−n|, if j = n,

(6.14)

for every 0 ≤ i ≤ m and 0 ≤ j ≤ n. Each value G(j | i) represents the probability that
integer i is remapped to integer j.

For instance, Table 6.3 represents the matrix for a truncated geometric mechanism
with α = 1/2 and n = 5. For each input value ranging from 0 to 5, represented in the
lines, there is a probability for the output value, in the columns. Each line sums to 1.
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IN \ OUT 0 1 2 3 4 5
0 2/3 1/6 1/12 1/24 1/48 1/48

1 1/3 1/3 1/6 1/12 1/24 1/24

2 1/6 1/6 1/3 1/6 1/12 1/12

3 1/12 1/12 1/6 1/3 1/6 1/6

4 1/24 1/24 1/12 1/6 1/3 1/3

5 1/48 1/48 1/24 1/12 1/6 2/3

Table 6.3: Truncated geometric mechanism with α = 1/2 and n = 5.

The truncated geometric mechanism is specialized to the oblivious and local models as
follows:

1. The oblivious randomization function Robv : N → D(N) on database D∪x has
domain and co-domain both equal to {0, 1, . . . , |D∪x|}, since the result of the
counting query, either real or reported, must be a non-negative integer smaller
than or equal to the size of the database, i.e. |D∪x|. 4

2. The local randomization function Rloc : dom(au) → D(dom(au)) has its domain
dom(au) converted to integers representing the distance between values of the
domain, and the local mechanism is applied with both domain and co-domain
equal to {0, 1, . . . , |dom(au)|−1}.

◁

6.1.4 Example of a privacy and utility analyses

We now present an example of how the proposed analyses of privacy and utility in
terms of the privacy loss and utility metrics would be conducted for both the local and
oblivious models based on the database presented in Example 25.

Example 33 (Execution of privacy and utility analyses for both the local and oblivious
differential privacy mechanisms). Consider again the scenario described in Example 25,
the adversary model from Section 6.1.1, the differential privacy mechanisms from Sec-
tion 6.1.2, and the truncated geometric mechanism from Definition 32.

Based on the attributes specified in Table 6.1, we have selected various pairs (au, as)

of useful and sensitive attributes, respectively, with different degrees of correlation
between them. Particularly, we have considered the following scenarios.

4We assume the adversary knows the database size, hence trying to report an answer outside of
this range would be pointless.
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Scenario A: highly-correlated (au, as). In this case, we selected:

• as : income,

• au : income,

• Count query countq: “Count x from D if x[income] == medium”.

Scenario B: lowly-correlated (au, as). In this case, we selected:

• as : income,

• au : gender,

• Count query countq: “Count x from D if x[gender] == F”.

Scenario C: sensitive-inferrable-from-useful (au, as). In this case, we selected: 5

• as : country,

• au : income,

• Count query countq: “Count x from D if x[income] == medium”.

Scenario D: useful-inferrable-from-sensitive (au, as). In this case, we selected: 6

• as : income,

• au : country,

• Count query countq: “Count x from D if x[country] == BRA”.

Also, we have selected the arithmetic loss function as a utility metric, i.e. for every
i, j ∈ N, the arithmetic loss function is given by:

ℓ(i, j) = |i− j| .

The results for those experiments can be seen in Table 6.4.

In order to protect the data holders’ privacy, we want the privacy loss metric to be
as close to 1 as possible. Since the privacy loss in an attack context is defined as the
multiplicative Bayes leakage, according to Definition 28, i.e. the ratio between the a
posteriori and a priori Bayes vulnerabilities, a result equal to one means the infor-
mation flow in a given scenario does not increase the adversary’s a priori knowledge.

5Since country is a deterministic function of income, knowledge of income implies complete knowl-
edge of country, but knowledge of country does not give as much information on income.

6Just the opposite of Scenario D.
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However, a result greater than one means the adversary has successfully gathered new
information and has increased their a priori knowledge. This result can go as high
as the inverse of the adversary’s a priori knowledge, which means that the posterior
Bayes vulnerability is maximum and so is the data holders’ privacy degradation.

Finally, from the data analyst’s perspective, we also want the utility metric to be as
close to one as possible, but with a different reasoning. Since the utility in an attack
context is defined as the a posteriori Bayes vulnerability, according to Definition 29,
a result close to one means that the true value of the query performed can be inferred
from the reported value with high certainty by the data analyst. However, a result
lower than one means the reported value is expected to be less accurate. This result
can go as low as the proportion of records in the database for the most probable value
of the useful attribute.

◁

6.2 Experimental results

In this section, we present our quantitative analyses for both privacy loss and utility
metrics in both the oblivious and local implementations of differential privacy. The
experiments performed here were modeled according to the theoretical model developed
in Section 6.1.

We begin by detailing our experimental setup followed by the results for privacy and
utility analyses on INEP’s databases.

6.2.1 Experimental setup

As stated in Section 1.3, we have chosen to work with the databases containing infor-
mation on students and released as microdata, i.e. data at the record level. In this
chapter, we have selected just a small sample from the School Census of 2019 due to
the high computational costs of analysis.

A preliminary analysis of the databases containing information on students showed that
a student may hold more than one record in a given database, e.g. if a High School
student is also enrolled in a Professional Education course. Hence, because differential
privacy implicitly assumes that each individual holds only one record in the database,
we have randomly selected only one record for each data holder of multiple records.
This data treatment was based on the unique identification number, the ID_ALUNO

code, given to each student in the pseudonymization treatment performed by INEP.
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Oblivious context: Γobv Local context: Γloc

ϵ = ln 1.5 ϵ = ln 3 ϵ = ln 10 ϵ = ln 1.5 ϵ = ln 3 ϵ = ln 10

privacy-loss(Γ) 1.0000 1.1250 1.3636 1.0000 1.0000 1.0308
utility(Γ) 0.6000 0.7500 0.9091 0.5124 0.5492 0.6561

(a) Sensitive attribute as: income. Useful attribute au: income.
Count query countq: “Count x from D if x[income] == medium”.

Oblivious context: Γobv Local context: Γloc

ϵ = ln 1.5 ϵ = ln 3 ϵ = ln 10 ϵ = ln 1.5 ϵ = ln 3 ϵ = ln 10

privacy-loss(Γ) 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
utility(Γ) 0.6000 0.7500 0.9091 0.5280 0.5812 0.7221

(b) Sensitive attribute as: income. Useful attribute au: gender.
Count query countq: “Count x from D if x[gender ] == F”.

Oblivious context: Γobv Local context: Γloc

ϵ = ln 1.5 ϵ = ln 3 ϵ = ln 10 ϵ = ln 1.5 ϵ = ln 3 ϵ = ln 10

privacy-loss(Γ) 1.2000 1.5000 1.8182 1.0249 1.0984 1.3122
utility(Γ) 0.6000 0.7500 0.9091 0.5124 0.5492 0.6561

(c) Sensitive attribute as: country. Useful attribute au: income.
Count query countq: “Count x from D if x[income] == medium”.

Oblivious context: Γobv Local context: Γloc

ϵ = ln 1.5 ϵ = ln 3 ϵ = ln 10 ϵ = ln 1.5 ϵ = ln 3 ϵ = ln 10

privacy-loss(Γ) 1.0000 1.1250 1.3636 1.0000 1.0021 1.0831
utility(Γ) 0.6000 0.7500 0.9091 0.5280 0.5812 0.7221

(d) Sensitive attribute as: income. Useful attribute au: country.
Count query countq: “Count x from D if x[country ] == BRA”.

Table 6.4: Privacy loss and utility results for Example 33.

The ID_ALUNO code, which is unique to each student at least in a given database
release, easily allowed us to find those students with multiple records and to perform
the random selection of just one of them.

For all the following experiments, we have the sample consisting of all students in
federal institutions in Belo Horizonte, Brazil, i.e. attributes TP_DEPENDENCIA equals
1 and CO_MUNICIPIO equals 3 106 200. This sample accounts for 4 676 unique records
with the guarantee that no student holds more than one record in the original database.

We are interested here in just two attributes: age and ethnicity, i.e. NU_IDADE and
TP_COR_RACA, respectively. For age, we have 3 278 students ranging from 6 to 18 years
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old and the remaining 1 398 from 19 to 82 years old, 1 150 of them with up to 40 years
old. Particularly, the largest age groups are for 17, 16, and 18 years old students,
with 801, 799, and 641 individuals, respectively. For ethnicity, 2 306 students have not
responded, 1 132 have declared to be white, 200 to be black, 1 015 to be mixed, 21 to
be asian, and 2 to be indigenous.

6.2.2 Results for privacy and utility analyses

In Experiment 34, we present a comparison between Scenarios A and B, as described
in Example 33, both having the attribute TP_COR_RACA as the sensitive one. But while
the query for Scenario A is on the attribute TP_COR_RACA, for Scenario B it is on the
attribute NU_IDADE. Scenarios C and D were left as future work in Section 7.1.

Experiment 34 (Privacy and utility analyses for Scenarios A and B for students in fed-
eral institutions on the School Census of 2019 in Belo Horizonte, Brazil, for the sensitive
attribute TP_COR_RACA). In this experiment, we consider both Scenarios A and B, i.e.
for a highly-correlated (au, as) pair of attributes and for another lowly-correlated one,
respectively. For both scenarios, the sensitive attribute which interests the adversary
is TP_COR_RACA, but for Scenario A, the query is count * where TP_COR_RACA == 3,
i.e. those students who declared to be mixed, while for Scenario B, the query is count
* where NU_IDADE > 18, i.e. those students with age greater than 18 years old.

The experiment results for values of ϵ ranging from ln 3 to ln 105 can be seen in Table 6.5.

Here we can observe two well-known results from the literature. First, for both scenarios
and for each value of ϵ, the local mechanism is always more private, but less useful, than
the oblivious mechanism, i.e. both values for the privacy loss and utility metrics for
the local mechanism are always lower than the corresponding values for the oblivious
mechanism. Second, given that our database for this experiment is small, with only
4 676 records, it was expected that the local mechanism would not provide much utility
even for relatively high values of ϵ.

Furthermore, as explained in Example 33, we want both the privacy loss and utility
metrics to be as close to one as possible. For privacy loss, this would mean that the
adversary has not gathered much information from the attack. For utility, this would
mean that the data analyst can have more confidence in the reported value for the
query since it is more likely to be equal to the real value.

From the results presented for Scenario A in Table 6.5, it is clear that one cannot
expect to have both the privacy loss and utility metrics with their optimal values if the
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Scenario A Scenario B

Oblivious Local Oblivious Local
mechanism mechanism mechanism mechanism

ϵ
Priv.
loss Util. Priv.

loss Util. Priv.
loss Util. Priv.

loss Util.

theoretical
minimum 1.00000 0.49316 1.00000 0.49316 1.00000 0.17130 1.00000 0.17130

ln3 1.08012 0.78293 1.00000 0.78293 1.00000 0.75000 1.00000 0.70103

ln5 1.20013 0.83333 1.00000 0.78293 1.00000 0.83333 1.00000 0.70103

ln10 1.30923 0.90909 1.00000 0.78293 1.00000 0.90909 1.00000 0.70103

ln30 1.39370 0.96774 1.00000 0.78293 1.00000 0.96774 1.00000 0.70103

ln60 1.41655 0.98361 1.00000 0.78293 1.00000 0.98361 1.00000 0.70103

ln100 1.42590 0.99010 1.00002 0.78293 1.00000 0.99010 1.00000 0.70106

ln200 1.43299 0.99502 1.00092 0.78295 1.00000 0.99502 1.00000 0.70190

ln500 1.43728 0.99800 1.01287 0.78463 1.00000 0.99800 1.00000 0.71218

ln103 1.43872 0.99900 1.05148 0.79899 1.00000 0.99900 1.00000 0.73904

ln105 1.44014 0.99999 1.42916 0.99395 1.00000 0.99999 1.00000 0.99447

theoretical
maximum 2.02774 1.00000 2.02774 1.00000 2.02774 1.00000 2.02774 1.00000

Table 6.5: Experiment 34: Privacy loss and utility on Scenarios A (with highly corre-
lated counting query and secret) and B (with practically independent counting query
and secret) for students in federal institutions in Belo Horizonte, Brazil, on the School
Census of 2019. Scenario A accounts for attribute TP_COR_RACA as the secret and for
the query count * where TP_COR_RACA == 3, while Scenario B accounts for attribute
TP_COR_RACA as the secret and for the query count * where NU_IDADE > 18.

useful and sensitive attributes are highly-correlated. However, for Scenario B, it would
be possible to achieve closer to optimal results for both the privacy loss and utility
metrics, particularly if using an oblivious mechanism. Hence the necessity of carefully
analyzing the privacy and utility balance whenever implementing differential privacy.

◁
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6.3 Takeaways

In this chapter, we have presented the theoretical foundation to perform privacy and
utility analyses for both global, or oblivious, and local differential privacy mechanisms
in Section 6.1, particularly in the context of possibly correlated-databases [6]. The
models developed here are based on the quantitative information flow (QIF) framework
introduced in Section 2.3.

We have also presented the corresponding experimental results for analyses performed
on a small sample from the School Census of 2019 in Section 6.2. Experiment 34
accounted for Scenarios A and B, as described in Example 33.

Those results have allowed us to draw the following conclusions.

• For highly-correlated useful and sensitive attributes, data curators should not
expect to have both the privacy loss and utility metrics with their optimal values,
no matter the differential privacy mechanism used.

• For lowly-correlated useful and sensitive attributes, data curators may achieve
closer to optimal results for both the privacy loss and utility metrics, particularly
if using an oblivious mechanism.

• For both highly-correlated and lowly-correlated useful and sensitive at-
tributes pairs, the local mechanism is always more private, but less useful, than
the oblivious mechanism.

Therefore, as expected from the literature on differential privacy, the existence of cor-
relations in databases exposes them to inference attacks on sensitive attributes [6, 50].
The importance of this result cannot be overstated, since it is not unusual to find claims
in the literature that differential privacy is capable of protecting data holders in any
circumstances.

Finally, the results presented in this chapter for the analyses of privacy and utility in
differential privacy mechanisms are evidence of the difficulties INEP currently faces
to continue with the release of microdata for educational censuses. Given the recent
enactment of Brazil’s LGPD privacy legislation, mitigating the vulnerabilities presented
in Chapters 4 and 5 is necessary and urgent for INEP. However, syntactic methods
are insufficient to mitigate individuals’ privacy risks, while semantic methods such as
differential privacy are challenging to calibrate.



Chapter 7

Conclusions

The work developed in this thesis has directly contributed to informing INEP, the most
important educational data curator in Brazil, on how to properly analyze the vulner-
abilities present in their current databases released in the form of microdata. Given
the recent enactment of Brazil’s LGPD privacy legislation, mitigating such vulnera-
bilities is necessary and urgent for INEP. Particularly, our work was fundamental to
Reports 1 and 2, and contributed to Report 5, of the Decentralized Execution Term
8750 signed between INEP and the Federal University of Minas Gerais, whose goal
was to improve INEP’s public release of microdata in the context of the new privacy
legislation. Moreover, our work provides the largest, most thorough study of actual
privacy threats in official government data releases in Brazil, comprising more than
fifty million individuals, or around 25% of the country’s population.

In addition, we have developed a model for analyzing the implementation of both
oblivious and local differential privacy mechanisms in terms of privacy loss and util-
ity, particularly in the context of possibly correlated-databases. Differential privacy
is the golden standard in the area of Disclosure Control (DC) and is currently being
adopted by the United States Census Bureau for their decennial census. The analyses
we have performed are particularly important given that possible correlations between
attributes in a database may expose sensitive attributes to unexpected inference at-
tacks.

Furthermore, our contributions include a new proposal for the categorization of at-
tacks classification. The literature on DC provides some commonly used privacy and
risk models to categorize the possible attacks against databases, as discussed in Sec-
tion 2.4. However, the resulting categorization does not account for all possible scenar-
ios and presents some overlapping definitions. Our proposed categorization, detailed
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in Section 3.1, untangles the possible category dimensions and solves the overlapping
problems. Based on this new classification, we have developed four different models
of collective-target attacks against databases, which have allowed us to widely explore
the vulnerabilities present in the databases released by INEP as microdata. 1

In terms of our research questions, defined in Section 1.4, we were able to provide
extensive answers that we summarize here.

RQ1 The experiments performed on single databases in Section 4 have demonstrated
that INEP’s use of de-identification and pseudonymization as the only DC methods for
protecting data holders’ privacy is clearly insufficient. For instance, an adversary with
knowledge of only three quasi-identifying attributes, i.e. day and month of birth and
school code, could re-identify with absolute certainty up to 30.92% of the records on
the School Census of 2018, which is equivalent to approximately 14 896 149 students.
Furthermore, if the adversary could increase their knowledge with only the attribute
for year of birth, they would be able to re-identify with absolute certainty up to 81.13%
of the records, or approximately 39 085 531 students.

Those results only get worse for the data holders’ privacy if we consider the adversary’s
probabilistic measures of success, which are designed to measure how certain an adver-
sary would be in a given attack. According to our results, that certainty is extremely
high for the average data holder in most scenarios. For instance, with knowledge of
the same four quasi-identifying attributes as before, i.e. date of birth and school code,
the adversary’s success in correctly re-identifying a randomly selected record from the
School Census of 2018 is of 89.93%. Even worse, an adversary with the goal of inferring
the values for the sensitive attribute on students’ disabilities on the same database and
using the same quasi-identifying attributes would have a staggering 99.69% success.

Additionally, one of the main characteristics of the statistical studies released by INEP
that we have considered is their annual frequency. As discussed in Chapter 2, most DC
methods were designed to be applied to single databases, leaving longitudinal databases
such as the School Census released by INEP open to additional vulnerabilities. Particu-
larly, it is known from the literature that de-identification is vulnerable to both linkage
[65] and composition [24] attacks. This leads us to our second research question.

RQ2 We were able to demonstrate with the experiments performed on longitudinal
databases in Section 5 that even when considering only seemly innocuous information,

1We have also developed another four different models of individual-target attacks, which are
presented in Sections C.1 and C.2, for single databases and longitudinal databases, respectively.
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such as city of residency, school, and educational stage, an adversary would be able
to severely degrade the data holders’ privacy. For instance, with knowledge of only
those three quasi-identifying attributes and access to three auxiliary databases, up
to 36.31% of the students on the School Census of 2014 could be re-identified with
absolute certainty, which is equivalent to approximately 17 970 297 students.

Again, those results would get worse for the data holders’ privacy if we consider the
adversary’s probabilistic measures of success and, particularly, an adversary with the
goal of inferring the values for the sensitive attribute on students’ disabilities. For
instance, an adversary with knowledge of only those three quasi-identifying attributes,
i.e. city of residency, school, and educational stage, and access to the same three
auxiliary databases would have a staggering 99.49% success.

Given the recent enactment of Brazil’s LGPD privacy legislation, mitigating such vul-
nerabilities is necessary and urgent for INEP. Therefore, we have also proposed a third
research question considering the knowledge from the literature that syntactic meth-
ods are inefficient to mitigate individuals privacy risks, hence the need to investigate a
semantic method such as differential privacy. Particularly, we were interested on how
to mitigate data holders’ risks while maintaining data utility for analyst.

RQ3 We have developed a model for analyzing the privacy and utility balance in
differential privacy implementations for both global and local mechanisms in Chap-
ter 6. Differential privacy is a state-of-the-art DC method described in Chapter 2
that sometimes has its privacy guarantees overstated in the literature [50]. Our results
demonstrate that differential privacy is highly dependent on the mechanism and pa-
rameter for noise addition used, but also on correlations existent in the database itself.
Furthermore, our results demonstrate some challenges of properly setting a differential
privacy implementation with optimal privacy and utility.

7.1 Future work

As we have presented our work, we have also pointed out some possible future work.
We summarize those ideas here, in no particular order.

1. We have performed all the longitudinal databases attacks by using a unique
identification number for each individual in every database in the longitudinal
collection. This approach was well-suited for the databases we have considered
here, given most of them provide such a unique identification for individuals. It
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would be interesting to also perform those composition attacks based on quasi-
identifying attributes, since INEP no longer publishes a unique identification for
individuals since 2018.

2. We have performed all our database attacks on the unmodified microdata re-
leased by INEP. It would be interesting to model similar attacks on anonymized
databases to measure how vulnerable data holders would still be given different
anonymization methods.

3. We have selected a specific sample for our privacy and utility analyses in differ-
ential privacy, as discussed in Section 6.2. It would be interesting to randomly
select a series of samples and statistically analyze the results.

4. We have proposed four scenarios for the possible correlations between useful and
sensitive attributes in Example 33 for privacy and utility analyses in differen-
tial privacy, as discussed in Section 6. But so far we have performed only the
experiments for Scenarios A and B, for highly and lowly-correlated useful and
sensitive attributes, respectively. It would be interesting to also explore the ex-
perimental results for Scenarios C and D, for sensitive-inferrable-from-useful and
useful-inferrable-from-sensitive cases, respectively.



Appendix A

Overview of privacy legislation

In this appendix, we present an overview of privacy legislation around the world. This
topic was briefly discussed in Section 1.2.

On January 29, 2014, the General Assembly of the United Nations (UN) adopted Res-
olution 68/261, which establishes a set of fundamental principles for official statistics
[74, 75]. The principles defined in this Resolution came from work developed by the
Conference of European Statisticians in 1992 and adopted for the first time by the UN
Statistical Commission in April 1994 [73].

Among the UN General Assembly motivations for adopting those principles is the ne-
cessity of official statistical systems to keep public trust. According to the Resolution’s
preamble, this trust comes from respecting the fundamental values and principles con-
tained therein. In turn, among the established principles, the following stands out:

Principle 6. Individual data collected by statistical agencies for statistical compi-
lation, whether they refer to natural or legal persons, are to be strictly
confidential and used exclusively for statistical purposes.

Prior to the principles’ adoption by the UN General Assembly, when they had only been
adopted by the entity’s Statistics Committee, they served as a basis for the European
Statistical Office (EUROSTAT) to draw up the European Statistics Code of Practice in
2001, revised in 2017 [21]. Subsequently, this document was used for the development
of the Quality Assurance Framework of the European Statistical System, adopted in
2005 and revised in 2019 [22].

Similarly, the Statistical Conference of the Americas of the United Nations Economic
Commission for Latin America and the Caribbean (ECLAC) developed, between 2009
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and 2011, the Code of Good Practice in Statistics for Latin America and the Caribbean
[17], approved in November 2011 during the Sixth Meeting of the ECLAC. The de-
velopment of this Code had the collaboration of EUROSTAT and fourteen member
countries of ECLAC. Later, this Code served as a basis for both the Brazilian Institute
of Geography and Statistics (Instituto Brasileiro de Geografia e Estatística, or IBGE,
in Portuguese) [46] and the National Institute of Educational Studies and Research
(Instituto Nacional de Estudos e Pesquisas Educacionais Anísio Teixeira, or INEP, in
Portuguese) [48], the two major statistical data publishers in Brazil, to elaborate their
respective documents on good practices for statistics.

However, those Resolutions or Codes only establish principles and good practices on
which governmental statistical entities should rely, but in practice they do not have
the force of Law. Hence, we now briefly discuss the legislation adopted by some gov-
ernments in order to guarantee individuals’ privacy, including Australia, Brazil, the
European Union, and the United States.

A.1 In Australia

The Australian Bureau of Statistics (ABS) was created by Law in 1975 [31] and has a
mandate for collecting statistical data established by the Census and Statistics Act of
1905 [30], which includes the realization of the National Census. The 1905 Law requires
the ABS to publish statistical information while guaranteeing the confidentiality of the
collected information.

Furthermore, the Privacy Act of 1988 [32], revised in November 2015, establishes the
national regulation for privacy and treatment of personal information, particularly with
the definition of the Australian Privacy Principles. Among the established principles,
we highlight the guaranteed use of “anonymization”, i.e. the disassociation of indi-
viduals from their respective records, or “pseudonymization”, i.e. the attribution of
an individual code to each record in a database to replace the name or other direct
identifiers, in addition to transparency by government entities in the collection and
treatment of personal information, as well as the adoption of rules for the use and
disclosure of personal data.

A.2 In Brazil

The Constitution of the Federative Republic of Brazil from 1988 [35], in its Article 5,
guarantees to all Brazilians and foreigners residing in the country that:
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X the privacy, private life, honour and image of persons are inviolable,
and the right to compensation for property or moral damages resulting
from their violation is ensured;

XXXIII all persons have the right to receive, from the public agencies, infor-
mation of private interest to such persons, or of collective or general
interest, which shall be provided within the period established by law,
subject to liability, except for the information whose secrecy is essen-
tial to the security of society and of the State;

Hence, item X of Article 5 sets the constitutional, individual right to privacy, whereas
item XXXIII of the same Article sets the constitutional right, individual and collective,
to transparency by the State. However, there is no definition on how to balance those
two principles or on what would be the legal limits of each one of them.

Therefore, to regulate the rights to privacy and transparency determined in those
entrenched clauses of the 1988 Constitution, Law 12 527 of 2011 was sanctioned to
regulate access to information and Law 13 709 of 2018 was sanctioned to regulate the
protection of personal data.

Law 12 527 of 2011 [39], known as the Access to Information Law (Lei de Acesso à
Informação, or LAI, in Portuguese), regulates item XXXIII of Article 5 of the Federal
Constitution. Articles 6 and 8 of LAI determine to the public authority the duty to
guarantee broad access to information, particularly that considered to be of collective
or general interest, which must be made available via the Internet regardless of re-
quirement. In addition, Article 7 guarantees the right of access to other information
not immediately available via the Internet. However, according to Article 22, access to
information may be denied in whole or in part if the information is considered to be
confidential, including cases of judicial or industrial secrecy.

Particularly for the treatment of personal information, Article 31 establishes that it
must be done in a transparent manner and with respect to individual freedoms and
guarantees, according to item X of Article 5 of the Federal Constitution. However,
provisions on the handling of personal information are open to subsequent regulation.

Law 13 709 of 2018 [40], known as the General Personal Data Protection Law (Lei
Geral de Proteção de Dados Pessoais, or LGPD, in Portuguese), as per its Article 1,
aims to protect the fundamental rights of freedom and privacy. Article 7 determines
in which cases the processing of personal data is allowed, and Article 11 does the same
specifically for “sensitive personal data”. 1 In both cases, processing is permitted with

1From the LGPD Article 5 [40]:
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the consent of the data subject or with the consent of the legal guardian for sensitive
data.

One important definition comes in Article 12 of the LGPD for “anonymous data”, 2

which is not to be considered personal data, except when the anonymization process
can be reversed with reasonable efforts. Therefore, objective factors such as the cost
and time needed to reverse the anonymization process should be considered given the
available technologies and disregarding the use of third party means. But again, the
proper definition of what would be considered a reasonable effort, or which anonymiza-
tion methods should be used, were left to subsequent regulation.

In Brazil, data on individuals are published by three main federal institutes: the Brazil-
ian Institute of Geography and Statistics, the National Institute of Educational Studies
and Research, and the Comptroller General of the Union.

The Brazilian Institute of Geography and Statistics (Instituto Brasileiro de Geografia e
Estatística, or IBGE, in Portuguese) is the main statistical institute in the country and
responsible for the production and analysis of the Decennial Demographic Censuses and
various other statistical products in the social, demographic, agricultural and economic
spheres. Its mandate comes from Law 5 534 of 1968 [33] and from Decree 73 177
of 1973 [34]. According to IBGE’s mandate, every natural or legal person, under
public or private law, is obliged to provide the information requested by the institute.
However, this information is protected by confidentiality and can be used, exclusively,
for statistical purposes [47]. Furthermore, based on the Code of Good Practice in
Statistics for Latin America and the Caribbean [17], the institute published in 2013
the IBGE Statistics Code of Good Practice (Código de Boas Práticas das Estatísticas
do IBGE, in Portuguese) [46].

The National Institute of Educational Studies and Research (Instituto Nacional de Es-
tudos e Pesquisas Educacionais Anísio Teixeira, or INEP, in Portuguese) is responsible
for the development and maintenance of educational statistics systems and assessment
projects, as well as the dissemination of this information, according to Law 9 448 of
1997 [36] and Decree 6 317 of 2007 [37]. As per the Decree, both Basic and Higher

II Sensitive personal data: personal data on racial or ethnic origin, religious belief, political opin-
ion, union membership or affiliation to organizations of a religious, philosophical, or political
nature, data relating to health or sexual life, genetic or biometric data, when linked to a natural
person.

2From the LGPD Article 5 [40]:

III Anonymous data: data relating to an unidentifiable holder, considering the use of reasonable
technical means available at the time of processing.
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Education establishments, whether public or private, are required to provide the in-
formation requested by INEP, while also ensuring the confidentiality of personal data
collected and prohibiting its use for other purposes.

Finally, the Comptroller General of the Union (Controladoria-Geral da União, or CGU,
in Portuguese) is responsible for the maintenance of the Transparency Portal (Portal
da Transparência, in Portugueses), launched as a web-page in 2004 and remodeled in
June 2018. Based on the LAI [39] and the Complementary Law 131 of 2009 [38], the
Portal is a channel through which citizens can monitor the use of federal resources
collected with taxes in the provision of public services to the population, in addition to
informing themselves about other matters related to the Federal Public Administration.
This includes data on expenses with public servants’ remuneration and resources made
available and withdrawn by beneficiaries of social programs.

A.3 In the European Union

The European Parliament and the Council of the European Union (EU) enacted in
October 1995 the Directive 95/46/EC, also known as Data Protection Directive, which
regulated the processing and the free movement of personal data within the EU to
protect fundamental rights and freedoms of individuals [71]. This Directive was then
superseded by the Regulation (EU) 2016/679, implemented in May 2018 and known
as The General Data Protection Regulation (GDPR) [72]. Among other reasons, the
GDPR enactment was necessary to harmonize the application of data protection across
the EU, given different implementations of the Directive 95/46/EC by Member States,
but also as a response to increasing changes in the collection and use of personal data,
as highlighted in the GDPR’s preamble:

(6) Rapid technological developments and globalisation have brought new
challenges for the protection of personal data. The scale of the col-
lection and sharing of personal data has increased significantly. Tech-
nology allows both private companies and public authorities to make
use of personal data on an unprecedented scale in order to pursue
their activities. Natural persons increasingly make personal informa-
tion available publicly and globally. Technology has transformed both
the economy and social life, and should further facilitate the free flow
of personal data within the Union and the transfer to third countries
and international organisations, while ensuring a high level of the pro-
tection of personal data.
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The GDPR deals with the privacy and protection of personal data of all individuals
in the EU and the European Economic Area (EEA). This includes entities that trade
with the EU, regardless of their country of origin, as well as exports of personal data
to outside those regions. Violations of the GDPR may result in fines to businesses of
up to 20 million Euros or up to 4% of the annual worldwide turnover of the preceding
financial year in case of an enterprise, whichever is greater.

A.4 In the United States

The United States (US) created its first Privacy Act in 1974, through an amendment
to the US Code Title 5 that added Section 552a [42]. Under the new Section, federal
agencies that collect, maintain, use, or disseminate any record of personally identifiable
information (PII) must ensure that those actions take place legally, and that adequate
safeguards are provided to prevent their misuse. Particularly in the use of those records
for statistical research, the transfer of information must take place in a way that ensures
those records are not individually identifiable, according to section 552a(b)(5) [45].

In 2002, the Confidential Information Protection and Statistical Efficiency Act
(CIPSEA) [43] was approved. This Act established new safeguards to PII provided
to federal agencies for statistical purposes under the promise of confidentiality. There-
after, any intentional disclosure of such information for non-statistical purposes without
the consent of the “data holder” became a federal crime.

Several federal agencies in the US collect and disclose PII for statistical purposes, in-
cluding the National Center for Education Statistics (NCES) and the Census Bureau
(USCB). However, since each agency is subordinate to a specific Department of the
federal government, and hence subject to the rules established by it, they have im-
plemented different methods to protect PII. Furthermore, in some cases there is also
specific legislation that governs the mandate of certain agencies, such as the USCB
Constitutional obligation to perform the Decennial Census, regulated by the US Code
Title 13 [41]. According to Section 9 of Title 13, all information obtained based on this
Title must be used exclusively for the statistical purposes for which it was collected,
and no individual or establishment in particular can have its identity revealed from the
information provided.

The methods in use by fourteen federal agencies up to 2005 were reported in the
Statistical Policy Working Paper 22 [44]. Those methods, known in the literature as
“syntactic methods” and discussed here in Section 2.2.2, were proven during the decade
of 2000 to be inherently insecure and subject to unintended disclosure of PII [13, 24].
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Furthermore, this was the case independently of the data being aggregated or not, i.e.
released as tabular data or as “microdata”. Consequently, the USCB started the most
important change in data disclosure control practices in the US until then by adopting
formal, provably secure privacy methods, known as “semantic methods”, from the 2020
Census onward [26, 76, 77].



Appendix B

Development of the concept of
vulnerability

In this appendix, we present an overview on why to consider min-entropy instead of
Shannon entropy for some scenarios and how this relates to the concept of “vulnerabil-
ity”. As discussed in Chapter 2.3, semantic disclosure control (DC) methods consider
the uninformative principle, which requires that the adversary’s a posteriori knowledge
on any data holder should not be much larger than their a priori knowledge.

One way to quantitatively measure how much information an adversary has gathered
by interacting with a database is by analyzing the quantitative flow of information in
the process. Until 2009, the consensus metrics for such measurements were either the
Shannon entropy 1 or the mutual information. 2

As was demonstrated by Geoffrey Smith in 2009, not always those metrics have mean-
ingful operational interpretation with respect to information security [66]. Particularly,

1The Shannon entropy H(X) of a random variable X with possible values in X is:

H(X) =
∑︂
x∈X

P [X = x] log
1

P [X = x]
,

i.e. the expected number of bits required to transmit X optimally, measured in bits. Informally, the
Shannon entropy can be interpreted as the uncertainty about X.

2The mutual information I(X;Y ) of two jointly distributed random variables X and Y is:

I(X;Y ) = H(X)−H(X|Y ),

where H(X) is the Shannon entropy of X and H(X|Y ) is the conditional Shannon entropy of X given
Y :

H(X|Y ) =
∑︂
y∈Y

P [Y = y]H(X|Y = y),
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Smith considered in his work a program that receives an input IN and produces an
output OUT accessible by an adversary, from where he formulated that the information
leaked by the program should be equal to the adversary’s initial uncertainty minus the
adversary’s remaining uncertainty. By considering the then consensus definitions, his
formulation can be translated to:

I(IN; OUT) = H(IN)−H(IN|OUT).

Given this scenario, Smith showed that the only meaningful interpretation of the Shan-
non entropy for the information leaked, i.e. H(OUT), is the distinction between zero
and nonzero values. H(OUT) equals zero iff the deterministic program satisfies the non-
interference principle, i.e. the output is independent from the input and nothing can
be learned from the former. For nonzero values, two different results for H(OUT) cannot
be directly compared since the Shannon entropy can be arbitrarily large.

Furthermore, Smith showed that the conditional entropy H(IN|OUT), which corresponds
to the adversary’s remaining uncertainty, produces results incompatible with the pro-
grams considered in the examples for his proposed scenario [66].

As an alternative, Smith formulated a new definition for the adversary’s remaining
uncertainty that would already consider the desired security guarantees, named “vul-
nerability” and defined as follows.

Definition 35 (Vulnerability [66]). Given a random variable X with space of possible
values X , the vulnerability of X, denoted V (X), is given by: 3

V (X) = max
x∈X

P [X = x].

◁

The proposed vulnerability, a worst-case metric, measures the probability that an ad-
versary could correctly guess the value of X in one try. Based on this definition of
vulnerability, Smith defined the min-entropy H∞(X) as the new measure for the ad-
versary’s initial uncertainty, the conditional min-entropy H∞(X|Y ) as the new measure

measured in bits and where

H(X|Y = y) =
∑︂
x∈X

P [X = x|Y = y] log
1

P [X = x|Y = y]
.

Informally, the conditional entropy can be interpreted as the uncertainty about X given Y , while the
mutual information can be interpreted as the amount of information shared between X and Y .

3Nowadays, this is known as the Bayes vulnerability V1(π), induced by the gain function gid.



B. Development of the concept of vulnerability 135

for the adversary’s remaining uncertainty, and their difference H∞(X)−H∞(X|Y ) as
the new measure for the information leaked. Both min-entropy and conditional min-
entropy are defined as follows.

Definition 36 (Min-entropy [66]). The min-entropy H∞(X) of a X, denoted H∞(X),
is given by:

H∞(X) = log
1

V (X)
.

◁

Definition 37 (Conditional vulnerability [66]). Given (jointly distributed) random
variables X and Y , the conditional vulnerability V (X|Y ) is

V (X|Y ) =
∑︂
y∈Y

P [Y = y]V (X|Y = y)

where

V (X|Y = y) = max
x∈X

P [X = x|Y = y].

◁

Definition 38 (Conditional min-entropy [66]). The conditional min-entropy H∞(X|Y )

is:

H∞(X|Y ) = log
1

V (X|Y )
.

◁

Differently from the then consensus definitions, the new ones allowed Smith to achieve
meaningful operational interpretations with respect to information security for the
computed values in the considered scenario. Furthermore, his work was foundational for
the development of the theory of Quantitative Information Flow (QIF) [5], introduced
in Section 2.3.



Appendix C

Individual-target attacks

In this appendix, we present the theoretical foundation on attacks against single
and longitudinal databases for individual-targets and for both re-identification and
attribute-inference attacks. Additionally, we provide the respective experimental re-
sults for attacks on the Educational Censuses released by INEP. Individual-target mod-
els are illustrative to their collective-target counterparts in the sense that they clearly
show the privacy risks that a targeted-individual can be subjected to given the knowl-
edge of values for some trivial quasi-identifying attributes.

C.1 Attacks on single databases

In this section, we present the theoretical foundation on attacks against single databases
for individual-targets in Section C.1.1, followed by the respective experimental results
for attacks on the Educational Censuses released by INEP in Section C.1.2.

C.1.1 Theoretical foundation

For all attacks on single databases, we follow the assumptions introduced in Sec-
tion 4.1.1. In this section, we formally define both re-identification and attribute-
inference attacks on single databases for individual-targets. Definition 39 accounts
for an adversary interested in re-identifying only one individual, while Definition 40
accounts for an adversary interested in inferring the value of an attribute for the
targeted-individual. Detailed examples of both attacks are presented in Appendix D
Sections D.1.1 and D.1.2, respectively.
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Definition 39 (Individual-target Re-identification Single database (IRS) attack). In
an IRS attack, the adversary can completely access a single database, i.e. they have
knowledge of every record in the database. The adversary can also gather auxiliary
information on the values of a set of quasi-identifiers for a predetermined, specific
individual of interest. The adversary’s goal is to re-identify the targeted-individual,
i.e. to precisely determine which record in the database corresponds to the individual
of interest.

• Adversary’s knowledge. In an IRS attack, we assume the adversary:

(i) can completely access a (non-empty) database D on a set of attributes A,
according to Assumptions AS0–AS2;

(ii) has a predetermined, specific individual of interest x⋆∈D as the re-
identification target;

(iii) given a set of quasi-identifiers QID⊆A, the adversary can gather auxiliary
information on the individual of interest x⋆.

• Deterministic degradation of privacy. The adversary is considered to be
deterministically successful in an IRS attack iff capable of precisely determining
which record in the database corresponds to the individual of interest.

– A priori deterministic success. Before performing the IRS attack, the
adversary can rely only on the database itself, i.e. the quasi-identifiers are
not used yet. Hence, the adversary can only precisely determine which
record in the database corresponds to the individual of interest iff the
database contains only a single record. Therefore, the a priori deterministic
success in an IRS attack on a database D is defined as

prior-sucIRS
det (D)

def
=

⎧⎨⎩true, if |D|=1,

false, if |D|≥2.
(C.1)

– A posteriori deterministic success. By performing an IRS attack, the
adversary uses the auxiliary information as values for the quasi-identifiers
of the individual of interest to support the task of re-identification. An
IRS attack is then performed as follows: At first, the adversary filters the
database according to the values for the quasi-identifiers of the individual of
interest, disregarding those records that do not match the query. Then, given
the remaining database, the adversary can only precisely determine which
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record corresponds to the individual of interest iff the remaining database
contains only a single record.

Therefore the a posteriori deterministic success in an IRS attack on a
database D, given the adversary’s knowledge of the values for the target’s
quasi-identifiers x⋆[QID ], is defined as:

post-sucIRS
det (D, x⋆[QID ])

def
=

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

true, if there is exactly one

record x∈D such that

x[QID ]=x⋆[QID ],

false, otherwise.

(C.2)

– Deterministic degradation of privacy. The adversary is considered to
be deterministically successful in an IRS attack iff not capable of precisely
re-identifying the individual of interest before the attack, but otherwise
capable of doing so after the attack is performed:

priv-degradIRS
det (D, x⋆[QID ])

def
= prior-sucIRS

det (D)=false and

post-sucIRS
det (D, x⋆[QID ])=true. (C.3)

• Probabilistic degradation of privacy. The adversary’s probabilistic success
in an IRS attack does not rely on precisely determining which record in the
database corresponds to the individual of interest. Rather, we compute the prob-
ability of correctly re-identifying the target in the database, i.e. the greater this
probability, the more successful the adversary is.

– A priori probabilistic success. Before performing the IRS attack, the
adversary can rely only on the database itself, i.e. the quasi-identifiers are
not used yet. Hence, the best course of action for the adversary is to ran-
domly select a record from the database, according to the maximum entropy
principle. Since each individual only holds one record in the database, the
probability of the adversary being successful is the inverse of the database
size. Therefore, the a priori probabilistic success in an IRS attack on a
database D is defined as:

prior-sucIRS
prob(D)

def
=

1

|D|
. (C.4)

– A posteriori probabilistic success. By performing an IRS attack, the
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adversary uses the auxiliary information as values for the quasi-identifiers
of the individual of interest to support the task of re-identification. An
IRS attack is then performed as follows: At first, the adversary filters the
database according to the values for the quasi-identifiers of the individual of
interest, disregarding records that do not match the query. Then, given the
remaining database, the best course of action for the adversary is to ran-
domly select a record, according to the maximum entropy principle. Since
each individual only holds one record in the database, the probability of the
adversary being successful is the inverse of the remaining database size.

Therefore, the a posteriori probabilistic success in an IRS attack on a
database D, given the adversary’s knowledge of the values for the target’s
quasi-identifiers x⋆[QID ], is defined as:

post-sucIRS
prob(D, x⋆[QID ])

def
=

1

|block(x⋆[QID ])|
, (C.5)

where block(x⋆[QID ]) is the block defined by the partition on set QID in
which the individual of interest x⋆ belongs.

– Probabilistic degradation of privacy. The probabilistic degradation of
privacy in an IRS attack is defined as the ratio by which the attack increases
the probabilistic success of the adversary:

priv-degradIRS
prob(D, x⋆[QID ])

def
=

post-sucIRS
prob(D, x⋆[QID ])

prior-sucIRS
prob(D)

=
|D|

|block(x⋆[QID ])|

=
|D|

|{x∈D | x[QID ] = x⋆[QID ]}|
. (C.6)

A detailed numeric example of an IRS attack is presented in Section D.1.1, Example 47.
◁

We now present the attribute-inference attack on single databases for individual-
targets.

Definition 40 (Individual-target Attribute-inference Single database (IAS) attack).
In an IAS attack, the adversary can completely access a single database, i.e. they have
knowledge of every record in the database. The adversary can also gather auxiliary
information on the values of a set of quasi-identifiers for a predetermined, specific indi-
vidual of interest. The adversary’s goal is to infer the value of an attribute considered
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to be sensitive for the targeted-individual regardless of being able to re-identify the
individual of interest.

• Adversary’s knowledge. In an IAS attack, we assume the adversary:

(i) can completely access a (non-empty) database D on a set of attributes A;

(ii) has a predetermined, specific individual of interest x⋆∈D as the attribute-
inference target;

(iii) given a set of quasi-identifiers QID⊆A, the adversary can gather auxiliary
information on the individual of interest x⋆;

(iv) given an attribute asens∈A such that asens /∈QID , considered to be sensitive,
the adversary’s goal is to infer the attribute’s value x⋆[asens] for the targeted-
individual x⋆.

• Deterministic degradation of privacy. The adversary is considered to be
deterministically successful in an IAS attack iff capable of precisely determining
the value of the sensitive attribute for the individual of interest.

– A priori deterministic success. Before performing the IAS attack, the
adversary can rely only on the database itself, i.e. the quasi-identifiers are
not used yet. Hence, the adversary can only precisely determine the value
of the sensitive attribute for the individual of interest iff all the records in
the database have the same value for the sensitive attribute. Therefore the
a priori deterministic success in an IAS attack on a database D and with
respect to the sensitive attribute asens is defined as:

prior-sucIAS
det (D, asens)

def
=

⎧⎪⎪⎪⎨⎪⎪⎪⎩
true, if for all x, x′∈D,

x[asens]=x′[asens],

false, otherwise.

(C.7)

– A posteriori deterministic success. By performing an IAS attack, the
adversary uses the auxiliary information as values for the quasi-identifiers
of the individual of interest to support the task of inferring the value of the
sensitive attribute. An IAS attack is then performed as follows: At first, the
adversary filters the database according to the values for the quasi-identifiers
of the individual of interest, disregarding those records that do not match
the query. Then, given the remaining database, the adversary can only
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precisely determine the value of the sensitive attribute for the individual of
interest iff all the records in the remaining database have the same value for
the sensitive attribute.

Therefore, the a posteriori deterministic success in an IAS attack on a
database D, with respect to the sensitive attribute asens, given the adver-
sary’s knowledge of the values for the target’s quasi-identifiers x⋆[QID ], is
defined as:

post-sucIAS
det (D, asens, x

⋆[QID ])
def
=⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

true, if for all x, x′∈D such that

x[QID ]=x′[QID ]=x⋆[QID ],

we have x[asens]=x′[asens],

false, otherwise.

(C.8)

– Deterministic degradation of privacy. The adversary is considered to
be deterministically successful in an IAS attack iff not capable of precisely
determining the value of the sensitive attribute for the individual of interest
before the attack, but otherwise capable of doing so after the attack is
performed:

priv-degradIAS
det (D, asens, x

⋆[QID ])
def
=

(prior-sucIAS
det (D, asens)=false) and

(post-sucIAS
det (D, asens, x

⋆[QID ])=true) . (C.9)

• Probabilistic degradation of privacy. The adversary’s probabilistic success
in an IAS attack does not rely on precisely determining the value of the sensitive
attribute for the individual of interest. Rather, we compute the probability of
correctly inferring the target’s value for the sensitive attribute in the database,
i.e. the greater this probability, the more successful the adversary is.

– A priori probabilistic success. Before performing the IAS attack, the
adversary can rely only on the database itself, i.e. the quasi-identifiers
are not used yet. Hence, the best course of action for the adversary is
to randomly select a possible value for the sensitive attribute, according
to the maximum entropy principle. Since each individual only holds one
record in the database, the most probable value would be the most frequent
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one in the database. Therefore, the a priori probabilistic success in an
IAS attack on a database D and with respect to the sensitive attribute
asens, given the probability distribution of values for the sensitive attribute
πasens|D, according to Equation 3.2, is defined as:

prior-sucIAS
prob(D, asens)

def
= max

s∈dom(asens)
πasens|D
s

= max
s∈dom(asens)

|{x∈D | x[asens]=s}|
|D|

. (C.10)

– A posteriori probabilistic success. By performing an IAS attack, the
adversary uses the auxiliary information as values for the quasi-identifiers
of the individual of interest to support the task of inferring the value of the
sensitive attribute. An IAS attack is then performed as follows: At first, the
adversary filters the database according to the values for the quasi-identifiers
of the individual of interest, disregarding records that do not match the
query. Then, given the remaining database, the best course of action for the
adversary is to randomly select a possible value for the sensitive attribute
among those available in the remaining database, according to the maxi-
mum entropy principle. Since each individual only holds one record in the
database, the most probable value would be the most frequent one in the
remaining database.

Therefore, the a posteriori probabilistic success in an IAS attack on a
database D with respect to the sensitive attribute asens, given the prob-
ability distribution of values for the sensitive attribute πasens|D, according to
Equation 3.2, is defined as:

post-sucIAS
prob(D, asens, x

⋆[QID ])
def
=

max
s∈dom(asens)

|{x∈D | x[QID ] = x⋆[QID ] and x[asens] = s}|
|{x∈D | x[QID ] = x⋆[QID ]}|

= (C.11)

max
s∈dom(asens)

|{x∈block(x⋆[QID ]) | x[asens]=s}|
|block(x⋆[QID ])|

, (C.12)

where block(x⋆[QID ])={x∈D | x[QID ]=x⋆[QID ]} is the block defined by the
partition on set QID of all individuals that share the same quasi-identifiers
with the targeted-individual x⋆.

– Probabilistic degradation of privacy. The probabilistic degradation of
privacy in an IAS attack is defined as the ratio by which the attack increases
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the probabilistic success of the adversary:

priv-degradIAS
prob(D, asens, x

⋆[QID ])
def
=

post-sucIAS
prob(D, asens, x

⋆[QID ])

prior-sucIAS
prob(D, asens)

.

(C.13)

A detailed numeric example of an IAS attack is presented in Section D.1.1, Example 49.
◁

In the following section, we present some experimental results for both re-identification
and attribute-inference attacks on single databases for individual-targets on the Edu-
cational Censuses released by INEP.

C.1.2 Experimental results for attacks on the INEP databases

In this section, we present an illustrative, quantitative analysis on the privacy risks
of re-identification and attribute-inference for individual, predetermined-targets whose
information is made public on a single database, as modeled in the previous section.
First, we present an Individual-target Re-identification Single database (IRS) attack
against a well-known Brazilian political figure, Experiment 41. Then, we present an
Individual-target Attribute-inference Single database (IAS) attack against a person
known to the author, Experiment 42.

Experiment 41 (Individual-target Re-identification Single database (IRS) attack on
the Higher Education Censuses of 2014 and 2018). In an IRS attack, the adversary’s
goal is to re-identify the targeted-individual, according to Definition 39. Here, we have
selected a well-known Brazilian political figure as our target and all the information
used as quasi-identifiers were widely available on the Internet. Those attributes include
the date and city of birth, in which Higher Education Institutions this individual was
enrolled at a given year, and the respective undergraduate course.

• Probabilistic degradation of privacy. In a probabilistic scenario, the adver-
sary is not required to precisely determine which record in the database corre-
sponds to the individual of interest in order to be successful. Rather, we compute
the adversary’s probability of correctly re-identifying the target in the database.

The Higher Education Census of 2014 database was released containing 10 793 936
records, which were reduced to 9 773 350 after the random selection of only one
record for each data holder of multiple records.
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Before executing the IRS attack, the adversary cannot rely on the quasi-identifiers
in the attempt of target re-identification. Hence, the best course of action for
them is to randomly select a record from the database, according to the maximum
entropy principle. Therefore, the adversary’s a priori probabilistic success is,
according to Equation C.4:

1

9 773 350
= 1.0232 · 10−7 ≈ 0.00001%.

However, by preforming the IRS attack, the adversary can rely on the values
of the quasi-identifiers to assist the attack. Here, we have used only the date
of birth and the Higher Education Institution in which the target was enrolled
in 2014, i.e. January 28, 1996, and Universidade Federal do ABC, code 4925,
respectively. Both information are widely available on the Internet.

After filtering the database using this auxiliary information, only two records
corresponded to the same values of the quasi-identifiers. Since no more infor-
mation is available at this point, the best course of action for the adversary is
to randomly select a record from the database, according to the maximum en-
tropy principle. Therefore, the adversary’s a posteriori probabilistic success is,
according to Equation C.5:

1

2
= 0.50 = 50%.

Finally, the probabilistic degradation of privacy for the targeted-individual is,
according to Equation C.6:

0.50

1.0232 · 10−7
= 4886 675.

Therefore, for the selected political figure and the knowledge of their date of birth
and Higher Education Institution in 2014, an adversary increases their chance of
re-identifying the targeted-individual by a factor of 4 886 675. 1

• Deterministic degradation of privacy. In a deterministic scenario, the ad-
versary is successful iff they are capable of precisely determining which record in
the database corresponds to the individual of interest.

1We note that the targeted-individual could be uniquely re-identified by adding only the under-
graduate course in which they were enrolled in 2014, i.e. Economic Sciences (Ciências Econômicas,
in Portuguese), code 123345, also widely available on the Internet.
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For the deterministic IRS attack, the adversary’s target is again the same Brazil-
ian political figure, but now on the Higher Education Census of 2018. This
database was released containing 12 043 994 records, which were reduced to
10 811 601 after the random selection of only one record for each data holder
of multiple records.

Since the database has more than one record, the target cannot be re-identified
with absolute certainty a priori. According to Equation C.1, the a priori deter-
ministic success is equal to false.

However, by preforming the IRS attack, the adversary can rely on the values of
the quasi-identifiers to assist the attack. Once again, we have used only the date
of birth and the Higher Education Institution in which the target was enrolled in
2018, i.e. January 28, 1996, and Instituto de Direito Público de São Paulo, code
17672, respectively. Both information are widely available on the Internet.

After filtering the database using this auxiliary information, only one record cor-
responded to the same values of the quasi-identifiers. Therefore, the adversary’s
a posteriori deterministic success is, according to Equation C.2, equal to true.

Finally, the deterministic degradation of privacy for the targeted-individual is,
according to Equation C.3, equal to true. Therefore, for the selected political
figure and the knowledge of their date of birth and Higher Education Institution
in 2018, an adversary can uniquely re-identify the target.

◁

We now present an IAS attack against a person known to the author.

Experiment 42 (Individual-target Attribute-inference Single database (IAS) attack
on the School Census of 2019). In an IAS attack, the adversary’s goal is to infer the
value of an attribute considered to be sensitive for the targeted-individual regardless of
being able to re-identify them, according to Definition 40. Here, we have selected a per-
son known to the author as our target and all the information used as quasi-identifiers
were easily obtained. Those attributes include the date and city of birth, gender, city
of residency, and in which School this individual was enrolled at a given year. Also,
we were interested in inferring the value for the attribute IN_TRANSPORTE_PUBLICO,
described in Table E.2 and considered by us to be sensitive.

• Probabilistic degradation of privacy. In a probabilistic scenario, the adver-
sary is not required to precisely determine which value the sensitive attribute
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takes for the individual of interest in order to be successful. Rather, we compute
the adversary’s probability of correctly inferring that value.

The School Census of 2019 database was released containing 51 166 723 records,
which were reduced to 47 640 822 after the random selection of only one record
for each data holder of multiple records.

Before executing the IAS attack, the adversary cannot rely on the quasi-identifiers
in the attempt of attribute-inference. Hence, the best course of action for the
adversary is to randomly select a value among the possible values for the sensitive
attribute in the database, according to the maximum entropy principle. There-
fore, the adversary’s a priori probabilistic success is, according to Equation C.10:

39 093 415

47 640 822
= 82.06%,

since the attribute IN_TRANSPORTE_PUBLICO can hold three distinct values and
the most common among them (0, i.e. the student does not use public school
transport) occurs for 39 093 415 of the 47 640 822 records in the database.

However, by preforming the IAS attack, the adversary can rely on the values of
the quasi-identifiers to assist the attack. Here, we have used only the gender,
month, year, and city of birth, i.e. male, November 2001, and Belo Horizonte,
code 3106200, respectively. All the information is known to people acquainted
to the target.

After filtering the database using this auxiliary information, we have found 1 589
records corresponding to the same values of the quasi-identifiers. Since no more
information is available at this point, the best course of action for the adversary
is to randomly select a value among the possible values for the sensitive attribute
in the filtered database, according to the maximum entropy principle. Therefore,
the adversary’s a posteriori probabilistic success is, according to Equation C.11:

1 482

1 589
= 93.27%,

since the most common value for the attribute IN_TRANSPORTE_PUBLICO in the
filtered database (again equal to 0) occurs for 1 482 of the 1 589 records.

Finally, the probabilistic degradation of privacy for the targeted-individual is,
according to Equation C.13:

93.27%

82.06%
= 1.1366.
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Therefore, for the selected target and the knowledge of their gender, month, year,
and city of birth, an adversary increases their chance of inferring the value for
the attribute IN_TRANSPORTE_PUBLICO by a factor of 1.1366, i.e. an increase of
13.66%.

• Deterministic degradation of privacy. In a deterministic scenario, the ad-
versary is successful iff they are capable of precisely determining which value the
sensitive attribute takes for the individual of interest. For the deterministic IAS
attack, we keep both the adversary’s target and database from the probabilistic
scenario.

Since the attribute IN_TRANSPORTE_PUBLICO can hold three distinct values and
all of them occur for at least one record in the database, the target’s value for
the sensitive attribute could not be inferred with absolute certainty a priori.
According to Equation C.7, the a priori deterministic success is equal to false.

However, by preforming the IAS attack, the adversary can rely on the values of
the quasi-identifiers to assist the attack. Once again, we have used the gender,
month, year, and city of birth, i.e. male November 2001, and Belo Horizonte,
code 3106200, respectively. Furthermore, we have added the target’s city of
residency, i.e. Contagem, code 3118601. Again, all the information is known to
people acquainted to the target.

After filtering the database using this auxiliary information, we have found 26
records corresponding to the same values of the quasi-identifiers. Since all those
records held the same value for the attribute IN_TRANSPORTE_PUBLICO (again
equal to 0), the target’s value for the sensitive attribute could be inferred with
absolute certainty a posteriori. Therefore, the adversary’s a posteriori determin-
istic success is, according to Equation C.8, equal to true.

Finally, the deterministic degradation of privacy for the targeted-individual is,
according to Equation C.9, equal to true. Therefore, for the selected target and
the knowledge of their gender, month and year of birth, and cities of birth and
of residency, an adversary can precisely infer the value for the target’s sensitive
attribute. 2

◁

2We note that it was not necessary for the adversary to deterministically re-identify the targeted-
individual in the database to precisely infer their value for the sensitive attribute. In fact, after
executing this IAS attack, the target was still indistinguishable among the 26 records found to match
the auxiliary information used as quasi-identifiers.
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The results presented above for IRS and IAS attacks show us the knowledge of values
for some trivial quasi-identifying attributes are enough to cause a serious degradation
of privacy for the selected targets. Naturally, one could argue that each of our targets
is just one individual among millions in the databases we have used for those attacks.
Unfortunately, as we presented in Section 4.2 for the collective-targets attacks on the
School Census of 2018, 3 our selected targets are not exceptions, but rather typical cases
of privacy degradation in the databases here analyzed. We also present in Appendix F
Section F.1 the equivalent results for collective-targets attacks on the Higher Education
Censuses of 2018 and 2019.

C.2 Attacks on longitudinal databases

In this section, we present the theoretical foundation on attacks against longitudinal
databases for individual-targets in Section C.2.1, followed by the respective experimen-
tal results for attacks on the Educational Censuses released by INEP in Section C.2.2.

C.2.1 Theoretical foundation

For all attacks on single databases, we follow the assumptions introduced in Sec-
tion 5.1.1. In this section, we formally define both re-identification and attribute-
inference attacks on longitudinal databases for individual-targets. Definition 43 ac-
counts for an adversary interested in re-identifying only one individual, while Defini-
tion 44 accounts for an adversary interested in inferring the value of an attribute for the
targeted-individual. Detailed examples of both attacks are presented in Appendix D
Sections D.2.1 and D.2.2, respectively.

Definition 43 (Individual-target Re-identification Longitudinal database (IRL) at-
tack). In an IRL attack, the adversary can completely access a longitudinal collection
of databases, i.e. they have knowledge of every record in each of the databases. The
adversary can also gather auxiliary information on the values of a set of quasi-identifiers
for a predetermined, specific individual of interest from the focal database. Particu-
larly, the adversary can use the auxiliary databases from the longitudinal collection as
auxiliary information. The adversary’s goal is to re-identify the targeted-individual, i.e.
to precisely determine which record in the focal database corresponds to the individual
of interest.

3The results for the collective-targets attacks on the School Census of 2019 are presented in
Appendix E.
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The specification of an IRL attack is analogous to that of an IRS attack, Definition 39.
Particularly, the two main differences concern the use of the databases from the longi-
tudinal collection in the definitions of success. For the a priori success, the adversary
relies only on the information available in the focal database D1, while for the a pos-
teriori success, they rely on the auxiliary information obtained by them from sources
other than the longitudinal collection LD in addition to the aggregated information
from all the databases in LD.

• Adversary’s knowledge. In an IRL attack, we assume the adversary:

(i) can completely access a longitudinal collection of (non-empty) databases
LD={D1, D2, . . . , Dk}, according to Assumptions AL0–AL3, and can ag-
gregate the information from this collection into a new aggregated database
agreg(LD) according to Assumption AL4;

(ii) has a predetermined, specific individual of interest x⋆∈D1 as the re-
identification target;

(iii) given a set of quasi-identifiers QID⊆Ai, with 1≤i≤k, that are present in
all the databases in LD, the adversary knows the sub-record x⋆[QID ] corre-
sponding to the values of the quasi-identifiers of the individual of interest
x⋆, on whom the adversary can gather auxiliary information.

• Deterministic degradation of privacy. The adversary is considered to be
deterministically successful in an IRL attack iff capable of precisely determining
which record in the focal database D1 corresponds to the individual of interest.

– A priori deterministic success. Before performing the IRL attack, the
adversary can rely only on the focal database D1, i.e. neither the auxiliary
databases nor the quasi-identifiers are used yet. Hence, the adversary can
only precisely determine which record in the focal database corresponds
to the individual of interest iff the focal database contains only a single
record. Therefore, the a priori deterministic success in an IRL attack on a
longitudinal collection of databases LD is defined as:

prior-sucIRL
det (LD)

def
=

⎧⎨⎩true, if |D1|=1,

false, if |D1|≥2.
(C.14)

– A posteriori deterministic success. By performing an IRL attack, the
adversary uses the auxiliary information as values for the quasi-identifiers of
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the individual of interest to support the task of re-identification, including
the information provided by the auxiliary databases. An IRL attack is
then performed as follows: At first, the adversary filters the longitudinal
collection of databases LD according to the values for the quasi-identifiers
of the individual of interest, disregarding those records that do not match
the query. Then, given the remaining database, the adversary can only
precisely determine which record corresponds to the individual of interest
iff the remaining database contains only a single record.

Therefore, the a posteriori deterministic success in an IRL attack on a lon-
gitudinal collection of databases LD, given the adversary’s knowledge of the
values for the target’s quasi-identifiers x⋆[QID ], is defined as:

post-sucIRL
det (LD, x

⋆[QID ])
def
=

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

true, if there is exactly one

record x∈agreg(LD)

such that x[QID ]=x⋆[QID ],

false, otherwise.

(C.15)

– Deterministic degradation of privacy. The adversary is considered to
be deterministically successful in an IRL attack iff not capable of precisely
re-identifying the individual of interest before the attack, but otherwise
capable of doing so after the attack is performed:

priv-degradIRL
det (LD, x

⋆[QID ])
def
= prior-sucIRL

det (LD)=false and
(C.16)

post-sucIRL
det (LD, x

⋆[QID ])=true.

(C.17)

• Probabilistic degradation of privacy. The adversary’s probabilistic success
in an IRL attack does not rely on precisely determining which record in the focal
database D1 corresponds to the individual of interest. Rather, we compute the
probability of correctly re-identifying the target in the focal database, i.e. the
greater this probability, the more successful the adversary is.

– A priori probabilistic success. Before performing the IRL attack, the
adversary can rely only on the focal database D1, i.e. neither the auxil-
iary databases nor the quasi-identifiers are used yet. Hence, the best course
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of action for the adversary is to randomly select a record from the focal
database, according to the maximum entropy principle. Since each individ-
ual only holds one record in each database, the probability of the adversary
being successful is the inverse of the focal database size. Therefore, the a
priori probabilistic success in an IRL attack on a collection of longitudinal
databases LD is defined as:

prior-sucIRL
prob(LD)

def
=

1

|D1|
. (C.18)

– A posteriori probabilistic success. By performing an IRL attack, the
adversary uses the auxiliary information as values for the quasi-identifiers of
the individual of interest to support the task of re-identification, including
the information provided by the auxiliary databases. An IRL attack is
then performed as follows: At first, the adversary filters the collection of
longitudinal databases LD according to the values for the quasi-identifiers
of the individual of interest, disregarding those records that do not match the
query. Then, given the remaining database, the best course of action for the
adversary is to randomly select a record, according to the maximum entropy
principle. Since each individual only holds one record in each database, the
probability of the adversary being successful is the inverse of the remaining
database size.

Therefore, the a posteriori probabilistic success in an IRL attack on a col-
lection of longitudinal databases LD, given the adversary’s knowledge of the
values for the target’s quasi-identifiers x⋆[QID ], is defined as:

post-sucIRL
prob(LD, x

⋆[QID ])
def
=

1

|{x∈agreg(LD) | x[QID ]=x⋆[QID ]}|
.

(C.19)

– Probabilistic degradation of privacy. The probabilistic degradation of
privacy in an IRL attack is defined as the ratio by which the attack increases
the probabilistic success of the adversary:

priv-degradIRL
prob(LD, x

⋆[QID ])
def
=

post-sucIRL
prob(LD, x

⋆[QID ])

prior-sucIRL
prob(LD)

(C.20)

=
|D|

|block(x⋆[QID ])|
(C.21)
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=
|D|

|{x∈D | x[QID ] = x⋆[QID ]}|
. (C.22)

A detailed numeric example of an IRL attack is presented in Section D.2.1, Example 51.
◁

We now present the attribute-inference attack on longitudinal databases for individual-
targets.

Definition 44 (Individual-target Attribute-inference Longitudinal database (IAL) at-
tack). In an IAL attack, the adversary can completely access a longitudinal collection
of databases, i.e. has knowledge of every record in each of the databases. The adver-
sary can also gather auxiliary information on the values of a set of quasi-identifiers for
a predetermined, specific individual of interest from the focal database. Particularly,
the adversary can use the auxiliary databases from the longitudinal collection as aux-
iliary information. The adversary’s goal is to infer the value of an attribute considered
to be sensitive for the targeted-individual regardless of being able to re-identify the
individual of interest.

The specification of the IAL attack is analogous to that of an IAS attack, Definition 40.
The two main differences concern the use of the databases from the longitudinal col-
lection in the definitions of success. For the a priori success, we rely only on the
information available in the focal database, while for the a posteriori success, we rely
on the auxiliary information obtained by the adversary from sources other than the lon-
gitudinal collection LD in addition to the aggregated information from all the databases
in LD.

• Adversary’s knowledge. In an IAL attack, we assume the adversary:

(i) can completely access a longitudinal collection of (non-empty) databases
LD={D1, D2, . . . , Dk} according to Assumptions AL0–AL3, and can ag-
gregate the information from this collection into a new aggregated database
agreg(LD) according to Assumption AL4;

(ii) has a predetermined, specific individual of interest x⋆∈D1 as the attribute-
inference target;

(iii) given a set of quasi-identifiers QID⊆Ai, with 1≤i≤k, that are present in
all the databases in LD, the adversary knows the sub-record x⋆[QID ] corre-
sponding to the values of the quasi-identifiers of the individual of interest
x⋆, on whom the adversary can gather auxiliary information.
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(iv) given an attribute asens∈A1 in the focal base D1 such that asens /∈QID , con-
sidered to be sensitive, the adversary’s goal is to infer the attribute’s value
x⋆[asens] for the targeted-individual x⋆.

• Deterministic degradation of privacy. The adversary is considered to be
deterministically successful in an IAL attack iff capable of precisely determining
the value of the sensitive attribute for the individual of interest in the focal
database D1.

– A priori deterministic success. Before performing the IAL attack, the
adversary can rely only on the focal database D1, i.e. neither the auxiliary
databases nor the quasi-identifiers are used yet. Hence, the adversary can
only precisely determine the value of the sensitive attribute for the individ-
ual of interest in the focal database iff all the records in the focal database
have the same value for the sensitive attribute. Therefore, the a priori de-
terministic success in an IAL attack on a longitudinal collection of databases
LD and with respect to the sensitive attribute asens is defined as:

prior-sucIAL
det (LD, asens)

def
=

⎧⎪⎪⎪⎨⎪⎪⎪⎩
true, if for all x, x′∈D1,

x[asens]=x′[asens],

false, otherwise.

(C.23)

– A posteriori deterministic success. By performing an IAL attack, the
adversary uses the auxiliary information as values for the quasi-identifiers
of the individual of interest to support the task of inferring the value of
the sensitive attribute, including the information provided by the auxil-
iary databases. An IAL attack is then performed as follows: At first, the
adversary filters the longitudinal collection of databases LD according to
the values for the quasi-identifiers of the individual of interest, disregard-
ing those records that do not match the query. Then, given the remaining
database, the adversary can only precisely determine the value of the sensi-
tive attribute for the individual of interest iff all the records in the remaining
database have the same value for the sensitive attribute.

Therefore, the a posteriori deterministic success in an IAL attack on a longi-
tudinal collection of databases LD and with respect to the sensitive attribute
asens, given the adversary’s knowledge of the values for the target’s quasi-
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identifiers x⋆[QID ], is defined as:

post-sucIAL
det (LD, asens, x

⋆[QID ])
def
=⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

true, if for all x, x′∈agreg(LD) such that

x[QID ]=x′[QID ]=x⋆[QID ], we have

x[(asens, 1)]=x′[(asens, 1)],

false, otherwise.

(C.24)

– Deterministic degradation of privacy. The adversary is considered to
be deterministically successful in an IAL attack iff not capable of precisely
determining the value of the sensitive attribute for the individual of interest
before the attack, but otherwise capable of doing so after the attack is
performed:

priv-degradIAL
det (LD, asens, x

⋆[QID ])
def
=

(prior-sucIAL
det (LD, asens)=false) and

(post-sucIAL
det (LD, asens, x

⋆[QID ])=true) . (C.25)

• Probabilistic degradation of privacy. The adversary’s probabilistic success
in an IAL attack does not rely on precisely determining the value of the sensitive
attribute for the individual of interest in the focal database D1. Rather, we
compute the probability of correctly inferring the target’s value for the sensitive
attribute in the database, i.e. the greater this probability, the more successful
the adversary is.

– A priori probabilistic success. Before performing the IAL attack, the
adversary can rely only on the focal database D1, i.e. neither the auxiliary
databases nor the quasi-identifiers are used yet. Hence, the best course of
action for the adversary is to randomly select a possible value for the sen-
sitive attribute, according to the maximum entropy principle. Since each
individual only holds one record in each database, the most probable value
would be the most frequent one in the focal database. Therefore, the a
priori probabilistic success in an IAL attack on a collection of longitudi-
nal databases LD and with respect to the sensitive attribute asens, given
the probability distribution of values for the sensitive attribute πasens|D1 ,
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according to Equation 3.2, is defined as:

prior-sucIAL
prob(LD, asens)

def
= max

s∈dom(asens)
πasens|D1
s

= max
s∈dom(asens)

|{x∈D1 | x[asens]=s}|
|D1|

. (C.26)

– A posteriori probabilistic success. By performing an IAL attack, the
adversary uses the auxiliary information as values for the quasi-identifiers
of the individual of interest to support the task of inferring the value of
the sensitive attribute, including the information provided by the auxil-
iary databases. An IAL attack is then performed as follows: At first, the
adversary filters the collection of longitudinal databases LD according to
the values for the quasi-identifiers of the individual of interest, disregard-
ing those records that do not match the query. Then, given the remaining
database, the best course of action for the adversary is to randomly select
a possible value for the sensitive attribute among those available in the re-
maining database, according to the maximum entropy principle. Since each
individual only holds one record in each database, the most probable value
would be the most frequent one in the remaining database.

Therefore, the a posteriori probabilistic success in an IAL attack on a longi-
tudinal databases LD and with respect to the sensitive attribute asens, given
the probability distribution of values for the sensitive attribute πasens|D1 , ac-
cording to Equation 3.2, and the adversary’s knowledge of the values for the
target’s quasi-identifiers x⋆[QID ], is defined as:

post-sucIAL
prob(LD, asens, x

⋆[QID ])
def
=

max
s∈dom(asens)

|{x∈block(x⋆[QID ]) | x[(asens, 1)]=s}|
|block(x⋆[QID ])|

, (C.27)

where block(x⋆[QID ])={x∈agreg(LD) | x[QID ]=x⋆[QID ]} is the block defined
by the partition on set QID of all individuals in the aggregated database
agreg(LD) that share the same quasi-identifiers with the targeted-individual
x⋆.

– Probabilistic degradation of privacy. The probabilistic degradation of
privacy in an IAL attack is defined as the ratio by which the attack increases
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the probabilistic success of the adversary:

priv-degradIAL
prob(LD, asens, x

⋆[QID ])
def
=

post-sucIAL
prob(LD, asens, x

⋆[QID ])

prior-sucIAL
prob(LD, asens)

.

(C.28)

A detailed numeric example of an IAL attack is presented in Appendix D.2.2, Exam-
ple 53. ◁

In the following section, we present some experimental results for both re-identification
and attribute-inference attacks on longitudinal databases for individual-targets on the
Educational Censuses released by INEP.

C.2.2 Experimental results for attacks on the INEP databases

In this section, we present an illustrative, quantitative analysis on the privacy risks
of re-identification and attribute-inference for individual, predetermined-targets whose
information is made public on longitudinal databases, as modeled in the previous sec-
tion. First, we present a deterministic Individual-target Re-identification Longitudinal
databases (IRL) attack against a well-known Brazilian political figure and a probabilis-
tic IRL attack against the author, Experiment 45. Then, we present a deterministic
Individual-target Attribute-inference Longitudinal databases (IAL) attack against a
person known to the author and a probabilistic IAL attack against the author, Exper-
iment 46.

Experiment 45 (Individual-target Re-identification Longitudinal databases (IRL) at-
tack on the Higher Education Censuses). In an IRL attack, the adversary’s goal is to
re-identify the targeted-individual, according to Definition 43. Particularly, the ad-
versary can use the auxiliary databases from the longitudinal collection as additional
auxiliary information.

First, for the deterministic IRL attack, we have selected a well-known Brazilian political
figure as our target and all the information used as quasi-identifiers are widely available
on the Internet. Then, for the probabilistic IRL attack, we have selected this thesis
author and all the information used as quasi-identifiers are also easily obtainable by
third-parties.

We have performed both attacks using the database released for the Higher Education
Census of 2014 as the focal one. This database was released containing 10 793 936
records, which were reduced to 9 773 350 after the random selection of only one record
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for each data holder of multiple records. Also, we have access to the databases released
for the Higher Education Census from 2009 to 2019, all containing microdata, i.e. data
at the record level.

• Deterministic degradation of privacy. In a deterministic scenario, the ad-
versary is successful iff they are capable of precisely determining which record in
the focal database corresponds to the individual of interest.

For the deterministic IRL attack, the adversary’s target is a well-known Brazilian
political figure, who we try to re-identify in the focal database for the Higher Ed-
ucation Census of 2014. Here, we also use the database for the Higher Education
Census of 2016 as auxiliary information.

Since the focal database has more than one record, the target cannot be re-
identified with absolute certainty a priori. According to Equation C.14, the a
priori deterministic success is equal to false.

However, by preforming the IRL attack, the adversary can rely on the values of
the quasi-identifiers, not only on the focal database, but also on the auxiliary one,
to assist the attack. Here, we have used only the Higher Education Institution
in which the target was enrolled in 2014 and in 2016, i.e. Universidade Federal
do ABC, code 4925, and Instituto de Direito Público de São Paulo, code 17672,
respectively. Both information are widely available on the Internet.

After filtering the aggregated database using this auxiliary information, only one
record corresponded to the same values of the quasi-identifiers. Therefore, the
adversary’s a posteriori deterministic success is, according to Equation C.15,
equal to true.

Finally, the deterministic degradation of privacy for the targeted-individual is,
according to Equation C.16, equal to true. Therefore, for the selected political
figure and the knowledge of their Higher Education Institution in 2014 and in
2016, an adversary can uniquely re-identify the target.

• Probabilistic degradation of privacy. In a probabilistic scenario, the adver-
sary is not required to precisely determine which record in the focal database
corresponds to the individual of interest in order to be successful. Rather, we
compute the adversary’s probability of correctly re-identifying the target in that
database.

For the probabilistic IRL attack, the adversary’s target is this thesis author, who
we try to re-identify in the focal database for the Higher Education Census of
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2014. Here, we also use the database for the Higher Education Census of 2011 as
auxiliary information.

Before executing the IRL attack, the adversary cannot rely on the quasi-
identifiers, nor on the auxiliary database, in the attempt of target re-
identification. Hence, the best course of action for the adversary is to randomly
select a record from the database, according to the maximum entropy principle.
Therefore, the adversary’s a priori probabilistic success is, according to Equa-
tion C.18:

1

9 773 350
= 1.0232 · 10−7 ≈ 0.00001%.

However, by preforming the IRL attack, the adversary can rely on the values of
the quasi-identifiers, not only on the focal database, but also on the auxiliary
one, to assist the attack. Here, we have only used the Higher Education Insti-
tution course in which the author was enrolled in 2014 and in 2011, i.e. Physics
(variable NO_CURSO equal to FISICA) and Medicine (variable NO_CURSO equal to
MEDICINA), respectively, where the variable NO_CURSO indicates the Higher Edu-
cation Institution course name in Portuguese.

After filtering the aggregated database using this auxiliary information, only
seven records corresponded to the same values of the quasi-identifiers. Since
no more information is available at this point, the best course of action for the
adversary is to randomly select a record from the database, according to the
maximum entropy principle. Therefore, the adversary’s a posteriori probabilistic
success is, according to Equation C.19:

1

7
= 14.29%.

Finally, the probabilistic degradation of privacy for the targeted-individual is,
according to Equation C.20:

1/7
1/9 773 350

≈ 1 396 192.

Therefore, for this thesis author and the knowledge of his Higher Education
Institution course in 2014 and 2011, an adversary increases their chance of re-
identifying the targeted-individual by a factor of 1 396 192. 4

4We note that the targeted-individual could be uniquely re-identified by specifying only one of the
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◁

We now present a deterministic IAL against a person known to the author and a
probabilistic IAL attack against the author.

Experiment 46 (Individual-target Attribute-inference Longitudinal databases (IAL)
attack on the School Censuses). In an IAL attack, the adversary’s goal is to infer the
value of an attribute considered to be sensitive for the targeted-individual regardless of
being able to re-identify them, according to Definition 44. Particularly, the adversary
can use the auxiliary databases from the longitudinal collection as additional auxiliary
information.

First, for the deterministic IAL attack, we have selected a person known to the author
as our target and all the information used as quasi-identifiers are easily obtained. This
attack was performed using the database released for the School Census of 2016 as the
focal one, which was released containing 52 356 383 records, but reduced to 48 561 221
after the random selection of only one record for each data holder of multiple records.
Also, we have access to the databases released for the School Census from 2007 to 2019,
all containing microdata, i.e. data at the record level. Furthermore, we were interested
in inferring the value for the attribute IN_NECESSIDADE_ESPECIAL, i.e. whether or not
the student possesses a disability or global developmental disorder.

Then, for the probabilistic IAL attack, we have selected this thesis author as our
target and all the information used as quasi-identifiers are also easily obtainable by
third-parties. This attack was performed using the database released for the Higher
Education Census of 2014 as the focal one, which was released containing 10 793 936
records, but reduced to 9 773 350 after the random selection of only one record for each
data holder of multiple records. Also, we have access to the databases released for
the Higher Education Census from 2009 to 2019. Furthermore, we were interested in
inferring the value for the attribute CO_MUNICIPIO_NASCIMENTO, i.e. the student’s city
of birth code.

• Deterministic degradation of privacy. In a deterministic scenario, the ad-
versary is successful iff they are capable of precisely determining which value the
sensitive attribute takes for the individual of interest.

Since the attribute IN_NECESSIDADE_ESPECIAL can hold two distinct values and
both of them occur for at least one record in the focal database, i.e. the School

Higher Education Institutions in which he was enrolled in 2014 or 2011.
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Census of 2016, the target’s value for the sensitive attribute could not be in-
ferred with absolute certainty a priori. According to Equation C.23, the a priori
deterministic success is equal to false.

However, by preforming the IAL attack, the adversary can rely on the values of
the quasi-identifiers, not only on the focal database, but also on the auxiliary
one, to assist the attack. Here, we have used only the School in which the target
was enrolled in 2016 and in 2017, i.e. Colégio São Judas Tadeu, code 31014150,
and IEC - Unidade CENTEC, code 31014001. All the information is known to
people acquainted to the target.

After filtering the aggregated database using this auxiliary information, we have
found 14 records corresponding to the same values of the quasi-identifiers. Since
all those records hold the same value for the attribute IN_NECESSIDADE_ESPECIAL
(0, i.e. the student does not possess a disability or global developmental disorder),
the target’s value for the sensitive attribute could be inferred with absolute cer-
tainty a posteriori. Therefore, the adversary’s a posteriori deterministic success
is, according to Equation C.24, equal to true.

Finally, the deterministic degradation of privacy for the targeted-individual is,
according to Equation C.25, equal to true. Therefore, for the selected target and
the knowledge of their School in 2016 and 2017, an adversary can precisely infer
the value for the target’s sensitive attribute. 5

• Probabilistic degradation of privacy. In a probabilistic scenario, the adver-
sary is not required to precisely determine which value the sensitive attribute
takes for the individual of interest in order to be successful. Rather, we compute
the adversary’s probability of correctly inferring that value.

Before executing the IAL attack, the adversary cannot rely on the quasi-
identifiers, nor on the auxiliary database, in the attempt of attribute-inference.
Hence, the best course of action for the adversary is to randomly select a value
among the possible values for the sensitive attribute in the focal database, i.e.
the Higher Education Census of 2014, according to the maximum entropy prin-
ciple. Therefore, the adversary’s a priori probabilistic success is, according to

5We note that it was not necessary for the adversary to deterministically re-identify the targeted-
individual in the focal database to precisely infer their value for the sensitive attribute. In fact, after
executing this IAL attack, the target was still indistinguishable among the 14 records found to match
the auxiliary information used as quasi-identifiers.
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Equation C.26:

556 398

9 773 350
= 5.69%,

since the attribute CO_MUNICIPIO_NASCIMENTO can hold 5 561 distinct values in
the focal database and the most common among them (code 3550308, i.e. the
city of São Paulo) occurs for 556 398 of the 9 773 350 records in the database.

However, by preforming the IAL attack, the adversary can rely on the values of
the quasi-identifiers, not only on the focal database, but also on the auxiliary
one, to assist the attack. Here, we have used only the Higher Education Insti-
tution course in which the author was enrolled in 2014 and in 2011, i.e. Physics
(variable NO_CURSO equal to FISICA) and Medicine (variable NO_CURSO equal to
MEDICINA), respectively, where the variable NO_CURSO indicates the Higher Edu-
cation Institution course name in Portuguese.

After filtering the aggregated database using this auxiliary information, only
seven records corresponded to the same values of the quasi-identifiers. Since no
more information is available at this point, the best course of action for the ad-
versary is to randomly select a value among the possible values for the sensitive
attribute in the filtered database, according to the maximum entropy princi-
ple. Therefore, the adversary’s a posteriori probabilistic success is, according to
Equation C.27:

2

7
= 28.57%,

since the most common value for the attribute CO_MUNICIPIO_NASCIMENTO in the
filtered database (code 3304557, i.e. the city of Rio de Janeiro) occurs for 2 of
the 7 records.

Finally, the probabilistic degradation of privacy for the targeted-individual is,
according to Equation C.28:

0.2857

0.0569
= 5.0211.

Therefore, for this thesis author and the knowledge of his Higher Education In-
stitution course in 2014 and 2011, an adversary increases their chance of inferring
the value for the attribute CO_MUNICIPIO_NASCIMENTO by a factor of 5.0211. 6

6Once again, we note that it was not necessary for the adversary to deterministically re-identify
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◁

Similarly to IRS and IAS attacks presented in Section C.1, for IRL and IAL attacks
we also notice that the knowledge of values for some trivial quasi-identifying attributes
are enough to cause a serious degradation of privacy for the selected targets. Naturally,
one could argue that each of our targets is just one individual among millions in the
databases we have used for those attacks. Unfortunately, as we presented in Section 5.2
for the collective-targets attacks on the School Census of 2018, 7 our selected targets
are not exceptions, but rather typical cases of privacy degradation in the databases
here analyzed. We also present in Appendix F Section F.2 the equivalent results for
collective-targets attacks on the Higher Education Censuses.

the targeted-individual in the focal database to precisely infer their value for the sensitive attribute.
In fact, after executing this IAL attack, the target was still indistinguishable among the 7 records
found to match the auxiliary information used as quasi-identifiers.

7The results for the collective-targets attacks on the School Census of 2019 are presented in
Appendix E.



Appendix D

Examples of attacks

In this appendix, we present detailed numeric examples of the attacks defined in this
thesis for both individual and collective-targets, single and longitudinal databases, and
for re-identification and attribute-inference attacks.

D.1 Attacks on single databases

In this section, we present detailed examples of each attack performed on single
databases, as discussed in Chapter 4 and Appendix C.1. The leading example upon
which we perform the attacks was presented in Section 3.2, Example 12.

In Section D.1.1, we show examples of both individual and collective re-identification
attacks, and in Section D.1.2, we show examples of both individual and collective
attribute-inference attacks.

D.1.1 Examples of re-identification attacks

In this section, we present both examples of re-identification attacks on single
databases. We begin with Example 47, which accounts for an adversary interested
in re-identifying only predetermined targeted-individuals, according to Definition 39.
Then, we present Example 48, which accounts for the general case, i.e. an adversary
interested in re-identifying as many individuals as possible, according to Definition 16.

Example 47 (Execution of an Individual-target Re-identification Single database
(IRS) attack). Consider the database D on the set of attributes A from Example 12
and the assumptions made in Section 4.1.1. In this example, the adversary wants to
separately re-identify the records of two predetermined targeted-individuals: Alex and

163
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Bia. Furthermore, the adversary can obtain the following auxiliary information to be
used as quasi-identifiers:

• Alex is a 60 years old man, i.e. his quasi-identifiers are Q′
ID = {gender, age} and

the adversary knows the values x⋆
Alex[{gender, age}] = ⟨M, 60⟩;

• Bia is a woman whose occupation category is given by 1, i.e. her quasi-
identifiers are Q′′

ID = {gender, occupation}, and the adversary knows the values
x⋆

Bia[{gender, occupation}] = ⟨F, 1⟩.

We now compute the metrics from Definition 39.

• Deterministic degradation of privacy. Since the database D has more than
one record, neither Alex nor Bia can be re-identified with absolute certainty a
priori, i.e. without the use of auxiliary information. Formally, Equation C.1 for
the a priori success returns a false value for both individuals.

However, by performing the IRS attack against Alex, the adversary can rely on
the sub-record x⋆

Alex[{gender, age}] = ⟨M, 60⟩ as auxiliary information, correspond-
ing to the first target’s quasi-identifiers. Since there is only one record x ∈ D

such that x[{gender, age}] = x⋆
Alex[{gender, age}], the adversary can precisely de-

termine that the record with id 9 is held by Alex. Hence, the adversary can
re-identify the target with absolute certainty and achieves a posteriori, determin-
istic success. Formally, Equation C.2 for the a posteriori success returns a true

value for the IRS attack against Alex.

Therefore, the deterministic re-identification attack against Alex succeeds, i.e.
Equation C.3 for the deterministic degradation of privacy returns a true value.

Similarly, by performing the IRS attack against Bia, the adversary can rely on
the sub-record x⋆

Bia[{gender, occupation}] = ⟨F, 1⟩ as auxiliary information, cor-
responding to the second target’s quasi-identifiers. In this case, however, the ad-
versary cannot re-identify Bia with absolute certainty a posteriori, since there are
two records x∈D such that x[{gender, occupation}] = x⋆

Bia[{gender, occupation}],
the records with id 1 and 2. Formally, Equation C.2 for the a posteriori success
returns a false value for the IRS attack against Bia.

Thus, the deterministic re-identification attack against Bia does not succeed, i.e.
Equation C.3 for the deterministic degradation of privacy returns a false value.
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• Probabilistic degradation of privacy. Although Bia did not suffer a deter-
ministic degradation of privacy in the adversary’s IRS attack based on the sub-
record x⋆

Bia[{gender, occupation}] = ⟨F, 1⟩ as auxiliary information, the adversary
did increase their knowledge on Bia. We can quantify this gain of information
probabilistically as follows.

Whenever the adversary has more than one record to choose from, their best
course of action is to randomly select one of them, according to the maximum
entropy principle. Since there are ten records in the database D, the adversary
has a 10% chance of randomly selecting Bia’s record in the database before per-
forming the attack, i.e. without relying on any auxiliary information. Formally,
Equation C.4 for the a priori, probabilistic success equals:

prior-sucIRS
prob(D) =

1

|D|
=

1

10
= 0.1 .

However, by performing the IRS attack against Bia, the adversary can rely on
the sub-record x⋆

Bia[{gender, occupation}] = ⟨F, 1⟩ as auxiliary information, which
decreases the number of possible records from ten to just two of them. Hence, the
adversary has a 50% chance of randomly selecting Bia’s record in the database
D after performing the attack. Formally, Equation C.5 for the a posteriori,
probabilistic success equals:

post-sucIRS
prob(D, x⋆

Bia[{gender, occupation}]) =
1

|{x∈D | x[{gender, occupation}]=x⋆
Bia[{gender, occupation}]}|

= 0.5 .

Therefore, the probabilistic degradation of privacy in a re-identification attack
against Bia, according to Equation C.6, is the ratio 50%/10% = 5, i.e. the adver-
sary’s chance of re-identifying Bia increases by a factor of five after performing
the IRS attack.

◁

We now present the collective-target example of re-identification attacks on single
databases. This allows us to quantify the overall privacy degradation in a given
database, i.e. how susceptible to privacy degradation are those individuals who hold a
record in the database.
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Example 48 (Execution of a Collective-target Re-identification Single database (CRS)
attack). Consider the database D on the set of attributes A from Example 12 and the
assumptions made in Section 4.1.1. In this example, the adversary wants to re-identify
as many records as possible from those present in the database. Furthermore, the
adversary can obtain auxiliary information on the values of the attribute in Q′

ID =

{age} for every individual, which are used as quasi-identifiers.

We now compute the metrics from Definition 16.

• Deterministic degradation of privacy. Since the database D has more than
one record, no individual can be re-identified with absolute certainty a priori, i.e.
without the use of auxiliary information, and the fraction of individuals that can
be re-identified by the adversary a priori is of 0%. Formally, Equation 4.1 for
the a priori success equals:

prior-sucCRS
det (D) = 0 .

However, by performing the CRS attack, the adversary can rely on the values
of the attribute in Q′

ID = {age} for every individual in the database D. Since
there is only one record with a unique value for the attribute age, i.e. the record
with id 10 whose age is 60, only this record can be re-identified with absolute
certainty by the adversary a posteriori. Hence, the adversary can re-identify 10%

of the records in the database given the knowledge of the attribute age’s value
for every individual. Formally, Equation 4.2 for the a posteriori, deterministic
success equals:

post-sucCRS
det (D, {x[Q′

ID ]}x∈D) =

⃓⃓⃓
{α∈D/∼Q′

ID

| |α|=1}
⃓⃓⃓

|D|

=
|{⟨age=60⟩}|

|D|

=
1

10
= 0.1 .

Therefore, the deterministic degradation of privacy in a collective re-identification
attack, according to Equation 4.3, is:

priv-degradCRS
det (D, {x[Q′

ID ]}x∈D) =

post-sucCRS
det (D, {x[Q′

ID ]}x∈D)− prior-sucCRS
det (D) = 0.1− 0 = 0.1 ,
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i.e. the adversary’s absolute chance of deterministically re-identifying an individ-
ual in the database D increases by 10% after performing the CRS attack.

• Probabilistic degradation of privacy. Whenever the adversary has more than
one record to choose from, their best course of action is to randomly select one of
them, according to the maximum entropy principle. Since there are ten records
in the database D, the adversary has a 10% chance of randomly re-identifying
a record in the database before performing the attack, i.e. without relying on
any auxiliary information. Formally, Equation 4.4 for the a priori, probabilistic
success equals:

prior-sucCRS
prob (D) =

1

|D|
=

1

10
= 0.1 .

However, by performing the CRS attack, the adversary can rely on the values of
the attribute in Q′

ID = {age} for every individual in the database D. In this case,
the database can be partitioned in three blocks, each containing all the records
that share the same value for the attribute age, i.e. one block with five records
whose age equal 25, one block with four records whose age equal 49, and one
block with a single record whose age is 60.

Based on how many records there are in each block, the adversary has a dis-
tinct probability of success, i.e. 20%, 25%, and 100%, respectively. Similarly, a
randomly selected record has a distinct chance of belonging to each one of those
blocks, i.e. 50%, 40%, or 10%, respectively. Hence, the adversary’s success can
be computed as 50% ·20%+40% ·25%+10% ·100% = 30%, i.e. the adversary has
a 30% chance of re-identifying a randomly selected record in the database D after
performing the attack. Formally, Equation 4.5 for the a posteriori, probabilistic
success equals:

post-sucCRS
prob (D, {x[Q′

ID ]}x∈D) =

⃓⃓⃓
D/∼Q′

ID

⃓⃓⃓
|D|

=
|{⟨age=25⟩, ⟨age=49⟩, ⟨age=60⟩}|

|D|

=
3

10
= 0.3 .

Therefore, the probabilistic degradation of privacy in a collective re-identification
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attack, according to Equation 4.6, is:

priv-degradCRS
prob (D, {x[Q′

ID ]}x∈D) =
post-sucCRS

prob (D, {x[Q′
ID ]}x∈D)

prior-sucCRS
prob (D)

=
0.3

0.1
= 3 ,

i.e. the adversary’s chance of re-identifying a randomly selected record in the
database D increases by a factor of three after performing the CRS attack, from
10% to 30%.

◁

D.1.2 Examples of attribute-inference attacks

In this section, we present both examples of attribute-inference attacks on single
databases. We begin with Example 49, which accounts for an adversary interested
in inferring the value of an attribute for only predetermined targeted-individuals, ac-
cording to Definition 40. Then, we present Example 50, which accounts for the general
case, i.e. an adversary interested in inferring the value of an attribute for as many
individuals as possible, according to Definition 17.

Example 49 (Execution of an Individual-target Attribute-inference Single database
(IAS) attack). Consider the database D on the set of attributes A from Example 12
and the assumptions made in Section 4.1.1. In this example, the adversary wants to
separately infer the value of the attribute illness, considered here to be sensitive, for
two predetermined targeted-individuals: Caio and Dora. Furthermore, the adversary
can obtain the following auxiliary information to be used as quasi-identifiers:

• Caio is a man whose occupation category is given by 4, i.e. his quasi-
identifiers are Q′

ID = {gender, occupation}, and the adversary knows the values
x⋆

Caio[{gender, occupation}] = ⟨M, 4⟩;

• Dora is a 49 years old woman, i.e. her quasi-identifiers are Q′′
ID = {gender, age},

and the adversary knows the values x⋆
Dora[{gender, age}] = ⟨F, 49⟩.

We now compute the metrics from Definition 40.

• Deterministic degradation of privacy. The attribute illness can assume two
distinct values in the database D: five records hold value yes and the other five
hold value no. Hence, neither Caio nor Dora can have the value of their sensitive
attribute inferred by the attacker with absolute certainty a priori, i.e. without
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the use of auxiliary information. Formally, Equation C.7 for the a priori success
returns a false value for both individuals.

However, by performing the IAS attack against Caio, the adversary can rely
on the sub-record x⋆

Caio[{gender, occupation}] = ⟨M, 4⟩ as auxiliary information,
corresponding to the first target’s quasi-identifiers. Even though two records hold
the same values as Caio for the attributes gender and occupation, i.e. the records
with id 9 and 10, it is still possible for the adversary to infer the value of the
sensitive attribute with absolute certainty. Because both records hold the same
value for the attribute illness, i.e. no, the adversary does achieve a posteriori,
deterministic success. Formally, Equation C.8 for the a posteriori success returns
a true value for the IAS attack against Caio.

Therefore, the deterministic attribute-inference attack against Caio succeeds, i.e.
Equation C.9 for the deterministic degradation of privacy returns a true value.

Similarly, by performing the IAS attack against Dora, the adversary can rely
on the sub-record x⋆

Dora[{gender, age}] = ⟨F, 49⟩ as auxiliary information, cor-
responding to the second target’s quasi-identifiers. In this case, however, the
adversary cannot infer the value of the sensitive attribute with absolute certainty
a posteriori, since not all the records that hold the same values for the attributes
gender and age, i.e. the records with id 6, 7, and 8, hold the same value for
the attribute illness. While the records with id 6 and 7 hold the value yes, the
record with id 8 holds the value no. Formally, Equation C.8 for the a posteriori
success returns a false value for the IAS attack against Dora.

Thus, the deterministic attribute-inference attack against Dora does not succeed,
i.e. Equation C.9 for the deterministic degradation of privacy returns a false

value.

• Probabilistic degradation of privacy. Although Dora did not suffer a de-
terministic degradation of privacy in the adversary’s IAS attack based on the
sub-record x⋆

Dora[{gender, age}] = ⟨F, 49⟩ as auxiliary information, the adversary
did increase their knowledge on Dora. We can quantify this gain of information
probabilistically as follows.

Since half of the records in the database D holds value yes for the sensitive at-
tribute illness, while the other half holds value no, by applying the maximum
entropy principle stated in Section 2.1, the adversary’s best course of action is
to randomly select one of the values. Hence, the adversary has a 50% chance
of correctly inferring Dora’s value for the sensitive attribute before performing
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the attack, i.e. without relying on any auxiliary information. Formally, Equa-
tion C.10 for the a priori, probabilistic success equals:

prior-sucIAS
prob(D, illness) = max

s∈dom(illness)

|{x∈D | x[illness]=s}|
|D|

=
|{x∈D | x[illness]=yes}|

|D|

=
|{x∈D | x[illness]=no}|

|D|

=
5

10
= 0.50 .

However, by performing the IAS attack against Dora, the adversary can rely
on the sub-record x⋆

Dora[{gender, age}] = ⟨F, 49⟩ as auxiliary information, which
decreases the number of records from ten to just three of them. Since two of the
records hold the value yes for the attribute illness, i.e. those with id 6 and 7,
while one of them holds the value no, i.e. the record with id 8, the adversary has a
67% chance of correctly inferring Dora’s sensitive attribute value after performing
the attack. Formally, Equation C.11 for the a posteriori, probabilistic success
equals:

post-sucIAS
prob(D, illness, x⋆

Dora[{gender, age}]) =

max
s∈dom(illness)

|{x∈block(x⋆
Dora[{gender, age}]) | x[illness]=s}|

|block(x⋆
Dora[{gender, age}])|

=

|{x∈block(x⋆
Dora[{gender, age}]) | x[illness]=yes}|
|block(x⋆

Dora[{gender, age}])|
=

2

3
= 0.67 ,

where block(x⋆
Dora[{gender, age}])={x∈D | x[{gender, age}]=x⋆

Dora[{gender, age}]}
is the block of all individuals in the database D that hold the same quasi-identifier
values as the targeted-individual, x⋆

Dora.

Therefore, the probabilistic degradation of privacy in an attribute-inference at-
tack against Dora, according to Equation C.13, is the ratio 67%/50% = 1.34, i.e.
the adversary’s chance of correctly inferring the value of Dora’s sensitive attribute
increases by approximately 34% after performing the IAS attack.

◁

We now present the collective-target example of attribute-inference attacks on sin-
gle databases. This allows us to quantify the overall privacy degradation in a given
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database, i.e. how susceptible to privacy degradation are those individuals who hold a
record in the database.

Example 50 (Execution of a Collective-target Attribute-inference Single database
(CAS) attack). Consider the database D on the set of attributes A from Example 12
and the assumptions made in Section 4.1.1. In this example, the adversary wants to
infer the value of the attribute illness, considered to be sensitive, for as many records
as possible from those present in the database. Furthermore, consider the adversary
can obtain auxiliary information on the values of the attributes in Q′

ID = {age} for
every individual, which are used as quasi-identifiers.

We now compute the metrics from Definition 17.

• Deterministic degradation of privacy. The attribute illness can assume two
distinct values in the database D: five records hold value yes and the other five
hold value no. Hence, no individual can have the value of their sensitive attribute
inferred by the attacker with absolute certainty a priori, i.e. without the use of
auxiliary information. Formally, Equation 4.7 for the a priori success equals:

prior-sucCAS
det (D, illness) = 0 .

However, by performing the CAS attack, the adversary can rely on the values of
the attribute in Q′

ID = {age} for every individual in the database D. In this case,
the database can be partitioned in three blocks, each containing all the records
that share the same value for the attribute age, i.e. one block with five records
whose age equal 25, one block with four records whose age equal 49, and one
block with a single record whose age is 60. But for only one of those three blocks
all records hold the same value for the attribute illness, i.e. the block with a single
record, with id 10 and whose value for illness equals no. Hence, the adversary
can correctly infer the value of the sensitive attribute for only one in ten records,
i.e. the adversary has a 10% chance of success. Formally, Equation 4.8 for the a
posteriori, deterministic success equals:

post-sucCAS
det (D, illness, {x[Q′

ID ]}x∈D) =∑︁
α∈D/∼Q′

ID

|α| · unique-sens(α, illness)

|D|
=

5 · 0 + 4 · 0 + 1 · 1
10

=
1

10
= 0.1 ,
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where function unique-sens is defined by Equation 4.9. Here,
unique-sens(α, illness) = 1 only for the block α whose value for the at-
tribute age equals 60 since only in this block all records hold the same value for
the sensitive attribute illness.

Therefore, the deterministic degradation of privacy in a collective attribute-
inference attack, according to Equation 4.10, is:

priv-degradCAS
det (D, illness, {x[Q′

ID ]}x∈D) =

post-sucCAS
det (D, illness, {x[Q′

ID ]}x∈D)− prior-sucCAS
det (D, illness) =

= 0.1− 0 = 0.1 ,

i.e. the adversary’s chance of deterministically inferring the value of the sensi-
tive attribute illness for an individual in the database D increases by 10% after
performing the CAS attack, from 0% to 10%.

• Probabilistic degradation of privacy. Since half of the records in the
database D holds value yes for the sensitive attribute illness, while the other
half holds value no, by applying the maximum entropy principle, the adversary’s
best course of action is to randomly select one of the values. Hence, the adversary
has a 50% chance of correctly inferring the value for the sensitive attribute of a
randomly selected record before performing the attack, i.e. without relying on
any auxiliary information. Formally, Equation 4.11 for the a priori, probabilistic
success equals:

prior-sucCAS
prob (D, illness) = max

s∈dom(illness)

|{x∈D | x[illness]=s}|
|D|

=
|{x∈D | x[illness]=yes}|

|D|

=
|{x∈D | x[illness]=no}|

|D|

=
5

10
= 0.5 .

However, by performing the CAS attack, the adversary can rely on the values of
the attribute in Q′

ID = {age} for every individual in the database D. In this case,
the database can be partitioned in three blocks, each containing all the records
that share the same value for the attribute age, i.e. one block with five records
whose age equal 25, one block with four records whose age equal 49, and one
block with a single record whose age is 60.
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Based on how many records within a block hold the same value for the attribute
illness, the adversary has a distinct probability of success, i.e. 60% for the first
block in which three in five records hold the same value for the sensitive attribute,
50% for the second, and 100% for the third block. Similarly, a randomly selected
record has a distinct chance of belonging to each one of them, i.e. 50% chance of
belonging to the block of age 25, 40% chance for the block of age 49, and 10%

chance for the block of age 60. Hence, the adversary’s success can be computed
as 50% · 60% + 40% · 50% + 10% · 100% = 60%, i.e. the adversary has a 60%
chance of correctly inferring the value of the sensitive attribute for a randomly
selected record after performing the CAS attack. Formally, Equation 4.12 for the
a posteriori, probabilistic success equals:

post-sucCAS
prob (D, illness, {x[Q′

ID ]}x∈D) =∑︁
q∈dom(Q′

ID ) maxs∈dom(illness) |{x∈D | x[illness]=s, x[Q′
ID ]=q}|

|D|
=

=
3 + 2 + 1

10

=
6

10
= 0.6 .

Therefore, the probabilistic degradation of privacy in a collective attribute-
inference attack, according to Equation 4.13, is:

priv-degradCAS
prob (D, illness, {x[Q′

ID ]}x∈D) =
post-sucCAS

prob (D, illness, {x[Q′
ID ]}x∈D)

prior-sucCAS
prob (D, illness)

=
0.6

0.5
= 1.2 ,

i.e. the adversary’s chance of correctly inferring the value for the sensitive at-
tribute illness for a randomly selected record in the database D increases by 20%

after performing the CAS attack, from 50% to 60%.

◁

D.2 Attacks on longitudinal databases

In this section, we present detailed examples of each attack performed on longitudinal
databases, as discussed in Chapter 5 and Appendix C.2. The leading example upon
which we perform the attacks was presented in Section 5.1.1, Example 20.
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In Section D.2.1, we show examples of both individual and collective re-identification
attacks, and in Section D.2.2, we show examples of both individual and collective
attribute-inference attacks.

D.2.1 Examples of re-identification attacks

In this section, we present both examples of re-identification attacks on longitudinal
databases. We begin with Example 51, which accounts for an adversary interested
in re-identifying only predetermined targeted-individuals, according to Definition 43.
Then, we present Example 52, which accounts for the general case, i.e. an adversary
interested in re-identifying as many individuals as possible, according to Definition 21.

Example 51 (Execution of an Individual-target Re-identification Longitudinal
database (IRL) attack). Consider the longitudinal collection of databases LD={D1, D2}
from Example 20, its aggregation agreg(LD)=D1⋊⋉D2 on the set of attributes Aagreg(LD),
as shown in Table 5.2c, and the assumptions made in Section 5.1.1. In this example, the
adversary wants to separately re-identify the records of two predetermined targeted-
individuals in the focal database D1: André and Bia (the same Bia from Example 47).
Furthermore, the adversary can obtain the following auxiliary information to be used
as quasi-identifiers:

• André is a 25 years old man in database D1 and a 26 years old man in database
D2, i.e. his quasi-identifiers are Q′

ID = {age, gender} in both databases, and the
adversary knows the values x⋆

André[{(age, 1), (gender, 1), (age, 2)}] = ⟨25, M, 26⟩;

• Bia is a woman whose occupation category is given by 1 in both databases
D1 and D2, i.e. her quasi-identifiers are Q′′

ID = {gender, occupation} in both
databases, and the adversary knows the values x⋆

Bia[{(gender, 1), (occupation, 1),
(occupation, 2)}] = ⟨F, 1, 1⟩.

We now compute the metrics from Definition 43.

• Deterministic degradation of privacy. Since the focal database D1 has more
than one record, neither André nor Bia can be re-identified with absolute certainty
a priori, i.e. without the use of auxiliary information. Formally, Equation C.14
for the a priori success returns a false value both individuals.

However, by performing the IRL attack against Bia in the focal database,
the adversary can rely on the sub-record x⋆

Bia[{(gender, 1), (occupation, 1),
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(occupation, 2)}] = ⟨F, 1, 1⟩ as auxiliary information, corresponding to the first
target’s quasi-identifiers in the aggregation agreg(LD). Since there is only one
record x∈agreg(LD) such that x[{(gender, 1), (occupation, 1), (occupation, 2)}] =
x⋆

Bia[{(gender, 1), (occupation, 1), (occupation, 2)}], the adversary can precisely de-
termine that the record with id 2 is held by Bia. Hence, differently from the
outcome in Example 47, the adversary can now re-identify Bia with absolute cer-
tainty and achieves a posteriori, deterministic success. Formally, Equation C.15
for the a posteriori success returns a true value for the IRL attack against Bia.

Therefore, the deterministic re-identification attack against Bia succeeds, i.e.
Equation C.16 for the deterministic degradation of privacy returns a true value.
Interestingly, Bia’s re-identification was only possible due to an attribute change
in the record with id equal to 1, not due to some change in the record held by
Bia.

Similarly, by performing the IRL attack against André, the adversary can
rely on the sub-record x⋆

André[{(age, 1), (gender, 1), (age, 2)}] = ⟨25, M, 26⟩ as
auxiliary information, corresponding to the second target’s quasi-identifiers.
In this case, however, the adversary cannot re-identify André with abso-
lute certainty a posteriori, since there are two records x∈agreg(LD) such
that x[{(age, 1), (age, 2), (gender, 1)}] = x⋆

André[{(age, 1), (age, 2), (gender, 1)}],
the records with id 4 and 5. Formally, Equation C.15 for the a posteriori success
returns a false value for the IRL attack against André.

Thus, the deterministic re-identification attack against André does not succeed,
i.e. Equation C.16 for the deterministic degradation of privacy returns a false

value.

• Probabilistic degradation of privacy. Although André did not suffer a de-
terministic degradation of privacy in the adversary’s IRL attack based on the
sub-record x⋆

André[{(age, 1), (gender, 1), (age, 2)}] = ⟨25, M, 26⟩ auxiliary informa-
tion, the adversary did increase his knowledge on André. We can quantify this
gain of information probabilistically as follows.

Whenever the adversary has more than one record to choose from, their best
course of action is to randomly select one of them, according to the maximum
entropy principle. Since there are ten records in the database D1, the adversary
has a 10% chance of randomly selecting André’s record in the focal database
before performing the attack, i.e. without relying on any auxiliary information.
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Formally, Equation C.18 for the a priori, probabilistic success equals:

prior-sucIRL
prob(LD) =

1

|D1|
=

1

10
= 0.1 .

However, by performing the IRL attack against André, the adversary can rely
on the sub-record x⋆

André[{(age, 1), (gender, 1), (age, 2)}] = ⟨25, M, 26⟩ as auxiliary
information, which decreases the number of possible records to just two of them.
Hence, the adversary has a 50% chance of randomly selecting André’s record in
the focal database D1 after performing the attack. Formally, Equation C.19 for
the a posteriori, probabilistic success equals:

post-sucIRL
prob(LD, x

⋆
André[Q′

ID ]) =

1

|{x∈agreg(LD) | x[Q′
ID ]=x⋆

André[Q′
ID ]}|

=
1

2
= 0.5 ,

where [Q′
ID ] = [{(age, 1), (gender, 1), (age, 2)}].

Therefore, the probabilistic degradation of privacy in a re-identification attack
against André, according to Equation C.20, is the ratio 50%/10% = 5, i.e. the
adversary’s chance of re-identifying André increases by a factor of five after per-
forming the attack.

◁

We now present the collective-target example of re-identification attacks on longitudinal
databases. This allows us to quantify the overall privacy degradation in a focal database
given the longitudinal collection of databases it pertains to, i.e. how susceptible to
privacy degradation are those individuals who hold a record in the focal database if
the adversary has access to other databases in the longitudinal collection.

Example 52 (Execution of a Collective-target Re-identification Longitudinal database
(CRL) attack). Consider the longitudinal collection of databases LD={D1, D2} from
Example 20, its aggregation agreg(LD)=D1⋊⋉D2 on the set of attributes Aagreg(LD), as
shown in Table 5.2c, and the assumptions made in Section 5.1.1. In this example, the
adversary wants to re-identify as many records as possible from those present in the
focal database D1. Furthermore, consider the adversary can obtain auxiliary informa-
tion on the values of the attributes in Q′

ID={gender, occupation} for every individual,
which are used as quasi-identifiers.

We now compute the metrics from Definition 21.
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• Deterministic degradation of privacy. Since the focal database D1 has more
than one record, no individual can be re-identified with absolute certainty a pri-
ori, i.e.without the use of auxiliary information, and the fraction of individuals
that can be re-identified by the adversary a priori is of 0%. Formally, Equa-
tion 5.1 for the a priori success equals:

prior-sucCRL
det (LD) = 0 .

However, by performing the CRL attack, the adversary can rely on the val-
ues of attributes in Q′

ID={gender, occupation} for every individual and for ev-
ery database in the longitudinal collection of databases LD. In this case, there
are six records in agreg(LD) with unique values for the attributes {(gender, 1),
(occupation, 1), (occupation, 2)}, i.e. the records with id 1, 2, 6, 8, 9, and
10 can be re-identified with absolute certainty by the adversary a posteri-
ori. Hence, the adversary can re-identify 60% of the records in the focal
database D1 given the knowledge of every value for the attributes {(gender, 1),
(occupation, 1), (occupation, 2)} for every individual. Formally, Equation C.15 for
the a posteriori, deterministic success equals:

post-sucCRL
det (LD, {x[Q′

ID ]}x∈agreg(LD)) =

⃓⃓⃓
{α∈agreg(LD)/∼Q′

ID

| |α|=1}
⃓⃓⃓

|agreg(LD)|

=
6

10
= 0.6 .

Therefore, the deterministic degradation of privacy in a collective re-identification
attack, according to Equation 5.3, is:

priv-degradCRL
det (LD, {x[QID ]}x∈agreg(LD)) =

post-sucCRL
det (LD, {x[QID ]}x∈agreg(LD))− prior-sucCRL

det (LD) =

= 0.6− 0 = 0.6 ,

i.e. the adversary’s absolute chance of deterministically re-identifying an individ-
ual in the focal database D1 increases by 60% after performing the CRL attack. 1

1For comparison, consider the adversary was restricted to a single database scenario, i.e. the
adversary can access only the database D1. In this case, there is only one record in D1 with unique
values for the attributes gender and occupation, i.e. the record with id 8 is the only one that can be
re-identified with absolute certainty by the adversary a posteriori. Therefore, both the adversary’s
a posteriori, deterministic success and degradation of privacy would be equal to 1/10 = 10%, far less
than the degradation of privacy achieved in a longitudinal databases scenario.
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• Probabilistic degradation of privacy. Whenever the adversary has more
than one record to choose from, their best course of action is to randomly select
one of them, according to the maximum entropy principle. Since there are ten
records in the focal database D1, the adversary has a 10% chance of randomly
re-identifying a record in the focal database before performing the attack, i.e.
without relying on any auxiliary information. Formally, Equation 5.4 for the a
priori, probabilistic success equals:

prior-sucCRL
prob (LD) =

1

|D1|
=

1

10
= 0.1 .

However, by performing the CRL attack, the adversary can rely on the val-
ues of attributes in Q′

ID = {gender, occupation} for every individual and
for every database in the longitudinal collection of databases LD. In this
case, the database agreg(LD) can be partitioned in eight blocks, each contain-
ing all the records that share the same value for the attributes {(gender, 1),
(occupation, 1), (occupation, 2)}, i.e. one block with two records whose values are
⟨F, 3, 3⟩, one block with two records whose values are ⟨M, 2, 2⟩, and six blocks with
a single record in each corresponding to the remaining records whose values are
unique for this combination of quasi-identifiers.

Based on how many records there are in each block, the adversary has a distinct
probability of success, i.e. 50% for each block with two records, and 100% for
each block with only one record. Similarly, a randomly selected record in the
focal database D1 has a distinct chance of belonging to each one of those blocks,
i.e. 40% for a block with two records, and 60% for a block with only one record.
Hence, the adversary’s success can be computed as 40%·50%+60%·100% = 80%,
i.e. the adversary has a 80% chance of re-identifying a randomly selected record
in the focal database D1 after performing the attack. Formally, Equation 5.5 for
the a posteriori, probabilistic success equals:

post-sucCRL
prob (LD, {x[Q′

ID ]}x∈agreg(LD)) =

⃓⃓⃓
agreg(LD)/∼Q′

ID

⃓⃓⃓
|agreg(LD)|

=
8

10
= 0.8 .

Therefore, the probabilistic degradation of privacy in a collective re-identification
attack, according to Equation 5.6, is:

priv-degradCRL
prob (LD, {x[QID ]}x∈agreg(LD)) =
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post-sucCRL
prob (LD, {x[Q′

ID ]}x∈agreg(LD))

prior-sucCRL
prob (LD)

=
0.80

0.10
= 8 ,

i.e. the adversary’s chance of re-identifying a randomly selected record in the
focal database D1 increases by a factor of eight after performing the CRL attack,
from 10% up to 80%. 2

◁

D.2.2 Examples of attribute-inference attacks

In this section, we present both examples of attribute-inference attacks on longitudinal
databases. We begin with Example 53, which accounts for an adversary interested in
inferring the value of an attribute for only predetermined targeted-individuals, accord-
ing to Definition 44. Then, we present Example 54, which accounts for the general
case, i.e. an adversary interested in inferring the value of an attribute for as many
individuals as possible, according to Definition 22.

Example 53 (Execution of an Individual-target Attribute-inference Longitudi-
nal database (IAL) attack). Consider the longitudinal collection of databases
LD={D1, D2} from Example 20, its aggregation agreg(LD)=D1⋊⋉D2 on the set of at-
tributes Aagreg(LD), as shown in Table 5.2c, and the assumptions made in Section 5.1.1.
In this example, the adversary wants to separately infer the value of the attribute ill-
ness, considered to be sensitive, for two predetermined targeted-individuals: Eva and
Fábio. Furthermore, the adversary can obtain the following auxiliary information to
be used as quasi-identifiers:

• Eva is a woman whose occupation category is given by 3 in
both databases D1 and D2, i.e. her quasi-identifiers are Q′

ID =

{gender, occupation} in both databases, and the adversary knows the val-
ues x⋆

Eva[{(gender, 1), (occupation, 1), (occupation, 2)}] = ⟨F, 3, 4⟩;

• Fábio is a 25 years old man in database D1 and a 26 years old man in database
D2, i.e. his quasi-identifiers are Q′′

ID = {age, gender} in both databases, and the
adversary knows the values x⋆

Fábio[{(age, 1), (gender, 1), (age, 2)}] = ⟨25, M, 26⟩.
2For comparison, consider the adversary was restricted to a single database scenario, i.e. the

adversary can access only the database D1. In this case, the database D1 can be partitioned in five
blocks by using the attributes gender and occupation as quasi-identifiers. Therefore, the adversary’s
a posteriori, probabilistic success would be equal to 60% · 50% + 30% · 33% + 10% · 100% ≈ 50% and
the degradation of privacy would be approximately equal to five, less than the degradation of privacy
achieved in a longitudinal databases scenario.
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We now compute the metrics from Definition 44.

• Deterministic degradation of privacy. The attribute illness can assume two
distinct values in the focal database D1: five records hold value yes and the
other five hold value no. Hence, neither Eva nor Fábio can have the value of
their sensitive attribute inferred by the attacker with absolute certainty a priori,
i.e. without the use of auxiliary information. Formally, Equation C.23 for the a
priori success returns a false value for both individuals.

However, by performing the IAL attack against Eva in the
focal database, the adversary can rely on the sub-record
x⋆

Eva[{(gender, 1), (occupation, 1), (occupation, 2)}] = ⟨F, 3, 4⟩ as auxiliary in-
formation, corresponding to the first target’s quasi-identifiers in the aggregation
agreg(LD). Even though two records in agreg(LD) hold the same values as Eva
for the attributes {(gender, 1), (occupation, 1), (occupation, 2)}, i.e. the records
with id 3 and 7, it is still possible for the adversary to infer the value of the
sensitive attribute with absolute certainty. Because both records hold the same
value for the attribute illness, i.e. yes, the adversary does achieve a posteriori,
deterministic success. Formally, Equation C.24 for the a posteriori success
returns a true value for the IAL attack against Eva.

Therefore, the deterministic attribute-inference attack against Eva succeeds, i.e.
Equation C.25 for the deterministic degradation of privacy returns a true value.

Similarly, by performing the IAL attack against Fábio, the adversary can rely on
the sub-record x⋆

Fábio[{(age, 1), (gender, 1), (age, 2)}] = ⟨25, M, 26⟩ as auxiliary in-
formation, corresponding to the second target’s quasi-identifiers. In this case, the
adversary cannot infer the value of the sensitive attribute with absolute certainty
a posteriori, since not all the records x∈agreg(LD) that hold the same values for
attributes {(gender, 1), (occupation, 1), (occupation, 2)}, i.e. the records with id 4
and 5, hold the same value for the attribute illness. While the record with id 4
holds the value yes, the record with id 5 holds the value no. Formally, Equa-
tion C.24 for the a posteriori success returns a false value for the IAL attack
against Fábio.

Thus, the deterministic attribute-inference attack against Fábio does not succeed,
i.e. Equation C.25 for the deterministic degradation of privacy returns a false

value.

• Probabilistic degradation of privacy. Although Fábio did not suffer a de-
terministic degradation of privacy in the adversary’s IAL attack based on the
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sub-record x⋆
Fábio[{(age, 1), (gender, 1), (age, 2)}] = ⟨25, M, 26⟩ as auxiliary infor-

mation, the adversary did increase his knowledge on Fábio. We can quantify this
gain of information probabilistically as follows.

Since half of the records in the focal database D1 holds value yes for the sensitive
attribute illness, while the other half holds value no, by applying the maximum
entropy principle, the adversary’s best course of action is to randomly select
one of the values. Hence, the adversary has a 50% chance of correctly inferring
Fábio’s value for the sensitive attribute before performing the attack, i.e. without
relying on any auxiliary information. Formally, Equation C.26 for the a priori,
probabilistic success equals:

prior-sucIAL
prob(LD, illness) = max

s∈dom(illness)

|{x∈D1 | x[illness]=s}|
|D1|

=
|{x∈D1 | x[illness]=yes}|

|D1|

=
|{x∈D1 | x[illness]=no}|

|D1|

=
5

10
= 0.5 .

However, by performing the IAL attack against Fábio, the adversary can rely
on the sub-record x⋆

Fábio[{(age, 1), (gender, 1), (age, 2)}] = ⟨25, M, 26⟩ as auxiliary
information, which decreases the number of records from ten to just two of them.
Since one of the records hold the value yes for the attribute illness, i.e. that
with id 4, while the other holds the value no, i.e. that with id 5, the adversary
has a 50% chance of correctly inferring Fábio’s sensitive attribute value in the
focal database D1 after performing the attack. Formally, Equation C.27 for the
a posteriori, probabilistic success equals:

post-sucIAL
prob(LD, illness, x⋆

Fábio[Q′′
ID ]) =

max
s∈dom(illness)

|{x∈block(x⋆
Fábio[Q′′

ID ]) | x[illness]=s}|
|block(x⋆

Fábio[Q′′
ID ])|

=

|{x∈block(x⋆
Fábio[Q′′

ID ]) | x[illness]=yes}|
|block(x⋆

Fábio[Q′′
ID ])|

=
1

2
= 0.5 ,

where block(x⋆
Fábio[Q′′

ID ])={x∈agreg(LD) | x[Q′′
ID ]=x⋆

Fábio[Q′′
ID ]} is the block of

all individuals in the aggregated database agreg(LD) that hold the same quasi-
identifier values as the targeted-individual, x⋆

Fábio.

Therefore, the probabilistic degradation of privacy in an attribute-inference at-
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tack against Fábio, according to Equation C.28, is the ratio 50%/50% = 1, i.e. the
adversary’s chance of correctly inferring the value of Fábio’s sensitive attribute
does not change after performing the IAL attack.

◁

We now present the collective-target example of attribute-inference attacks on lon-
gitudinal databases. This allows us to quantify the overall privacy degradation in a
focal database given the longitudinal collection of databases it pertains to, i.e. how
susceptible to privacy degradation are those individuals who hold a record in the focal
database if the adversary has access to other databases in the longitudinal collection.

Example 54 (Execution of a Collective-target Attribute-inference Longitudi-
nal database (CAL) attack). Consider the longitudinal collection of databases
LD={D1, D2} from Example 20, its aggregation agreg(LD)=D1⋊⋉D2 on the set of at-
tributes Aagreg(LD), as shown in Table 5.2c, and the assumptions made in Section 5.1.1.
In this example, the adversary wants to infer the value of the attribute illness, con-
sidered to be sensitive, for as many records as possible from those present in the focal
database D1. Furthermore, consider the adversary can obtain auxiliary information on
the values of attributes in Q′

ID={gender, occupation} for every individual, which are
used as quasi-identifiers.

We now compute the metrics from Definition 22.

• Deterministic degradation of privacy. The attribute illness can assume
two distinct values in the focal database D1: five records hold value yes and the
other five hold value no. Hence, no individual can have the value of their sensitive
attribute inferred by the attacker with absolute certainty a priori, i.e. without
the use of auxiliary information. Formally, Equation 5.7 for the a priori success
equals:

prior-sucCAL
det (LD, illness) = 0 .

However, by performing the CAL attack, the adversary can rely on the values of
the attributes in Q′

ID={gender, occupation} for every individual in the longitudi-
nal collection of databases LD. In this case, there are six records in agreg(LD) with
unique values for the attributes {(gender, 1), (occupation, 1), (occupation, 2)}, i.e.
the records with id 1, 2, 6, 8, 9, and 10 can have their values for the sensitive at-
tribute illness immediately inferred. Also, even though the records with id 3 and
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7 share the same value for the quasi-identifier attributes, they also share the same
value for the sensitive attribute, which can then be immediately inferred. Since
the adversary can infer the values of the sensitive attribute illness for eight of
the records in the focal database D1, from a total of ten records in the database,
the adversary has an 80% chance of success. Formally, Equation 5.8 for the a
posteriori, deterministic success equals:

post-sucCAL
det (LD, illness, {x[Q′

ID ]}x∈agreg(LD)) =∑︁
α∈agreg(LD)/∼Q′

ID

|α| · unique-sens(α, illness)

|agreg(LD)|
=

6 · (1 · 1) + 1 · (2 · 1) + 1 · (2 · 0)
10

=
8

10
= 0.8 ,

where the function unique-sens is defined by Equation 5.9. Here,
unique-sens(α, illness) = 1 for all blocks α except for the one containing the
records with id 4 and 5.

Therefore, the deterministic degradation of privacy in a collective attribute-
inference attack, according to Equation 5.10, is:

priv-degradCAL
det (LD, illness, {x[Q′

ID ]}x∈agreg(LD)) =

post-sucCAL
det (LD, illness, {x[Q′

ID ]}x∈agreg(LD))− prior-sucCAL
det (LD, illness) =

0.8− 0 = 0.8 ,

i.e. the adversary’s absolute chance of deterministically inferring the value of the
sensitive attribute illness for an individual in the focal database D1 increases by
80% after performing the attack. 3

• Probabilistic degradation of privacy. Since half of the records in the focal
database D1 holds value yes for the sensitive attribute illness, while the other
half holds value no, by applying the maximum entropy principle, the adversary’s
best course of action is to randomly select one of the values. Hence, the adversary
has a 50% chance of correctly inferring the value for the sensitive attribute of a
randomly selected record before performing the attack, i.e. without relying on

3For comparison, consider the adversary was restricted to a single database scenario, i.e. the
adversary can access only the database D1. In this case, there would be three blocks such that all
records share the same value for the sensitive attribute illness, i.e. one block for the records with id 3,
6, and 7, one block for the record with id 8, and one block for the records with id 9 and 10. Therefore,
both the adversary’s a posteriori, deterministic success and degradation of privacy would be equal to
6/10 = 60%, less than the degradation of privacy achieved in a longitudinal database scenario.
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any auxiliary information. Formally, Equation 5.11 for the a priori, probabilistic
success equals:

prior-sucCAL
prob (LD, illness) = max

s∈dom(illness)

|{x∈D1 | x[illness]=s}|
|D1|

=
|{x∈D1 | x[illness]=yes}|

|D1|

=
|{x∈D1 | x[illness]=no}|

|D1|

=
5

10
= 0.5 .

However, by performing the CAL attack, the adversary can rely on the values of
the attributes in Q′

ID = {gender, occupation} for every individual in the longitu-
dinal collection of databases LD. In this case, the database agreg(LD) can be par-
titioned in eight blocks, each containing all the records that share the same value
for the attributes {(gender, 1), (occupation, 1), (occupation, 2)}, i.e. one block with
two records whose values are ⟨F, 3, 3⟩, one block with two records whose values
are ⟨M, 2, 2⟩, and six blocks with a single record in each corresponding to the re-
maining records whose values are unique for this combination of quasi-identifiers.

Based on how many records within a block hold the same value for the attribute
illness, the adversary has a distinct probability of success, i.e. 50% for the block
with two records whose values are ⟨M, 2, 2⟩, and 100% for the block with two
records whose values are ⟨F, 3, 3⟩ as well as for each of the six blocks with a single
record. Similarly, a randomly selected record in the focal database D1 has a
distinct chance of belonging to each one of those blocks, i.e. 20% for the block
with two records whose values are ⟨M, 2, 2⟩, 20% for the block with two records
whose values are ⟨F, 3, 3⟩, and 10% for each of the six blocks with only one record.
Hence, the adversary’s success can be computed as 20% · 50% + 20% · 100% +

6 · 10% · 100% = 90%, i.e. the adversary has a 90% chance of correctly inferring
the value of the sensitive attribute for a randomly selected record in the focal
database after performing the CAL attack. Formally, Equation 5.12 for the a
posteriori, probabilistic success equals:

post-sucCAL
prob (LD, illness, {x[Q′

ID ]}x∈agreg(LD)) =∑︂
q∈dom(Q′

ID |LD)

max
s∈dom(illness)

|{x∈agreg(LD) | x[(illness, 1)]=s, x[Q′
ID ]=q}|

|agreg(LD)|
=
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6 · 1 + 1 · 2 + 1 · 1
10

=
9

10
= 0.9 ,

where Q′
ID={gender, occupation}.

Therefore, the probabilistic degradation of privacy in a collective attribute-
inference attack, according to Equation 5.13, is:

priv-degradCAL
prob (LD, illness, {x[Q′

ID ]}x∈agreg(LD)) =

post-sucCAL
prob (LD, illness, {x[Q′

ID ]}x∈agreg(LD))

prior-sucCAL
prob (LD, illness)

=
0.9

0.5
= 1.8 ,

i.e. the adversary’s chance of correctly inferring the value for the sensitive at-
tribute illness for a randomly selected record in the focal database D1 increases
by 80% after performing the CAL attack from 50% to 90%. 4

◁

4For comparison, consider the adversary was restricted to a single database scenario, i.e. the
adversary can access only the database D1. In this case, the database can be partitioned in five
blocks by using the attributes gender and occupation as quasi-identifiers. Therefore, the adversary’s a
posteriori, probabilistic success would be equal to 10%·100%+2·20%·50%+20%·100%+30%·100% =
80% and the degradation of privacy would be an increase of 60% in the adversary’s chance, less than
the degradation of privacy achieved in a longitudinal databases scenario.



Appendix E

Experimental results for
collective-target attacks on the
School Census of 2019

In this appendix, we present additional quantitative analyses on the privacy risks for
individuals whose information are made public on a single database. The attacks
performed here were modeled according to the theory developed in Section 4.1. But
instead of the database for the School Census of 2018, here we consider that for the
School Census of 2019, which features a change adopted by INEP as a tentative measure
to decrease the privacy risk to which students were subject, i.e. the removal of the
variable NU_DIA for the student’s day of birth. We verify this change decreases the
maximum privacy risk to which students are subject, but is still insufficient to guarantee
individuals’ privacy.

We begin by detailing our experimental setup, followed by the results for re-
identification and then for attribute-inference attacks on INEP’s databases.

E.1 Experimental setup

As stated in Section 1.3, we have chosen to work with the databases containing infor-
mation on students and released as microdata, i.e. data at the record level. In this
appendix, we consider the database for the School Census of 2019. The analyses for
the School Census of 2018 is in Chapter 4 and for the Higher Education Censuses of
2018 and 2019 is in Appendix F.

A preliminary analysis of the databases containing information on students showed that

186
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a student may hold more than one record in a given database, e.g. if a High School
student is also enrolled in a Professional Education course. Hence, in order to guarantee
that each student holds only one record in each database, according to Assumption AS1
from Section 4.1.1, we have randomly selected only one record for each data holder of
multiple records. This data treatment was based on the unique identification number,
the ID_ALUNO code, given to each student in the pseudonymization treatment performed
by INEP. The ID_ALUNO code, which is unique to each student at least in a given
database release, easily allowed us to find those students with multiple records and to
perform the random selection of just one of them. Furthermore, the treatment has not
resulted in a significant decrease in the number of available records. For the School
Census of 2019, 93.11% of the records were kept, i.e. 47 640 822 records from a total of
51 166 723.

Even though each database accounts for dozens of attributes, we have chosen just a
few for our analyses, given the computational costs, including time and memory usage.
The selection criteria was as follows.

• For the quasi-identifying attributes, we have sets restricted to the maximum of
ten or eleven attributes, selected according to how easily an adversary could learn
them, e.g. the date and city of birth, the city of residency, or the school code.
The quasi-identifying attributes chosen for the experiments in this chapter are
listed in Table E.1.

• We have chosen two sensitive attributes selected according to the seriousness
of the possible individual privacy breach if revealed, e.g. whether or not the
individual has special needs or disabilities. The sensitive attributes chosen for
the experiments in this chapter are listed in Table E.2.

Of course, the selection of those quasi-identifiers and sensitive attributes is arbitrary
and can change in significance over time. Nevertheless, our goal is not to ultimately
define whether an attribute should be considered as a quasi-identifier or as a sensitive
attribute. Instead, the results here illustrate possible real-life circumstances and the
respective privacy risks for data holders in case of unintended information disclosure.

In the following Sections 4.2.2 and 4.2.3, we present some experimental results for re-
identification and attribute-inference attacks, respectively. Both were performed on
single databases for collective-targets on the School Census of 2019 released by INEP.
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Variable Meaning

NU_MES Student’s month of birth.

NU_ANO Student’s year of birth.

TP_SEXO Student’s gender.

TP_COR_RACA Student’s ethnicity.

TP_NACIONALIDADE Student’s nationality.

CO_PAIS_ORIGEM Student’s country code.

CO_MUNICIPIO_NASC Student’s city of birth code.

CO_MUNICIPIO_END Student’s city of residency code.

CO_ENTIDADE School code.

TP_DEPENDENCIA
Administrative dependency of the school, i.e.

whether public or private.

Table E.1: Variables from the School Census of 2019 chosen as quasi-identifiers for
Collective-target Re-identification Single database (CRS) attacks in Experiment 55,
and for Collective-target Attribute-inference Single database (CAS) attacks in Experi-
ment 56. Even though the variable NU_DIA for the student’s day of birth was listed as
available in the 2019 database’s variables dictionary, it was not present in the actual
released database.

Variable Values Meaning

IN_NECESSIDADE_ESPECIAL 0 (No)
1 (Yes)

Whether the student possesses a
disability, global developmental
disorder, or autism spectrum

disorder, or not.

IN_TRANSPORTE_PUBLICO
-1 (Unavailable)
0 (No)
1 (Yes)

Whether the student uses public
school transport, or not.

Table E.2: Variables from the School Census of 2019 chosen as sensitive attributes for
Collective-target Attribute-inference Single database (CAS) attacks in Experiment 56.
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E.2 Results of re-identification attacks experiments

In this section, we present our quantitative analyses on the privacy risk of re-
identification for individuals whose information are made public on a single database,
as modeled in Section 4.1.2. We present one CRS attacks on the School Census of 2019,
Experiment 55. Note that the quasi-identifying attribute NU_DIA was not released by
INEP for this database.

Experiment 55 (Collective-target Re-identification Single database (CRS) attacks on
the School Census of 2019). In a CRS attack, the adversary’s goal is to re-identify as
many individuals as possible, according to Definition 16. Since we want to evaluate
the overall re-identification risk, the adversary can gather auxiliary information on the
values of a set of quasi-identifying attributes for every individual who holds a record in
the database. The following experiment was conducted on the School Census of 2019.

This database was released containing 51 166 723 records, which were reduced to
47 640 822 after the random selection of only one record for each data holder of multi-
ple records, as detailed in Section 4.2.1. For the current experiment, we have selected
as quasi-identifiers the ten attributes listed in Table E.1. Considering an adversary
could gather as auxiliary information any non-empty subset among the 210− 1 = 1 023

possible combinations of quasi-identifying attributes, we have measured both the de-
terministic and probabilistic degradation of privacy for each combination.

The results are organized as follows.

• Table E.3 summarizes which combinations of quasi-identifiers result in the highest
degradation of privacy according to the subset’s size.

• Figure E.4 shows both the adversary’s deterministic and probabilistic measures
of success for each combination of quasi-identifying attributes.

• Figure E.5 shows the worst-case histograms for the distribution of individuals
according to the adversary’s probabilistic measure of success for some subsets of
quasi-identifying attributes with different sizes.

According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 4.1 and 4.2, this
metric measures the fraction of individuals in the database that can be re-
identified with absolute certainty, in a scale from 0% to 100%. According to
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(a) Deterministic success. (b) Probabilistic success.

Figure E.4: Experiment 55: Adversary’s success in Collective-target Re-identification
Single database (CRS) attacks on the School Census of 2019. Here, the horizontal “a
priori ” line represents the adversary’s a priori deterministic or probabilistic success, i.e.
before performing the CRS attack. Each dot represents a distinct scenario defined by
the selected quasi-identifying attributes among the 1 023 possibilities. The horizontal
axis defines the size of the quasi-identifiers subset, while the vertical axis defines the
adversary’s deterministic or probabilistic success.

Table E.3, the adversary’s a priori deterministic success equals 0%, i.e. no in-
dividual can be re-identified with absolute certainty without the use of auxiliary
information. However, by using only three quasi-identifying attributes, the ad-
versary can re-identified with absolute certainty up to 14.54% of the individuals
in the database, while the use of four quasi-identifiers allows the adversary to re-
identify up to 33.12% of the individuals. Finally, by using seven or more of the
ten quasi-identifying attributes available, the risk of re-identification increases to
up to 60.90%.

• Adversary’s probabilistic success. Defined in Equations 4.4 and 4.5, this
metric measures the probability of a randomly chosen individual in the database
being re-identified, in a scale from 0% to 100%. According to Table E.3, the adver-
sary’s a priori probabilistic success is approximately 0.000002%, i.e. the adver-
sary’s chance of re-identifying one of the 47 640 822 individuals in the database is
almost zero. However, by using only three quasi-identifying attributes, the adver-
sary increases their chance to up to 29.64%, while the use of four quasi-identifiers
increases this probability to up to 49.86%. Finally, by using seven or more of the
ten quasi-identifying attributes available, the adversary’s chance of re-identifying
a randomly chosen individual in the database increases to up to 75.51%.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
0.000002%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_ENTIDADE 0.0002% 0.0002% 0.38% 182 434

2 CO_MUNICIPIO_NASC, CO_ENTIDADE 5.92% 5.92% 9.38% 4 468 395

3 NU_MES, NU_ANO, CO_ENTIDADE 11.80% 11.80% 29.64% 14 119 984

3 NU_ANO, CO_MUNICIPIO_NASC, CO_ENTIDADE 14.54% 14.54% 21.73% 10 352 649

4 NU_MES, NU_ANO, CO_MUNICIPIO_NASC, CO_ENTIDADE 33.12% 33.12% 49.86% 23 752 768

5 NU_MES, NU_ANO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 46.46% 46.46% 63.20% 30 107 590

6 NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 58.94% 58.94% 74.18% 35 338 492

7
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE
60.90% 60.90% 75.51% 35 972 591

8
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,

CO_MUNICIPIO_END, CO_ENTIDADE
60.90% 60.90% 75.51% 35 973 629

9
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE

60.90% 60.90% 75.51% 35 973 629

9
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,

CO_MUNICIPIO_END, CO_ENTIDADE, TP_DEPENDENCIA
60.90% 60.90% 75.51% 35 973 629

10
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE, TP_DEPENDENCIA

60.90% 60.90% 75.51% 35 973 629

Table E.3: Experiment 55: Quasi-identifiers with the highest degradation of privacy in
Collective-target Re-identification Single database (CRS) attacks on the School Census
of 2019. The deterministic degradation of privacy is the difference between the a
posteriori and a priori successes, while the probabilistic degradation of privacy is their
ratio. Table E.1 lists the English meaning of each quasi-identifying attribute.
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(a) Quasi-identifier: CO_ENTIDADE. (b) Quasi-identifiers:
NU_MES, NU_ANO, CO_MUNICIPIO_NASC,
CO_ENTIDADE.

(c) Quasi-identifiers:
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE.

(d) Quasi-identifiers:
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE, TP_DEPENDENCIA.

Figure E.5: Experiment 55: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Re-identification
Single database (CRS) attacks on the School Census of 2019. The horizontal axis
defines the possible values for the adversary’s a posteriori probabilistic success while
the vertical axis defines the number of individuals in the database subject to that risk
of re-identification.
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E.3 Results of attribute-inference attacks

experiments

In this section, we present our quantitative analyses on the privacy risk of attribute-
inference for individuals whose information are made public on a single database,
as modeled in Section 4.1.2. We present one CAS attacks on the School Cen-
sus of 2019, Experiment 56, on sensitive attributes IN_NECESSIDADE_ESPECIAL and
IN_TRANSPORTE_PUBLICO. Note that the quasi-identifying attribute NU_DIA was not
released by INEP for this database.

Experiment 56 (Collective-target Attribute-inference Single database (CAS) attacks
on the School Census of 2019). In a CAS attack, the adversary’s goal is to infer the
values of an attribute considered to be sensitive for as many individuals as possible,
according to Definition 17. Since we want to evaluate the overall attribute-inference
risk, the adversary can gather auxiliary information on the values of a set of quasi-
identifying attributes for every individual who holds a record in the database. The
following experiment was conducted on the School Census of 2019.

This database was released containing 51 166 723 records, which were reduced to
47 640 822 after the random selection of only one record for each data holder of multiple
records, as detailed in Section 4.2.1. For the current experiment, we have selected as
quasi-identifiers the ten attributes listed in Table E.1. Considering an adversary could
gather as auxiliary information any non-empty subset among the 210 − 1 = 1 023 pos-
sible combinations, we have measured both the deterministic and probabilistic degra-
dation of privacy for each combination.

Furthermore, we were interested in inferring the value for the attributes
IN_NECESSIDADE_ESPECIAL and IN_TRANSPORTE_PUBLICO, both described in Table E.2
and considered by us to be sensitive.

The results are organized as follows.

• Tables E.6 and E.7 summarize which combinations of quasi-identifiers result in
the highest degradation of privacy according to the subset’s size for the sen-
sitive attributes IN_NECESSIDADE_ESPECIAL and IN_TRANSPORTE_PUBLICO, re-
spectively.

• Figure E.8 shows both the adversary’s deterministic and probabilistic measures of
success for each combination of quasi-identifying attributes, and for both sensitive
attributes.
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• Figures E.9 and E.10 show the worst-case histograms for the distribution of in-
dividuals according to the adversary’s probabilistic measure of success for some
subsets of quasi-identifying attributes with different sizes and for the sensitive at-
tributes IN_NECESSIDADE_ESPECIAL and IN_TRANSPORTE_PUBLICO, respectively.

According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 4.7 and 4.8, this
metric measures the fraction of individuals in the database that can have their
values for the sensitive attribute inferred with absolute certainty, in a scale from
0% to 100%.

According to Table E.6 for the sensitive attribute IN_NECESSIDADE_ESPECIAL,
the adversary’s a priori deterministic success equals 0%, i.e. no individual can
have their value for the sensitive attribute inferred with absolute certainty with-
out the use of auxiliary information. However, by using only one quasi-identifying
attribute, the adversary can infer the values with absolute certainty for up to
11.29% of the individuals in the database, while the use of two quasi-identifiers
allows the adversary to infer the values for up to 49.52% of the individuals. Fi-
nally, by using four or more of the ten quasi-identifying attributes available, the
risk of attribute-inference increases above 93.28%.

From Table E.7 for the sensitive attribute IN_TRANSPORTE_PUBLICO, the adver-
sary’s a priori deterministic success also equals 0%. However, by using only one
quasi-identifying attribute, the adversary can infer the values with absolute cer-
tainty for up to 41.48% of the individuals in the database, while the use of two
quasi-identifiers allows the adversary to infer the values for up to 55.44% of the
individuals. Finally, by using six or more of the ten quasi-identifying attributes
available, the risk of attribute-inference increases above 93.05%.

• Adversary’s probabilistic success. Defined in Equations 4.11 and 4.12, this
metric measures the probability of a randomly chosen individual in the database
having their value for the sensitive attribute inferred with absolute certainty, in
a scale from 0% to 100%.

According to Table E.6 for the sensitive attribute IN_NECESSIDADE_ESPECIAL,
the adversary’s a priori probabilistic success is already of 97.38%, i.e. the ad-
versary’s chance of inferring the value for the sensitive attribute for one of the
47 640 822 individuals in the database is already high even before performing the
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CAS attack. Furthermore, by using seven or more quasi-identifying attributes,
the adversary increases their chance to up to 99.26%.

From Table E.7 for the sensitive attribute IN_TRANSPORTE_PUBLICO, the adver-
sary’s a priori probabilistic success is of 82.06%, also high even before performing
the CAS attack. Furthermore, by using only two quasi-identifying attributes, the
adversary increases their chance to up to 90.82%, while the use of four quasi-
identifiers increases the adversary’s chance to up to 95.23%. Finally, by us-
ing seven or more of the ten quasi-identifying attributes available, the risk of
attribute-inference increases to up to 97.53%.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
97.38%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_ENTIDADE 11.29% 11.29% 97.74% 1.0037

2 CO_MUNICIPIO_NASC, CO_ENTIDADE 31.54% 31.54% 97.88% 1.0052

2 NU_MES, CO_ENTIDADE 49.52% 49.52% 97.74% 1.0038

3 NU_ANO, CO_MUNICIPIO_NASC, CO_ENTIDADE 65.29% 65.29% 98.19% 1.0083

3 NU_MES, NU_ANO, CO_ENTIDADE 88.17% 88.17% 98.18% 1.0082

4 NU_MES, NU_ANO, CO_MUNICIPIO_NASC, CO_ENTIDADE 92.88% 92.88% 98.66% 1.0131

4 NU_MES, NU_ANO, TP_COR_RACA, CO_ENTIDADE 93.28% 93.28% 98.53% 1.0118

5 NU_MES, NU_ANO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 95.91% 95.91% 98.97% 1.0163

5 NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_ENTIDADE 96.08% 96.08% 98.84% 1.015

6 NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 97.63% 97.63% 99.22% 1.0189

7
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE
97.77% 97.77% 99.26% 1.0193

8
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,

CO_MUNICIPIO_END, CO_ENTIDADE
97.77% 97.77% 99.26% 1.0193

9
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE

97.77% 97.77% 99.26% 1.0193

9
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,

CO_MUNICIPIO_END, CO_ENTIDADE, TP_DEPENDENCIA
97.77% 97.77% 99.26% 1.0193

10
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE, TP_DEPENDENCIA

97.77% 97.77% 99.26% 1.0193

Table E.6: Experiment 56: Quasi-identifiers with the highest degradation of privacy in
Collective-target Attribute-inference Single database (CAS) attacks on the School Cen-
sus of 2019 for the sensitive attribute IN_NECESSIDADE_ESPECIAL. The deterministic
degradation of privacy is the difference between the a posteriori and a priori successes,
while the probabilistic degradation of privacy is their ratio. Table E.1 lists the English
meaning of each quasi-identifying attribute.
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
82.06%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_ENTIDADE 41.48% 41.48% 89.65% 1.0926

2 CO_MUNICIPIO_NASC, CO_ENTIDADE 51.25% 51.25% 90.82% 1.1067

2 NU_ANO, CO_ENTIDADE 55.44% 55.44% 90.71% 1.1054

3 NU_MES, NU_ANO, CO_ENTIDADE 74.66% 74.66% 92.85% 1.1315

4 NU_MES, NU_ANO, CO_MUNICIPIO_NASC, CO_ENTIDADE 84.29% 84.29% 95.23% 1.1605

5 NU_MES, NU_ANO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 89.34% 89.34% 96.43% 1.1751

6 NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_ENTIDADE 93.05% 93.05% 97.41% 1.1871

7
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE
93.38% 93.38% 97.53% 1.1885

8
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,

CO_MUNICIPIO_END, CO_ENTIDADE
93.38% 93.38% 97.53% 1.1885

9
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE

93.38% 93.38% 97.53% 1.1885

9
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_PAIS_ORIGEM, CO_MUNICIPIO_NASC,

CO_MUNICIPIO_END, CO_ENTIDADE, TP_DEPENDENCIA
93.38% 93.38% 97.53% 1.1885

10
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,

TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,

CO_ENTIDADE, TP_DEPENDENCIA

93.38% 93.38% 97.53% 1.1885

Table E.7: Experiment 56: Quasi-identifiers with the highest degradation of privacy
in Collective-target Attribute-inference Single database (CAS) attacks on the School
Census of 2019 for the sensitive attribute IN_TRANSPORTE_PUBLICO. The deterministic
degradation of privacy is the difference between the a posteriori and a priori successes,
while the probabilistic degradation of privacy is their ratio. Table E.1 lists the English
meaning of each quasi-identifying attribute.
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(a) Deterministic success for sensitive at-
tribute IN_NECESSIDADE_ESPECIAL.

(b) Probabilistic success for sensitive at-
tribute IN_NECESSIDADE_ESPECIAL.

(c) Deterministic success for sensitive at-
tribute IN_TRANSPORTE_PUBLICO.

(d) Probabilistic success for sensitive at-
tribute IN_TRANSPORTE_PUBLICO.

Figure E.8: Experiment 56: Adversary’s success in Collective-target Attribute-
inference Single database (CAS) attacks on the School Census of 2019. Here, the
horizontal “a priori ” line represents the adversary’s a priori deterministic or proba-
bilistic success, i.e. before performing the CAS attack. Each dot represents a distinct
scenario defined by the selected quasi-identifying attributes among the 1 023 possi-
bilities. The horizontal axis defines the size of the quasi-identifiers subset, while the
vertical axis defines the adversary’s deterministic or probabilistic success.
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(a) Quasi-identifier: CO_ENTIDADE. (b) Quasi-identifiers:
NU_MES, NU_ANO, CO_MUNICIPIO_NASC,
CO_ENTIDADE.

(c) Quasi-identifiers:
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE.

(d) Quasi-identifiers:
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE, TP_DEPENDENCIA.

Figure E.9: Experiment 56: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Attribute-inference
Single database (CAS) attacks on the School Census of 2019 for the sensitive attribute
IN_NECESSIDADE_ESPECIAL. The horizontal axis defines the possible values for the
adversary’s a posteriori probabilistic success while the vertical axis defines the number
of individuals in the database subject to that risk of attribute-inference.
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(a) Quasi-identifier: CO_ENTIDADE. (b) Quasi-identifiers:
NU_MES, NU_ANO, CO_MUNICIPIO_NASC,
CO_ENTIDADE.

(c) Quasi-identifiers:
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE.

(d) Quasi-identifiers:
NU_MES, NU_ANO, TP_SEXO, TP_COR_RACA,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_MUNICIPIO_NASC, CO_MUNICIPIO_END,
CO_ENTIDADE, TP_DEPENDENCIA.

Figure E.10: Experiment 56: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Attribute-inference
Single database (CAS) attacks on the School Census of 2019 for the sensitive attribute
IN_TRANSPORTE_PUBLICO. The horizontal axis defines the possible values for the ad-
versary’s a posteriori probabilistic success while the vertical axis defines the number
of individuals in the database subject to that risk of attribute-inference.
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E.4 Takeaways

In this appendix, we have presented experimental results for the collective-target at-
tacks on the School Census of 2019 released by INEP, Experiments 55 and 56, for
re-identification and attribute-inference attacks, respectively.

Those results have allowed us to draw the following conclusions.

• The deterministic re-identification success of an adversary with knowledge
of only three attributes in Experiment 55, i.e. year and city of birth and school
code, achieves up to 14.54% of the records, i.e. approximately 6 926 975 students
that can be re-identified with absolute certainty. Adding the month of birth to
the adversary’s knowledge increases their success to 33.12%, i.e. approximately
15 778 640 students. A plateau is then reached when adding gender and ethnicity
to the adversary’s knowledge, which increases their re-identification success to
58.94%, i.e. approximately 28 079 500 students.

• The main difference between the two databases for the School Census of 2018 and
2019 is the removal of the day of birth attribute from the latter. As can be seen
by comparing Figures 4.5 and E.4, the absence of this attribute greatly reduces
the adversary’s re-identification successes, with both a slower increase rate and
a considerably lower plateau as the number of quasi-identifying attributes used
increases. 1

• Differently from Sweeney’s findings in 2000 for the United States population, the
removal of the day of birth attribute did not reduce so drastically the results
for the deterministic re-identification success in Experiment 55. According to
Sweeney [67], only 3.7% of the United States population in the Census of 1990
could be uniquely re-identified in the de-identified data considering the month
and year of birth, gender, and a 5-digit ZIP code. Considering again the school
code as an approximation of the ZIP code, 21.51% of the students in the School
Census of 2019 can be re-identified by using the month and year of birth, gender,
and school code. 2 3

1A similar behavior can be seen by comparing Figures 4.9 and E.8 for the adversary’s attribute-
inference successes.

2For Experiment 18 on the School Census of 2018, 21.76% of the students can be re-identified by
using the month and year of birth, gender, and school code.

3The results mentioned here for the quasi-identifiers month and year of birth, gender, and school
code are not available in Tables 4.4 and E.3 since they do not have the highest values among all the
results for four attributes.
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• The probabilistic re-identification success of an adversary with knowledge
of only three attributes, i.e. month and year of birth and school code, is a 29.64%
chance of correctly re-identifying a randomly selected record. Adding the city of
birth to the adversary’s knowledge increases their chance of success to 49.86%.
A plateau is then reached when adding gender and ethnicity to the adversary’s
knowledge, which increases their re-identification success to 74.18%.

• The deterministic attribute-inference success of an adversary achieves
higher values and increases more rapidly than the respective deterministic re-
identification success. This was observed in Experiment 56 for both sensitive
attributes IN_NECESSIDADE_ESPECIAL and IN_TRANSPORTE_PUBLICO, described
in Table E.2. Even in the absence of the day of birth attribute in the School
Census of 2019, Experiment 56, an adversary could correctly infer the value
for both sensitive attributes of more than 90% of the records, or approximately
42 876 739 students, with either four quasi-identifiers for the sensitive attribute
IN_NECESSIDADE_ESPECIAL, or six quasi-identifiers for the sensitive attribute
IN_TRANSPORTE_PUBLICO.

• The probabilistic attribute-inference success of an adversary is initially al-
ready high. For the sensitive attribute on students’ disabilities, an adversary has
an a priori chance of correctly inferring the value for a randomly chosen record
of 97.38% for the School Census of 2019. This is because of how much skewed
the distribution of students is for that attribute. A more skewed distribution
implies a higher a priori success, as is the case for the attribute on students’
disabilities, for which the majority of individuals holds the value 0 (No). Analo-
gously, the opposite holds for the attribute on students’ use of public transport,
which presents a slightly less skewed distribution and, hence, lower values for an
adversary’s a priori chance, of 82.06% for the School Census of 2019. 4 There-
fore, not much increase in an adversary’s success is seen as a result of the use
of more quasi-identifiers for the attribute-inference attacks on both sensitive at-
tributes. Even so, it is remarkable that by using six attributes in Experiment 56,
the adversary’s chance of correctly inferring the value of the sensitive attribute
on students’ disabilities for a randomly chosen record reaches values above 99%. 5

4We have used average-case metrics for all of our analyses. Instead, a better approach would have
been to use worse-case metrics whenever we are dealing with very skewed distributions [4, 5].

5For the sensitive attribute on students’ use of public transport, an adversary has an a priori
chance of correctly inferring the value for a randomly chosen record of 82.06% for the School Census
of 2019. In this case, however, the adversary’s chance of success reaches a plateau at 97.41% for six
attributes in Experiment 56.
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As expected, the removal by INEP of the variable NU_DIA for the student’s day of
birth as a measure to decrease the privacy risk to which students were subject was
insufficient. In fact, the analyses of quasi-identifying attributes sets of different sizes
allowed us to further demonstrate that the removal of attributes alone is insufficient
to guarantee individuals’ privacy. Furthermore, each attribute removed reduces the
database’s utility by reducing the amount of information available, which may impact
the work of data analysts. Therefore, given the high privacy risks reported in our
results and the recent enactment of Brazil’s LGPD privacy legislation, mitigating such
vulnerabilities is necessary and urgent for INEP.



Appendix F

Experimental results for
collective-target attacks on the
Higher Education Censuses

In this appendix, we present additional quantitative analyses on the privacy risks for
collective-target attacks on single and longitudinal databases. But instead of the School
Censuses, here we consider the Higher Education Censuses, also released by INEP.
The databases for the Higher Education Censuses feature a sensitive attribute on the
student use of financing that presents a far less skewed distribution of students. We
verify this difference reduces the a priori probabilistic attribute-inference success for
that attribute, and hence increases the privacy degradation attained by the adversary
after performing their attack.

In Section F.1, we present the single database attacks on the Higher Education Censuses
of 2018 and 2019. Those attacks were introduced in Chapter 4, in which the theoretical
foundation was presented in Section 4.1. The equivalent results for attacks on the
School Censuses of 2018 and 2019 were presented in Section 4.2 and Appendix E,
respectively.

In Section F.2, we present the longitudinal database attacks on the Higher Education
Censuses from 2014 to 2017. Those attacks were introduced in Chapter 5, in which the
theoretical foundation was presented in Section 5.1. The equivalent results for attacks
on the School Censuses from 2014 to 2017 were presented in Section 5.2.

204
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F.1 Attacks on single databases

In this section, we present additional quantitative analyses on the privacy risks for
individuals whose information are made public on a single database. The attacks
performed here were modeled according to the theory developed in Section 4.1. For
illustrative individual-target experimental results, see Section C.1.2.

F.1.1 Experimental setup

As stated in Section 1.3, we have chosen to work with the databases containing infor-
mation on students and released as microdata, i.e. data at the record level. In this
appendix, we consider the database for the Higher Education Census of 2018 and 2019.
Also, in order to guarantee that each student holds only one record in each database,
according to Assumption AS1 from Section 4.1.1, we have randomly selected only one
record for each data holder of multiple records.

Even though each database accounts for dozens of attributes, we have chosen just a
few for our analysis, given the computational costs, including time and memory usage.
The selection criteria was as follows.

• For the quasi-identifying attributes, we have sets restricted to the maximum of
eleven attributes, selected according to how easily an adversary could learn them,
e.g. the date and city of birth or the Higher Education Institution code. All the
quasi-identifying attributes chosen for the experiments in this chapter are listed
in Table F.1.

• We have chosen two sensitive attributes selected according to the possible indi-
vidual privacy breach if revealed, e.g. whether or not the individual has special
needs or disabilities. The sensitive attributes chosen for the experiments in this
chapter are listed in Table F.2.

Of course, the selection of those quasi-identifiers and sensitive attributes is arbitrary
and can change in significance over time. Nevertheless, the results here provided il-
lustrate possible real-life circumstances and the respective privacy risks for the data
holders.

F.1.2 Results of re-identification attack experiments

In this section, we present our quantitative analyses on the privacy risk of re-
identification for individuals whose information are made public on a single database,
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Variable Meaning

NU_DIA_NASCIMENTO Student’s day of birth.

NU_MES_NASCIMENTO Student’s month of birth.

NU_ANO_NASCIMENTO Student’s year of birth.

TP_SEXO Student’s gender.

TP_COR_RACA Student’s ethnicity.

TP_NACIONALIDADE Student’s nationality.

CO_PAIS_ORIGEM Student’s country code.

CO_MUNICIPIO_NASCIMENTO Student’s city of birth code.

CO_IES Higher Education Institution code.

CO_CURSO
Higher Education Institution course code to which

the student is enrolled.

TP_ESCOLA_CONCLUSAO_ENS_MEDIO
Administrative dependency of the school in which
the student completed High School, i.e. whether

public or private.

Table F.1: Variables from the Higher Education Censuses of 2018 and 2019 chosen as
quasi-identifiers for Collective-target Re-identification Single database (CRS) attacks
in Experiments 57 and 58, and for Collective-target Attribute-inference Single database
(CAS) attacks in Experiments 59 and 60.

Variable Values Meaning

IN_DEFICIENCIA
0 (No)
1 (Yes)
9 (No answer)

Whether or not the student
possesses a disability or global

developmental disorder.

IN_FINANCIAMENTO_ESTUDANTIL
-1 (Unavailable)
0 (No)
1 (Yes)

Whether or not the student
uses student financing.

Table F.2: Variables from the Higher Education Censuses of 2018 and 2019 chosen
as sensitive attributes for Collective-target Attribute-inference Single database (CAS)
attacks in Experiments 59 and 60.



F. Experimental results for collective-target attacks on the Higher
Education Censuses 207

as modeled in Section 4.1.2. We present two CRS attacks, one on the Higher Education
Census of 2018, Experiment 57, and the other on the Higher Education Census of 2019,
Experiment 58.

Experiment 57 (Collective-target Re-identification Single database (CRS) attacks
on the Higher Education Census of 2018). In a CRS attack, the adversary’s goal is
to re-identify as many individuals as possible, according to Definition 16. Since we
want to evaluate the overall re-identification risk, the adversary can gather auxiliary
information on the values of a set of quasi-identifying attributes for every individual
who holds a record in the database. The following experiment was conducted on the
Higher Education Census of 2018.

This database was released containing 12 043 994 records, which were reduced to
10 811 601 after the random selection of only one record for each data holder of multiple
records. For the current experiment, we have selected as quasi-identifiers the eleven
attributes listed in Table F.1. Considering an adversary could gather as auxiliary in-
formation any non-empty subset among the 211 − 1 = 2 047 possible combinations, we
have measured both the deterministic and probabilistic degradation of privacy for each
combination.

The results are organized as follows.

• Table F.3 summarizes which combinations of quasi-identifiers result in the highest
degradation of privacy according to the subset’s size.

• Figure F.4 shows both the adversary’s deterministic and probabilistic measures
of success for each combination of quasi-identifying attributes.

• Figure F.5 shows the worst case histograms for the distribution of individuals
according to the adversary’s probabilistic measure of success for some subsets of
quasi-identifying attributes with different sizes.

According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 4.1 and 4.2, this
metric measures the fraction of individuals in the database that can be re-
identified with absolute certainty, in a scale from 0% to 100%. According to
Table F.3, the adversary’s a priori deterministic success equals 0%, i.e. no in-
dividual can be re-identified with absolute certainty without the use of auxiliary
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(a) Deterministic success. (b) Probabilistic success.

Figure F.4: Experiment 57: Adversary’s success in Collective-target Re-identification
Single database (CRS) attacks on the Higher Education Census of 2018. Here, the hor-
izontal “a priori ” line represents the adversary’s a priori deterministic or probabilistic
success, i.e. before performing the CRS attack. Each dot represents a distinct scenario
defined by the selected quasi-identifying attributes among the 2 047 possibilities. The
horizontal axis defines the size of the subset of quasi-identifiers, while the vertical axis
defines the adversary’s deterministic or probabilistic success.

information. However, by using only three quasi-identifying attributes, the ad-
versary can re-identify with absolute certainty up to 38.87% of the individuals
in the database, while the use of four quasi-identifiers allows the adversary to
re-identify up to 79.20% of the individuals. Finally, by using eight or more of the
eleven quasi-identifying attributes available, the risk of re-identification increases
to up to 97.22%.

• Adversary’s probabilistic success. Defined in Equations 4.4 and 4.5, this
metric measures the probability of a randomly chosen individual in the database
being re-identified, in a scale from 0% to 100%. According to Table F.3, the adver-
sary’s a priori probabilistic success is approximately 0.000009%, i.e. the adver-
sary’s chance of re-identifying one of the 10 811 601 individuals in the database
is almost zero. However, by using only three quasi-identifying attributes, the
adversary increases their chance to up to 56.14%, while the use of four quasi-
identifiers increases this probability to up to 86.85%. Finally, by using eight or
more of the eleven quasi-identifying attributes available, the adversary’s chance
of re-identifying a randomly chosen individual in the database increases to up to
98.45%.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
0.000009%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_CURSO 0.005% 0.005% 0.35% 38 127

2 CO_MUNICIPIO_NASCIMENTO, CO_CURSO 9.71% 9.71% 14.99% 1 620 162

3 NU_DIA_NASCIMENTO, NU_ANO_NASCIMENTO, CO_CURSO 38.87% 38.87% 56.14% 6 069 562

4 NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO 79.20% 79.20% 86.85% 9 390 109

5
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, CO_MUNICIPIO_NASCIMENTO,
CO_CURSO

92.13% 92.13% 95.42% 10 316 882

6
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

95.32% 95.32% 97.36% 10 526 308

7
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

96.66% 96.66% 98.15% 10 611 528

8
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

97.22% 97.22% 98.45% 10 644 058

9
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_CURSO, TP_ESCOLA_CONCLUSAO_ENS_MEDIO

97.22% 97.22% 98.45% 10 644 308

10

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

97.22% 97.22% 98.45% 10 644 312

11

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_IES, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

97.22% 97.22% 98.45% 10 644 312

Table F.3: Experiment 57: Quasi-identifiers with the highest degradation of privacy in
Collective-target Re-identification Single database (CRS) attacks on the Higher Educa-
tion Census of 2018. The deterministic degradation of privacy is the difference between
the a posteriori and a priori success, while the probabilistic degradation of privacy is
their ratio. Table F.1 lists the English meaning of each quasi-identifying attribute.
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(a) Quasi-identifier: CO_CURSO. (b) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO.

(c) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO.

(d) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASCIMENTO,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_IES, CO_CURSO,
TP_ESCOLA_CONCLUSAO_ENS_MEDIO.

Figure F.5: Experiment 57: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Re-identification
Single database (CRS) attacks on the Higher Education Census of 2018. The horizontal
axis defines the possible values for the adversary’s a posteriori probabilistic success
while the vertical axis defines the number of individuals in the database subject to
that risk of re-identification.
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We now present the CRS attacks performed on the Higher Education Census of 2019.

Experiment 58 (Collective-target Re-identification Single database (CRS) attacks
on the Higher Education Census of 2019). In a CRS attack, the adversary’s goal is
to re-identify as many individuals as possible, according to Definition 16. Since we
want to evaluate the overall re-identification risk, the adversary can gather auxiliary
information on the values of a set of quasi-identifying attributes for every individual
who holds a record in the database. The following experiment was conducted on the
Higher Education Census of 2019.

This database was released containing 12 350 832 records, which were reduced to
11 038 074 after the random selection of only one record for each data holder of multiple
records. For the current experiment, we have selected as quasi-identifiers the eleven
attributes listed in Table F.1. Considering an adversary could gather as auxiliary in-
formation any non-empty subset among the 211 − 1 = 2 047 possible combinations, we
have measured both the deterministic and probabilistic degradation of privacy for each
combination.

The results are organized as follows.

• Table F.6 summarizes which combinations of quasi-identifiers result in the highest
degradation of privacy according to the subset’s size.

• Figure F.7 shows both the adversary’s deterministic and probabilistic measures
of success for each combination of quasi-identifying attributes.

• Figure F.8 shows the worst case histograms for the distribution of individuals
according to the adversary’s probabilistic measure of success for some subsets of
quasi-identifying attributes with different sizes.

According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 4.1 and 4.2, this
metric measures the fraction of individuals in the database that can be re-
identified with absolute certainty, in a scale from 0% to 100%. According to
Table F.6, the adversary’s a priori deterministic success equals 0%, i.e. no in-
dividual can be re-identified with absolute certainty without the use of auxiliary
information. However, by using only three quasi-identifying attributes, the ad-
versary can re-identified with absolute certainty up to 38.37% of the individuals
in the database, while the use of four quasi-identifiers allows the adversary to
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(a) Deterministic success. (b) Probabilistic success.

Figure F.7: Experiment 58: Adversary’s success in Collective-target Re-identification
Single database (CRS) attacks on the Higher Education Census of 2019. Here, the hor-
izontal “a priori ” line represents the adversary’s a priori deterministic or probabilistic
success, i.e. before performing the CRS attack. Each dot represents a distinct scenario
defined by the selected quasi-identifying attributes among the 2 047 possibilities. The
horizontal axis defines the size of the subset of quasi-identifiers, while the vertical axis
defines the adversary’s deterministic or probabilistic success.

re-identify up to 79.20% of the individuals. Finally, by using eight or more of the
eleven quasi-identifying attributes available, the risk of re-identification increases
to up to 97.22%.

• Adversary’s probabilistic success. Defined in Equations 4.4 and 4.5, this
metric measures the probability of a randomly chosen individual in the database
being re-identified, in a scale from 0% to 100%. According to Table F.6, the adver-
sary’s a priori probabilistic success is approximately 0.000009%, i.e. the adver-
sary’s chance of re-identifying one of the 11 038 074 individuals in the database
is almost zero. However, by using only three quasi-identifying attributes, the
adversary increases their chance to up to 56.14%, while the use of four quasi-
identifiers increases this probability to up to 86.85%. Finally, by using eight or
more of the eleven quasi-identifying attributes available, the adversary’s chance
of re-identifying a randomly chosen individual in the database increases to up to
98.45%.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
0.000009%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_CURSO 0.005% 0.005% 0.37% 40 564

2 CO_MUNICIPIO_NASCIMENTO, CO_CURSO 9.70% 9.70% 14.93% 1 647 830

3 NU_DIA_NASCIMENTO, NU_ANO_NASCIMENTO, CO_CURSO 39.09% 39.09% 56.10% 6 192 177

4 NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO 78.79% 78.79% 86.52% 9 549 875

5
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, CO_MUNICIPIO_NASCIMENTO,
CO_CURSO

91.94% 91.94% 95.29% 10 517 924

6
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

95.30% 95.30% 97.33% 10 743 462

7
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

96.61% 96.61% 98.10% 10 828 892

8
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

97.21% 97.21% 98.43% 10 865 090

9
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_CURSO, TP_ESCOLA_CONCLUSAO_ENS_MEDIO

97.21% 97.21% 98.43% 10 865 269

10

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

97.21% 97.21% 98.43% 10 865 274

11

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_IES, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

97.21% 97.21% 98.43% 10 865 274

Table F.6: Experiment 58: Quasi-identifiers with the highest degradation of privacy in
Collective-target Re-identification Single database (CRS) attacks on the Higher Educa-
tion Census of 2019. The deterministic degradation of privacy is the difference between
the a posteriori and a priori success, while the probabilistic degradation of privacy is
their ratio. Table F.1 lists the English meaning of each quasi-identifying attribute.
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(a) Quasi-identifier: CO_CURSO. (b) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO.

(c) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO.

(d) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASCIMENTO,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_IES, CO_CURSO,
TP_ESCOLA_CONCLUSAO_ENS_MEDIO.

Figure F.8: Experiment 58: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Re-identification
Single database (CRS) attacks on the Higher Education Census of 2019. The horizontal
axis defines the possible values for the adversary’s a posteriori probabilistic success
while the vertical axis defines the number of individuals in the database subject to
that risk of re-identification.
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F.1.3 Results of attribute-inference attack experiments

In this section, we present our quantitative analysis on the privacy risk of attribute-
inference for individuals whose information are made public on a single database,
as modeled in Section 4.1.2. We present two CAS attacks, one on the Higher Ed-
ucation Census of 2018, Experiment 59, and the other on the Higher Education
Census of 2019, Experiment 60, both on sensitive attributes IN_DEFICIENCIA and
IN_FINANCIAMENTO_ESTUDANTIL.

Experiment 59 (Collective-target Attribute-inference Single database (CAS) attacks
on the Higher Education Census of 2018). In a CAS attack, the adversary’s goal is to
infer the values of an attribute considered to be sensitive for as many individuals as
possible, according to Definition 17. Since we want to evaluate the overall attribute-
inference risk, the adversary can gather auxiliary information on the values of a set of
quasi-identifying attributes for every individual who holds a record in the database.
The following experiment was conducted on the Higher Education Census of 2018.

This database was released containing 12 043 994 records, which were reduced to
10 811 601 after the random selection of only one record for each data holder of multiple
records. For the current experiment, we have selected as quasi-identifiers the eleven
attributes listed in Table F.1. Considering an adversary could gather as auxiliary in-
formation any non-empty subset among the 211 − 1 = 2 047 possible combinations, we
have measured both the deterministic and probabilistic degradation of privacy for each
combination.

Furthermore, we were interested in inferring the value for the attributes
IN_DEFICIENCIA and IN_FINANCIAMENTO_ESTUDANTIL, both described in Table F.2
and considered by us to be sensitive.

The results are organized as follows.

• Tables F.9 and F.10 summarize which combinations of quasi-identifiers result in
the highest degradation of privacy according to the subset’s size for the sensitive
attributes IN_DEFICIENCIA and IN_FINANCIAMENTO_ESTUDANTIL, respectively.

• Figure F.11 shows both the adversary’s deterministic and probabilistic measures
of success for each combination of quasi-identifying attributes, and for both sen-
sitive attributes.

• Figures F.12 and F.13 show the worst case histograms for the distribution of
individuals according to the adversary’s probabilistic measure of success for some
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subsets of quasi-identifying attributes with different sizes and for the sensitive
attributes IN_DEFICIENCIA and IN_FINANCIAMENTO_ESTUDANTIL, respectively.

According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 4.7 and 4.8, this
metric measures the fraction of individuals in the database that can have their
values for the sensitive attribute inferred with absolute certainty, in a scale from
0% to 100%.

According to Table F.9 for the sensitive attribute IN_DEFICIENCIA, the adver-
sary’s a priori deterministic success equals 0%, i.e. no individual can have their
values for the sensitive attribute inferred with absolute certainty without the use
of auxiliary information. However, by using only one quasi-identifying attribute,
the adversary can infer the values with absolute certainty for up to 13.54% of
the individuals in the database, while the use of two quasi-identifiers allows the
adversary to infer the values for up to 65.03% of the individuals. Finally, by
using four or more of the eleven quasi-identifying attributes available, the risk of
re-identification increases above 99.28%.

From Table F.10 for the sensitive attribute IN_FINANCIAMENTO_ESTUDANTIL, the
adversary’s a priori deterministic success also equals 0%. However, by using only
one quasi-identifying attribute, the adversary can infer the values with absolute
certainty for up to 24.93% of the individuals in the database, while the use of
two quasi-identifiers allows the adversary to infer the values for up to 38.74%
of the individuals. Finally, by using six or more of the eleven quasi-identifying
attributes available, the risk of re-identification increases above 99.03%.

• Adversary’s probabilistic success. Defined in Equations 4.11 and 4.12, this
metric measures the probability of a randomly chosen individual in the database
having their value for the sensitive attribute inferred with absolute certainty, in
a scale from 0% to 100%.

According to Table F.9 for the sensitive attribute IN_DEFICIENCIA, the adver-
sary’s a priori probabilistic success is already of 94.04%, i.e. the adversary’s
chance of inferring the value for the sensitive attribute for one of the 10 811 601
individuals in the database is already high. Furthermore, by using four or more
quasi-identifying attributes, the adversary increases their chance above 99.75%.

From Table F.10 for the sensitive attribute IN_FINANCIAMENTO_ESTUDANTIL, the
adversary’s a priori probabilistic success is of 47.28%, lower than that for the
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(a) Deterministic success for sensitive at-
tribute IN_DEFICIENCIA.

(b) Probabilistic success for sensitive at-
tribute IN_DEFICIENCIA.

(c) Deterministic success for sensitive at-
tribute IN_FINANCIAMENTO_ESTUDANTIL.

(d) Probabilistic success for sensitive at-
tribute IN_FINANCIAMENTO_ESTUDANTIL.

Figure F.11: Experiment 59: Adversary’s success in Collective-target Attribute-
inference Single database (CAS) attacks on the Higher Education Census of 2018.
Here, the horizontal “a priori ” line represents the adversary’s a priori deterministic
or probabilistic success, i.e. before performing the CAS attack. Each dot represents a
distinct scenario defined by the selected quasi-identifying attributes among the 2 047
possibilities. The horizontal axis defines the size of the subset of quasi-identifiers, while
the vertical axis defines the adversary’s deterministic or probabilistic success.

attribute IN_DEFICIENCIA. Furthermore, by using five or more quasi-identifying
attributes, the adversary increases their chance above 99.20%.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
94.04%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_CURSO 13.54% 13.54% 97.28% 1.0345

2 CO_MUNICIPIO_NASCIMENTO, CO_CURSO 50.29% 50.29% 97.80% 1.0400

2 NU_DIA_NASCIMENTO, CO_CURSO 65.03% 65.03% 97.45% 1.0363

3 NU_DIA_NASCIMENTO, NU_ANO_NASCIMENTO, CO_CURSO 94.23% 94.23% 98.90% 1.0517

4 NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO 99.28% 99.28% 99.75% 1.0607

5
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, CO_MUNICIPIO_NASCIMENTO,
CO_CURSO

99.80% 99.80% 99.91% 1.0625

6
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

99.91% 99.91% 99.96% 1.0630

7
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

99.94% 99.94% 99.97% 1.0631

8
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.96% 99.96% 99.98% 1.0632

9
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_CURSO, TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.96% 99.96% 99.98% 1.0632

10

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.96% 99.96% 99.98% 1.0632

11

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_IES, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.96% 99.96% 99.98% 1.0632

Table F.9: Experiment 59: Quasi-identifiers with the highest degradation of privacy in
Collective-target Attribute-inference Single database (CAS) attacks on the Higher Ed-
ucation Census of 2018 for the sensitive attribute IN_DEFICIENCIA. The deterministic
degradation of privacy is the difference between the a posteriori and a priori success,
while the probabilistic degradation of privacy is their ratio. Table F.1 lists the English
meaning of each quasi-identifying attribute.
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
47.28%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_CURSO 24.93% 24.93% 82.71% 1.7492

2 CO_MUNICIPIO_NASCIMENTO, CO_CURSO 38.74% 38.74% 85.26% 1.8032

3 NU_DIA_NASCIMENTO, NU_ANO_NASCIMENTO, CO_CURSO 72.23% 72.23% 91.28% 1.9305

4 NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO 92.25% 92.25% 97.03% 2.0521

5
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, CO_MUNICIPIO_NASCIMENTO,
CO_CURSO

98.12% 98.12% 99.20% 2.0979

6
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

99.03% 99.03% 99.57% 2.1058

7
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

99.36% 99.36% 99.71% 2.1088

8
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.1103

9
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_CURSO, TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.1103

10

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.1103

10

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_IES, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.1103

11

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_IES, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.1103

Table F.10: Experiment 59: Quasi-identifiers with the highest degradation of privacy
in Collective-target Attribute-inference Single database (CAS) attacks on the Higher
Education Census of 2018 for the sensitive attribute IN_FINANCIAMENTO_ESTUDANTIL.
The deterministic degradation of privacy is the difference between the a posteriori and
a priori success, while the probabilistic degradation of privacy is their ratio. Table F.1
lists the English meaning of each quasi-identifying attribute.
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(a) Quasi-identifier: CO_CURSO. (b) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO.

(c) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO.

(d) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASCIMENTO,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_IES, CO_CURSO,
TP_ESCOLA_CONCLUSAO_ENS_MEDIO.

Figure F.12: Experiment 59: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Attribute-inference
Single database (CAS) attacks on the Higher Education Census of 2018 for the sensi-
tive attribute IN_DEFICIENCIA. The horizontal axis defines the possible values for the
adversary’s a posteriori probabilistic success while the vertical axis defines the number
of individuals in the database subject to that risk of attribute-inference.



F. Experimental results for collective-target attacks on the Higher
Education Censuses 221

(a) Quasi-identifier: CO_CURSO. (b) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO.

(c) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO.

(d) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASCIMENTO,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_IES, CO_CURSO,
TP_ESCOLA_CONCLUSAO_ENS_MEDIO.

Figure F.13: Experiment 59: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Attribute-inference
Single database (CAS) attacks on the Higher Education Census of 2018 for the sensitive
attribute IN_FINANCIAMENTO_ESTUDANTIL. The horizontal axis defines the possible val-
ues for the adversary’s a posteriori probabilistic success while the vertical axis defines
the number of individuals in the database subject to that risk of attribute-inference.
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We now present the CAS attacks performed on the Higher Education Census of 2019.

Experiment 60 (Collective-target Attribute-inference Single database (CAS) attacks
on the Higher Education Census of 2019). In a CAS attack, the adversary’s goal is to
infer the values of an attribute considered to be sensitive for as many individuals as
possible, according to Definition 17. Since we want to evaluate the overall attribute-
inference risk, the adversary can gather auxiliary information on the values of a set of
quasi-identifying attributes for every individual who holds a record in the database.
The following experiment was conducted on the Higher Education Census of 2019.

This database was released containing 12 350 832 records, which were reduced to
11 038 074 after the random selection of only one record for each data holder of multiple
records. For the current experiment, we have selected as quasi-identifiers the eleven
attributes listed in Table F.1. Considering an adversary could gather as auxiliary in-
formation any non-empty subset among the 211 − 1 = 2 047 possible combinations, we
have measured both the deterministic and probabilistic degradation of privacy for each
combination.

Furthermore, we were interested in inferring the value for the attributes
IN_DEFICIENCIA and IN_FINANCIAMENTO_ESTUDANTIL, both described in Table F.2
and considered by us to be sensitive.

The results are organized as follows.

• Tables F.14 and F.15 summarize which combinations of quasi-identifiers result in
the highest degradation of privacy according to the subset’s size for the sensitive
attributes IN_DEFICIENCIA and IN_FINANCIAMENTO_ESTUDANTIL, respectively.

• Figure F.16 shows both the adversary’s deterministic and probabilistic measures
of success for each combination of quasi-identifying attributes, and for both sen-
sitive attributes.

• Figures F.17 and F.18 show the worst case histograms for the distribution of
individuals according to the adversary’s probabilistic measure of success for some
subsets of quasi-identifying attributes with different sizes and for the sensitive
attributes IN_DEFICIENCIA and IN_FINANCIAMENTO_ESTUDANTIL, respectively.

According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 4.7 and 4.8, this
metric measures the fraction of individuals in the database that can have their
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values for the sensitive attribute inferred with absolute certainty, in a scale from
0% to 100%.

According to Table F.14 for the sensitive attribute IN_DEFICIENCIA, the adver-
sary’s a priori deterministic success equals 0%, i.e. no individual can have their
values for the sensitive attribute inferred with absolute certainty without the use
of auxiliary information. However, by using only one quasi-identifying attribute,
the adversary can infer the values with absolute certainty for up to 15.24% of
the individuals in the database, while the use of two quasi-identifiers allows the
adversary to infer the values for up to 66.10% of the individuals. Finally, by
using four or more of the eleven quasi-identifying attributes available, the risk of
attribute-inference increases above 99.38%.

From Table F.15 for the sensitive attribute IN_FINANCIAMENTO_ESTUDANTIL, the
adversary’s a priori deterministic success also equals 0%. However, by using only
one quasi-identifying attributes, the adversary can infer the values with absolute
certainty for up to 25.06% of the individuals in the database, while the use of
two quasi-identifiers allows the adversary to infer the values for up to 39.14%
of the individuals. Finally, by using four or more of the eleven quasi-identifying
attributes available, the risk of attribute-inference increases above 91.76%.

• Adversary’s probabilistic success. Defined in Equations 4.11 and 4.12, this
metric measures the probability of a randomly chosen individual in the database
having their value for the sensitive attribute inferred with absolute certainty, in
a scale from 0% to 100%.

According to Table F.14 for the sensitive attribute IN_DEFICIENCIA, the adver-
sary’s a priori probabilistic success is already of 94.84%, i.e. the adversary’s
chance of inferring the value for the sensitive attribute for one of the 11 038 074
individuals in the database is already high. Furthermore, by using seven or more
quasi-identifying attributes, the adversary increases their chance to up to 99.98%.

From Table F.15 for the sensitive attribute IN_FINANCIAMENTO_ESTUDANTIL, the
adversary’s a priori probabilistic success is of 47.80%. Furthermore, by using
only two quasi-identifying attributes, the adversary increases their chance to
86.85%, while the use of four quasi-identifiers allows the adversary to infer the
values for up to 97.11% of the individuals. Finally, by using seven or more of
the eleven quasi-identifying attributes available, the risk of attribute-inference
increases above 99.71%.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
94.84%

# Quasi-identifiers a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

1 CO_CURSO 15.24% 15.24% 97.58% 1.0289

2 NU_DIA_NASCIMENTO, CO_CURSO 66.10% 66.10% 97.75% 1.0307

2 CO_MUNICIPIO_NASCIMENTO, CO_CURSO 51.15% 51.15% 98.04% 1.0338

3 NU_DIA_NASCIMENTO, NU_ANO_NASCIMENTO, CO_CURSO 94.93% 94.93% 99.06% 1.0445

4 NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO 99.38% 99.38% 99.79% 1.0522

5
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, CO_MUNICIPIO_NASCIMENTO,
CO_CURSO

99.83% 99.83% 99.93% 1.0537

6
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

99.92% 99.92% 99.96% 1.0541

7
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

99.95% 99.95% 99.98% 1.0542

8
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.96% 99.96% 99.98% 1.0543

9
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_CURSO, TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.96% 99.96% 99.98% 1.0543

10

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.96% 99.96% 99.98% 1.0543

11

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_IES, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.96% 99.96% 99.98% 1.0543

Table F.14: Experiment 60: Quasi-identifiers with the highest degradation of privacy in
Collective-target Attribute-inference Single database (CAS) attacks on the Higher Ed-
ucation Census of 2019 for the sensitive attribute IN_DEFICIENCIA. The deterministic
degradation of privacy is the difference between the a posteriori and a priori success,
while the probabilistic degradation of privacy is their ratio. Table F.1 lists the English
meaning of each quasi-identifying attribute.
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
47.80%

# Quasi-identifiers
a

posteriori
success

Privacy
degrada-

tion

a
posteriori
success

Privacy
degrada-

tion

1 CO_CURSO 25.06% 25.06% 84.43% 1.7663

2 CO_MUNICIPIO_NASCIMENTO, CO_CURSO 39.14% 39.14% 86.85% 1.8167

3 NU_DIA_NASCIMENTO, NU_ANO_NASCIMENTO, CO_CURSO 72.37% 72.37% 91.98% 1.9240

4 NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO 91.76% 91.76% 97.11% 2.0315

5
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, CO_MUNICIPIO_NASCIMENTO,
CO_CURSO

97.98% 97.98% 99.19% 2.0749

6
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

99.04% 99.04% 99.58% 2.0831

7
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO

99.36% 99.36% 99.71% 2.0859

8
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.0874

9
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,

NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_CURSO, TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.0874

10

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.0874

10

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_IES, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.0874

11

NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,

CO_MUNICIPIO_NASCIMENTO, TP_NACIONALIDADE,
CO_PAIS_ORIGEM, CO_IES, CO_CURSO,

TP_ESCOLA_CONCLUSAO_ENS_MEDIO

99.52% 99.52% 99.78% 2.0874

Table F.15: Experiment 60: Quasi-identifiers with the highest degradation of privacy
in Collective-target Attribute-inference Single database (CAS) attacks on the Higher
Education Census of 2019 for the sensitive attribute IN_FINANCIAMENTO_ESTUDANTIL.
The deterministic degradation of privacy is the difference between the a posteriori and
a priori success, while the probabilistic degradation of privacy is their ratio. Table F.1
lists the English meaning of each quasi-identifying attribute.
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(a) Deterministic success for sensitive at-
tribute IN_DEFICIENCIA.

(b) Probabilistic success for sensitive at-
tribute IN_DEFICIENCIA.

(c) Deterministic success for sensitive at-
tribute IN_FINANCIAMENTO_ESTUDANTIL.

(d) Probabilistic success for sensitive at-
tribute IN_FINANCIAMENTO_ESTUDANTIL.

Figure F.16: Experiment 60: Adversary’s success in Collective-target Attribute-
inference Single database (CAS) attacks on the Higher Education Census of 2019.
Here, the horizontal “a priori ” line represents the adversary’s a priori deterministic
or probabilistic success, i.e. before performing the CAS attack. Each dot represents a
distinct scenario defined by the selected quasi-identifying attributes among the 2 047
possibilities. The horizontal axis defines the size of the subset of quasi-identifiers, while
the vertical axis defines the adversary’s deterministic or probabilistic success.
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(a) Quasi-identifier: CO_CURSO. (b) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO.

(c) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO.

(d) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASCIMENTO,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_IES, CO_CURSO,
TP_ESCOLA_CONCLUSAO_ENS_MEDIO.

Figure F.17: Experiment 60: Histograms for the distribution of individuals according
to the adversary’s measures of success in Collective-target Attribute-inference Single
database (CAS) attacks on the Higher Education Census of 2019 for the sensitive
attribute IN_DEFICIENCIA. The horizontal axis defines the possible values for the ad-
versary’s a posteriori probabilistic success while the vertical axis defines the number
of individuals in the database subject to that risk of attribute-inference.
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(a) Quasi-identifier: CO_CURSO. (b) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, CO_CURSO.

(c) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO, TP_COR_RACA,
CO_MUNICIPIO_NASCIMENTO, CO_CURSO.

(d) Quasi-identifiers:
NU_DIA_NASCIMENTO, NU_MES_NASCIMENTO,
NU_ANO_NASCIMENTO, TP_SEXO,
TP_COR_RACA, CO_MUNICIPIO_NASCIMENTO,
TP_NACIONALIDADE, CO_PAIS_ORIGEM,
CO_IES, CO_CURSO,
TP_ESCOLA_CONCLUSAO_ENS_MEDIO.

Figure F.18: Experiment 60: Histograms for the distribution of individuals according
to the adversary’s measures of success in Collective-target Attribute-inference Single
database (CAS) attacks on the Higher Education Census of 2019 for the sensitive at-
tribute IN_FINANCIAMENTO_ESTUDANTIL. The horizontal axis defines the possible values
for the adversary’s a posteriori probabilistic success while the vertical axis defines the
number of individuals in the database subject to that risk of attribute-inference.
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F.1.4 Takeaways

In this appendix, we have presented experimental results for the collective-target at-
tacks on the Higher Education Censuses of 2018 and 2019 released by INEP, Experi-
ments 57 and 58 for re-identification, and Experiments 59 and 60 for attribute-inference
attacks, respectively.

Those results have allowed us to draw the following conclusions.

• The measures of deterministic and probabilistic successes, for both re-
identification and attribute-inference attacks, have presented similar values
for both the Higher Education Census of 2018 and 2019. Furthermore, the re-
sults are similar to those reported for the School Census of 2018 in Section 4.2,
Experiments 18 and 19.

• The results observed for the a priori probabilistic attribute-inference successes for
different sensitive attributes are a consequence of how much skewed the respective
distributions of students are for those attributes. A more skewed distribution
implies a higher a priori success. For instance, the attribute on whether a student
uses student financing or not allows for three different values and has the less
skewed distribution among all the sensitive attributes analyzed in this thesis,
reporting a priori successes of 47.28% and 47.80% for the Higher Education
Censuses of 2018 and 2019, respectively.

F.2 Attacks on longitudinal databases

In this section, we present additional quantitative analyses on the privacy risks for
individuals whose information are made public on longitudinal databases. The attacks
performed here were modeled according to the theory developed in Section 5.1. For
illustrative individual-target experimental results, see Section C.2.2.

F.2.1 Experimental setup

As stated in Section 1.3, we have chosen to work with the databases containing infor-
mation on students and released as microdata, i.e. data at the record level. In this
appendix, we consider databases from the Higher Education Censuses. Also, in order
to guarantee that each student holds only one record in each database, according to
Assumption AL1 from Section 5.1.1, we have randomly selected only one record for
each data holder of multiple records.
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Variable Meaning

CO_IES Higher Education Institution code.

CO_CURSO
Higher Education Institution course code to which

the student is enrolled.

Table F.19: Variables from the Higher Education Census of 2014 chosen as quasi-
identifiers for Collective-target Re-identification Longitudinal databases (CRL) attacks
in Experiment 61 and for Collective-target Attribute-inference Longitudinal databases
(CAL) attacks in Experiment 62.

Even though each database accounts for dozens of attributes, we have chosen just a
few for our analysis given the computational costs, including time and memory usage.
The selection criteria was as follows.

• We have chosen two quasi-identifying attributes selected according to how easily
an adversary could learn them and to their variability throughout the years,
i.e. whether or not they could change and hence be captured in longitudinal
databases. The quasi-identifying attributes chosen for the experiments in this
chapter are listed in Table F.19.

• We have also chosen two sensitive attributes selected according to the possible
individual privacy breach if revealed, e.g. whether or not the individual has
special needs or disabilities. The sensitive attributes chosen for the experiments
in this chapter are listed in Table F.20.

Of course, the selection of those quasi-identifiers and sensitive attributes is arbitrary
and can change in significance over time. Nevertheless, the results here provided il-
lustrate possible real-life circumstances and the respective privacy risks for the data
holders.

F.2.2 Results of re-identification attack experiments

In this section, we present our quantitative analyses on the privacy risk of re-
identification for individuals whose information are made public on longitudinal
databases, as modeled in Section 4.1.2. We present one CRL attack on the Higher
Education Censuses from 2014 to 2017, Experiment 61.

Experiment 61 (Collective-target Re-identification Longitudinal databases (CRL)
attack on the Higher Education Censuses). In a CRL attack, the adversary’s goal is
to re-identify as many individuals as possible, according to Definition 21. Since we
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Variable Values Meaning

IN_ALUNO_DEF_TGD_SUPER
0 (No)
1 (Yes)
2 (Unavailable)

Whether or not the student
possesses a disability or global

developmental disorder.

IN_FINANC_ESTUDANTIL
-1 (Unavailable)
0 (No)
1 (Yes)

Whether or not the student
uses student financing.

Table F.20: Variables from the Higher Education Census of 2014 chosen as sensitive
attributes for Collective-target Attribute-inference Longitudinal databases (CAL) at-
tacks in Experiment 62.

want to evaluate the overall re-identification risk, the adversary can gather auxiliary
information on the values of a set of quasi-identifying attributes for every individual
who holds a record in the focal database. The following experiment was conducted on
the Higher Education Censuses from 2014 to 2017 and had the database of 2014 as the
focal one.

The focal database was released containing 10 793 936 records, which were reduced
to 9 773 350 after the random selection of only one record for each data holder of
multiple records. For the current experiment, we have selected as quasi-identifiers the
attributes CO_IES and CO_CURSO, as specified in Table F.19. We have measured both
the deterministic and probabilistic degradation of privacy for the set composed of those
three attributes.

The results are organized as follows.

• Table F.21 summarizes the adversary’s measures of success and privacy degrada-
tion as more databases are aggregated to the focal database.

• Figure F.22 shows the adversary’s deterministic and probabilistic measures of
success according to Table F.21.

• Figure F.23 shows the histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success as more databases are aggregated
to the focal database.

According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 5.1 and 5.2, this
metric measures the fraction of individuals in the focal database that can be
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re-identified with absolute certainty, in a scale from 0% to 100%. According to
Table F.21, the adversary’s a priori deterministic success equals 0%, i.e. no indi-
vidual can be re-identified with absolute certainty in the focal database without
the use of auxiliary information. However, by using only the attributes CO_IES

and CO_CURSO as quasi-identifiers and only the database of 2014, the adversary
can re-identify with absolute certainty 0.0044% of the individuals in the focal
database, i.e. approximately 430 students.

As the longitudinal set of databases available to the adversary increases, allowing
the use of more Higher Education Census databases as auxiliary information, so
increases the fraction of individuals in the focal database that can be re-identified
with absolute certainty. Particularly, the adversary’s a posteriori deterministic
success increases to 5.11% by using only the database of 2015 as auxiliary infor-
mation, to 10.33% by using the databases of 2015 and 2016, and to 15.25% by
using the databases from 2015 to 2017.

• Adversary’s probabilistic success. Defined in Equations 5.4 and 5.5, this met-
ric measures the probability of a randomly chosen individual in the focal database
being re-identified, in a scale from 0% to 100%. According to Table F.21, the
adversary’s a priori probabilistic success is approximately 0.00001%, i.e. the
adversary’s chance of re-identifying one of the 9 773 350 individuals in the fo-
cal database is almost zero. However, by using only the attributes CO_IES and
CO_CURSO as quasi-identifiers and only the database of 2014, the adversary in-
creases their chance to 0.34%.

As the longitudinal set of databases available to the adversary increases, so in-
creases the adversary’s chance of re-identifying a randomly chosen individual in
the focal database. Particularly, the adversary’s a posteriori probabilistic success
increases to 6.72% by using only the database of 2015 as auxiliary information,
to 12.64% by using the databases of 2015 and 2016, and to 17.95% by using the
databases from 2015 to 2017.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
0.00001%

Databases in
the

longitudinal
aggregation

a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

2014 0.0044% 0.0044% 0.34% 33 197

2014 to 2015 5.11% 5.11% 6.72% 656 790

2014 to 2016 10.33% 10.33% 12.64% 1 235 822

2014 to 2017 15.25% 15.25% 17.95% 1 754 487

Table F.21: Experiment 61: Privacy degradation in Collective-target Re-identification
Longitudinal databases (CRL) attacks on the Higher Education Censuses from 2014 to
2017 using the quasi-identifiers CO_IES and CO_CURSO. Here the focal database is that
for the Higher Education Census of 2014. The deterministic degradation of privacy
is the difference between the a posteriori and a priori success, while the probabilistic
degradation of privacy is their ratio.

(a) Deterministic success. (b) Probabilistic success.

Figure F.22: Experiment 61: Adversary’s success in Collective-target Re-identification
Longitudinal databases (CRL) attacks on the Higher Education Censuses from 2014
to 2017 using the quasi-identifiers CO_IES and CO_CURSO. Here, each bar represents a
different longitudinal aggregation of databases, always having the Higher Education
Census of 2014 as the focal one, except for the bar with label a priori, which indicates
the adversary’s a priori success relying only on the focal database. The height of each
bar represents the adversary’s deterministic or probabilistic success.
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(a) Higher Education Census aggregated
databases: 2014 only.

(b) Higher Education Census aggregated
databases: from 2014 to 2015.

(c) Higher Education Census aggregated
databases: from 2014 to 2016.

(d) Higher Education Census aggregated
databases: from 2014 to 2017.

Figure F.23: Experiment 61: Histograms for the distribution of individuals according
to the adversary’s probabilistic measure of success in Collective-target Re-identification
Longitudinal databases (CRL) attacks on the Higher Education Censuses from 2014
to 2017 using the quasi-identifiers CO_IES and CO_CURSO. The horizontal axis defines
the possible values for the adversary’s a posteriori probabilistic success while the ver-
tical axis defines the number of individuals in the database subject to that risk of
re-identification.
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F.2.3 Results of attribute-inference attack experiments

In this section, we present our quantitative analysis on the privacy risk of attribute-
inference for individuals whose information are made public on longitudinal databases,
as modeled in Section 4.1.2. We present one CAL attack on the Higher Education
Censuses from 2014 to 2017, on sensitive attributes IN_ALUNO_DEF_TGD_SUPER and
IN_FINANC_ESTUDANTIL.

Experiment 62 (Collective-target Attribute-inference Longitudinal databases (CAL)
attack on the Higher Education Censuses). In a CAL attack, the adversary’s goal is
to infer the values of an attribute considered to be sensitive for as many individuals as
possible, according to Definition 22. Since we want to evaluate the overall attribute-
inference risk, the adversary can gather auxiliary information on the values of a set
of quasi-identifying attributes for every individual who holds a record in the focal
database. The following experiment was conducted on the Higher Education Censuses
from 2014 to 2017 and had the database for year 2014 as the focal one.

The focal database was released containing 10 793 936 records, which were reduced
to 9 773 350 after the random selection of only one record for each data holder of
multiple records. For the current experiment, we have selected as quasi-identifiers the
attributes CO_IES and CO_CURSO, as specified in Table F.19. We have measured both
the deterministic and probabilistic degradation of privacy for the set composed of those
three attributes.

Furthermore, we were interested in inferring the value for the attributes
IN_ALUNO_DEF_TGD_SUPER and IN_FINANC_ESTUDANTIL, both described in Table F.20
and considered by us to be sensitive.

The results are organized as follows.

• Tables F.24a and F.24b summarize the adversary’s measures of success and pri-
vacy degradation as more databases are aggregated to the focal database for
the sensitive attributes IN_ALUNO_DEF_TGD_SUPER and IN_FINANC_ESTUDANTIL,
respectively.

• Figure F.25 shows both the adversary’s deterministic and probabilistic measures
of success according to Table F.24, for both sensitive attributes.

• Figures F.26 and F.27 show the histograms for the distribution of individ-
uals according to the adversary’s probabilistic measure of success as more
databases are aggregated to the focal database for the sensitive attributes
IN_ALUNO_DEF_TGD_SUPER and IN_FINANC_ESTUDANTIL, respectively.
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According to those results, we were able to conclude the following.

• Adversary’s deterministic success. Defined in Equations 5.7 and 5.8, this
metric measures the fraction of individuals in the focal database that can have
their values for the sensitive attribute inferred with absolute certainty, in a scale
from 0% to 100%.

According to Table F.24a for the sensitive attribute IN_ALUNO_DEF_TGD_SUPER,
the adversary’s a priori deterministic success equals 0%, i.e. no individual can
have their values for the sensitive attribute inferred with absolute certainty in the
focal database without the use of auxiliary information. However, by using only
the attributes CO_IES and CO_CURSO as quasi-identifiers and only the database of
2014, the adversary can infer the values with absolute certainty for up to 19.89%
of the individuals, i.e. approximately 1 943 919 students.

As the longitudinal collection of databases available to the adversary increases,
allowing the use of more Higher Education Census databases as auxiliary infor-
mation, so increases the fraction of individuals in the focal database that can
have their values for the sensitive attribute IN_ALUNO_DEF_TGD_SUPER inferred
with absolute certainty. Particularly, the adversary’s a posteriori deterministic
success increases to 37.90% by using only the database of 2015 as auxiliary in-
formation, to 50.29% by using the databases of 2015 and 2016, and to 58.82% by
using the databases from 2015 to 2017.

From Table F.24b for the sensitive attribute IN_FINANC_ESTUDANTIL, the adver-
sary’s a priori deterministic success also equals 0%. However, by using only the
attributes CO_IES and CO_CURSO as quasi-identifiers and only the database of
2014, the adversary can infer the values with absolute certainty for up to 24.35%
of the individuals in the focal database, i.e. approximately 2 379 811 students.

As the longitudinal collection of databases available to the adversary increases, so
increases the fraction of individuals in the focal database that can have their val-
ues for the sensitive attribute IN_FINANC_ESTUDANTIL inferred with absolute cer-
tainty. Particularly, the adversary’s a posteriori deterministic success increases
to 31.90% by using only the database of 2015 as auxiliary information, to 37.09%
by using the databases of 2015 and 2016, and to 41.63% by using the databases
from 2015 to 2017.

• Adversary’s probabilistic success. Defined in Equations 5.11 and 5.12, this
metric measures the probability of a randomly chosen individual in the focal
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database having their value for the sensitive attribute inferred with absolute
certainty, in a scale from 0% to 100%.

According to Table F.24a for the sensitive attribute IN_ALUNO_DEF_TGD_SUPER,
the adversary’s a priori probabilistic success is already of 92.09%, i.e. the ad-
versary’s chance of inferring the value for the sensitive attribute for one of the
9 773 350 individuals in the focal database without the use of auxiliary infor-
mation is already high. Furthermore, by using only the attributes CO_IES and
CO_CURSO as quasi-identifiers and only the database of 2014, the adversary in-
creases their chance to up to 97.61%.

As the longitudinal collection of databases available to the adversary increases,
allowing the use of more Higher Education Census databases as auxiliary infor-
mation, so increases the adversary’s chance of inferring the value for the sensitive
attribute IN_ALUNO_DEF_TGD_SUPER. Particularly, the adversary’s a posteriori
probabilistic success increases to 97.98% by using only the database of 2015 as
auxiliary information, to 98.21% by using the databases of 2015 and 2016, and
to 98.39% by using the databases from 2015 to 2017.

From Table F.24b for the sensitive attribute IN_FINANC_ESTUDANTIL, the adver-
sary’s a priori probabilistic success is of 52.10%. Furthermore, by using only
the attributes CO_IES and CO_CURSO as quasi-identifiers and only the database
of 2014, the adversary increases their chance to up to 83.47%.

As the longitudinal collection of databases available to the adversary increases, so
increases the adversary’s chance of inferring the value for the sensitive attribute
IN_FINANC_ESTUDANTIL. Particularly, the adversary’s a posteriori deterministic
success increases to 85.23% by using only the database of 2015 as auxiliary in-
formation, to 86.40% by using the databases of 2015 and 2016, and to 87.50% by
using the databases from 2015 to 2017.

◁
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Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
92.09%

Databases in
the

longitudinal
aggregation

a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

2014 19.89% 19.89% 97.61% 1.0599

2014 to 2015 37.90% 37.90% 97.98% 1.0640

2014 to 2016 50.29% 50.29% 98.21% 1.0664

2014 to 2017 58.82% 58.82% 98.39% 1.0684

(a) Sensitive attribute: IN_ALUNO_DEF_TGD_SUPER.

Adversary’s
deterministic success

Adversary’s
probabilistic success

a priori success
0.00%

a priori success
52.10%

Databases in
the

longitudinal
aggregation

a posteriori
success

Privacy
degradation

a posteriori
success

Privacy
degradation

2014 24.35% 24.35% 83.47% 1.6022

2014 to 2015 31.90% 31.90% 85.23% 1.6358

2014 to 2016 37.09% 37.09% 86.40% 1.6582

2014 to 2017 41.63% 41.63% 87.50% 1.6794

(b) Sensitive attribute: IN_FINANC_ESTUDANTIL.

Table F.24: Experiment 62: Privacy degradation in Collective-target Attribute-
inference Longitudinal databases (CAL) attacks on the Higher Education Censuses
from 2014 to 2017 using the quasi-identifiers CO_IES and CO_CURSO. Here the focal
database is that for the Higher Education Census of 2014. The deterministic degra-
dation of privacy is the difference between the a posteriori and a priori success, while
the probabilistic degradation of privacy is their ratio.
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(a) Deterministic success for sensitive at-
tribute IN_ALUNO_DEF_TGD_SUPER.

(b) Probabilistic success for sensitive at-
tribute IN_ALUNO_DEF_TGD_SUPER.

(c) Deterministic success for sensitive at-
tribute IN_FINANC_ESTUDANTIL.

(d) Probabilistic success for sensitive at-
tribute IN_FINANC_ESTUDANTIL.

Figure F.25: Experiment 62: Adversary’s success in Collective-target Attribute-
inference Longitudinal databases (CAL) attacks on the Higher Education Censuses
from 2014 to 2017 using the quasi-identifiers CO_IES and CO_CURSO. Here, each bar
represents a different longitudinal aggregation of databases, always having the Higher
Education Census of 2014 as the focal one, except for the bar with label a priori, which
indicates the adversary’s a priori success relying only on the focal database. The height
of each bar represents the adversary’s deterministic or probabilistic success.
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(a) Higher Education Census aggregated
databases: 2014 only.

(b) Higher Education Census aggregated
databases: from 2014 to 2015.

(c) Higher Education Census aggregated
databases: from 2014 to 2016.

(d) Higher Education Census aggregated
databases: from 2014 to 2017.

Figure F.26: Experiment 62: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Attribute-inference
Longitudinal databases (CAL) attacks on the Higher Education Censuses from 2014
to 2017 using the quasi-identifiers CO_IES and CO_CURSO for the sensitive attribute
IN_ALUNO_DEF_TGD_SUPER. The horizontal axis defines the possible values for the ad-
versary’s a posteriori probabilistic success while the vertical axis defines the number
of individuals in the database subject to that risk of attribute-inference.
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(a) Higher Education Census aggregated
databases: 2014 only.

(b) Higher Education Census aggregated
databases: from 2014 to 2015.

(c) Higher Education Census aggregated
databases: from 2014 to 2016.

(d) Higher Education Census aggregated
databases: from 2014 to 2017.

Figure F.27: Experiment 62: Histograms for the distribution of individuals according to
the adversary’s probabilistic measure of success in Collective-target Attribute-inference
Longitudinal databases (CAL) attacks on the Higher Education Censuses from 2014
to 2017 using the quasi-identifiers CO_IES and CO_CURSO for the sensitive attribute
IN_FINANC_ESTUDANTIL. The horizontal axis defines the possible values for the adver-
sary’s a posteriori probabilistic success while the vertical axis defines the number of
individuals in the database subject to that risk of attribute-inference.
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F.2.4 Takeaways

In this appendix, we have presented experimental results for the collective-target at-
tacks on the Higher Education Censuses of 2018 and 2019 released by INEP, Experi-
ments 61 and 62 for re-identification and for attribute-inference attacks, respectively.

Those results have allowed us to draw the following conclusions.

• The measures of deterministic and probabilistic successes, for both re-
identification and attribute-inference attacks, have presented similar values
to those reported for the School Census in Section 5.2, Experiments 23 and 24.
The lower values for the Higher Education Census results are due to the use of
one less quasi-identifying attribute, hence expected.

• The results observed for the a priori probabilistic attribute-inference successes for
different sensitive attributes are a consequence of how much skewed the respective
distributions of students are for those attributes. A more skewed distribution
implies a higher a priori success.



Appendix G

Proofs of results in Chapter 6

In this appendix, we present some remarks, propositions, and proofs on the theoretical
model developed in Chapter 6, for the oblivious mechanism in Section G.1, and for the
local mechanism in Section G.2.

G.1 Oblivious mechanism

In this section, we provide the detailed derivations of the formulas from Definition 30
for an oblivious mechanism.

Remark 63 (Distribution induced by an oblivious mechanism). Here we explain why
the joint probability distribution pΓ

obv
: D(records(A)×dom(as)×N×N) of an oblivious

mechanism is given by Equation (6.7) in Definition 30.

First notice that, by the chain rule, for every record x ∈ records(A), sensitive
value s ∈ dom(as), real count u ∈ N, and reported count u′ ∈ N, we have
that pΓ

obv
(x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u,Mobv

countq(D∪x⋆)=u′) can be broken into
the product:

pΓ
obv

(x⋆=x) · pΓobv
(x⋆[as]=s | x⋆=x) · pΓobv

(countq(D∪x⋆)=u | x⋆=x, x⋆[as]=s)·

pΓ
obv

(Mobv
countq(D∪x⋆)=u′ | x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u) ,

where

• pΓ
obv

(x⋆=x) is given by π⋆
x, since the probability of any record x being added to

D is given by the prior distribution π⋆ on records;

• pΓ
obv

(x⋆[as]=s | x⋆=x) is given by δx[as](s);

243
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• pΓ
obv

(countq(D∪x⋆)=u | x⋆=x, x⋆[as]=s) is equal to pΓ
obv

(countq(D∪x⋆)=u |
x⋆=x), since the real count is independent of any secret value given the database,
and is given by δcountq(D∪x)(u);

• pΓ
obv

(Mobv
countq(D∪x⋆)=u′ | x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u) is equal to

pΓ
obv

(Mobv
countq(D∪x⋆)=u′ | countq(D∪x⋆)=u), since the mechanism is oblivious,

and is given by Robv(u′ | u).

◁

Proposition 64 (Privacy loss in the context of an attack on an oblivious mechanism).
Consider Γobv = ⟨D,A, as, au, countq, π⋆,Mobv

countq⟩, in which Mobv
countq is an oblivious

mechanism operating on the extended database D∪x⋆ and using an oblivious random-
ization function Robv : N → D(N), as in Definition 30. Then, the corresponding privacy
loss is given by:

privacy-loss(Γobv) =
post-vul(Γobv)

prior-vul(Γobv)
,

where

post-vul(Γobv) =
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

x[as]=s

π⋆
x ·Robv(u′ | countq(D∪x)) ,

and

prior-vul(Γobv) = max
s∈dom(as)

∑︂
x∈records(A)

x[as]=s

π⋆
x .

Proof. Note that privacy-loss(Γobv) is given by the ratio from Equation (6.3). In the
case of an oblivious mechanism, the posterior Bayes vulnerability of Equation (6.4)
specializes to:

post-vul(Γobv) =

=
∑︂
u′∈N

max
s∈dom(as)

pΓ
obv

(x⋆[as]=s,Mobv
countq(D∪x⋆)=u′) (Eq. (6.4))

=
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

u∈N

pΓ
obv

⎛⎜⎝ x⋆=x, x⋆[as]=s,

countq(D∪x)=u,

Mobv
countq(D∪x)=u′

⎞⎟⎠ (marginal)
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=
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

u∈N

π⋆
x · δx[as](s) · δcountq(D∪x)(u)·

Robv(u′ | u)
(Eq. (6.7))

=
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

x[as]=s

π⋆
x ·Robv(u′ | countq(D∪x)) (simplifying)

Furthermore, the prior Bayes vulnerability of Equation (6.5) specializes to:

prior-vul(Γobv) =

= max
s∈dom(as)

pΓ
obv

(x⋆[as]=s) (Eq. (6.5))

= max
s∈dom(as)

∑︂
x∈records(A)

pΓ
obv

(x⋆=x, x⋆[as]=s) (marginal)

= max
s∈dom(as)

∑︂
x∈records(A)

pΓ
obv

(x⋆=x) · pΓobv
(x⋆[as]=s | x⋆=x) (chain rule)

= max
s∈dom(as)

∑︂
x∈records(A)

π⋆
x · δx⋆[as](s) (Eq. (6.7))

= max
s∈dom(as)

∑︂
x∈records(A)

x[as]=s

π⋆
x (simplifying)

We obtain our final result by taking the ratio of these values.

Proposition 65 (Utility in the context of an attack on an oblivious mechanism).
Consider Γobv = ⟨D,A, as, au, countq, π⋆,Mobv

countq⟩, in which Mobv
countq is an oblivious

mechanism operating on the extended database D∪x⋆ and using an oblivious random-
ization function Robv : N → D(N), as in Definition 30. Then, the corresponding utility
is given by:

utility(Γobv) =
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),

countq(D∪x)=u

π⋆
x ·Robv(u′ | u) .

Proof. Note that in the case of an oblivious mechanism, the expected utility of Equa-
tion (6.6) specializes to:

utility(Γobv) =

=
∑︂
u′∈N

max
u∈N

pΓ
obv

(countq(D∪x⋆)=u,Mobv
countq(D∪x⋆)=u′) (Eq. (6.6))
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=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),
s∈dom(as)

pΓ
obv

⎛⎜⎝ x⋆=x, x⋆[as]=s,

countq(D∪x⋆)=u,

Mobv
countq(D∪x⋆)=u′

⎞⎟⎠ (marginal)

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),
s∈dom(as)

π⋆
x · δx[as](s) · δcountq(D∪x)(u)·

Robv(u′ | u)
(Eq. (6.7))

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A)

π⋆
x · δcountq(D∪x)(u)·

Robv(u′ | u)
·

∑︂
s∈dom(as)

δx[as](s) (reorganizing)

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),

countq(D∪x)=u

π⋆
x ·Robv(u′ | u) (simplifying)

G.2 Local Mechanism

In this section, we provide the detailed derivations of the formulas from Definition 31
for a local mechanism.

Remark 66 (Distribution induced by a local mechanism). Here we explain why the
joint probability distribution pΓ

loc
: D(records(A)× dom(as)×N×N) of a local mech-

anism is given by Equation (6.10) in Definition 31.

First notice that, by the chain rule, for every record x ∈ records(A), sensitive
value s ∈ dom(as), real count u ∈ N, and reported count u′ ∈ N, we have
that pΓloc

(x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u,M loc
countq(D∪x⋆)=u′) can be broken into the

product:

pΓ
loc
(x⋆=x) · pΓloc

(x⋆[as]=s | x⋆=x) · pΓloc
(countq(D∪x⋆)=u | x⋆=x, x⋆[as]=s)·

pΓ
loc
(M loc

countq(D∪x⋆)=u′ | x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u) ,

where

• pΓ
loc
(x⋆=x) is given by π⋆

x, since the probability of any record x being added to
D is given by the prior distribution π⋆ on records;

• pΓ
loc
(x⋆[as]=s | x⋆=x) is given by δx[as](s);
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• pΓ
loc
(countq(D∪x⋆)=u | x⋆=x, x⋆[as]=s) is equal to pΓ

loc
(countq(D∪x⋆)=u |

x⋆=x), since the real count is independent of any secret value given the database,
and is given by δcountq(D∪x)(u);

• pΓ
loc
(M loc

countq(D∪x⋆)=u′ | x⋆=x, x⋆[as]=s, countq(D∪x⋆)=u) is equal to
pΓ

loc
(M loc

countq(D∪x)=u′), since the reported answer is independent of both the
real answer and the secret value given the database.

However, we need to specify pΓ
loc
(M loc

countq(d∪y)=c) for every database d ∈ D(A),
record y ∈ records(A), and reported answer c ∈ N. In order to do so, recall that
M loc

countq works as follows: first the local randomization function Rloc is applied to
the useful value of every record in d∪y to produce a randomized database, then
the counting query countq is applied to the randomized database to produce the
reported answer u′. Hence, we can provide the following recursive definition of
pΓ

loc
(M loc

countq(d∪y)=c):

Base case 1: when the reported count is a value c < 0 or c > |d∪y|. It is
impossible that a counting query operating on a database with |d∪y| > 0

records returns such values, hence:

pΓ
loc
(M loc

countq(d∪y)=c) = 0, if c < 0 or c > |d∪y|;

Base case 2: when 0 ≤ c ≤ |d∪y| and d∪y = ∅. In this case the input database
has no records and, hence, no record satisfies the property q used in the
query countq. Consequently, the only possible reported answer in the valid
range is c = 0:

pΓ
loc
(M loc

countq(d∪y)=c) = 1, if d∪y = ∅ and c = 0;

Base case 3: when 0 ≤ c ≤ |d∪y| and d∪y = {{y}}, i.e. when the only record
in d∪y is y itself because d = ∅, and the reported count can only be c = 0

or c = 1. In this case, the mechanism M loc
countq will first apply the local

randomization function Rloc to the useful value y[au] of y itself, resulting in
a distribution Rloc(w | y[au]) for every possible value w ∈ range(au) for the
useful attribute. Each w yields a randomized database {{w}} with only one
record, and the probability that M loc

countq(d∪y) returns the reported count
c = 1 is just the expectation that the randomized database {{w}} returns a
count of 1.
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But notice that countq({{w}}) returns a count of 1 iff property prop is sat-
isfied by w. Similarly, the probability that M loc

countq(d∪y) returns reported
count c = 0 is just the expectation that the randomized database {{w}} re-
turns a count of 0, which happens iff property prop is not satisfied by w.
Hence, we get:

pΓ
loc
(M loc

countq(d∪y)=c) =⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩

∑︂
w∈dom(au),
q(w)=false

Rloc(w | y[au]), if d∪y = {{y}} and c = 0;

∑︂
w∈dom(au),
q(w)=true

Rloc(w | y[au]), if d∪y = {{y}} and c = 1;

Recursive case: when 0 ≤ c ≤ |d∪y| and ∅ ̸= d∪y ̸= {{y}}, i.e. when neither
d or y are empty, hence |d∪y| ≥ 2 and the reported count c is in the valid
range, i.e. a non-negative integer smaller than or equal to the total number of
records in d∪y. In this case, the key insight is that the local randomization
function Rloc is applied to record y in an independent manner from the
application of Rloc to every record in d.

Therefore, there are two ways in which M loc
countq(d∪y) returns exactly the re-

ported count c: either it is the case that M loc
countq({{y}})=0 and M loc

countq(d)=c,
or it is the case that M loc

countq({{y}})=1 and M loc
countq(d)=c− 1. Hence, we get:

pΓ
loc
(M loc

countq(d∪y)=c) =

= pΓ
loc
(M loc

countq({{y}})=1) · pΓloc
(M loc

countq(d)=c−1)+

pΓ
loc
(M loc

countq({{y}})=0) · pΓloc
(M loc

countq(d)=c),

if 0 ≤ c ≤ |d∪y|
and ∅ ≠ d∪y ̸= {{y}} .

The recursive definition of pΓloc
(M loc

countq(d∪y)=c) provided in Equation (6.11) is
finally obtained by considering all the cases described above.

◁

Proposition 67 (Privacy loss in the context of an attack on a local mechanism). Con-
sider Γloc = ⟨D,A, as, au, countq, π⋆,M loc

countq⟩, in which M loc
countq is a local mechanism

operating on the extended database D∪x⋆ and using a local randomization function
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Rloc : dom(au) → D(au), as in Definition 31. Then, the corresponding privacy loss is
given by:

privacy-loss(Γloc) =
post-vul(Γloc)

prior-vul(Γloc)
,

where

post-vul(Γloc) =
∑︂
u′∈N

max
s∈dom(as)

pΓ
loc
(x⋆[as]=s,M loc

countq(D∪x⋆)=u′) .

and

prior-vul(Γloc) = max
s∈dom(as)

∑︂
x∈records(A)

x[as]=s

π⋆
x .

Proof. Note that privacy-loss(Γloc) is given by the ratio from Equation (6.3). In the case
of a local mechanism, the posterior Bayes vulnerability of Equation (6.4) specializes
to:

post-vul(Γloc) =

=
∑︂
u′∈N

max
s∈dom(as)

pΓ
loc
(x⋆[as]=s,M loc

countq(D∪x⋆)=u′) (Eq. (6.4))

=
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

u∈N

pΓ
loc

⎛⎜⎝ x⋆=x, x⋆[as]=s,

countq(D∪x)=u,

M loc
countq(D∪x)=u′

⎞⎟⎠ (marginal)

=
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

u∈N

π⋆
x · δx[as](s) · δcountq(D∪x)(u)·
pΓ

loc
(M loc

countq(D∪x)=u′)
(Eq. (6.10))

=
∑︂
u′∈N

max
s∈dom(as)

∑︂
x∈records(A),

x[as]=s,
countq(D∪x)=u

π⋆
x · pΓ

loc
(M loc

countq(D∪x)=u′) (simplifying)

Furthermore, the prior Bayes vulnerability of Equation (6.5) specializes to:

prior-vul(Γloc) =

= max
s∈dom(as)

pΓ
loc
(x⋆[as]=s) (Eq. (6.5))

= max
s∈dom(as)

∑︂
x∈records(A)

pΓ
loc
(x⋆=x, x⋆[as]=s) (marginal)
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= max
s∈dom(as)

∑︂
x∈records(A)

pΓ
loc
(x⋆=x) · pΓloc

(x⋆[as]=s | x⋆=x) (chain rule)

= max
s∈dom(as)

∑︂
x∈records(A)

π⋆
x · δx⋆[as](s) (Eq. (6.10))

= max
s∈dom(as)

∑︂
x∈records(A)

x[as]=s

π⋆
x (simplifying)

We obtain our final result by taking the ratio of these values.

Proposition 68 (Utility in the context of an attack on a local mechanism). Con-
sider Γloc = ⟨D,A, as, au, countq, π⋆,M loc

countq⟩, in which M loc
countq is a local mechanism

operating on the extended database D∪x⋆ and using a local randomization function
Rloc : dom(au) → D(au), as in Definition 31. Then, the corresponding utility loss is
given by:

utility(Γloc) =
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),

countq(D∪x)=u

π⋆
x · pΓ

loc
(M loc

countq(D∪x)=u′) .

Proof. Note that in the case of a local mechanism, the expected utility of Equation (6.6)
specializes to:

utility(Γloc) =

=
∑︂
u′∈N

max
u∈N

pΓ
loc
(countq(D∪x⋆)=u,M loc

countq(D∪x⋆)=u′) (Eq. (6.6))

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),
s∈dom(as)

pΓ
loc

⎛⎜⎝ x⋆=x, x⋆[as]=s,

countq(D∪x⋆)=u,

M loc
countq(D∪x⋆)=u′

⎞⎟⎠ (marginal)

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),
s∈dom(as)

π⋆
x · δx[as](s) · δcountq(D∪x)(u)·
pΓ

loc
(M loc

countq(D∪x)=u′)
(Eq. (6.10))

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A)

π⋆
x · δcountq(D∪x)(u)·

pΓ
loc
(M loc

countq(D∪x)=u′)
·

∑︂
s∈dom(as)

δx[as](s) (reorganizing)

=
∑︂
u′∈N

max
u∈N

∑︂
x∈records(A),

countq(D∪x)=u

π⋆
x · pΓ

loc
(M loc

countq(D∪x)=u′) (simplifying)
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