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Abstract

The field of quantitative information flow (QIF) is concerned with measuring and
controlling information leakage in computational systems. The traditional approach
to QIF models systems as monolithic information-theoretic channels. Many real-world
systems, however, consist of a collection of interacting parts and are better represented
by an assemblage of channels.

In this thesis, we investigate the information leakage properties of channel com-
positions with regards to the recently developed g-leakage framework. We study five
different types of compositions, each capturing a typical way in which parts interact in
real-world systems. For each type, we derive equivalences and bounds that relate their
information leakage to that of their components. We also establish whether monotonic-
ity holds, i.e., whether a component can always be substituted with a more secure one
without compromising the security of the system as a whole. Perhaps surprisingly, our
results prove that monotonicity does not always hold.

Furthermore, we establish and compile a number of algebraic properties, and
model two well-known security protocols in the literature, the Dining Cryptographers
and the Crowds protocols. Our results yield simple algorithms to model their respective
channels and, for the latter, one that is faster than the state-of-the-art algorithms in

the literature.

Palavras-chave: Quantitative Information Flow, Channel Composition, Information

Leakage, g-leakage.
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Resumo

O campo de fluro de informagao quantitativo (QIF) se interessa em medir e contro-
lar vazamentos de informacao em sistemas computacionais. A abordagem tradicional
em QIF modela sistemas como canais de teoria de informacgao indivisiveis. Contudo,
muitos sistemas reais consistem em vérias partes que interagem entre si, sendo melhor
representados por uma colegao de canais.

Nessa dissertacgao, investigamos as propriedades de vazamento de informacgao de
composigoes de canais com respeito ao recentemente proposto arcabougo de g-leakage.
Nos estudamos cinco tipos de composi¢oes que capturam maneiras tipicas com que
partes interagem em sistemas reais. Para cada tipo, nés derivamos equivaléncias e
limites que relacionam o seu vazamento de informacao com a de seus componentes. Nos
também estabelecemos se eles respeitam monotonicidade, isso é, se um componente
sempre pode ser substituido por um mais seguro sem comprometer a seguranca do
sistema como um todo. Talvez surpreendentemente, nossos resultados provam que esse
nem sempre é o caso

Além disso, nos estabelecemos e compilamos algumas propriedades algébricas, e
modelamos dois famosos protocolos da literatura, o Dining Cryptographers e o Crowds.
Nossos resultados possibilitam algoritmos simples para o calculo de seus canais e, para
o segundo protocolo, um algoritmo mais réapido do que aqueles do estado da arte na

literatura.

Palavras-chave: Fluxo de Informacao Quantitativo, Composicao de Canais, Vaza-

mento de Informacao, g-leakage.
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Chapter 1

Introduction

The last few decades have witnessed an astonishing rise in the use of technology in
day-to-day life. Having constant access to the Internet through all sort of devices is
now a constant motif in the routine of a great number of people, and the results of this

constant flow of information have changed almost all aspects of our civilization.

Being it inconceivable that society will ever abandon all the conveniences and
practicalities provided by this new technological arrangement, one of the most pressing
concerns of our age is understanding the various hazards within the technology we use

on a daily basis and devising ways to either prevent or remedy them.

One such hazard regards individual security and privacy, which can be put in peril
by our partaking in diverse online activities, from the seemingly harmless data collec-
tion in social media for advertisement purposes to the more evident risks associated
with Internet banking and e-commerce. Therefore, a solid framework for assessing the
security liabilities of such systems is paramount for the safety and general well-being

of our ever connected society.

In this thesis, we investigate aspects of foundational and practical interest to
the field of Quantitative Information Flow (QIF). A central focus of recent research
in QIF has been to establish a robust framework to quantify sensitive information
leakage in computational systems, enabling us to properly assess security risks in real-
life scenarios. The traditional approach to QIF, however, models systems as monolithic
blocks represented as information-theoretic channels. This approach overlooks the fact
that most realistic systems are the composition of many interacting parts. In this thesis
we focus on extending the QIF framework to facilitate the analysis of large or complex

systems that can be described as compositions of smaller components.

1



2 CHAPTER 1. INTRODUCTION

1.1 Quantitative Information Flow

Protecting sensitive information from unintended disclosure is a crucial research topic
in computational security. Intuitively, it may seem that we should always aim at com-
pletely eradicating any leakage of sensitive information in our systems. This stance,
however, can be so restrictive in practice as to render many desirable system function-
alities impossible to be implemented, and we must face the fact that some information
leakage is often inevitable. An execution of a password checker, for example, will al-
ways leak some information about the secret password kept by the system, as it will
be always revealed whether or not the user’s input was the correct password.

We rely on systems such as password checkers not because they are leakage-free,
but because we intuitively understand that the amount of information they reveal is
acceptably small. It follows from this intuition, therefore, the need to develop a mathe-
matical framework within which we can not only identify the occurrence of information
leakage but also quantify it. The field of Quantitative Information Flow (QIF) takes
interest in studying how much information systems leak, and in developing techniques
to prevent those leaks.

Being mainly interested in quantifying information, many of the foundational
aspects of QIF are based on Information Theory, and a number of information-theoretic
frameworks have been successfully used to model security systems. These models
usually describe the secret or sensitive information in question as a secret input (or
simply secret) which is fed to the system. This input can be a number of different
things, including passwords, users’ identities or locations. The value of this secret is
object to the ambition of an adversary, an external observer who wishes to obtain
information about the secret input value. We model the knowledge that the adversary
has about the secret by a probability distribution over the possible values that the
secret can take. In particular, before the first execution of the system, the adversary
is assumed to have some prior knowledge about the secret, which we model by a
prior distribution. For example, if the adversary knows the secret to be defined by
a randomly generated string, his prior knowledge can be represented by a uniform
probability distribution on the set of all randomly generated strings.

The secret value can interfere with the system’s behaviour that is visible to the
adversary (such as execution time, dissipated heat, or the value of a public variable),
who might improve his knowledge of the secret value by factoring in the information
obtained by observing the system. We model the system as an information-theoretic
channel, which is a simple yet useful model that abstracts away any specificities of the

systems not linked to information leakage. This channel reflects the probability that an
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execution of the system will yield a certain public output given a secret value. When-
ever the system is run and produces a public output, we are able to use the channel
to model the new state of knowledge of the adversary, which is another probability
distribution obtained from the prior distribution via Bayesian updating. We call the
updated distribution a posterior distribution.

In order to quantify how much information the adversary currently possesses we
need to use an information measure, which is a function that maps probability distri-
butions to real numbers. This function yields how much information each probability
distribution contains, enabling us to assess how vulnerable the secret is at the current
state of knowledge of the adversary. We then take the value yielded by the prior distri-
bution under this measure as the prior vulnerability of the secret, and average the value
of this function over all possible posterior distributions — one for each output — to
obtain the posterior vulnerability of the secret after the run of a system. By comparing
the posterior and prior vulnerabilities, we are able to assess by how much the system
increases the vulnerability of the secret, and therefore acquire a better understanding
of its security properties.

Far from being trivial, the choice of information measure is the subject of ongoing
discussion in the literature, some of which we give a brief overview in Chapter 2.
Recently, Alvim et al. [2012] proposed the g-leakage framework, which was shown by
Alvim et al. [2016] to generalize any reasonable information measure (i.e., that satisfies
some intuitive information-theoretic properties). Having this versatile characteristic of
the g-leakage framework in mind, we concentrate our investigations in this thesis on

this framework.

1.2 Thesis objective: g-leakage properties of

channel compositions

Having been proposed only in 2012, it is not surprising that there is much foundational
work to be done regarding the g-leakage framework and its properties. One aspect of
this framework in which more in-depth studies have only recently begun is its behaviour
regarding channel compositions |[Kawamoto et al., 2017; Engelhardt, 2017; Alvim et al.,
2018]. A channel composition is a combination of two or more channels that can be itself
regarded as a channel. The study of the g-leakage properties of channel compositions
is paramount for future applications of the framework as it enables, on a number of
occasions, a simpler or faster approach to either modelling a system as a channel or

studying the leakage properties of a given channel.
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There are at least two clear problems in QIF that would benefit from research on
channel compositions. The first one concerns the very task of modelling real-life systems
as information-theoretic channels. Despite channels being relatively simple objects,
obtaining a correct model can be a challenge in itself, and numerous tools have been
used for that end, such as probabilistic model checking [Chatzikokolakis et al., 2008;
Kawamoto et al., 2017; Américo et al., 2017| and reachability analysis of probabilistic
automata [Andrés et al., 2010]. In many cases, the system of interest can be naturally
described as a composition of simpler or smaller parts, and its modelling can benefit
greatly by a well-established framework that contemplates channel compositions.

A second problem that can benefit from our investigations emerges when the
channel itself is very large — i.e., with a large number of possible secret values and
producible behaviours. In such situations, a direct calculation of the leakage properties
of a channel might be computationally infeasible. A compositional approach, however,
can sometimes circumvent this issue, allowing us to infer some of the larger channel
g-leakage properties in terms of that of its components.

Concisely, we can define the main objective of this thesis as follows.

Main objective: Study the g-leakage properties of channel compositions, and estab-
lish results regarding how they are related to the g-leakage properties of their compo-

nents.

1.2.1 Specific objectives

In this section, we present two specific objectives of this thesis. The first and more
straightforward one is to find a way to determine how much information a composition

of channels leaks solely by evaluating its components.

First specific objective: Vulnerabilities of channel compositions Given two chan-

nels and their composition,

1. Can we establish how much information the composition leaks by examining how

much each channel leaks individually?

2. Failing that, can we at least establish upper and lower bounds to the leakage of

the composition in terms of the leakage of their components?

Our second specific objective is based on a question of practical interest: given a
composition of channels, are we able to substitute one channel for a safer one without

compromising the security of the composition?
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More formally, we can state this goal as follows.

Second specific objective: relative monotonicity of compositions Consider two
channels € and C5 such that the information leakage of C is never greater than the

information leakage of (5.

1. Given a third channel C', is the information leakage of the composition of C'; and
C less than or equal to that of the composition of 'y, and C'? In other words, is
it possible to ensure that the overall leakage of a system does not increase if we

decrease the leakage of its individual components?

2. Conversely, for two channels C7, Cs, if the composition of C'; and C' does not leak
more information than the composition of C'; and C' for any channel C'; can we

deduce that C; does not leak more information than C5?

1.3 A motivating example: the Dining
Cryptographers protocol

The compositional approach we present in this thesis seems particularly natural for
modelling security protocols, which often involve interactions among various entities.
In this section, we give an idea of how our framework can be applied to model the
well-known Dining Cryptographers anonymity protocol, proposed by Chaum [1988].

The protocol is usually explained in the following way. A group of n cryptogra-
phers has been invited for dinner by the NSA (American National Security Agency),
who will either pay the bill, or secretly ask one of the cryptographers to be the payer.
The cryptographers want to determine whether one among them is the payer, or
whether the NSA is, but maintaining the payer identity unrevealed in the former case.
For that, they execute the following protocol. Sitting on a round table, each cryptog-
rapher tosses a coin and privately shares the result only with the cryptographer to his
right. Therefore, each cryptographer knows the result of two tosses, his own and that
of the participant to his left.

After tossing his coin and sharing his result, each cryptographer makes a public
announcement based on the coins he observed. If the cryptographer is not paying the
bill, he announces 0 if the two coins he saw landed on the same face, or 1 if they
disagreed. If he was asked to be the payer, however, he will invert the announcement,

saying 1 if the coins agreed with each other and 0 if they did not.
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Representing a coin toss that landed on heads by 1 and one that landed on tails by
0, a non-paying cryptographer is simply outputting the exclusive-or of the two results
he had access to. Let us first analyse what happens whenever the NSA is paying the
bill. In this case, if we take the exclusive-or of all cryptographers’ outputs, it will be the
same as taking the exclusive-or of all coins twice, as each coin is shared between two
participants. Therefore, whenever the NSA is sponsoring the dinner, the exclusive-or
of the outputs shall be 0 — or in other words, their sum is even.

If one of the cryptographers is paying, however, the sum of all announcements
will be either increased or decreased by one. Thus, by undertaking this protocol, the
cryptographers can infer that the NSA is paying for the dinner if, and only if, the sum
off all their announcements is even. Chaum [1988] showed that, if all coins are fair,
no information is leaked about who the paying cryptographer is — i.e., neither the
non-paying cryptographers, nor any external observer obtains any information about
the payer’s identity, if it is not the NSA.

The Dining Cryptographers

Coin Public
= Tosses = Announcements

Cryptographer 1
Coin 2

yptographer 2 |HN
Cryptographer 3

Cryptographer 4

Figure 1.1. Schematic representation of the Dining Cryptographers protocol as:
(i) a monolithic channel (top); (ii) a composition of two channels (middle); and
(ii) a composition of eight channels (bottom).

Despite the Dining Cryptographers relative simplicity, deriving its channel can be
a challenging task. Since each of the n cryptographers can announce either 0 or 1, the
size of the output set and, consequently, of the channel, increases exponentially with
the number of cryptographers. The problem is worsened by the fact that computing
the probabilities constituting the entries of the channel is not trivial. The algebra we
introduce in this thesis allows for an intuitive and compositional way of building a

channel for a protocol from each of its components.
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To illustrate the concept, Figure 1.3 depicts three alternative representations,
using channels, for the Dining Cryptographers with 4 cryptographers and 4 coins. In
all models, the input is the identity of the payer (one of the cryptographers or the NSA),
and the output are the public announcements of all cryptographers. The top model
uses a single (enormous) channel to represent the protocol; the middle one models the
protocol as the interaction between two smaller components (the coins and the party
of cryptographers); the bottom one uses interactions between even smaller channels
(one for each coin and each cryptographer).

We will return to this example in Section 3.3, after introducing our operators, to

give an explicit modelling of this protocol.

1.4 Contributions

The main contributions of this thesis are the following:

1. A compilation of algebraic and information-theoretic properties of operators that
represent compositions of channels based on interactions common to real-life sys-
tems. Namely, we investigate the parallel, visible choice, hidden choice, visible

if-then-else and hidden if-then-else operators;

2. An investigation of the algebraic properties of these operators, the results of
which are compiled in Section 3.2 . These properties can prove to be helpful

tools when studying models described by several channel compositions;

3. Results that address both specific objectives discussed in Section 1.2.1 for each

type of channel composition;

4. The modelling of two anonymity protocols well-known in the literature, the
Crowds [Reiter and Rubin, 1998] and the Dining Cryptographers [Chaum, 1988].
In particular, we derive an algorithm faster than those in the literature to derive

a channel for the latter.

1.5 Related work

Compositionality is a fundamental notion in computer science, being a natural way
of inductively building data structures and the basis of many “divide and conquer”
algorithms. The development of compositional frameworks for security systems has

been subject of growing interest in the QIF community during the past decade.
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Espinoza and Smith [2013| derived a number of min-capacity bounds for different
channel compositions, including cascading and parallel composition.

However, it was not until recently that compositionality results regarding the
more general g-leakage information measure started to be explored. Kawamoto et al.
[2017] defined a generalization of the parallel operator for channels with different input
sets, and gave upper bounds for their corresponding information leakage. Our bound
for compatible channels (Theorem 4.2) are tighter than theirs.

Recently, Engelhardt [2017] defined the miz operator, another generalization of
parallel composition, and derived results similar to ours regarding the parallel opera-
tor. Specifically, he provided commutative and associative properties (Equations (3.1)
and (3.6)), and from his results the lower bound of Theorem 4.1 can be inferred. He
also proved properties similar to Equations (3.16) and (3.19), albeit using more restric-
tive definitions of null and transparent channels. Both Kawamoto et al. [2017| and
Engelhardt [2017] provided results similar to Corollary 4.18.

Just recently, Alvim et al. [2018] investigated some algebraic properties of hidden
and visible choice operators in the context of game-theoretic aspects of QIF, and derived
Theorems 4.3 and 4.5.

1.6 Thesis roadmap

After this introduction, we present some preliminaries on QIF and the g-leakage frame-
work in Chapter 2. Chapter 3 introduces the different types of compositions we inves-
tigate in this thesis, and a list of their algebraic properties.

The results regarding the two specific objectives defined in Section 1.2.1 are de-
tailed in Chapter 4, and are followed by the case studies regarding the Crowds and
the Dining Cryptographers protocols in Chapter 5. Finally, Chapter 6 concludes the

thesis.



Chapter 2

Preliminaries and Literature Review

In this chapter, we introduce some important results in the literature regarding the

g-leakage framework and QIF in general.

2.1 Secrets, knowledge and information

The most basic notion when reasoning about computer security is that of a secret.
A secret is some sensitive information that should not be disclosed, such as a user’s
identity, social security number or current location. The set of secret values X is the
set of all possible values the secret can take. We assume X’ is nonempty and finite.

In the QIF framework, it is assumed the existence of an adversary that is inter-
ested in obtaining some information regarding the value of the secret. We model the
adversary’s knowledge or state of knowledge about the secret as a probability distribu-
tion m € DX, where DX is defined as follows.

Definition 2.1. Let A be a nonempty and finite set. We define DA as the set of all

probability distributions over A.
Given m € DA, the support of m is the set [7| ={a € A | 7(a) > 0}.

For example, suppose the secret is a four bit string produced at random. An
appropriate choice of the set of secret values would be the set X = {0,1}*, while the
probability distribution which best represents the knowledge of the adversary is the
uniform distribution 7, € DX, given by m,(z) = /x| for all z € X.

Given a state of knowledge m € DX, we wish to assess how much information
the adversary has about the aspects of the secret he is interested in. This is done by a

suitable information-theoretic measure.
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Definition 2.2. An information-theoretic measure, or simply information measure, is
a function ¢ : DX — R.

Needless to say, not all functions DX — R constitute a reasonable choice for
an information-theoretic measure. A necessary, though not sufficient, condition for an
information-theoretic measure to be reasonable is to be either a vulnerability measure

or an uncertainty measure.

Definition 2.3. A vulnerability measure is an information-theoretic measure ¢ such
that ¢(m1) > ¢(ms) if, and only if, the adversary possesses more information about the

secret with knowledge m, than with knowledge 5.

Definition 2.4. An uncertainty measure is an information-theoretic measure ¢ such
that ¢(m) > ¢(ma) if, and only if, the adversary possesses more information about the

secret with knowledge mo than with knowledge .

We may use the terms vulnerability and uncertainty instead of vulnerability mea-
sure and uncertainty measure, respectively.

Far from being trivial, the choice of which information measure to use has been
subject of much discussion on the literature. We present a brief description of the most

common choices in QIF.

2.1.1 Shannon entropy

The first information measure used in QIF was Shannon entropy [Shannon, 1948|,
which is largely used in Information Theory.

The Shannon entropy of a distribution = € DX represents, loosely speaking, the
minimum average amount of Boolean questions (i.e., questions of the form “is the secret
an element of subset X’ C X'?”) an adversary with knowledge m would need to identify

the secret value. Hence, it is an uncertainty measure.

Definition 2.5. Given a nonempty and finite set X, the Shannon entropy s the func-
tion H : DX — R defined as

H(r) = =) () logy(n(x)).

reX

2.1.2 Guessing entropy

Guessing entropy, first proposed by Massey [1994], is also an uncertainty measure. It

measures the expected number of tries an adversary, using an optimal strategy, would
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need to correctly guess the secret by only asking questions of the type “is the secret

value z7”.

Definition 2.6. Given a nonempty and finite set X, the guessing entropy is the func-

tion G : DX — R defined as
| ]

G(r) = Z i (),

where {;}icq,. |xpy i an indexing of X such that i < j = w(x;) > w(x;).

2.1.3 Bayes vulnerability

It was noted by Smith [2009] that both Shannon entropy and guessing entropy are not
appropriate to model scenarios in which the adversary has only one shot at guessing
the secret correctly.

For example, suppose X = {x1, 2,23, ..., 29}, and consider two probability dis-

tributions mq, my € DX, given by

o) o, ifi=1, o) 1y, ifi <4,
T™\T5) = Tolx;) =
1/16, otherwise. 0, otherwise.

If the adversary is interested in guessing the secret value correctly in one try, m;
should represent a state of knowledge containing more information than m,, since the
odds of getting the result correct on the first case are 50%, while being only 25% on

the latter. However, Shannon entropy yields

1 1 5 1
H =—48x4x —==, H =4x2x-=2
(1) 5 +8 x4 x 6= 3 (72) X2 o :
while guessing entropy gives us
G(m) 1+8(9+2)>< 1 13 G(my) 4(1+5)X1 3
T = — B —— _ = — Tr e —— — = 9.
R 2 16 4’ ? 2 4

Being uncertainty measures, both Shannon and Guessing entropies therefore deem
that the adversary is better served with knowledge 7y than 7.
To address this issue, Smith suggested the use of Bayes vulnerability as an infor-

mation measure.



12 CHAPTER 2. PRELIMINARIES AND LITERATURE REVIEW

Definition 2.7. Given a nonempty and finite set X, the Bayes vulnerability is the
function V : DX — R defined as,

Vi(m) = .
(m) = max m(x)

As its name suggests, the Bayes vulnerability is a vulnerability measure. Its value
reflects simply the probability the adversary has of guessing the secret correctly in one

try, if he picks a best guess according to his knowledge.

2.1.4 g-vulnerability

We now define g-vulnerability, the information measure used on the g-leakage frame-
work, and the one we will focus on the rest of this thesis.

Implicit in the definition of Bayes Vulnerability is the assumption that the only
interest of the adversary is obtaining the secret value exactly, and in one try. However,
there are several situations in which this assumption is inaccurate, as the adversary
may be satisfied by learning the secret value only partially, or after several guesses. For
example, an adversary can benefit from knowing the neighbourhood of a user, despite
his complete address being out of reach; and any intruder would not be unhappy by
managing to invade a system only after guessing the pass-code in his third try.

To model the above scenarios, and many others, Alvim et al. [2012] introduced
the g-leakage framework. This framework proposed a vulnerability measure that is

predicated in a gain function g.

Definition 2.8. Let W and X be finite, nonempty sets. A gain function g is a function
of type g : W x X — [0,1]. Given a finite, nonempty set X, we define GX as the set

of all gain functions over X, i.e.
GX ={g|g: WxX —10,1], where W C N is nonempty and finite}.

We restrict the choice of W to a finite subset of natural numbers because GX
would not be a well-defined set otherwise. As the names of the actions themselves
are not relevant, this does not affect our framework. A similar approach is taken in
Definition 2.15, for the same reason.

The set W is called the set of actions the adversary can take, and g(w,z) rep-
resents the gain the adversary obtain by taking action w € W when the secret value
is x € X. Unless otherwise stated, we use W to refer to the action set of the gain

function relevant to the context.
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Given a probability distribution 7 € DX and a gain function g € GX', we define

the g-vulnerability of 7w as the adversary’s largest expected gain among all actions.

Definition 2.9. Given a nonempty and finite set X and a gain function g € GX,
g-vulnerability is a function V, : DX — R defined as, for all m € DX,

2.1.4.1 Some examples of gain-functions

As an illustration of the versatility of the g-leakage framework, we briefly present some

interesting examples of gain functions studied by Alvim et al. [2012].

Definition 2.10. The identity gain function g;q € GX is a function giq : X XX — [0, 1]
defined as, for all x,2' € X,

1 ifx=2a,
Gid (xv .Z'/) =
0  otherwise.

This gain function makes g-vulnerability coincide with Bayes vulnerability, since

Viiy () = max EXW(m)g,d(x , ) r{ilezg(ﬂ(:p) V().

Therefore, g-vulnerability can be seen as a generalization of Bayes vulnerability.

Definition 2.11. A gain function g € GX is said to be a pertinence gain function if
it is a function g : W x X — [0,1], where W C 2% and, for all W € W, x € X,

1 ifxeW,
g(W,z) =

0 otherwise.

This family of gain functions is extremely useful whenever the adversary obtains
a significant gain by inferring the secret value to be a member of one subset of X.
Two more specific types of pertinence gain functions of practical use are partition

gain functions and k-tries gain functions.

Definition 2.12. A pertinence gain function g : W x X — [0,1] is a partition gain
function if W is a partition of X.
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A partition gain function models the scenario when the adversary obtains maxi-
mum gain by correctly identifying to which of the subsets of W the secret value belongs.
It can be useful in a number of situations, for example when the sole objective of the
adversary is knowing only the first few bits of a secret, or the last numbers of a user’s
credit card. Note that the identity gain function is a partition gain function whose
action set is W = {{z} | z € X'}.

Definition 2.13. A pertinence gain function g : W x X — [0,1] is a k-tries gain
function if W = {W € 2% | |W| < k}.

As hinted by its name, k-tries gain function are useful for modelling scenarios
in which the adversary can make up to k£ guesses, being rewarded whenever one of
his guesses is correct; a common occurrence, for example, in ATM machines, online

banking and email providers.

2.2 Systems and information leakage

2.2.1 Systems as information-theoretic channels

Beside secrets, another fundamental notion in QIF is that of computational systems
(or simply systems), which can be a variety of things, such as security protocols or
computer programs. In the QIF framework, a computational system processes a secret
and produces a behaviour observable to the adversary. We define the output set of the
system as the set ) of all the different producible behaviours of the system visible to
the adversary. Those behaviours can be, for example, running time, a message printed
on the screen, or the value assigned to a public variable.

In our framework, we model a system as an information-theoretic channel, or
channel for short. This representation preserves the information-theoretic properties

of the system, while abstracting away its irrelevant technicalities.

Definition 2.14. Let X, Y be finite and nonempty sets. An information-theoretic
channel is a function C': X x ¥ — [0,1], such that Vo € X, -, C(z,y) = 1.
The sets X and Y are referred to as, respectively, the input and output sets of

channel C.

A system with input set X and output set ) can be modelled as a channel
C: X x)Y —[0,1] in which C(z,y) is the conditional probability that the system will

produce behaviour y € ) given that € & is the secret input value. The restriction
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Zyey C(z,y) = 1 guarantees that, for each x € X, the values of C(x,y) are indeed a
probability distribution over ).

It is sometimes useful to represent channels as matrices, associating a line with
each input value and a column with each output value. For example, Table 2.1. rep-
resents a channel C': X x Y — [0,1], where X = {x1,z0, 25} and Y = {y1,v2, Y3, V4 }-

By examining it we can infer that, for example, C(z2,y3) = /4 and C(x3,y,) = 1.

Clyi Y2 Ys s
x| Y2 a4 s 1/g
o | Ya Y2 s 0
z3 [ 1 0 0 O

Table 2.1. A channel represented as a matrix.

Definition 2.15. Let X, Y be finite and nonempty sets. We define C% as the set of
all channels that have X as input set and Y as output set, and Cyx as the set of all

channels that have X as input set. That is,

CY={C|C:X xY —[0,1] and C is a channel},
Cx ={C|C:X xY —[0,1] for some nonempty finite set YCN, and C' is a channel}.

For the sake of brevity, when no confusion arises, we may say “let C' € C3” as a
shorthand for “let X', Y be finite and nonempty sets, and C' € C%” or, when the input
set is already defined, for “let ) be a finite and nonempty set and C' € C3".

2.2.2 Knowledge updating and hyper-distributions

We assume that the adversary knows the channel corresponding to the system, i.e. he
knows the conditional probability of each output value given each secret value. This
pessimistic assumption gives a strong guarantee on the amount of information leaked
by the system, and is in line with Kerckhoffs’s principle, stated by Kerckhoffs [1883]
in the context of cryptography systems. According to this principle, a (cryptographic)
system should be secure even if the adversary knows everything about the system, but
the secret key. This approach is opposed to the idea of guaranteeing security through
obscurity, in which one relies in the fact that the adversary does not know some aspects
of the system.

By observing the behaviour of a system, the adversary may use the channel to
update his knowledge — thus obtaining more information about the secret. Let the

probability distribution 7 € DX represent the adversary’s initial knowledge, also called
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a prior distribution or simply prior, and let C € C% be the channel modelling the system
in question. The prior 7 and channel C' induce a joint probability distribution over the
set X x V.

plxy) | v Y2 Y3 W
T Vs 1s 116 116
To iz 16 112 0
T3 %6 0 0 0

Table 2.2. The joint probability distribution induced by = = (1/2,1/3,1/6) and
channel C of Table 2.1.

Definition 2.16. Given C € C%, m € DX we define their joint probability distribution
p € DX x V) as p(x,y) = w(x)C(z,y), forallz e X, ye ).

We define the marginal distribution py € DY as py(y) = > ,c o p(x,y), and, for
each y € Y such that py(y) > 0, the conditional distribution px), € DX as pxj,(z) =
P9 [py(y). We define pxy € DX and py|, € DY analogously.

Notice that py coincides with 7 and, for all x € X such that 7(z) > 0 and for all
y €V, pyuly) =C(z,y).

After observing the output y € ), the state of knowledge of the adversary changes
accordingly, being updated from 7 to the distribution pyj, — i.e., the distribution
reflecting the probability of each secret value, given behaviour y. We give the name
of posterior distribution to the distribution modelling the knowledge of the adversary
after the execution of the system. Each channel C' € C3 and prior 7 € DX induce a
set of posterior distributions, one for each possible output value. As can be seen in

Table 2.3, some of these posterior distributions can be identical.

Dxly,  PXly» PXlys PX|ys
x| Y 3/7 3/7 1
xo | s /7 /7 0
x3 | 1/3 0 0 0

Table 2.3. The posterior distributions calculated from the joint distribution p
in table 2.2.

The effect of channel C' can thus be summarized as mapping a prior 7 € DX to
a collection of posterior distributions px|,, each associated with a probability py(y) (in
this case, py = (1/2,7/24,7/48,1/16)). We can reason concisely about this effect with the

aid of the concept of hyper-distributions over the set of secrets.
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Definition 2.17. Let X be a finite and nonempty set. D(DX), also denoted by D*X,
1s the set of probability distributions over DX with finite support, where the support of
A € DX is the set [A] = {7 € DX | A(m) > 0}.

An element A € DX is called a hyper-distribution over X. We refer to the ele-
ments of [ A] as the inner distributions of A, and to the probability distribution A over

[A] (that is, the distribution over the inner distributions) as the outer distribution.

Definition 2.18. Let C € CY and 7 € DX. Let p € D(X x Y) be their joint probability
distribution. The hyper-distribution [r) C| € D*X is defined as, for all § € DX,

o) = > pyy).

yEPy lipx|y=0

That is, [7) C] is the hyper-distribution whose inner distributions are the poste-
rior distributions obtained from 7 and C'. In Definition 2.18, it is necessary to limit the
possible values of y to [py], as px), might be undefined otherwise. Note that identical

distributions are merged, as depicted in Table 2.4.

[T)C] | Y2 7l 116
Ty o 3/7 1
To e 47 0
T3 /30 0

Table 2.4. The hyper-distribution [7) C], where m = (1/2,1/3,1/6) and C'is the

channel given in Table 2.1. The outer distribution is depicted in the first line,
and the inner distributions on the columns.

2.2.3 Posterior information measures and information leakage

To calculate how much information a system leaks, we need a measure that can be
applied to hyper-distributions of the type defined on Definition 2.18. For that end, we

define the concept of posterior information measures.

Definition 2.19. Let ¢ : DX — R be an information measure. We associate with it a
posterior information measure gg: D2X — R, defined by, for all A € D*X,

OA = D" A8)p(d).

0E[A]

The next result shows that a posterior information measure gives us the expected

value of the associated information measure after the execution of the system.
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Proposition 2.20. Let X be a nonempty and finite set, ¢ : DX — R be an information
measure, and g/b\: D2X — R be its associated posterior information measure. Then, for

all C € CY and all 7 € DX,

olm) Cl= > py(u)d(pa)-

y€lpy]

= Y [7)Cl©6)8(d) (by Def. 2.19 )

= > > )| 60 (by Def. 2.18 )

Selm) Ol \velpylipx|y=9

Z Z py(¥)o(Pxyy) (6 = payy)

6el[m) O ye[pﬂ'p;qy:é

= > py(®)dlpay) (Vy € [py], 30 € [[7) C1; 6 = payy)

y€py]

[

If ¢(m) correctly models the amount of information the adversary has when his
state of knowledge is m € DX, g/b\[ﬂ> (1] is simply the expected value of the adversary’s
amount of information after he updates his knowledge by observing the behaviour of
the system.

As this thesis is focused on the g-leakage framework, we instantiate Definition
2.19 to obtain the posterior g-vulnerability 179 : D?X — R. Following the literature,
we overload the notation and usually refer to it by the same symbol as the regular
g-vulnerability, V;,. Given a channel C' € Cy and a prior 7 € DX, we refer to V[r) C]

as the posterior g-vulnerability of channel C' w.r.t. prior .

Example 2.21. Consider the posterior distributions depicted in Table 2.3. Using
Proposition 2.20, we can calculate the posterior g-vulnerability of C' with regard to

m = (YY2,1/3,1/6) and the identity gain function g;q as follows

Vol Zpy Voia(Px1y)

yey

= Zpy maX p/”fly( ))

yey
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_1X1+7 4+7 4+1><1
2792 24T T 4877 16
9

5

—_

Therefore, the execution of a system modelled by C' increases the g-vulnerability
of the secret from V,, (w) =12 to V,, [7) C] = 9/16.

The next proposition gives us an alternative way of defining the g-vulnerability of
a channel w.r.t. a prior. This alternative is usually simpler in a number of situations,

and we will use it when proving many of our results.

Proposition 2.22. Let g € GX, C € C% and 7 € DX. Then,

=3 max > w(@)C(x,y)g(w, z).

yey reX
Proof.

Vylm) C]

= Z py(y)Vy(Payy) (by Prop. 2.20)
yElpy]l

= D py(mmax ) pay(r)g(w, ) (by Def. 2.9)
yE(py] reX
= > max> e y)g(w,7) (. 9) = pary () (9))
ve[pyl zeX

— Z maXZﬂ'(q;)C(q:?y)g(w,x) (by Def. 2.16)

weWw
yEpy] reX

=3 max S w(#) e y)g (o) (% & [py], 7(2)C(2,9) = 0)

yey reX

]

Having defined the posterior g-vulnerability, we are able to define the leakage of

information occurring when an adversary with knowledge m € DX observes a system
modelled by C € C3.

Definition 2.23. Let g € GX, C% and m € DX. We define the multiplicative g-leakage
of C" with regard to ™ as
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and the additive g-leakage of C' with regard to © as

The multiplicative and additive forms of g-leakage have both been studied in the
literature [Alvim et al., 2012, 2014], the former being a useful quantity when the ratio
of the posterior and prior information are of interest, and the latter when one wants
to reason about information leakage as an absolute value of information increase. The
choice between them should be made taking into consideration the specifics of the
problem at hand, and neither are considered “canonical” in the literature.

Note that, as V}(7) does not depend on the channel, we have for any two channels
01, Cy e C%

Lylm) C1] < Ly[m) Co] & L) Co] < Li[m) Co] & Vim) Ci] < Vy[m) Co.

Therefore, we can simply compare the appropriate posterior g-vulnerabilities
whenever we want to establish whether a channel leaks more information than an-
other.

We finish this section with an interesting result regarding g-vulnerabilities, es-
tablished by Alvim et al. [2012]. This theorem proves that the g-leakage framework
respects an important and intuitive property: the information an adversary has about

a secret is never expected to decrease when he observes the output of a system.

Theorem 2.24. Let C € C, 7 € DX and g € GX. Then,

Vylm) €] = V().

Proof.

Vlm) C]

=Y max » w(z)C(z,y)g9(w,) (by Prop 2.22)
yey wew reX

S : .

> max m(x)g(w, x) Z C(z,y) (moving max outside a sum)

zEX yeY

=max Y 7(z)g(w,x) (C'is a channel)
wew ex

=V, () (by Def. 2.9)
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2.3 Channel ordering and equivalence

In this section, we investigate the properties that relate channels to their leakage,
obtaining a preorder among channels and a notion of equivalence. Some of these ideas
were proposed by Alvim et al. [2012], and were subsequently explored in depth by
Meclver et al. [2014].

2.3.1 Abstract channels and reduced matrices

In this section we introduce abstract channels and reduced matrices. Loosely speaking,
these objects abstract aspects of channels that are irrelevant to their leakage properties
(such as input and output labels, or redundant outputs), and focus on the essential
information-theoretic ones. As we will see in Theorem 2.27, despite their different
formulations, abstract channels and reduced matrices are equivalent concepts.

As discussed on Section 2.2.3, the information leaked by a channel C', according
to a prior m, can be totally captured by the hyper-distribution [7)C]. Aiming at
abstracting away all other irrelevant properties of the channel, we define its abstract

channel as follows.

Definition 2.25. Let C' € Cy. The abstract channel of C' is a mapping from DX to
DX, given by w v+ [1) C], for all 7 € DX .

Note that abstract channels provide a fully functional characterization of the be-
haviour of a channel. Sometimes, however, it is convenient to have a concrete, canonical
matrix-like representation of the function corresponding to a channel. Reduced matri-
ces do the job by ditching all input and output labels, and aggregating outputs that

induce the same posterior distribution for all priors.

Definition 2.26. Let C € C%. The reduced matriz [C"] of channel C is a matriz
obtained by the following procedure:

1. Index X and Y, such that X = {x1,xs, ...,xx|} and Y = {y1,Y2, ..., Yy };

2. Define a matriz [C] with |X| lines and |Y| columns, whose entry on line i and

column j is equal to C(x;,y;);
3. Eliminate all columns consisting entirely of zeros;
4. Add together all columns that are scalar multiples of each other;

5. Order the columns lexicographically.
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The lexicographically ordering of the columns at the end guarantees that to each
channel C' corresponds a unique reduced matrix [C"]. As the following theorem by

Mclver et al. [2014] indicates, the two concepts above are equivalent.

Theorem 2.27. Let Cy, Cy € Cx be two channels. [C]] = [C3] if, and only if, the

abstract channel of Cy is identical to the abstract channel of Cs.

The intuition of the proof of this theorem is that a channel whose matrix is [C”]
will always produce the same hyper-distribution as C' for each prior, as it is not affected
by any of the steps on Definition 2.26.

The following example illustrates the concepts defined above. It emphasizes the
fact that channels with different matrices representations may, in fact, correspond to
the same abstract channel and reduced matrix; being equivalent from an information-

theoretic standpoint.

Example 2.28. Consider the following channels Cy and Cs.

Ci|lyi v s Co|lz1 22 2z
Ty | s 0 35 zp |1 0 0
xo | s /2 33 xo |12 2/7 314
x3 | 2/15 2/3 1/5 xg [1/3 821 2/7

Despite perhaps appearing very different, by following the steps on Definition 2.26

we obtain

1 0
[Cl] =[Gl = |12 3/
1/3 2/3

Which implies, by Theorem 2.27, that C; and Cs have the same abstract channel.
In fact, let m = (p1,p2,ps3) be a distribution over the set X = {x1,x9,23}. We have
that, for all 6 € DX,

6p1+3pa+2p3 if 6 = ( 6p1 3p2 2ps3 )
6 ’ 6p1+3p2+2p3 ? 6p1+3p2+2p3 ? 6p1+3p2+2p3/?
[m) C1](0) = [m) Co](0) = q Zezties if 6= (0, 22—, ),

? 3p2+4p3’ 3p2+4p3

0, otherwise.
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2.3.2 Cascading and leakage ordering

Cascading is a concept of fundamental importance on QIF. Intuitively, it models the
scenario in which the output of a system is fed as input to another system — in which
case we say that the output of the former is post-processed by the latter. It arises in
a number of real-world systems; for example, when some noise is introduced to mask
the physical location of a device, or simply when a computer program uses the output
of another program as its input.

Despite its apparent simplicity, cascading plays a pivotal role in ordering channels

according to their information leakage.

Definition 2.29. Let C € C%, D € CJZ, be channels such that the output set of C is
equal to the input set of D. We define their cascade (CD) € C% as, for all x € X,
z € Z,

(CD)(x,2) =Y C(z,y)D(y, 2).

yey

That a cascading of two channels is a channel can be readily seen, as

> (CD)(x,2)

TEX

= Z Z C(z,y)D(y, 2) (by Definition 2.29)
rEX yey

= Z D(y, z) Z C(z,y) (rearranging)
yey TEX

— Z D(y, 2) (C' is a channel)
yey

=1 (D is a channel)

Notice that, having the matrix representation of C' and D in mind, C'D can be under-

stood as a matrix multiplication.

Definition 2.30. Let C,Cy € Cy. We say that Cy is refined by Cy, and write Cy C,
Ch, if there is a channel R such that C; = CoR. We write C1,3 Cy if Cy &, Cf.

We say that Cy and Csy are equivalent, and write Cy =~ Cjy, if C7 &, Cy and
C1.3 Cs.

We refer to C, as the refinement relation, .2 as the anti-refinement relation and

~ as the equivalence relation.

There is a strict relation between the equivalence relation defined above and the

notion of abstract channel, proved by Mclver et al. [2014].
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Theorem 2.31. Let Cy, Cy € Cx. Cy = Cy if, and only if, [C]] = [C3].

Intuitively, if C; = CyR, it must not be possible to obtain more information from
(1 than from C5 since, once in possession of Cy, we can simply feed its output to R to
obtain (. This intuition is formalized in the following important result, conjectured
by Alvim et al. [2012] and finally proved by Mclver et al. [2014].

Theorem 2.32 (The Coriaceous Theorem). Let Cy, Cy € Cx. Cy T, Cy if, and only
if, Vy[m) C1) < Vy[m) Cy] for all g € GX and all m € DX.

Theorem 2.32 implies that the refinement relation (C,) coincides with our notion
of security: if a channel Cy is refined by a channel (4, then C; never leaks more
information about the secret than (5. This relationship is of great practical value,
since checking whether the refinement relation holds between two channels can be
simplified to checking whether one can be described as a cascading in which the other
is the first term.

We finish this section with a Corollary that summarizes the relation between
abstract channels, reduced matrices, the equivalence relation (=) and posterior g-

vulnerabilities.

Corollary 2.33. Let C,C5 € Cx. The following statements are equivalent.
1. C1 and Cy have the same abstract channel;
2. 101 = es;
3. C =~ Oy

4. Vg e GX,Vr € DX, V,[r) Cy] =V, [m) Cy).

2.4 Expressiveness of the g-leakage framework

The versatile nature of the g-leakage framework, as demonstrated in Section 2.1.4.1,
would be enough to justify the study of its properties. However, the framework can be
extended to be even more expressive than what our examples suggest.

Alvim et al. [2016] proved that, if we allow for gain functions with countably
infinite sets of guesses and negative values, the g-leakage framework can capture any
vulnerability measure that satisfies a set of intuitively-reasonable information-theoretic

axioms.
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Before we enter into the details, we extend the g-leakage framework in the fol-
lowing manner. Given a set of secret values X', we first allow the set of actions to be

countably infinite, extending the set of gain functions from GX to the set

GX ={g|g: W x X — R; where W C N is nonempty and
Vr e DX Jw € W; Zw(x)g(w,m) > 0}.

reX

Given g € GX, we redefine g-vulnerability as Vy[7] = sup,cpy D .cr T(2)g(w, ).
The expressiveness of this extension of the g-leakage framework can be summa-

rized by the following result, proved by Alvim et al. [2016].

Theorem 2.34. Let X be a set of secret values. let ¢ : DX — R be a vulnerability
measure, and let gzlg : D2X — R be its associated posterior measure (as in Definition
2.19), such that the following properties hold

1. ¢ 1s continuous over DX';
2. Given C1,Cy € Cy, if Cy T, C1, then qg[w) ] < éﬁ\[ﬂ) Cy] for all m € DX.

Then g € GX such that ¢ = V,. Conversely, for any g € GX, V, is a vulnera-

bility measure that respects both properties above.

Alvim et al. argues that the two properties in Theorem 2.34 are intuitively-
reasonable axioms any vulnerability measure should respect. The continuity property
captures the idea that very small changes on the probability distribution over the set
of secret values should not yield extreme differences on the vulnerability of the secret.

Meanwhile, property 2 guarantees that no information is gained by post-
processing an output of a channel. As we discussed in Section 2.3.2, this is an intuitive
requirement: if C; and C5 are channels such that C7 = CyR for some channel R, the
adversary should be able to simulate C; by feeding the output of C5 to R.

For the remainder of this thesis, we will return to our regular definitions of g¢-
leakage, i.e., we will call by gain functions the elements of the set GX', and define

g-vulnerability as in Definition 2.9.






Chapter 3

Operators and their Algebraic

Properties

In this chapter, we formally introduce the operators we studied. Each operator models
a type of interaction between components commonly found in real-life systems. Hence,
the study of their security properties is of immediate practical value.

After presenting the operators in Section 3.1, we explore some of their algebraic
properties in Section 3.2, such as commutativity, associativity and distributivity, among
others. These algebraic properties facilitate handling complex system representations,

often simplifying their descriptions.

3.1 Introducing the operators

All operators we considered in this thesis are functions that take two channels with the
same input set as arguments, and yield a channel also with the same input set. That
is, given an input set X', our operators are functions of the form Cy x Cy — Cyx. We
call two channels that have the same input set compatible. If, beyond that, they also
share the same output set, we say that they are of the same type.

Before we present the operators, we make the following definition, which is useful

to simplify the definitions and proofs that follow.
Definition 3.1. Let C' € C%. We define, for ally' € Y and all z € X, C(z,y') = 0.

This definition is a slight abuse of notation, as we still consider C' € C% to be a
function over X x )J) — we are merely “overloading” the notation to some elements in
which C'is undefined. Definition 2.26 and Corollary 2.33 assure us that this abuse has

27
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no undesirable consequences, since appending a channel with a set of outputs whose

image is 0 does not change it in any meaningful way.

We now present the operators studied in this thesis. For the remaining of this

section, let X' be a (finite and nonempty) set of secret values.

3.1.1 Parallel composition operator (||).

Consider the scenario in which on a given database there is some user’s data that is of
interest to an adversary. Let us suppose that, by using a request modelled by channel
(1, the adversary is able to obtain the age of said user. Using, instead, another request
modelled by Cy, he is able to infer a rough approximation of this user’s location. The
parallel composition operator || applied to C; and Cy models the situation in which the
adversary observes the results of both requests.

More generally, given C € C%l, Cs € C%ﬁ the channel C || Cy models the scenario
in which both channels Cy and (5 are fed the secret and each produces an output, both
of which can be observed by the adversary. This operator assumes that C; and C5 are
independent given the secret — i.e., p(y1, y2|r) = p(y1|x)p(ye|z) for all z € X, y; € W)
and o € ). Although there are certainly situations where independence does not

hold, the amount of systems that can be modelled with this operator justifies its study.

Definition 3.2. Let C € C%l, Cy € C%Q be compatible channels. Their parallel
composition C || Csy € CgfylxyZ) 1s defined as, for allx € X, y; € Y1 and ya € Vs,

(C1 || Co)(z, (Y1, 92)) = Cr(w,y1)Ca(, ya).

The parallel composition operator ||: Cx x Cx — Cx is the mapping (Cy,Cy) —
01 H CQ, fO’f’ all Cl, CQ € C/y.

Notice that this definition follows directly from independence, as
Ci(x, y1)Ca(, y2) = p(y1|2)p(y2|2).
As an example of this operator, consider the following channels C;, C5 and their

parallel composition.

Cilwvi v Co|l v w2 4 H Cy (3/1, y1) (yla 3/2) (yz, y1) (y2, 3/2)
1101 0.9 H x| 1 0| = T 0.1 0 0.9 0
T | 0.8 0.2 T | 0.3 0.7 Lo 0.24 0.56 0.06 0.14
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3.1.2 Visible choice operator (,).

Suppose there is a protocol that receives requests from users and randomly chooses
with probability p € [0, 1] one of two servers, one modelled by C; and another by Cs,
to forward it to. Suppose further that the user will only know which server processed
her request after the execution of the protocol. This scenario can be modelled by
applying the wvisible choice operator ,lJ to channels Cy, Cs.

Given p € [0,1], the channel C} ,lJ Cy models a system which, receiving an input,
chooses to feed it either to C}, with probability p, or to Cs, with probability 1 — p, and
reveals to the adversary (explicitly or implicitly) which channel was chosen.

Before giving a formal definition of this operator, we need to define the set oper-
ation of disjoint union, which is a modified set union operation that tags each element

with a label indicating the set they came from.

Definition 3.3. Let A, B be sets. The disjoint union of A and B is defined as
AUB=(Ax{1})U (B x {2}).

Definition 3.4. Let p € [0,1] and let C, € C¥', Cy € C¥? be compatible channels.
Their visible choice (w.r.t. p) Cp 1 Cy € Cfvyluyz) is defined as, for all x € X,
(yal) € yl |—|y2;

Cy (. fyeV andi=1,
(€1 1 Co)(a, (g iy = { PNV Fy €V and
(1 —=p)Cy(x,y) ify € Vo andi=2.

The visible choice operator (w.r.t p) L) : Cx xCx — Cx is the mapping (Cy, Cs) +—
01 p|;] CQ, fOT’ all 01,02 S C)(.

To illustrate this operator, consider the following application of 1/,l:J to channels
Ch, Cs.

Cilyi W Colyi o us Crypld Co | (w1, 1) (y2,1) (1,2) (y3,2)
1[04 0.6 1 |2 ] 1 0 = T 0.2 0.3 0.5 0
zo | 0.8 0.2 zo | 0.5 0.5 Lo 0.4 0.1 0.25 0.25

3.1.3 Hidden choice operator (,®).

Consider the following protocol to protect the identity of the participants of a yes/no
poll in a sensitive subject (e.g. drug use, political opinion, etc). Firstly, each participant

flips a fair coin. If it lands on heads, the participant answers the question sincerely.
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If it lands on tails, the participant proceeds to toss it again, answering "yes" to the
question if it lands on heads, and "no" otherwise. The interviewer, oblivious to the
result of the coin tosses, is then able to infer the results of the sincere answers of the

"yes" and "no" answers from the

poll by subtracting the expected number of random
total data. However, the interviewer cannot know for sure whether any answer given
was sincere or not. Let ('} be a channel which always outputs the real answer, and Cy
be a channel which outputs an answer randomly. This protocol can be modelled by
applying the hidden choice operator 1,® to C; and Cs.

Given p € [0, 1], the channel C; ,& Cs is similar to C; ,& Cs. Again, it models
a system which, receiving an input, chooses to feed it either to C, with probability p,
or to Cy, with probability 1 — p. This time however, as the name suggests, the channel

that produced the output chosen is not explicitly revealed.

Definition 3.5. Let p € [0,1] and let C, € C¥', Cy € C¥? be compatible channels.
Their hidden choice (w.r.t. p) C; L Cy € C/(Yylqu) is defined as, for all v € X,

y € V1 U s,

pCi(z,y) + (1 —p)Ca(z,y) ify € 1Ny,
(C1p® Co)(z,y) = § pCi(z,y) ify € Y1\ Vo,
(1 —p)Cs(z,y) ify € Yo\ V1.

The hidden choice operator (w.r.t p) ,& : Cx x Cx — Cx is the mapping
(Cl, GQ) — Cl p@ CQ, fOT’ all 01,02 S C)(.

As an example, consider the composition C 1/,® Cs of the following channels C,

Cs.
Ci|yi v Co|lyi s Crye®Co| y1 Y2 U3
21104 06| 1D |27 | 1 0= 1 0.7 03 O
ro | 0.8 0.2 o | 0.5 0.5 To 0.65 0.1 0.25

It might be helpful to compare this example to the one given for the visible choice
operator. Notice how the entries with the same output valued are “merged” into a single

one.

It might happen that the output sets of C} and Cy are disjoint. In this
case, the adversary can completely deduce which channel was used, and we have

Cl p@ CQ ~ Cl p|;| Cg.
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3.1.4 Visible if-then-else operator (,A)

Suppose now there is a computer program that takes as input a string of bits and
executes one of two processes. If the last bit of the string is 0, it executes a process
modelled by a channel C, and, if the last bit is 1, it executes a process modelled by
a channel C5. Consider, further, that the system reveals to the adversary the last bit
of the secret after its execution. Letting A be the set of secret values whose last bit is
0, this system can be modelled by applying the wvisible if-then-else operator ,/\ to Ci
and C.

More generally, given a subset A of the secret set X, the wvisible if-then-else
operator models a scenario in which, similarly to visible and hidden choice, only one
of two systems will be used and yield an output. Instead of the choice being made
probabilistically, however, it is determined completely by the secret value. The channel
C1 4 C5 models a system which, upon receiving the secret, feeds it to Cy if z € A or
to Cy if ¢ A. As the name suggests, the system also reveals (explicitly or implicitly)
which channel yielded the output by the end of the execution.

Definition 3.6. Let A C X and let C; € C3', Cy € C3* be compatible channels.
Their visible if-then-else (w.r.t. A) C; 4A Cy € C/(Yylu%) is defined as, for all v € X,

(?JJ) S yl U y27

Ci(z,y) ifreA yeY andi=1,
(C1al Co)(z, (y,1) = { Co(z,y) ifx @A ye, andi=2,
0, otherwise.

The visible if-then-else operator (w.r.t A) 4A :Cx X Cxy — Cy is the mapping
(01, 02) — Cl AA Cg, fOT all 01,02 S C)(.

As an example, consider the following application of the visible if-then-else oper-
ator to channels Cy, Cy, with A = {x1,22}. For purely didactic purposes, we provide
a larger example for this operator, as any composition with only two secret values and

|A| = 1 would completely reveal the secret.

Cily Colyr s CraACy| (y1,1) (y2,1) (11,2) (v3,2)
r1 0.5 0.5 r1 0.1 0.9 T 0.5 0.5 0 0
2o | 0.3 0.7 44D | 2910.7 0.3 To 0.3 0.7 0 0
z3| 0 1 xz3 104 0.6 T3 0 0 0.4 0.6
ry | 0.6 0.4 ry | 0.8 0.2 Ty 0 0 0.8 0.2
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3.1.5 Hidden if-then-else operator (,4)

Consider now a computer program that performs one of two different tasks, the choice
of which is never revealed explicitly to the attacker, depending on the parity of an
integer secret value. Let (' describe the programs behaviour when the secret value
is odd and C5 when it is even. Letting A be the subset of the secret values that are
odd, we can model this computer program by applying the hidden if-then-else operator
A4 to C7 and Cs.

The hidden if-then-else operator is similar to its visible counterpart. Letting
A C X the channel C; 4A C5 models a system that selects channel C; if z € A or Cy

if x € A. This time, however, the channel selection is not revealed to the adversary.

Definition 3.7. Let A C X and let C; € C¥', Cy € C¥* be compatible channels.
Their hidden if-then-else (w.r.t. A) C7 JA Cy € Cg(%uyz) is defined as, for all x € X,

yEyIUyQ;

Ol(xay) lf'IEA a’ndyeyla
(Cra Co)(z,y) = S Co(z,y) ifvr € Aandy € Vs,

0 otherwise.

The hidden if-then-else operator (w.r.t A) A :Cy X Cxy — Cx is the mapping
(Cl, Cg) — Cl AéE CQ, fOT’ all Cl,CQ S C)(.

If Y1 NY, =0, the adversary can always tell which channel yielded the output,

and we have C ;A Cy = C; A Cs.
To illustrate this operator, we consider the composition C; A C5 for the follow-

ing channels C;, Cy and A = {z1, x2}.

Ci|yi v Co| 1 s CiuACo | y1 Y2 s
x1 0.5 0.5 1 [0.1 0.9 T1 0.5 05 O
2o [0.3 0.7 4A | 2507 03| = T 0.3 0.7 0
xg | 0 1 z3 [ 0.4 0.6 T3 04 0 0.6
rq 0.6 04 xy4 | 0.8 0.2 Ty 08 0 0.2

We suggest to the reader to compare this example to that given for the visible
if-then-esle operator. Notice that the columns representing the same output value are
combined into a single one.

Similarly to the hidden choice operator, if V; and ), are disjoint, the adver-

sary is able to infer which one among C; and C5 produced the output. In this case,
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ClAACQ %ClAACQ.

3.2 Algebraic properties of operators

We now give a list of algebraic properties of the operators we introduced in the previous
section. These algebraic properties, among other things, enable us to simplify complex
channel descriptions and facilitate the derivation of security properties of the systems
they are modelling.

First, we briefly recall the refinement relation introduced in Section 2.3.2. Given
two channels C7,Cy € Cy, we write Cy T, (' if there is a channel R such that ¢, =
CyR. We say that (' and Cy are equivalent, and write C; ~ Cy, if C; £, Cy and
Cy C, (1. Recall, also, that from Theorem 2.32 we know that a channel C] refines a
channel (s if, and only if, C' never leaks more than C5, no matter the prior 7 and gain

function g. That is, for any channels C, Cy € Cy,
Cy 5, Cy & Ve DX, Vg € GX,V,[1) C] < V1) Cyl.

The definitions of our operators are dependent not only on the leakage properties
of the channels they act upon, but also on the names of the elements of the input
and output sets. Therefore, before we present their algebraic properties, we define
a stricter equivalence relation than the one given above, under which channels are
considered equivalent whenever their matrix representation is the same but for the

output values associated with each column.

Definition 3.8. Let O, € C' and Cy € C3* be compatible channels. We say that
Cy and Cy are equal up to a permutation, and write Cy = Cy, if there is a bijection
Y Y1 = Yo such that Cy(x,y) = Co(x,(y)) forallz € X, y € Y.

Note that if C} = Cy, then Cy ~ Cy: let P € C3 be given by P(yi,yz) = 1 if
é(y1) = y2 and 0 otherwise. Then, Cy = C; P and C} = C,PT, where PT is the channel
whose matrix is the transpose of the matrix of P.

We will now present some algebraic properties we established for these operators.
Most proofs on this section are somewhat lengthy, so instead of keeping them in the
main body, we present them on Appendix 6.

In the remainder of this section, let X’ be a set of secret values, C; € C%l, Cs € C%Q
and C5 € C%S be compatible channels, p,q € [0,1] and A, B C X be subsets of the set
of secret values X. Let also A =X\ Aand B= X\ B.
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3.2.1 Commutativity, associativity and idempotency

We first establish that our operators are associative and commutative. Strictly speak-
ing, the visible choice and hidden choice operators w.r.t some p € [0, 1], and the visible
if-then-else and hidden if-then-else operators w.r.t some A are not, in general, com-
mutative or associative. The “commutative” and “associative” properties we establish
for them are relaxed versions, in which we allow the modification of the probability
values for the visible and hidden choice, and of the subsets of secrets for the visible
and hidden if-then-else.

Proposition 3.9 (Commutative Properties).

Cr || Ca=Cy || Oy, (3.1)
Cy pld Co = Cy (1_pl) O, (3.2)
C1 ,® Cy = Cy (1_p® O, (3.3)
Cy 4\ Cy = Cy 3N O, (3.4)
Ch . Cy = Cy 34 C). (3.5)

Proposition 3.10 (Associative Properties).

(C1 ] Co) || C5 = Cy || (Co || Cs), (3.6)
(Cy pld Cy) gt O3 = Cy yld (Cy i) Cs), (3.7)
(Cy ,® Cy) (& O3 =C @ (Cy & Cs), (3.8)

(C1 A Cy) s C = C, s D (Cy g\ Cs), (3.9)
(Ch & Co) 5 Cy = Ct A (Co 5 Cy), (3.10)

where p'=pq and ¢'=a-rD)/(1-pq).

Aiming to establishing rules to simplify descriptions of channels, we consider the

results of combining a channel with itself.
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Proposition 3.11 (Idempotency).

Ch || C1 G O, (3.11)
Cy 1 Cy =~ Oy, (3.12)
Cy ,® C) = C, (3.13)
Cy A Cy C, Oy, (3.14)
C1 A Oy = C). (3.15)

In the case of visible if-then-else, equivalence for idempotency does not hold in
general, as C7 4A C} completely reveals whether x € A. Similarly, equivalence does
not hold in general for the parallel composition, as repeating a run of a probabilistic
system can reveal further information about the secret. However, equivalence holds for
it when we are dealing with deterministic channels — that is, channels whose values
are either 0 or 1, for any choice of input and output. This result is to be expected, as
the output of a deterministic channel is completely determined by the input, and there

can be no information gain for observing more than one execution of such a system.

Proposition 3.12. Suppose 3C € Cx such that C' is deterministic and Cy =~ C'. Then

Cl || Cl ~ Cl.

3.2.2 Null and transparent channels

Null and transparent channels are important concepts on quantitative information flow.
Loosely speaking, a null channel is a channel that never leaks any information, while
a transparent channel is one that always completely reveals the secret value.

Formally, a null channel 0 € Cy is a channel that, for every prior 7 and gain
function g, V,[7)0] = V,(7). From Theorem 2.24, we conclude that C' C, 0 for all
CeCy.

Proposition 3.13. A channel 0 € C% is a null channel if, and only if, for all y € Y
and x,x’ € X,
0(z,y) = 0(2", y).

On the other hand, a transparent channel I € C% is any channel such that, given
any C € Cy, I T, C. That is, I leaks at least as much information as any other

compatible channel, for every prior and gain function.
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Proposition 3.14. A channel I € Cgé s a transparent channel if, and only if, for all
ye Y and x,x’ € X such that x # ',

I(z,y) >0 = I(2',y) = 0.

Being the null channel the channel that leaks the least, one might expect that its
composition with any channel C; would be at least as secure as C alone. Analogously,
it could be assumed that the composition of C with a transparent channel would yield
a channel that leaks at least as much information as C';. We formalize these notions in
Propositions 3.15 and 3.16, which hold for any null channel 0 and transparent channel
I compatible with Cj.

Proposition 3.15 (Null Channel Properties).

Ci1 = (C1 [ 0), (3.16)
Cy C, (Cy 11 0), (3.17)
C) C, (Cy ,®0). (3.18)

The properties C; T, C; 4A 0 and C; C, C; 4A 0, however, do not hold in

general. We can build a simple counterexample for both cases considering the following

channels.
Cily ye 01 | ¥2
rzy |1 O | 1
zy [ Y2 12 zo | 1

Given 7, = (1/2,1/2), we have V[r) C}] = 3/4. Meanwhile, letting A = {x;}, we have

Cral 01| (y1,1) (12,1) (32,2) Ci A O |y
T 1 0 0 T 1 0
) 0 0 1 T 0 1

which y1€ld V;,[?T>Cl AA 61] = ‘/;,[71'>Cl AA 61] = 1, SO Cl ZO Cl AA 61 and Cl zo
Cy LAD,.

Proposition 3.16 (Transparent Channel Properties).

(Cy 1) ~T, (3.19)
(Cy i 1) E, Gy, (3.20)
(Cy A T) E, C. (3.21)
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In general, (C} ,® I) Z, C; and (Cy 4A I) Z, C;. Consider, for example, the

following channel O, transparent channel 1,, and their compositions, letting A = {x}.

Cilyr v Ly v Ch 1P Iy v Ci AT |y e
|1 0 |0 1 T 12 1/p T 1 0
e | 0 1 o 1 0 T 1o 1/ T 1 0

Then, Cy 1,® I, and C; A I, are null channels, while C) is a transparent
channel. Therefore, Cy 1/,® I, Z, Cy and C, A I, Z, Ch.

3.2.3 Distributive properties

We now consider distributive properties of the operators. These are not only helpful
when simplifying descriptions of channels, but also give us some insight on how to
organize our systems. If distributivity of an operator over another holds, we can choose
between either applying the former to the result of the latter or applying the latter
over the results of the former. In practice, this might allow us to manoeuvre parts of
systems by changing the order in which these compositions take place.

We will abuse the nomenclature and also establish properties regarding the “dis-

tribution” of an operator is over itself.

Proposition 3.17 (Distributivity for the Parallel operator).

Ci | (Co || C3)o2 (Cy || Co) || (Ch || C3), (3.22)
Ch || (Ca b C5) = (C1 || o) L (C1 || Cs), (3.23)
Ch [ (Co @ C5) = (C1 || C2) p® (C1 || Cs), (3.24)
Cy || (Cy 4D Cs) = (Cy || Ca) 4 (Ch || Cs), (3.25)
Cy || (Co 4A Cs) = ( ) 4l (Cy || Cs). (3.26)

-
o

C1 [ o) 4

Proposition 3.18 (Distributivity for Visible Choice).

Cy Lt (Cy 41 C3) & (Cy Lt Cy) Lt (Cy i C3), (3.27)
C1 L) (Cy (@ C3) = (Cy ,ld Cy) (@ (Cy Lt Cy), (3.28)
Cy Ll (O 4 A C5)oT (O il Cy) LA (O il Cs), (3.29)
Cy Ll (Cy A C3) = (Cy Hld Cy) JA (Cy Ll Cs). (3.30)
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Proposition 3.19 (Distributivity for Hidden Choice).

Ch »P (02 PIS> 03) = (Ol »P 02) PIS> (Cl »D 03), (331)
C1 @ (Cy 4A C3) = (Cy @ Cy) LA (Ch & Cs). (3.32)

Proposition 3.20 (Distributivity for Visible If-then-else).

C1 4D (Co || C3)oT (Cr 1 Co) || (Cr A Cs), (3.33)
Ol ,AA (CQ pl;] 03) ~ (Ol .AA CQ) plL] (Ol .AA 03), (334)
Ch L (Co ,® C3) = (C1 4D Cy) @ (Cy 4 Cs), (3.35)
Ch 4D (Cy s C5)oT (O 1A C3) s A (Cr LA Cs), (3.36)
Cl AA (02 BEE Cg) - (Cl AA 02) BEE (Cl _AA Cg) (337)

Proposition 3.21 (Distributivity for Hidden If-then-else).
C1 LA (Ch ,® C3) = (Cy 1A Cy) ,® (Cy LA Cs), (3.38)
Cl AEE (CQ BA 03) = (Cl AEE 02) BA (Cl AEE Cg) (339)

The other possible distributive properties do not hold in general.

Proposition 3.22 (Non-distributivity). The following expressions do not, in general,

respect the refinement relation between them, in any direction

(C1 pld (Cy || C3)) and ((Cy pld Co) || (Cr pld C3)),

)) and (( ) (3.40)
(C1p® (C2 || C5)) and ((C1 ,® C) || (Ch @ C3)), (3.41)
(C1p® (C2 g C3)) and ((C1 @ Ca) 4l (C1 & C3)), ( )
(C1 ,® (Cy 4A C3)) and ((Cy ,@ Ca) 1A (Ch @ C3)), (3.43)
(C1 4A (Cy || C3)) and ((Cr 4A Cy) || (Cr 4 C3)), (3.44)
(C1 4 (Co pld C3)) and ((Cr 4A C2) pld (Cr 4A C3)), (3.45)
)) and (( (3.46)

(O A (Co 5N Cs C1 A Cy) 5D (Ch A Cy)).

an
an

an

Perhaps, the only really surprising result of Proposition 3.22 is (3.40). When ,&
or 4A are the operator being distributed, the distribution may fail solely because of
the divergences on the output sets. Take (3.41) for example. If Y} = Vo = V3, there
is a possibility that C; ,& Cy and Cy ,& C5 (and therefore (Cy ,@ Cs) || (Cy ,& C3))
are null channels and C; ,& (Cy || C3) is not. Analogously, if i = Vs x Vs, it is
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possible to have the opposite situation, in which C; ,& (Cs || C3) is a null channel,
while (C; ,® C2) ,® (Cy ,® C3) is not.

We summarize all our distributivity results in Table 3.2.3.

| pt! pD JYAN Al
I la =2 - = -
pld ~ = | =
pD = =
JYAN = o= =
PUAN = -

Table 3.1. Summary of the distributivity rules. The lines represent the operator
being distributed, and the columns the operators upon which the distributivity is
acted. For instance, || distributes over ,& with equality, and ,A distributes
over || with anti-refinement.

3.2.4 Properties regarding cascading

We conclude this section by exploring how our operators behave w.r.t. cascading
(defined in Section 2.3.2). Cascading of channels is fundamental in QIF, as it captures
the concept of a system post-processing the outputs of another system, and it is also the
key to the refinement relation =, , fundamental to comparing leakage between channels.

The next propositions explore whether it is possible to express a composition
of two post-processed channels by post-processing their composition. By virtue of
cascading being a notion so closely related to leakage, these properties can facilitate

the security analysis of complex systems.

Proposition 3.23. Let D, € C5', D, € C5? be channels. Then,
(C1Dy) || (CaDs) = (Ci || Cs) D,
where DI 2 (V1 x Vo) x (Z1x Zy) — [0,1] is defined as
D”((yl,yz), (21, 22)) = Di1(y1, 21) Da2(y2, 22)

for all vy €Y1, Y2 €Yo, 21€21, and z€2Z,.
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Proposition 3.24. Let D, € Cfll, D, € ij be channels. Then,
(ClDl) p|;| (CQDQ) = (Cl pl;l OQ)DH,
where D":(V1UYs) % (21U 25)—10, 1] is defined as

Dl(y72)7 ZfZ:j:L
D*((y,4),(2.4)) = { Daly, 2), ifi=j=2,

0, otherwise.

for all y1 €V, Y2€Vs, 21EZ1, 22E€2s.

Proposition 3.25. Let D, € Czll, D, € ij be channels. Then,
(ClDl) AA (CQDQ) = (Cl AA OQ)DU7
where D" is as defined in Proposition 3.24.

A similar rule, however, does not hold for hidden choice or hidden if-then-else.

As a counterexample, consider the following channels Cy, Cs, Dy and Ds.

Cily Co |y v Dz 2 Dy | 21 2
T 1 0 T 0 1 U1 1 0 U1 0 1
T2 0 1 ) 1 0 Y2 0 1 Y2 1 0

Consider also the cascadings C1D; and CoDs, and the compositions C 1/, Cy and
Cl {II}A 02.

CiDi |21 2 CoDs | 21 29 Civ:®Co | 1 Y2 Ci oA Coly1 ¥
T 1 0 T 1 0 T Vs 1/y T 1 0
T 0 1 T 0 1 T 12 1/p T 1 0

We see that C1D; = CyD,. Then, (C1D1) 1@ (C2Ds) = C1D; is a trans-
parent channel, but C 1/,® Cs is a null channel. Thus, it is impossible to describe
(C1Dy) 1@ (C2D3) as Cy 1/,® Cy post-processed by some channel.

Similarly, (C1D1) (oA (C2Dy) = C1D;y is also transparent channel, but
Ci oy & O is a null channel, and the same argument applies. However, we can estab-

lish less general properties for these operators by considering only the case when both
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components are of the same type and are post-processed by a same channel C'. In this

scenario, the result is the same as if we post-processed their entire composition by C'.

Proposition 3.26. Let C,C5 € C%é be channels of the same type, let D € Cf and let
Y% S [0, 1] Then, (01D> p@ (OQD) = (Ol p@ CQ)D

Proposition 3.27. Let Cy,Cy € C3 be channels of the same type, let D € Cf and let
A Cc X. Then, (ClD) _AA (CQD) = (Cl .AA CQ)D

3.3 The Dining Cryptographers protocol (cont.)

We now continue the example we introduced in Section 1.3, by developing a model of
the Dining Cryptographers protocol using the operators we defined in this chapter. We
consider the situation in which there are 4 cryptographers and 4 coins, and denote the
channel of the protocol by Dining. The input set of the channel is X = {¢y, ¢a, 3, ¢4, n},
in which ¢; represents that cryptographer i is the payer, and n represents that the NSA
is the payer. The output set of the channel is Y = {0, 1}4, i.e., all 4-tuples representing
possible announcements by all cryptographers, in order.

Following the scheme in Figure 1.3 (middle), we begin by modelling the protocol
as the interaction between two channels, Coins and Announcements. The first channel
models the coin tosses, whereas the second one models the public announcements of
the cryptographers. Since in the protocol first the coins are tossed, and only then the
corresponding results are passed on to the party of cryptographers, a natural starting

point is to describe Dining as the cascading of these two channels:
Dining = (Coins)(Announcements).

The intuition behind this decision is to provide channel Announcements with the
result of the coin tosses, which are necessary to calculate the output of each cryptog-
rapher.

To specify channel Coins, we use the parallel composition of channels Coing,
Coing, Coing and Coing, each representing one coin toss. Letting p; denote the proba-
bility of coin ¢ landing on tails, these channels are defined as in Table 3.2. Besides the
result of the tosses, Coins also needs to pass on to Announcements the identity of the
payer. We then introduce a fifth channel, I € C%, that simply outputs the secret, i.e.,
I(xz,2') =1if x = 2/, and 0 otherwise. Hence, a complete definition of channel Coins
is

Coins = Coiny || Coing || Coing || Coing || I.
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Coin; Tails  Heads
C1 Di L—p;
Ca Di I—p;
C3 Pi I—p;
Cq Di I—p;
n i 1—p;

Table 3.2. Channel representing toss of coin Coin,.

As we proved in Proposition 3.10, parallel composition is associative, allowing us
to omit parentheses in the equation above.

We now specify the channel Announcements, which should take as input a 5-
tuple with five terms. The first four elements are the results of the coin tosses, and
the fifth is the identity of the payer. Therefore, the input set of this channel is X’ =
{Tails, Heads}* x X. The input has all the information necessary to determine the
output of each cryptographer, and we describe each participant as a channel with input
set X’ and output set {0, 1}, the possible announcements. For example, the channel

Crypto, below describes the first cryptographer.

17 ifty=t and[L’:C7Ort t: and x c1,
Crypto,(t1,ta, t3, ts, ) = 4= 1 s F 0 £ ¢
0, otherwise.

Channels Crypto,, Cryptos and Crypto, describing the remaining cryptographers

are defined analogously. Channel Announcements is, hence, defined as
Announcements = Crypto, || Crypto, || Cryptos || Crypto,.

Note that our operators allow for an intuitive and succinct representation of the
channel Dining modelling the Dining Cryptographers protocol, even when the number
of cryptographers and coins is large.

The model we developed in this section gives us a straightforward way of calcu-
lating the channel of the protocol. In Table 3.3 we present the corresponding channels
for three cryptographers in three different scenarios. The top channel Dining; depicts
a situation when all coins are fair. The middle one, Dinings, a situation when they
are all equal but unfair. Finally, channel Dinings at the bottom represents a scenario
in which the coins are all different.

Since half of the outputs occur if and only if the secret is one of the cryptographers,
we can see that the protocol completely reveals whether the NSA is paying for dinner
in all three channels. Moreover, the fact that the first three lines in Dining; are equal

shows that no information is leaked regarding which cryptographer is the payer if the



3.3. THE DINING CRYPTOGRAPHERS PROTOCOL (CONT.) 43

coins are fair.

Dining; | 001 010 100 111 000 011 101 110
c 025 025 025 025 O 0 0 0
Co 025 025 0.25 025 O 0 0
C3 0.25 0.25 0.25 0.25
n 0 0 0 0 025 025 0.25 0.25

Dining, | 001 010 100 111 000 011 101 110
c1 021 021 037 021 O 0 0 0
Co 021 037 021 021 O 0 0
C3 0.37 0.21 0.21 0.21 O 0
n 0 0 0 0 037 021 0.21 0.21

Dinings | 001 010 100 111 000 011 101 110
c1 0.18 0.26 036 0.2 O 0 0 0
Co 02 036 026 018 0 0 0 0
Cs 036 0.2 018 026 O 0 0 0
n 0 0 0 0 036 0.2 0.18 0.26

Table 3.3. Channels Dining;, in which p; = ps = ps = 0.5; Dinings, in which
p1 = p2 = p3 = 0.7, and Dinings, in which p; = 0.6, p» = 0.7 and p3 = 0.8.

To analyse the leakage of these channels, we need to define a suitable gain func-
tion. We consider an adversary that is interested in obtaining the identity of a possible
payer among the cryptographers, but not interested in the scenario in which the NSA
is paying. A possible gain function with set of actions W = {¢y, ¢2, ¢3} (in which action

¢; means the adversary guesses the payer is the cryptographer ¢;) is given by

. 1, ifz=2a,
gD(xv T ) =
0, otherwise.

That is, the adversary gains whenever he guesses the correct identity of the payer,
unless it is the NSA. Consider the uniform prior m, = (0.25,0.25,0.25,0.25), which
yields the g-vulnerability V,, [m,] = 0.25. The corresponding posterior g-vulnerabilities

are

Vyplmu ) Dining;] = 0.25,
Vyp [mu ) Dinings] = 0.33,



44 CHAPTER 3. OPERATORS AND THEIR ALGEBRAIC PROPERTIES

V.

9D

[mu ) Dinings] = 0.335.

As expected, the channel Dining; does not increase the vulnerability of the secret,
which reflects the complete secrecy of the protocol when the coins are fair. The same
cannot be said about channels Dining, and Dinings, that additively increase the g-

vulnerability of the secret by 0.08 and 0.085, respectively.



Chapter 4

Leakage Properties

In this chapter we discuss the main contribution of this thesis: a series of results
showing how, using the proposed algebra, we can facilitate the security analysis of
compound systems. More specifically, we tackle the two specific objectives presented

in Section 1.2.1 for our operators.

For the remaining of the section, let C; € C%l and Cy € CY* be compatible
channels. We also recall Definition 3.1: for all C' € C%, we define C(z,y) = 0 for all

ygy.

4.1 The problem of compositional vulnerability

The first problem consists in estimating the information leakage of a composition in

terms of the leakage of its components. This can be formalized as follows.

The problem of compositional vulnerability: Given a composition operator
% on channels, a prior , and a gain function g, can we describe Vy[m ) Cy % Cy] in terms

of Vi) Cy] and Vy[m) Cs]?

4.1.1 Compositional vulnerability for the parallel operator

There is no description of V,[r) C} || Cs] as a function of V,[r) Cy] and V,[r ) Cs] that
holds for all channels C'}, Cs and prior 7.

For example, consider the following channels and their parallel composition.

45
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Cily e Colyr e Ci | Co| (yi,m1) (Wi,v2) (Yo, u1)  (y2,92)
1|1 0 1|1 O 1 1 0 0 0
T |1 0 o | 01 s 0 1 0 0
z3 | 0 1 z3 | 0 1 T3 0 0 0 1

Consider also the composition C; || C1, that is equivalent to C; by Proposition
3.12. Let giq be as in Definition 2.10, and 7, = (1/3,1/3,1/3).

We have that V,, [m, ) Ci] = V,,,[1.) Co] = 2/3. Therefore, if the g-vulnerability
of a parallel composition could be described as a function of the g-vulnerability of its
components, V, [m)C; || Ci] would be equal to V,,,[7)C; || Cs]. However, we have
Voulma) C1 || C1] =2/s and Vg, [my ) C1 || Co] = 1.

For the parallel composition, therefore, we shall explore upper and lower bounds.
We start with the following theorem, proving that the g-vulnerability of a parallel

composition is at least as high as that of its components.

Theorem 4.1 (Lower bound for V, w.r.t. || ). For all g € GX and all 7 € DX,
Volm) C1|Co] = max(Vy[m) 1], Vg[m ) Cs).

Proof. For all m € DX and g € GX,

Volm) Cy || €2

=> > meaxz (Cy || Co)(z, (1, y2))g(w, )7 () (by Prop 2.22)
Y1EV1 Y2€Y2 b z€X

= > max) Ci(z,)Co(z, yo)g(w, x)m(x) (by def. of ||)
Y1EV1 Y2€Y2 z€X

> Z max Z Z Ci(z,y1)Co(z, y2)g(w, x)m(T) (moving max outside a sum)
y1€EN Y2€YV2 zEX

= Z I&%ZCI z,y1)g(w, x)m Z Co(x, ) (rearranging)
y1E€EV1 TeEX Yy2EYo

= Z {Une%z Ci(z,y1)g(w, x)m(x) (Cy is a channel)
Y1EV1 zeX

=V,[m) C] (by Prop. 2.22)

The proof that Vy[r) Cy || Co] > Vy[r) Cs] is analogous.
[

We present now the upper bound for V, with regard to the parallel composition. It
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is obtained by multiplying the g-vulnerability of a component by the sum of the biggest
values of the other channel for each output. This upper bound is easy to calculate from
the description of C] and Cy, and can be specially useful when the channel C; || Cy is
very large — that is, when the size of the input and output sets makes the calculation

of V, computationally infeasible.

Theorem 4.2 (Upper bound for V, w.r.t. || ). For all g € GX and all 7 € DX, let
= {xeX | JweW; n(x)g(w,x) > 0}. Then

Vgl ) C1||C2] < min < ) C1] 2;} IIHE%(}/(CQ z,Ya), Vylm) Cs Zy iréa),(gC'l(a:,yl)> :
Y2€)2 Yy1€M1

Proof. For all m € DX and g € GX,

Volm) C1 || o
- Z Z maxz (Cy || Co)(z, (Y1, 12))g(w, z)7(x) (by Prop. 2.22)

Y2€YV2 y1€MN TEX

=3 3 max 3 Cule ) Cala, g, ) (a) (by def. of ||

Y2€Y2 y1E€M1 TEX

= Z Z glg/}v( Z 01(96,y1)02(33ay2)9(w>95)7r(37>

Yy2€2 y1€V1 zeX’

(if v & X', g(w,x)7(x) =0)

<Y X mar Y Gl (s Cale's ) ) gl o))

y2€Y2 y1€V1 zeX!
(forallz € X', Cy(z,y2) < IMax Ca(2', y2))
I/e ’
= Z max Co(a' | ya) Z max Z Ci(z,y1)g(w, x)m(x) (rearranging)
Yy2€Y2 Yy1EV zeX’
= Z m%y)/(CQ(.T,yg)‘/g[’/T>Cl] (by Prop. 2.22)
Y2€Y2 e
=V, [m) Ci] Z masz(x Ya2)
y2€Y2

The proof that V,[m) Cy || Ca] < Vy[m) Cs] > max C (z,y;) is analogous.

y1€EMN rEX!

4.1.2 Compositional vulnerability for visible choice

Contrary to the parallel composition, the g-vulnerability of the visible choice compo-

sition can be easily calculated from the g-vulnerability of its components.
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Theorem 4.3 (Linearity of V, w.r.t. ,l). For allg € GX, m € DX and p € [0, 1],
Volm) Gy pld o] = pVy[m) Ci] + (1 — p)Vglm ) Col.
Proof. For all r € DX, g € GX and p € [0, 1],

Volm) C1 plil Oy
= > max D (Ch i Co)(, (1)) g(w, ) () (by Prop. 2.22)

(y,3)eV1UYs zeEX

=3 max (G Ga) (9, ))glw, ()

yeEW TEX

+ Z max » (Cy 1 Cy)(z, (y,2))g(w, z)m(x) (separating Y, and )%)
= max > pCi(z,y)g(w, ) (x)

+ Z max Z(l —p)Ca(z,y)g(w, x)m(z) (by def. of ,LJ)

YyEY2 reX

=pVy[m) Ci] + (1 = p)Vy[m) (] (by Prop. 2.22)

4.1.3 Compositional vulnerability for hidden choice

The g-vulnerability of a hidden choice composition, however, cannot be assessed sim-
ply from the g-vulnerability of its components. Consider, for example, the following

channels and compositions.

Cilyi v Colyr Y2 Cri,®C1|y1 ¥ Cri,®Co | Y1 2
1|1 0 r1 ] 0 1 1 1 0 1 o 1/2
o | 0 1 zo | 1 0 To 0 1 To /2 1/2

Despite the fact that C; ~ Cy, and therefore V[ ) Cy| = V,[r ) Cy] for any prior =
and gain function g, we have that C 1/,,® C} is a transparent channel, while C; 1/,® C
is a null channel.

However, it is possible to establish upper and lower bounds for V,[r) Cy ,& Cs]
from the g-vulnerabilities of C} and C5. In Chapter 5, we use these bounds to obtain
an algorithm to estimate the channel of the Crowds protocol [Reiter and Rubin, 1998].

We start by presenting a lower bound. Loosely speaking, the channel C ,® Cs
can be seen as multiplying the values of C} by p, of Cy by 1 — p, and summing them
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together. This bound is a consequence of the equation for V; in Proposition 2.22 being

monotonically non-decreasing on each channel entry.

Theorem 4.4 (Lower bound for V, w.r.t. ,®). Forallg € GX, 7 € DX andp € [0,1],
Vglm) Cr p® o] = max(pVy[m) Ci], (1 = p)Vy[m) Cal).

Proof. For all m € X, g € GX and p € [0, 1],

Vylm) C1 @ O]

= Z max Z(Cl p® C2)(2,y)g(w, z)m(x) (by Prop. 2.22)
yeEV1UY: TEX
= Y max S0 ) + (- p)Cola,y)glw, ) (a) (by def. of ,&)

w
yeEV1UY2 reX

> max » (pCi(z,y) + (1 —p)Ca(x,y))g(w, x)m(x) (sub. nonegative terms)

wew
yeV1 TEX
>y gle%z:pcl(x,y)g(w,ﬂf)ﬂ(ﬂi) (Ca(z,y) = 0)
YyEY1 reX
=pVy[m) C1] (by Prop. 2.22)

The proof that Vy[r) Cy ,@& Cs] > (1 — p)V,[m) Cs] is similar.
[l

Our next result shows that the g-vulnerability of a hidden choice of two channels
is never greater than that of a visible choice of the same channels, with regard to the
same probability p. This is intuitive, since the adversary has access to extra information

in the visible choice scenario — namely, which component was executed.

Theorem 4.5 (Upper bound for V, w.r.t. ,®). Forallg € GX, 7 € DX andp € [0,1],
Vylr) Cr y Co] < pVy[) Gil + (1 = p)Vy ) Gl

Proof. For all m € DX, g € GX and p € [0, 1],

Vol[m) C1p® G

= > maxy (Cr,® Co)(w,y)g(w,v)(a) (by Prop. 2.22)
yeYV1UY2 TEX
= D max> (pCi(z,y) + (1 - p)Calw,y))g(w, v)7(x) (by def. of ,@)

yeEN1UY2 zeX
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= Y {U%%Z(pcl(x,y)ﬂl—p)%(%y))g(waw)ﬂ(m)

yeEV1NY2 zeX
+ Y maxy pCi(z,y)g(w, v)m(x)
yEV1\V2 zeX
+ > max > (1= p)Cala, y)g(w, x)m(x) (Ci(z,y) =0ify ¢ V)
yEV2\M1 zeX
<
yeYV1NY2 TeX
FY max (- p)Cae)gw. )m(x)
yeEV1NY2 reX
+ Y maxy pCi(z,y)g(w, v)7(x)
yEV1\V2 zeX
+ Z max Z(l —p)Cs(x,y)g(w, z)m(x) (distributing the max)
y€V2\W1 v rex
=Y _max} pCi(x,y)g(w, x)r(z)
yeEV reX
£ 30 max Y (1 p) Gy, )7(2) (rearranging)
YyEYo rzeX
=pVy[m) Ci] + (1 = p)Vy[m) Cs] (by Prop. 2.22)

[

Theorems 4.1, 4.3 and 4.5 above yield an interesting ordering between these three

operators.

Corollary 4.6 (Ordering between ||, ,I and ,&). For all p € [0, 1],
Ch | Cy Co Oy plu Oy &g O @ Co.

Proof. We have that pVy[r)Ci] + (1 — p)V,[m) Co] < max(Vy[m) Cy], Vy[m) Csl), so
Theorems 4.1 and 4.3 yield C; || Cy T, Cy ,ld Cy. That Cy ,ld Cy &, Cy @ Cy is clear
from Theorems 4.3 and 4.5. ]

We emphasize that the relation Cy L Cy T, Cy ,@ Ch is only valid for a given

p. In general, Cy 11 Cy &, Cy ;@ Cy is not true when p # q.

4.1.4 Channel and vulnerability restrictions

In contrast to the other operators, both the visible and hidden if-then-else operators

have the peculiarity of partially disregarding the channels they act on. For example,
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the values of C}(z,y) for z € A have no influence on channels C; 42 Cy or Oy 4A Cs.

Therefore, any result linking leakage properties of these compositions to Vy[r ) Ci]
and V,[m) Cy], which take the whole channels C; and C into account, is bound to be
somewhat coarse. We are able to do much better, instead, by expressing their leakage
properties in terms of restrictions on those channels and gain functions. We define

those restrictions, and some of their properties, as follows.

Definition 4.7. Let C € C% be a channel and A C X. We define the restriction of
channel C' to A, Cla: Ax Y —[0,1], as C|a(z,y) = C(x,y) forallz € A, y € Y.

It is worth noting that C|4 is a channel in its own right.
Definition 4.8. Let X be an input set, A C X, and g € GX. We define the subset

gain function g4 : W x X — [0,1] of g w.r.t. A as, for allw e W and x € X,

g(w,x), ifzeA,

0, otherwise.

gA(w7 x) =

The idea of the subset gain function g4 is that it considers only the values of the
channel for which » € A. That is, for all 7 € DX, g € GX and C € CY,

max »  C(z,y)ga(w, y)m max >  C(z,y)g(w,y)m(z).
yey TEX yey zeA

We now introduce two results relating channel restrictions to subset gain func-
tions, which will be useful when investigating leakage properties of the visible and

hidden if-then-else operators.

Proposition 4.9. Let C €CY, AC X, g € GX and m € X. Then,

Voulm) O = V[’ ) Clal Y (),

€A

where ™' € DA is defined as ©'(z) = Z/ﬂ— for allz € X, and ¢ € GA is a gain

function with the same set of actions W as g, defined as ¢ (w,z) = g(w,x) for all
weW and z € A.

Proof.

Voulm) €]

—Zmaxz Clz,y)m(x)ga(w, ) (by Prop. 2.22)
yey zeA
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= (ZT{' ) ZmaXZC’ z,y)ga(w, ) Zmz,(f)(x/) (mul. and div. by Zw(x))

zeA yey €A zeA

= (Z?T ) max » C(x,y)g (w,z)r'(x) (by def. of 7', ¢')
e A yeY wew z€A

=Vy[r") C|4] Z () (by Prop. 2.22)

zeA

[
Corollary 4.10. Cs|4 C, Ci|4 <= Vr € DX Vg € GX. V,,[1) C1] <V, [m) Cyl.

Proof. Let m € DX, g € GX, and define 7’ € DX, ¢ € GA as in Proposition 4.9.
Then, by the same proposition,

Coyla o Cila = Vy[n') Cila] S Vyln') Cola] = Vyulm) Ci] <V, [m) Cal.

Conversely, let 7 € A and g € GA. Define 7 € DX as 7'(z) = n(z) if z € A
and 0 otherwise, and define ¢’ € GAX similarly. Then, the left side of the equivalence
implies Vy[m) Ci|4] < V1) Ca|a]. O

After this little detour, we are ready to present the compositional vulnerability

results of the visible and hidden if-then-else operators.

4.1.5 Compositional vulnerability for visible if-then-else

Despite not being able to calculate V,[m) Cy 4A Cs] from V,[r) Cy] and V[ ) Cy, as
the visible if-then-else composition only takes into account part of the channels of the
components, we can fully describe it in terms of V,,[7) C1] and Vi [7) Co], where g4,

gz are defined as in Definition 4.8.

Theorem 4.11 (Linearity of V, w.r.t 4,A). For all m € DX, all sets A C X, and all
g€ Gx,
Volm) Cr als Go = Vg [m) Ci] + Vi [m) ).

Proof.

Vg[”> GRVAN G
= > max D (Cr s Co)(w, (y, )7 (w)g(w, x) (by Prop. 2.22)

) we
(y,2)EV1LUY: reX

= Y maxd (Ciud G)(e (y,1)m(a)g(w, )

we
(y,0)ey1 x{1} zeX
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+ Z max Z(Cl A0 Co)(z, (y,4)m(z)g(w, x) (distributing)

(y,5)eY2x{2} reX

— Z {Une% Z Cr(z,y)m(x)g(w, x)

yeN zeA

+ Z fune%z Coz,y)m(z)g(w, z) (by def. of 4A)

yeY2 z€A

=Voulm) C1] + V(1) O3 (by Prop. 2.22)

4.1.6 Compositional vulnerability for hidden if-then-else

In an interesting parallel to visible and hidden choice, the g-vulnerability of a hidden
if-then-else composition cannot, in general, be calculated simply from V, ,[7) C;] and
Vg [m) Cal, contrary to its visible counterpart.

As an example, consider the following channels and compositions, with A = {z;}.

Cilyr v Colyn Yo C1 4A Cy U1 Y2 C1 4A Cy U1 Y2
T 1 0 T 0 1 T 1 0 T 1 0
i) 0 1 ) 1 0 i) 0 1 i) 1 0

We have that C) = (), and therefore, for any prior 7 and any gain function g
(including g4 and g3), Vy[m) Ci] = V,[m) Cy]. However, C; 4A C) is a transparent
channel, and C; ;A C5 is a null channel, which implies there is no general way of
calculating Vy[m) C1 4A Gy simply from V,, [r) C1] and V,_ [m) C.

The next result establishes a lower bound for the hidden if-then-else, which states
that the g-leakage of the hidden if-then-else of two channels is never less than that of

its components, w.r.t. the appropriate subset gain functions.

Theorem 4.12 (Lower bound for V, w.r.t 4A). For all m € DX, all sets A C X and
all g € GX,
Volm) Cr ads G 2 max(Vy, [m) C1], Vg [m) Cal).

Proof.

‘/9[7T> Ch A Oy
= > max Y (Crads C)(w, y)m(w)g(w, x) (by Prop. 2.22)

yeEV1UY2 reX
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= Z 1&%<201(x,y)7r($)9(w7$)

yeEV1UY2 z€A

+ Z Cyz, y)m(z)g(w, x)) (by def. of 4A)

z€A

S : :

> Z max Z Ci(z,y)m(x)g(w, ) (subtracting nonegative terms)
yeEV1UY2 z€eA

= 3 max 3 (g, ) (Ci(r,y) =01ty & I0)
yeEWL z€A

=V, [m) Ci] (by Prop. 2.22)

The proof that Vy[m) Cy 1A Co] > Vi [m) Co is similar. O

The visible if-then-else of two channels always reveals at least as much informa-
tion as its hidden counterpart. This is intuitive, since the former chooses to execute
each component in the same manner as the latter, but informs the adversary of the
choice. The next theorem proves this intuition, providing an upper bound for the

g-vulnerability of the hidden if-then-else composition.

Theorem 4.13 (Upper bound for V, w.r.t 4A). For all m € DX, all sets A C X, and
all g € GX,
Volm) 1 uds Co] <V, [m) Cil + Vg, [m) Col.

Proof.

Vg[ﬂ> Ch A Oy
= max D (CraA Co)(w,y)m(x)g(w, o) (by Prop. 2.22)

yeY1UY2 reX

= Z 512%(201(13,@7(5)9(@”71')

yeEV1UY2 z€A

+ Z Co(z,y)m(z)g(w, x)) (by def. of 4A)
z€A

< > max > Ci(w,y)m(a)g(w, x)

yeEV1UV2 zeA

+ Z I&a}/)\}(z Co(z,y)m(x)g(w, x) (distributing the max)

yeYV1UY2 z€A

— Z {une% Z 4 (17, y)W(I)g(U% x)

yeEVL zeA
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+ ) max Y Oy, y)m(x)g(w, x) (Ci(z,y) = 0if y & )
yeY2 z€A
=V ) Ci] + Vs () Cy] (by Prop. 2.22)

[]

For completeness, we present a corollary similar to Corollary 4.6, concisely stat-
ing the ordering relation between the if-then-else operators. This corollary follows

immediately from Theorems 4.11 and 4.13.

Corollary 4.14 (Ordering between if-then-else operators). For all A C X,

Cy 4D Cy T, Oy LA .

4.2 The problem of relative monotonicity

The second problem concerns establishing whether a component channel of a larger
system can be safely substituted with another component, i.e., whether substituting
a component with a safer one can cause an increase in the information leakage of the
system as a whole. This can be formalized as follows.

The problem of relative monotonicity: Given a composition operator * on

channels, is it the case that

02 E001<Z>VCECX, (CQ*C) L, (Cl*C)?

We recall Theorem 2.32, which states that Cy T, C is equivalent to
Vr e DX, Vg € GX, V,[r)Cy] < Vy[m) Csl.
Given an operator *, we refer to
CyC, Cp = VO €Cyx, (Cox(C) L, (CyxC)
as the direct implication of relative monotonicity, and to
VO €Cyx, (CoxC) L, (C1xC) = (Cy C, Cy

as the converse implication of relative monotonicity.
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While relative monotonicity does not hold at all for some operators, even stronger
results can be found for the others. In this section, for all the operators that relative
monotonicity holds, we will try first proving the following stronger equivalence. Given
m € DX and g € GX,

V,[7) Cy < V,[r) Co] € VC € Cx, V,[r)CLxC] < V,[r)CaxCl.  (4.1)

These stricter results may be of practical interest in a number of situations in
which when we know 7 and g — i.e., the knowledge and interests of the adversary. It
can be handy, in these cases, to establish some form of relative monotonicity even for

channels that do not respect the refinement relation in any direction.

4.2.1 Relative monotonicity for the parallel operator

As we will see in this section, relative monotonicity does hold for the parallel operator.

However, the direct implication on equivalence (4.1)— i.e., the implication

Volm) C1] S Vy[m) Co] = VO € Cx, Vy[m) C1 | C] < Vy[m) Ca || €] (4.2)
does not hold for all 7 € DA and all g € GX.
As a counter-example, consider the following channels.
Cilyi vo Colyr Y2
T 1 0 T 1 0
i) 1 0 i) 0 1
z3 | 0 1 x5 [ 0 1
Let m, = (Y3,1/3,1/3) and let g;; be as in Definition 2.10.  Then,

Vialma ) C1] <V, [mu ) Cs]. However, if we consider the composition of both with
C5, we obtain.
CollCo| (y91) (wiy2) (y2,51) (32,92)
T 1 0 0 0
T 0 1 0 0
T3 0 0 0 1
Co || Co | (yyn) (Ws92) (y2,91) (y2,92)
1 1 0 0 0
To 0 0 0 1
T3 0 0 0 1




4.2. THE PROBLEM OF RELATIVE MONOTONICITY 57

Which yields V,,,[m,)Cy || Co] = 1 and V,,,[m,)Cs || Co] = 2/3, therefore
Voulma) C1 || Co] > Vg, [mu) Co || Col.

There is still, however, a result stricter than relative monotonicity that we can
prove for the parallel operator. We present two weaker monotonicity results, obtained
by restricting the antecedent in implication 4.2 to a stronger condition: either Vr &€
DX, Vy[r)Ci] < Vy[r) Oy for a fixed g, or Vg € GX, V,[r)Ci] < Vy[r)Cs] for a
fixed .

These conditions, despite being more restrictive, are still useful. When we can
establish that a channel (' is always at least as secure as a channel C5 for either a
given knowledge of the adversary (represented by the prior 7) or a given preference of
the adversary (represented by the gain function g), we can use them to guarantee that

substituting C; for C'5 on a parallel composition would not turn the system less secure.

We first enunciate the result for fixed g.

Theorem 4.15. For all g € GX,
Vo e DX, V,[m) Ci] < V[m) Cy] = Vr € DA VC € Cy, V(1) Cy || C] < V[m) Co || C.

Proof. We will prove the contrapositive.

Let ¢ € GX. Assume that there is a probability distribution 7 € DX and a
channel C' € C% such that

Volm) Co || €T > Vym) G || €.

From Proposition 2.22, we derive

5 Y (GO gt o)) ) >

o e\ & > s (Z Cmygmx,z)g(w,x)wm).

2EZ Y2€Y> TEX

For this inequality to hold, it must be true that, for some 2’ € Z,

2@3} max (;{Q(%yl)(?(%Z’)g(w,w)ﬂ(:v)) >
D> max (202(1’7?12)0(%Z’)g(ww)ﬂ(fc)).

Y2€)2 reX
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The above inequality also implies that ) ,_, C(2,2")7(2') > 0, otherwise the
left hand-side could not possibly be strictly greater than the right hand-side. We can
therefore divide both sides by this quantity. Being a positive constant, we can put it

“inside” the max in both sides, yielding

ax . . C(z, 2 ) (z)
P (et o) >

max X w,xr C(x’Z/)ﬂ-(x)
Z max <C2( ,y2)g(w, )leex(c(x/’z/)ﬂ<x/>>>'

Yy1E€V2 zeX

We now define 7’ : X — R as

C(z,2")m(x)
Ywex(C@, 2)m(a")

m'(x) =

It is clear that 7’ € DX, for it is a non-negative function whose values sum to 1.

Therefore, the above inequality reduces to

> maxy Ci(z,p)g(w,x)r'(x) > Y maxy  Colw, y2)g(w, 2)m'(x).

Y1EMN TeX Y2€Y2 reX

That is, V') C1] > V[n") Cs], which completes the proof. O
We now state the direct implication result for when we fix the prior distribution.

Theorem 4.16. For all m € DX,
Vg € GX,Vy[rm)Cy] < Vy[m) Oyl = Vg € GX,VC € Cx, Vy[r) Cy || C] < V[m) Cy || C.

Proof. The proof is very similar to that of Theorem 4.15. We will, again, prove the
contrapositive.

Let 7 be a prior distribution. Assume that there is a gain function g € GX and
a channel C' € Cy such that

Volm) Cu (| €1 > Vylm) Gy || €.
Similarly to the proof of Theorem 4.15, this implies that 32’ € Z such that

5 s ( X i) Clo gl 0n(o)) >

Yy1€V1 reX
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5 s (X Calom)Cla ot (o) ).

Y2€Y2 zeX

We now define another gain function ¢'(w, z) = C(z, 2’)g(w, z). Substituting this

value in the inequality above, we obtain

> maxy Ci(z,y)g'(w z)a(x) > Y maxy o, y2)g' (w, 2)n(x).
Yy1€V1 z€X Y2 €Yo TEX

That is, Vg [r) C1] > Vy[n) Cs], which completes the proof. O

As we show in our next result the converse implication of (4.1) holds for the

parallel operator.

Theorem 4.17. For all m € DX and all g € GX
VO € Cx, Vy[m) Cy || C] < V) Gy || O] = Vylm) Ci] < Vylm) Cal.

Proof. Let 0 € Cx be a null channel. From Equation 3.16 in Proposition 3.15, we

obtain

Vglm) Ch]
=V,[m) C1 || 0] (from Proposition 3.15)
<V,[m) Cy || 0] (from assumption)
=V, [m) Cs] (from Proposition 3.15)

[]

Having established the stricter results, we enunciate the original formulation of

the relative monotonicity as a corollary.

Corollary 4.18 (Relative monotonicity for ||).

Cy C, Oy <= VO eCx, (C5 || C) T, (C1 || O).

4.2.2 Relative monotonicity for visible choice

For the visible choice operator, the equivalence in (4.1) holds. Note, however, that
because V1) Cy ol C] < V[m) Cy L) C] is vacuously true if p = 0, we consider only
p € (0,1].
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Theorem 4.19. For all g € GX, m € DX and p € (0,1],
Vi) Cy] < V[m) Cs] <= VC € Cx, V) Cy ,l0 C] < Vy[r) Cy 11 CJ.
Proof. For all p € (0,1], 7 € DX and g € GX

Volm) Ci] < Vylm) G4

SpVy[m) Ci] < pVylm) G4 (p>0)
SYC € Cy. pVylr) Ci] + (1= Vi) €]

< pVy[m) Co) + (1 — p)V,[m) C] (adding in both sides)
VO € Cy. Vy[m) Cy ,lu C) < Vy[m) Cy L C] (from Theorem 4.3)

Corollary 4.20 (Relative monotonicity for ,L).

Cy G, Oy <= V0 e Cyx, (Co || C) T (Ch || O).

4.2.3 Relative monotonicity for hidden choice

Perhaps surprisingly, the direct implication of relative monotonicity does not hold for

the hidden choice operator.

Theorem 4.21 (Relative monotonicity for ,&, direct implication). Let X' be an input
set such that |X| > 2. For all p€(0,1), there are Cy,Cy € Cx such that

Cy G, Cy and 3m € DX, 3g € GX,3C € Cx, V,[m) Cy ,® C|>V,[1) Cy & C.

Proof. Let X = {x1,xs,...,x,} be an input set, where n = |X|. Let 7, € X be such
that m,(z) = Y/n for all z € X', and let g;q € GX be as in Definition 2.10. Furthermore,
let Y = {y1,%2, -, yn} and channels Cy, C3 € C% defined as

l,ifj=14+1lort=mnand j=1, 1,if i = j,
Co(i,yj) = ) Cs(wi,y5) = .
0, otherwise, 0, otherwise,

for all 4,j € {1,...,n}. We divide the proof in two cases:
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Case 1: (p <0.5) Let C; € CY be defined as follows.

Yo, ifj=1,0rj=2
Ol (xiu y]) = .
0, otherwise,

foralli,7 € {1,...,n}. Notice that Cs is a transparent channel, and therefore Cy C, C}.
We have, for all i,j € {1,...,n},

1—p/p, ifi=j=1lori=j=2,
1—p, ifi=jandi>2,

(Ch p® C3)(2s,y5) = o o
p/2, if 7 € {1,2} and i # j,
\ 0, otherwise.
(

(Cy p® Cs) (i, y5) = 3 P, if j=i+1lori=nandj=1,
0, otherwise.

We notice from Proposition 2.22 that for any channel C' € C, V,,[m,)C] =
Y1132, ey maxzex C(z,y). Therefore, Vi, [m, ) C1 p® C3] = Y/n(1+ (n—1)(1 —p)) and
Vgiulmu ) Co p@ Cs] = 1 — p. Thus, we have V,,[7,) Cy ,@ Cs] >V, [m,) Cs ,@ Cs).

Case 2: (p > 0.5) Let C; € CY be defined as follows.

30 — Lfap, if i = j,
Ci(ziy;) = § Yop— 12, if j=i+1lori=nandj=1,

0, otherwise.

for all 4,5 € {1,...,n}. Since Cy is a transparent channel, Cy C, C}.
We have, for all i,j € {1,...,n},

p/a41/2 if i = j,
(C1 @ Cs)(wi,y;) = Yo—rf2 ifj=i+1lori=nandj=1,

0 otherwise.
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1—p ifi=j,
(Cs p® Cs)(xi,y5) = S p if j=i4+1lori=nandj=1,
0 otherwise.

Thus, V,,,[m.)C1 ,® C5] = 3(p+ 1) and V,,[r,)Cy ,& Cs] = p. Hence,
Vgid[”ﬂ>01 P69 03] > Vgld[ﬂu>02 p@ 03]- U]

The converse implication of relative monotonicity, however, holds even in the

stricter form of Equation (4.1).

Theorem 4.22 (Relative monotonicity for ,&, converse implication). For all g € GX,
m € DX and p € (0,1],

VO € C, Vglm) O p@ O] S Vylm) Cs @ O] = Vylm) Ci] < Vlm) .

Proof. For all m € DA and g € GX,

Vlm) 1]

Vylm) Cy @ Ch] (from Proposition 3.11)

V) Co @ Ch] (from assumption)
<pV,[m) Ca] + (1 — p)V,[m) C4] (from Theorem 4.5)

Thus, V,[7) C1] < pVy[n) Co]+(1—p)V,[7) C4], which yields V[ ) C1] < V,[m) Cs]. O

4.2.4 Relative monotonicity for visible if-then-else

For both the visible and hidden if-then-else operators, we consider restrictions of chan-
nels as in Definition 4.7 and subset gain functions as in Definition 4.8. This is because,
as discussed in the beginning of Section 4.1.4, these operators disregard partially the
values of each channel, and we can obtain much more useful results by disregarding
these parts as well.

By considering the g-leakage of the components with the appropriate subset gain
function, the strict version of relative monotonicity in equation 4.1 holds for the visible
if-then-else operator. However, as Vy[r) C; A C] < Vy[n) Cy 4A C] is vacuously true

if A =10, we force A to be nonempty in our results.

Theorem 4.23. Let A C X such that A# 0, g € GX and m € DX. Then

Voulm) C1]l <V, [m) Cs] <= VC € Cx, V[m) Cy 2O C) < Vylm) Cy JA C.
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Proof.

VQA[TF> Cl] < ‘/;7,4[71—) 02]
VO € Cx. Vg, m) Ci] + Vo [m) C] < Vg, [m) Co] + V [7) C]  (add. both sides)
VO € Cy. Vym) Cy LA C] < V) Cy 4 A C] (by Theorem 4.11)

]

Corollary 4.24 (Relative monotonicity for ,A).

Cola Co Cy|a <= VO € Cx, (Cy uA C) L, (Cy 1A C).

Proof. Follows from Theorem 4.23 and Corollary 4.10. ]

4.2.5 Relative monotonicity for hidden if-then-else

In an interesting parallel to the visible and hidden choice operators, the direct impli-
cation of relative monotonicity does not hold for the hidden if-then-else, in contrast to

its visible counterpart.

Theorem 4.25 (Relative monotonicity for 4A, direct implication). Let X' be a finite
set such that |X| > 1, and let A C X and A # (). Then, there are compatible channels
C4,C5 € Cx such that

Chls Co Ch|a and 3g € GX, Ir € DX, IC € Ca, V,[n) C1 1A C] > V[ ) Co 1A C.

Proof. Let |X| = n, and let X = {xy,...,2,} be an idexing of X. Without losing
generality, let A = {z1, ..., 2}, for some k = |A| <n. Let ¥ = {y1, ..., yn}. We define
C1,C5 € C% as

1, ifi=7, 1, ifi=n—j5+1,
Ci(zi,y;) = ) Co(wi, y;) = )
0, otherwise. 0, otherwise.

for all 4,5 € {1,...,n}. Note that C1|4 and Cs|4 are both transparent channels, and
thUS, CQ‘.A Eo CI|A'
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We have, for all i,j € {1,...,n},

—_

, if i =7,
(Ol A4 01)(%7%’) =

0, otherwise.

—_

ifi=7and i <k,
(Cy AA Cy)(ziyy;) =<1, ifi=n—j+1andi>k,

0, otherwise.

Let m, € DX be the uniform distribution over X and ¢, be as in Def-
inition 2.10. From Proposition 2.22 we derive that, for any channel C' € C%,
Voulma) C1 = Y1213, oy maxzex C(x,y). We thus obtain Vi, [m, ) C1 4A Ci] = 1.

Notice that, for j > max(k,n — k), (Cy uA Cy)(z;,y;) =0 for all i € {1,...,n}.
Therefore, Vi, [, ) Cy 44 Cy] < Yn(max(k,n — k)). Since 0 < k < n, we obtain

Voualma) C1 als C1] > Vg, [my ) Co u& C1.

]

The converse implication of the stronger version relative monotonicity (Equation
(4.1)), however, does hold for the hidden if-then-else operator.

Theorem 4.26 (Relative monotonicity for 4,4, converse implication). For all g € GX,
m € DX and A C X such that A # (),

VO € Cx, V[ ) Cia A C) < V,[1) Cou & C) = V1) C1] < V,[r) Cal.

Proof. Let y3 be an element such that y3 € YV, U )s, and C5 € C;{(y?’} . Since M

and {ys} are disjoint, for all 7 € DX and g € GX, we have V,[r)C, & Cs] =

Vo[m) Cr 4 C3] =V, [m) Ch]+Vy, [m) Cs]. Similarly, Vy[m) Cy uA Cs] =V, [1) Co]+
V) Gl

Therefore, Vy[m) Cy A& C3] < Vym) Cy WA C] = V,,[m)C1] <V, [m) Csl.

[



Chapter 5

Case Study: the Crowds protocol

The interest in a better understanding regarding the leakage properties of channel
compositions is not limited to the foundational aspects of QIF. The investigations
presented in this thesis also aim to have immediate practical value: reasoning about
systems in an algebraic manner does often provide us with easier or more efficient ways
to model them and and study their leakage properties.

In this chapter, we use the operators studied in this thesis to model the well-
known Crowds |Reiter and Rubin, 1998| protocol. We were able to use some of our
results from Chapters 3 and 4 to devise an algorithm for obtaining an appropriate

channel representation.

5.1 Description of the protocol

The Crowds protocol, developed by Reiter and Rubin [1998], is one of the best known
anonymity protocols in the literature, and its ideas were essential for the widely used
Onion Routing protocol |Goldschlag et al., 1996]. Crowds was designed to be used by a
group of users who wish to anonymously send requests to a server. When a user wants
to send a request to the server, he first randomly picks a user in the group (maybe
himself) and forwards the request to that user. From that point on, each user, upon
receiving a request, sends it to the server with probability p € (0,1], or forwards it
to another user with probability 1—p. This second phase is repeated until the request
finally reaches the server. Assuming every user acts in good faith, the server (which
doubles as the adversary in this case) is usually not able to derive much information
about the identity of the initiator of the request.

In order to obtain more information from the protocol, the server might employ

corrupt users, who infiltrate among the regular, honest, ones. When a corrupt user

65
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receives a forwarded request, he shares the identity of the forwarder with the server,
and we say that the forwarder was detected. As no information can be gained after a
corrupt user intercepts a request, we need only to consider the execution of the protocol

until a detection occurs, or the message reaches the server.

In the original description of Crowds, all users have equal probability of being
forwarded a message, regardless of the forwarder. The channel modelling such a case is
easily computed, and well-known in the literature. Here we consider the more general
case in which each user may employ a different probability distribution when choosing
which user to forward a request to. Thus, we can capture scenarios in which not all
users can easily reach each other (a common problem in, for instance, ad-hoc networks).
We make the simplifying assumption that corrupt users are evenly distributed, i.e., that
all honest users have the same probability ¢ € (0, 1] of choosing a corrupt user as a

recipient when forwarding a request.

5.2 Modelling the protocol

We model Crowds as a channel Crowds:X x)Y—[0,1]. The input of the channel, taken
from set X={uy, us, ..., uy, }, represents the identity u; of the honest user (among a

total of nj, honest users) who initiated the request.

The output of the channel can be of two different types. Either one honest user
forwards a request to a corrupt one, in which case the output is the identity of the
detected user, or the request eventually reaches the server, in which case the output is
the identity of the user who finally forwarded it to the server. Outputs of the first type
are represented by the set D={d,ds, ..., d,, }, in which d; indicates that user u; was
detected, while outputs of the second type are represented by the set S={s1, s2,..., S, }
(disjoint from D), in which s; indicates that user u; forwarded a message to the server.
The output set of Crowds is, therefore, Y =D US.

To compute the entries of the channel, we model the protocol as a time-stationary
Markov chain M = (U, P), whose set of states is the set of honest users U, and its
transition function P is such that P(u;,u;) is the probability of u; being the recipient

of a request forwarded by wu;, given that u; will not be detected.

To help us model the protocol, we first define four auxiliary channels, whose

purpose will be clear soon. Two transparent channels I; € Cf and I, € C5, defined as,
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for all 4,5 € {1,...,np},

1, ifi=j,
Ta(ug, dj)=I,(us, 55) =
0, otherwise,

and two other channels P; € CE and P, € Cg, based on the transition function of our
Markov chain M, defined as, for all 7,5 € {1,...,n;}

Pd(di,dj):Ps(si,sj):P(ui,uj).

We begin by reasoning about what happens if each request can be forwarded
only once. There are two possible situations: either the initiator of the request is
detected, or he succeeds in forwarding his request to an honest user, who will in turn
send it to the server. The channel corresponding to the initiator being detected is Iy,
since in this case the output has to be d; whenever u; is the initiator. The channel
corresponding to the latter situation is I3 P,—i.e., the channel I postproccessed by F.
This is because, being P; based on the transition function of M, the entry (I,Ps)(u;, s;)
gives us exactly the probability that user u; received the request originated by user u;
after it being forwarded once. Therefore, when Crowds is limited to one forwarding,
it can be modelled by the channel I; ;& I, P ! representing the fact that: (1) with
probability ¢ the initiator is detected, and the output is generated by I;; and (2) with
probability 1 — ¢ the output is generated by I, P;.

Let us now restrict our protocol to at most two forwards. If the initiator is not
immediately detected, the first recipient will have a probability p of sending the message
to the server. If the recipient forwards the message instead, he may be detected.
Because the request was already forwarded once, the channel that will produce the
output in this case is I, P; (notice that, despite this channel being equivalent to I P;, it
is of a different type). On the other hand, if the first recipient forwards the message to
an honest user, this second recipient will now send the message to the server, making the
protocol produce an output according to I;P;Ps (or simply I,P?), since (I;P?)(u;, s;)
is the probability that user u; received the request originated by user w; after it being
forwarded twice. Therefore, when Crowds is limited to two forwards, it can be modelled
by the channel I; ;& (I;Ps ,® (I4FPs ,® I P?)). Note the disposition of the parentheses,
as it reflects the order in which the events occur. First, there is a probability ¢ of

the initiator being detected, and 1 — ¢ of the protocol continuing. Then, there is a

!To simplify notation, we assume cascading has precedence over hidden choice, i.e., AB »®CD =
(AB) ,® (CD).
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probability p of the first recipient sending it to the server, and so on.

Similarly, limiting the protocol to three forwards, we obtain the channel
Iy o® (IsPs ,® (I4Py @ (I,P? ,& (I4P] @ IP?)))). Proceeding this way, we can

inductively construct a sequence {C; }iens,
Ci =1 o® (I,P, ;@ (1P ;@ (... ,® (LP7 @ IL,P)..))),

in which each C; represents our protocol capped at i forwards per request. We will use
this sequence to obtain an approximation of Crowds in Theorem 5.4. A straightforward
proof would be too lengthy, however, so we break it into a discussion and a series of

lemmas.

For starters, the limited versions of the protocol, modelled by {C;};cn, should
behave more and more similarly to the unlimited Crowds as ¢ becomes large. Indeed,
the probability of the original protocol to exceed n forwards is (1 — p)"(1 — ¢)"*1,
which means that the probability of C'rowds behaving differently than C,, can be made
arbitrarily low for a large enough choice of n. We can, therefore, obtain a description

of Crowds by taking lim;_,., C;, if such limit exists.

We now proceed to prove the lemmas that will culminate with Theorem 5.4. The
outline is the following. First, we use the associativity of the hidden choice operator
to rearrange the parenthesis of the channels C;. Then, we prove the existence of the
limit lim; ,, C;. Finally, we prove a small lemma that simplifies the upper-bound on
Theorem 5.4.

Lemma 5.1. Let n be a positive integer and {Ai}ie{o,l,...,n} a collection of compatible
channels. If q, p € [0,1] and are not both 0, then

Ap ¢® (A1 @ (. pB A4y)...) = (( (AO %EB A1> s > Hoe 1) P An> , for even n,

Ao o® (A1 ,@ (o o® Ay)...) = (( (AO 0@ Al) LI@...) 0y ® An>, for odd n,

where

tyy=1—(1— Q)Hl(l _p)iv and (5.1)
toivy =1—(1—¢q)*t (1 —p)*h (5.2)

Proof. Firstly, from Equation (3.8) on Proposition 3.10, we deduce the following equiv-
alence. For any probabilities u,v € [0,1] (with u and v not both 0) and compatible
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channels C, C5 and Cj:

Cl s> (02 +D 03) - (Ol S¥ 02) (u—i—v—uv)@ C’3- (53)

__u
U+v—uv

Now, we proceed to the proof. We prove by induction on n on the set of positive
integers.

The case when n = 1 is immediate. Let us suppose it is proven for n > 1. Then,
if n is odd,

Ao ¢® (- p® (Anc1 ¢ (Anp®Ania)))

=Ap ;D (.. ,® (An-1 D A))...)) (let A=A, ,® Api1)
= < (AO 2*0@ > tn—2) @ Anl) t(n—z)@ A;l (by lnd hyp)
1 fn—1)
_ ( (AO @ ) o2y An1> @ (An p® Anyr) (AL = A, @ Apiy)
1 tn—1)
= < (AO ﬁ@ > Hn—1) EBA”) t(n—1)+p*pt(n—1)€B An+1 (by Eq(53))
t1 t(n71)+p_pt(n71)
_ < (AO 0 ® ) oy @ An) 0@ At (by Eq.(5.1), (5.2))
The proof for when n is even is almost identical. O]

Lemma 5.2. If ¢ and p are not both 0, lim C; exists.

i—v00
Proof. Each C; is a channel of type U x (D U S), and can thus be understood as an
element of the set RU*(PUS)I - Therefore, if each entry of C; converges to a real value
as 1 — oo, then lim C; exists.

Having thf;???l mind, we prove that, for all j,k € {1,2,...,n}, {Ci(u;, dk) }ien
and {C;(u;, sg) }ien+ are Cauchy sequences in the reals. We start by proving that
{Ci(uj,di)}ien is a Cauchy sequence.

Let € > 0. From equations (5.1) and (5.2), lim t; = 1. Therefore, 3IM € N\ {0}
such that i > M — 1 —1t; < ¢/2. o

Suppose mq, mo > M + 1. By lemma 5.1, we have

tom

Oy = ((( (le w® LP) u® IaPa) 6@ ) won® [dP;W> o ® D1,
ty to tg T —
) th@ D27

Chy, = ((( (Id 1o D [SPS> t D [de> 12D ) tom—1) D [dpév[
to tg I —

tam
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where D; = [,PM*! @ (I,PY*! @ (.. ,® [,P™)...), for i € {1,2}. The definition of
hidden choice then gives us

le (Uj,dk) :th ( (Id t9 D ) toM—1) D Idpéw (Uj,dk) + (1 — t2M)D1(Uj7dk),

toM

CmQ(Uj,dk) :th ( (Id Lo@ ) t(QM_Z)@ IdPCzM) (Uj,dk) + (1 — tQM)DQ(Uj,dk).

ty ton

Thus,
’le (uj7 dk) - CmQ (uj7 dk)'
=[(1 = tanr) D1 (uy, di) — (1 — tonr) Do (uy, di )|
<[( = tonr) Dy (uy, di) | 4 (1 — t2ar) Da(uy, di)| (la = b < |a] + [b])
<[(1 = tanr)| + [(1 = tan))| (Di(uy, di) < 1)
<fatcf2=¢ (2M > M)
The proof that for {C;(u;, si)}ien is a Cauchy sequence is almost identical. ]

Lemma 5.3. Let m € DX for some finite set X and g be any gain function. Let

n € N\ {0,1} and {A;}icq1,2,...ny e a collection of channels with input X such that

-----

1 <] = Vlm) Ai] 2 Vy[m) Ajl.

.....

any n € N|
Volm) Av p,® (A2 p,® (0 5, ® (An)))] < Vg[m) Au.

Proof. We proceed by induction on the size of the collection. The theorem is true for

n = 2 since, from Theorem 4.5,

Volm) Av p@ Ao < pVylm) Ai] + (1 = p)Vgm) Ag] < Vg[m) Ad].

.....

with the property described in the Lemma. Then,

Volm) A1 p, @ (A2 p, @ (oo 5, ® (Ani1)))]
<prVy[m) A+ (1 = p1)Vylm) Az p, @ (- 5, @ Angr)] (by Theorem 4.5)
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<p1V[m) Ar] + (1 — p1)V,[m) As (by the ind. hypothesis)
<piVlm) Ad] + (1 = p1)Vgm) Ar] = Vy[m) Ad] (Vylm) Ar] = Vy[m) Ao])

We are finally in the position to prove our main result.

Theorem 5.4. Let {t;}ien be the sequence defined by equations (5.1) and (5.2) .
Let Kpy=((... (La toye, ® LsPs) 011, @ -..) tamm_sfs,, ® LaPJ*. Then, for all m € DX,
g € GX and all m € N*¥,

Vilr) fim G = ta,Vy[r) K, (5.4
Vifr) Jim G € tanVifm) Kl + (1= o) Vlm) LEPY], and— (55)
(1= ta)V[r) P < (1= g™ (1= p)" (5.6

Proof. From Lemma 5.1, we note that, for any m’ > m, C,,, can be written as

Cm/ = ((( (Id m@ IsPS> Q@ Ide) 2@ ) tom—1 EB Idpcgn) t?'m@ D’
T i tg

tom

Chw =Ky 1, @ D. (5.7)

Where D = [,P™ @ (I,Py™ @ (... ,® I,P™)...). From Equation (5.7) and

Theorem 4.4, we derive that, for any m’ > m,
Volm) Cowv] 2 tom Vol ) Kopi].

For each 7 and g, V,[r) C], being a sum of maxima of continuous functions over
C, is itself continuous over C. Therefore, the equation above implies (5.4)

For the proof of the upper bound, Theorem 4.5 gives us
Volm) G| Stam V[ ) Kon] + (1 = tam) V[ ) D].

[e]

Notice that, Vk,j € N*, I,LP* = [,P¥ and I,PF C, I,P*J = (I,PF)PJ. Thus,
Lemma 5.3 yields V,[r) D] < Vy[r) I,P™!]. Thus

Vylm) Cor] Stom Vgl ) K] + (1 = tom) Vgl ) LPIH,

which, by continuity of V;, implies the upper bound (5.5).
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Finally, to prove Equation (5.6), it suffices to notice that

(1 = tom) Vy[m) I,P]
<1 —tom (Vylm) ILP] < 1)
=(1—¢)""(1—p™ (by Equation (5.1))

]

Notice that, from the proof of Theorem 5.4, we can actually derive two stronger

conditions than Equations (5.4) and (5.5). Namely, that for all m’ > m,

S
3

3

AN

WS

3

=

T) K] + (1 — to) V[ ) I,PT .

Equations (5.4) and (5.5) provide an effective way to approximate the g-leakage
of information of the channel Crowds with arbitrary precision, whereas Equation (5.6)
lets us easily estimate how many interactions are needed to achieve any degree of
precision.

To obtain K,,, we need to calculate m matrix multiplications due to the cascad-
ings, and m matrix additions due to the hidden choices. Thus, Theorem 5.4 implies that
we can obtain a channel whose posterior vulnerability differs from that of Crowds by at
most (1—q)" ™ (1—p™) in &0 (mn¥’) time, where w is the exponent corresponding to the
complexity of matrix multiplication. Even for low values of p and ¢, (1—¢)™ " (1—p)™
decreases very fast. For instance, to obtain a precision of 0.001 on the leakage bound,
we need m=10 when (1—¢q)(1—p) is 0.5, m=20 when it is 0.7, and m=66 when it is
0.9, regardless of the number n;, of honest users.

Therefore, our method has time complexity O(n$) when the number of users is
large (which is the usual case for Crowds), and reasonable values of p, ¢, and precision
desired. To the best of our knowledge this method is the fastest in the literature,
beating the previous O(ny*!) that can be achieved by modifying the method developed
by Andrés et al. [2010]—although their method does not require our assumption of

corrupt users being evenly distributed.



Chapter 6

Conclusion

In this thesis, we studied in depth five compositional operators in Quantitative Infor-
mation Flow. While the parallel, visible choice and hidden choice operators have been
treated elsewhere, this thesis is, to the best of our knowledge, the first study regarding
the visible and hidden if-then-else operators in the field.

The first objective of this thesis was to address the specific questions on Chapter
1. Once this was done, we set ourselves to the task of giving the most general account
of these operators we possibly could, which led to the algebraic properties described in
Chapter 4.

After that, it seemed natural to give a glimpse on the kind of modelling these
operators could be useful for. For that end, we presented in Chapter 5 two well-known
security protocols in the literature, the Dining Cryptographers [Chaum, 1988] and the
Crowds |Reiter and Rubin, 1998 protocols. We believe that a great number of systems
and security protocols can be modelled in similar manners, which in some cases might
lead to a more efficient way to calculate their leakage properties. Case in point, the
model of the Crowds protocol we provided in Chapter 5 naturally suggested a fast and
very simple algorithm to compute its channel, as we discussed after Theorem 5.4.

The study of compositionality in Quantitative Information Flow is only beginning,
and its results promise to significantly enhance not only our capacity to model and
study real-life scenarios, but also our understanding of information leakage as a whole.
One natural future direction of inquiry concerns studying analogues of the operators
studied in this thesis to abstract channels, as in Definition 2.25. Another topic for
future research regards the utility of a system — that is, how useful the system is from
the point of view of the user. We believe the operators studied in this thesis can also
be applied in a similar manner in this scenario, and the utility of a composition might

be studied from that of its components.
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Appendix A

Proofs of Chapter 3

Here we present the proofs of Chapter 3. Throughout this appendix, let C; € C%l,
Cy € C¥ and Cy € C¥. We recall Definition 3.1: given any C' € C%, we define

C(z,y') =0 for any v/ & V.

The sections of this appendix are named as in Section 3.2.

A.1 Commutativity, associativity and idempotency
Proposition 3.9 (Commutative Properties).

Ci|| Co=Cy|| Oy, (3.1)
Cy pld Co = Cy (1_pl O, (3.2)
C1p® Cy = Cy (1-p)@ Ch, (3.3)
Oy 4 Cy = Cy 3 O, (3.4)
Ol uA Cy = Cy 1A C. (3.5)

Proof. (3.1) The bijection is given by ¥ ((y1,y2)) = (y2,¥1). Forallz € X, y; € ), and
Yo € Vo,

(C1 | Co)(, (y1.92))
=C1(z,y1)Ca(x, y2) (by def. of ||)
=(C [| C1)(; (y2, 91)) (by def. of )
(3.2) The bijection is given by ¢ ((y,1)) = (y,2) and ¢¥((y,2)) = (y,1). For all

77
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z € X and (y,1) € QL U,

(C1 pld Co)(w, (y,1))
=pCi(z,y) (by def. of ,L1)
=(Cy (1-p)lt C1) (2, (y,2)) (by def. of (;_pLd)

Similarly, for all x € X and (y,2) € (V1 U D)%)

(Ch e Co)(z, (v, 2))
=(1-p)Ca(z,y) (by def. of ,LJ)
=(Cy (1-p)lt C1) (2, (y,1)) (by def. of (;_pLI)

(33)Forallz € X and y € Yy U, ,

(C1p® Co)(2,y)
=pCi(z,y) + (1 — p)Ca(z,y) (by def. of ,@)
=(Cy (1-p)® C1)(,y) (by def. of (;_,®)

(3.4) The bijection is given by ¥((y,1)) = (v,2) and ¥((y,2)) = (y,1). For all
r € Aand (y,1) € Yy U s,

(Cl AA 02)(‘7:7 (y7 1))
=C1(z,y) (by def. of ,A)
=(Cy 24 Cy)(x, (y,2)) (by def. of 3A)

Similarly, for all x € A and (y,2) € V) U,

(Cl AA CQ)('I’ (y7 2))
=Cs(7,y) (by def. of 4A\)
=(Cy 2 Cy)(z, (y,1)) (by def. of 21\)

For all other pairs (z, (y,7)) € X x (Y, Ll J,) not contemplated above,

(C1 AD Co)(, (y,1)) = (Cy 24 Cr)(x,(y, 7)) =0,
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(3.5) Forallz € Aand y € Yy U s,

(Ch 1A Co)(z,y)
=Ci(7,y) (by def. of 4A)
=(Cy 24 C1)(z,y) (by def. of 3 A)

Similarly, for all z € A and y € Y, U Ys

(C1 A& Cy)(x,y)

=Cy(z,y) (by def. of 4A)

=(C 24 Cy)(z,y) (by def. of z4)
[

Proposition 3.10 (Associative Properties).

(C1 | Co) || C5 = Cy || (Ca || Cs), (3.6)
(Cy Lt Cq) 4Lt C3 = Cy pld (Cy gl Cs), (3.7)
(Cl »P CQ) PIS> C;=C; »®D (02 oD 03); (38)
(C]_ .AA CQ) BA 03 ; C]_ (AQB)A (02 BA 03), (39)
(Cl _AA 02) BA Cg = Cl (AQB)A (Cg BA 03), (310)

where p'=pq and ¢'=a-P1)/(1-pqg).

Proof. (3.6) The bijection is given by ¥ (((y1,¥2),y3)) = (v1, (y2,y3)). For all z € X,
Y1 € V1, Y2 € Vo and y3 € Vs,

((Cr I Co) [ Cs)(, ((y1,92), y3))
=(C1 || Co)(z, (y1,y2))Cs(, y3) (by def. of ||)
=C1(z,y1)Co(2,y2)C3(x, y3) (by def. of ||)
=C1i(z,y1)(Cy || C3)(x, (y2,y3)) (by def. of ||)
=(C1 [ (Ca || C3))(=, (Y1, (42, 93))) (by def. of [)

(3.7) The bijection is given by ¥(((y1,1),1)) = (y1, 1), ¥(((42,2), 1)) = ((32, 1), 2)
and ¥((ys3,2)) = ((y3,2),1). For all x € X and ((y,1),1) € (V1 LU YVs) U5,

((C1 1 C) 4 C5)(, ((y, 1), 1))
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=pqCi(z,y) (by def. of ,LI, ,L1)
=p'Ci(z,y) (by def. of p)
:(Cl Plu (02 q’u Cg))(l‘, (y7 1)) (by def Of p/|;|, q/|;| )

For all x € X and ((y,2),1) € Q) U Ys) U Vs,

((Ch pld C2) 1 C3)(, ((y,2),1))
=(1 — p)qCs(x,y) (by def. of ,L, L)
=(1 = p)q'Ca(x,y) (by def. of p, ¢)
=(C1 Lt (Cy gt C3))(z, ((y,1),2)) (by def. of L), L)

For all z € X and (y,2) € (V1 U)s) U Vs,

((Ch pld ) gl Cs)(z, (y,2))
=(1—q)Cs(zx,y) (by def. of ,L, L)
=(1=p)(1 = q)Cs(z,y) (by def. of p', ¢')
=(Cy pld (Cy ol C3))(, ((4,2),2)) (by def. of plf, gL

(3.8) (,®) Forallz € X andy € Yy UYL U Y5,

((C1 p® Ca) & C3)(x, )

=pqCh(z,y) + (1-p)qCs(z, y)+(1—q)Cs(x,y) (by def. of ,&, ;@)
=p'Cy(x,y)+(1—p)q' Calx, y)+(1—p)(1—¢")Cs(z, ) (by def. of p', ¢')
:<Cl »D (02 7D 03))(357 ?J) (by def. of D, ¢D )

(3.9) The bijection is given by ¥ (((y1,1),1)) = (y1, 1), ¥(((y2,2), 1)) = ((y2,1),2)

and ¥ ((ys3,2)) = ((y3,2),1). Forallz € ANB and ((y,1),1) € (V1 UDYs) U Vs,

((Crals o) 58 C3)(x, ((y,1), 1))

=(Cy AA Cy)(z, (y,1)) (by def. of zA)
=Cy(z,y) (by def. of 4A\)
=(C1 unmyA (Cy sA C3))(z, (y,1)) (by def. of 458\, sA)

For all z € AN B and ((y,2),1) € (V1 UY,) U Vs,

((Crals o) 58 C)(w, ((,2), 1))
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=(C1 4D Co)(z, (y,2)) (by def. of zA)
=Cs(z,y) (by def. of ,A)
=(C1 sy A (O A C3)) (2, ((y,1),2)) (by def. of 452\, sA)

For all € B and (y,2) € ()1 UY,) U Vs,

((C1 4D C2) sA C5)(x, (y,2))
=Cs(z,y) (by def. of zA)
=(C1 s A (O A C3)) (2, ((y,2),2)) (by def. of 458\, sA)

For all the remaining pairs (z,4") € X x (V1)) L Y3) not contemplated above,

we have
((C1 4 Co) s A Cs)(2,y') = (C1 (anm D (Co A C3))(2,6(y')) =0
(3.9) Forallz € ANBand y; € Yy UV, UV,

((01 A 02) s A 03)(%91)

=(C1 4A Cy)(z, 1) (by def. of zA)
=Cy (7, 11) (by def. of 4A)
:(Cl (Ams’)éB (02 VAN 03))(337 yl) (by def. of 4 s, zA )

For alle.ZlﬂBandygEyluyguyg,,

((01 AA 02) s A 03)(%92)

=(C1 4A Co)(z,y2) (by def. of zA)
=Cy(z,y) (by def. of LA)
:(Cl (Amzs)ZB (C2 s A 03))(357 312) (by def. of 4z, zA )

For all z € B and y5 € Y, UY, U Vs,

((Cr AA Cy) sA Cs)(,y3)
=Cs(z, ys3) (by def. of zA)
:(Cl (Ams’)éB (02 s A 03))(% y3) (by def. of 4 sd, A )
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Proposition 3.11 (Idempotency).

C1 || C1 B, Oy,
Cy )l Cy~ O,
C,® C = (h,
Cy A CLE, C,
Ch A C = (.

Proof. (3.11) Let D € C%lxyl be defined as, for all y1, 2, y3 € Vi1,

17 if Y1 = Ys,
D((y1,92),y3) = .
0, otherwise.

Then, ¢y = (C || C1)D.
(3.12) For all g € GX and all 7 € DX,

Vylm) Gy pld G

=pV,[m) C1] + (1 — p)V, [ ) C4] (from Theorem 4.3)

=Vylm) 1]

(3.13) We have, for all x € X and y € i:

(C1,® C1)(x,y) =p-Ci(z,y) + (1 —p) - Ci(z,y) = Ci(z,y)

(3.14) Let D € C3,, 5, be defined as, for all y1,y» € ) and i € {1,2},

. 17 if Y1 = Y2,
D((y1,1), 12) = |
0, otherwise.

Then, Cl = (Ol AA Cl)D

(3.15) By definition of 4A, forallz € AUA =X and all y € )y,

(C1 1A Cy)(,y) = Ci(,y)

Proposition 3.12. Suppose 3C € Cy such that C is deterministic and Cy ~ C'. Then
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Cl || Cl %01

Proof. Let C; € C3' be a channel and let C' € C) be a deterministic channel such that
dD, € ngl and 3D, € ngl such that C = C;D; and C = CDs.
We first claim that C'C, C' || C. We have that,

1,if y; =y and C(z,y;) =1
(@1 C)z, (y1,92)) =

0, otherwise

Therefore, C' || C' = CDs where Dy € 3 is given by D(y1, (y2,y3)) = 1 if
Y1 = Y2 = y3, and 0 otherwise.
Let D” S ngi:ijy such that DH((yl, y2>, (yg, y4)) = D2<y1, y3>D2<y2, y4) We obtain

Ci| G
=(CDs) || (CD») (C1 =CDy)
=(C'|| ¢)Dl (by Proposition 3.23)
=CDsD! (C || C = CDs)
=C, Dy D3 D! (C = C1Dy)
Therefore, C) C, C || C;. Proposition 3.11 then implies Cy ~ C} || C} O

A.2 Null and transparent channels

Proposition 3.13. A channel 0 € C is a null channel if, and only if, for ally € Y
and z,x' € X,
0(z,y) = 0(a", y).

Proof. First, let 0 € C% be a channel such that, for all y € Y and z,2" € X, 0(x,y) =
0(2',y). We choose any =z € X and define, for each y € Y, 0(y) = 0(z,y). Therefore,
forallz € X,y € Y, 0(z,y) = 0(y)

To see that 0 is a null channel, observe that, for all 7 € DX and all g € GX,

Vgl ) 0]
—Zmaxz z)0(x,y)g(w, x) (by def. of V,)s

yey reEX
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= Z max Z 7(2)0(y)g(w, x) (0(z,y) = 0(y))

yey reX

= Zﬁ(y) max Y w(x)g(w,x) (0(y) does not depend on z)
yey wew reX

= 0(y)Vy[n] (by def. of V)
yey

=V, [7] (0 is a channel)

Conversely, let C' € C% such that C(z1,y') > C(x9,y') for some x1,7, € X,
y € Y. let g;g € GX be as in Definition 2.10, and let m, € DX be the uniform
distribution on X. We have

Vgialmu ) ]

id
= max Tu(2)C (2, y) gia(w, ) (by def. of V,,)

weX
yey reX

=12 D mul)Ce gl 1)
zeX

+ Z maxZﬁu C(z,y)gia(w, ) (reorganizing)
yeV\{y'} zEX

> max o (21)C (21, Y') gia(w, 1)

+ Z max Tu(22)C (22, y) gia(w, x2) (Subtracting nonegative terms)

ye\{y'}
=mu(21)C (21, Y) + Z Tu(22)C (22, y) (by def. of giq)
yeV\{y'}
>Z7Tu 1'2 an (C(Ilay,) > C<x2ay/))
yey
=y (22) (C'is a channel)
=V, (1) (by def. of V,,,, m,)
Therefore, V,, [m, ) C] > V,,,(m,), and C is not null. O

Proposition 3.14. A channel I € C% is a transparent channel if, and only if, for all
yeY and x,x’ € X such that x # ',

I(z,y) >0 = I(z',y) =0.

Proof. Let I € C% be a channel such that, for all y € ) and for all , 2’ € X’ such that
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v#a I(z,y) >0 = I(z',y) =0.
Let I; € C3 be given by

1, if I(z,y) >0
Li(y,x) = qY1x1, if Ve € X, I(2',y) =0

0, otherwise

Since, for each y € ), there is at most one x € X such that I(x,y) > 0, [; is a

channel. Now, for all x1, 2, € X, we have,

_ _ 1,ifx; =2
(I0)(x1,22) = Y (w1, y)1a(y,a0) = o

yey 0, otherwise

Let C € Cy. Then, C = (I,)C = I(I,C). Therefore, I C, C.

Conversely, let C' € C% such that C(z,5') > 0 and C(w,y') > 0 for some
x1,x9 € X,y € Y. Let g;g € GX be as in Definition 2.10, and let 7 € DX be given by
pi(z) =12 if © € {1, 22}, or 0 otherwise. We have

Voulmu) €]
= Z max » 7(z)C(z,y)gia(w, ) (by def. of V,,)
yey wex zeX
=3 max (7(21)C (@1, y)gaalw, 21)
yey
+ 7(29)C (22, ) gia(w, a:2)> (by def. of )
= max(m(21)C(x1,y), 7(22)C (22, y)) (by def. of giq)
yey
<Y w(@1)Clar,y) + m(22)C(22,y) (Cw1,y) > 0 and C(x2,3) > 0)
yey
=1 (C4, Cy are channels)

Let I € Cy be given by I(z,2’) = 1 if x = 2/ and 0 otherwise. Then, V, [7)I] =1,
and therefore C' [Z, I O
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Proposition 3.15 (Null Channel Properties).

Ci1 = (C1 [ 0),
Ol Eo (Cl pl;| 6)7
Ol EO (Cl p@ 6)

(3.16)
(3.17)
(3.18)

Proof. (3.16) Firstly, from Proposition 3.13, we notice that 0(z, z) = 0(2’, z) for any

v,/ € X and z € Z. Thus, given z € Z we can uniquely define chose 0(z) =

0(z, ) for an arbitrarily chosen z € X.

We then have that, for any 7 € DX and g € GAX’:

Vylx) €y |0
=30 maxd Culay) 0. 2) - glw.x) ()

z€Z yey zeX

=33 max >~ Calay) - 0(:) - gl @) - w(a)

zEZ yey reX

= Zﬁ(z) Z {UIIEE%/}V(Z Ci(z,y) - g(w,z) - m(z)

z€EZ yey reX

= 0(2) - Vy[r) 1]

zZEZ

=Vylm) 1]

(3.17) We have, for all 7 € DX, and all g € GX,

(by def. of ||)

(by def. of 0(z))
(reorganizing)

(by def. of vulnerability)

(0 is a channel)

Vglm) C1 p11 0]
=pV,[m) C1] + (1 — p)V,[r) 0] (from Theorem 4.3)
<pVylm) Ci] + (1 = p)Vy[m) C4] (Vylm) 0] < Vylm) C1))
=Vylm) C1]

(3.18) We have, for all 7 € DX and all g € GX,

Volm) C1 p® 0]
<pVylm) Cil + (1 = p)Vy[m ) 0]

(from Theorem 4.5)

<pVylm) Ci] + (1 = p)Vy[m) C1] (Volm) O] < Vglm) Chl)

=Vylm) 1]
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Proposition 3.16 (Transparent Channel Properties).

(C 1) ~1,
(Cl pu 7) Eo C’17

87

(3.19)
(3.20)
(3.21)

Proof. (3.19) From Theorem 4.1, we have, for all # € DX and g € G&X,

Vy[m) Cy || 1) > V|7 ) I]. From Proposition 3.14, I C, C || I. Thus, C; || I ~ 1

(3.20) We have, for all 7 € DX and g € GX,

Volm) C1 plt 1]
=pV,[r) C1] + (1 — p)V,[m ) 1] (from Theorem 4.3)
2pVylm) Cil + (1 = p)Vy[m) G4 (Vylm) 1) = Vylm) C1])
=Vylm) C1]

(3.21) We have, for all 7 € DX and g € GX,

V,in) O]
Vgl ) Cy A CY] (by Eq. (3.14)
=Vulm) Ci] + Vi [m) Ci] (by Theorem 4.11
Vulm) Ch] + Vg [ ) 1] (by corollary 4.10 and |3 C, C1|4
=V,[r) Cy . ] (by Theorem 4.11

A.3 Distributive properties

Proposition 3.17 (Distributivity for the Parallel operator).

Ch | (G2 || C3)o2 (C1 || Co) || (C || Cs),
Ci || (Cy pld C3) = (Cy || Ca) bt (C || Cs),
Ch [ (Co @ C5) = (C1 || C2) p® (C1 || Cs),
Cr || (Co us Cs) = (Cy || C3) 4 (G || Cs),
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Ch || (C2 4 C3) = (Cy || C2) 4A (Ch || C). (3.26)

Proof. (3.22) Using the commutative and associative properties of the parallel operator,

it is easy to show that
(C1 Co) || (CL || Cs) = (Ch || C1) [ (C2 || C3)
Now, from Proposition 3.11, (C} || C1) C, €. Thus, Theorem 4.16 implies
(Gl C) [ (Ca || C3) Bo Cy | (C2 || C3)

(3.23) The bijection is given by ¢((y1, (y2,1))) = ((y1,y2),%), for all ((y1,(y2,7))) €
Vi x (YoUYs). Forallz € X, y; € Yy and y, € Vs,

(C1 || (C2 pld C3))(, (y1, (Y2, 1))

=C1(z,y1)(Ca plt C3)(, (y2,1)) (by definition of ||)
=pC(x,y1)Ca(x, yo) (by definition of L)
=p(C1 || Ca)(, (y1,2)) (by definition of ||)
=((C1 || Cy) pld (C1 || C3))(, ((y1,92),1)) (by definition of L)

For allz € X, y; € V) and y3 € Vs,

(C1 || (Cy pld C3)) (s (31, (y3,2)))

=C1(x,y1)(Cy 1 C3)(z, (y3,2)) (by definition of ||)
=(1 —p)Cy(z,11)Cs(x,y3) (by definition of L)
=(1=p)(C [| C2)(x, (y1,93)) (by definition of |[)
=((C1 ]| C2) 1 (C1 || C3))(x, ((y1,93),2)) (by definition of L1 )

(3.24) Forall z € X, y; € Yy and ¢ € Yo U Vs,

(Cy [1(C2 p® C3)) (=, (41,9)

=C1(z,y1)(Cs @ C3)(z,Y) (by definition of ||)
=C1(z,y1)(pCa(z,y") + (1 — p)Cs(z,y')) (by definition of ,& )
=p(C1 || Co)(z, (y1,y")) + (1 = p)(C1 || Co)(z, (v1,Y)) (by definition of ||)
=((Cy || C2) ,&® (Cy || C3)) (=, (v1,)) (by definition of ,& )
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(3.25) The bijection is given by ¢((y1, (y2,1))) = ((y1,y2), 1), for all ((y1, (y2,7))) €
yl X ()72 L yg) For all z € A and (yl, (yz, ].)) c yl X ()/2 L y3),

C1 [ (Co 4 Cs)(z, (1, (42, 1))

=C1(z, y1)(C2 4L C3)(x, (y2,1)) (by def of ||)
=C(z, y1)Ca(z, y2) (by def of 4,A)
=(C1 || C2)(=, (y1.92)) (by def of |)
=((C1 [ C) 4D (Cr | Ca)) (=, (91, 2), 1)) (by def of 4A)

Similarly, for all x € .Zl and (yl; (yg, 2)) € yl X ()72 U yg),

C1 || (Cy 4 Cs)(, (Y1, (Y2, 2)))

=C1(z, y1)(C2 4L C5)(x, (y2,2)) (by def of ||)
=C1(z,y1)C3(x, y2) (by def of 4A)
=(C1 | C3)(, (y1,92)) (by def of ||)
=((C1 [ C2) 4D (Cr || Ca))(, (91, 92), 2)) (by def of 4A)

For all other pairs (z,y") € X x (V1 x (V2 U Ys3)), we have

C1 [ (G2 ul Co)(z,y) = ((Co || C2) 4 (Cr || Cs))(w, 6(y')) = 0

(3.26) For all x € A and (y1,y2) € V1 x (V2 U Vs),

Cy [ (Cy u&s C)(z, (Y1, 92))

=C1(7,y1)(Ca 4 C3)(z, y2) (by def of ||)
=C1(z,y1)Ca(z, y2) (by def of ,A)
=(C1 || C2)(, (y1.92)) (by def of |)
=((C1 || C2) A& (C1 || C5))(=, (y1,92)) (by def of ,A)

Similarly, for all z € A and (y1,72) € Y1 x (DU V3),

Ch | (Co u&d C3)(z, (y1,52))
=C1 (2, 11)(Cy A& C3)(2,y2) (by def of ||)
=C1(z,y1)Cs(z, y2) (by def of ,A)
=(C1 || C3)(x, (y1,2)) (by def of ||)
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=((C1 || C2) & (C1 || C3))(, (y1,92))

Proposition 3.18 (Distributivity for Visible Choice).

Ch pld (Cy 4L C5) = (C pld Cy) 4L
Ch 1 (Co (& C5) = (C 0 Cy) (@
C1 ) (Cy 4A C3)0D (C 1 Co) 4A
Ch Ll (Cy 4A C3) = (Ch 1t Co) A

Proof. (3.27) For all 1 € DX and g € GX, we have

Vylm) C1 L) (Cy 4l Cs)]
=pVylm) Cil + (1 — p)Vy[m) C2 (1 C3]

(by def of 4A)

O
(Cy pl C3), (3.27)
(Cy 1 Cs), (3.28)
(Cy Ll Cs), (3.29)
(C1 pld C3). (3.30)

(from Theorem 4.3)

=pV,[m) Ci] + (1 — p)gVy[m) Cso] + (1 — p)(1 — q)V,[7) C5]  (from Theorem 4.3)

=pqVy[m) Ci] + (1 = p)qVy[m) Cs]

+p(1 = q)Vy[m) Ci] + (1 = p)(1 — q)Vy[m) C3]
=qVylm) C1 1 Co] + (1 — q)Vy[m) C1 1l C3]
=Vylm) (Ch Lt Ca) 4t (C pld Cs)]

(3.28) For all z € X and (y,1) € Y1 U (Dp U Vs),

(C1 1 (Co ® C3))(x, (y, 1))
=pCi(x, 1)
=q(pCi(z,y1)) + (1 — ¢)(pCi(z,y))

ZQ(Ol Pu 02)(:E’ (y7 1)) + (1 - Q)(CI pu 03)(5(7, (ya

=((C1 pld C2) @ (C1 1 C3))(z, (y, 1))
For all x € X and (y,2) € Y, U (2 UV3),

Cy L (Co o® Cs))(, (y,2))

1 —p)(Cs @ C3)(x,y)

1—p)(gCa(z,y) + (1 — q)Cs(x, y))
—p)Ca(z,y) + (1 = q)(1 = p)Cs(x,y)

(
(
(

q
q

(1
(

Cy pld Co)(x, (y,2)) + (1 = q)(Cy 1t Cs)(z, (y

(rearranging)
(from Theorem 4.3)
(from Theorem 4.3)

(by def. of ,L

1)) (by def. of LI

)
(rearranging)
)
(by def. of ;®)

(by def. of ,LI)

(by def. of ,®)
(rearranging)

,2)) (by def. of ,LI)
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=((Ch pl () ¢D (Ch pld C3)) (7, (y,2))

(3.29) For all 7 € DX and g € GX,

Volm) Crpld (G 4A C5)]
=pVy[m) Ci] + (1 = p)Vy[m) Co 4D C3]
<pV,[m) Cr A Ci] + (1 —p)Vy[m) Cy 4O C5)
=pVgulm) Ci] +pVy, [m) Ci]
+ (L =p)Vyulm) Co] + (1 = p)Vy, [m) C]
=Vgulm) C1 pld Co] + Vg [m) C1 1) G
[m) (C1 pld C2) 4D (Ch pl) C3)]

:VQA

(3.30) For all z € A, (y,1) € Y1 U (V2 U Vs3)

(Ch 1) (Cy 4 C3))(x, (y,1))
=pCi(z,y)
=(C1 U Co)(z, (y, 1))
=(C1 U C2) 4 (C1 1 C)(z, (y, 1))

For all z € A, (y,1) € Y1 LU (Yo UYs)

(C1 plt (Co uA Cs))(2, (y,1))
=pCi(z,y)
=(C1 U C3)(z, (y, 1))
=(C1 0 C2) 4 (C1 1 Cs)(z, (y, 1))

For all z € A, (y,2) € Y1 U (Yo U Vs)

(C1 1 (Co uA Cy))(2, (y,2))
(1= p)(Co ar C3)(z,y)

(1 —p)Ca(z,y)
(
(

Cy b Co)(x, (3,2))
Ch b1 C) s (i 4l Cs) (i, (1, 2))

91

(by def. of ;&)

(by thm 4.3)
(by eq. 3.14)

(by thm 4.11)
(by thm 4.3)
(by thm 4.11)

(by def. of ,LJ)
(by def. of ,LJ)
(by def. of ,A&)

(by def. of ,LJ)
(by def. of ,LJ)
(by def. of 4A)

(by def. of LI
(by def. of 4A
(by def. of ,L

)
)
)
(by def. of 4A)
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For all x € A, (y,2) € V1 U (Vo UYs)

(Cl PU (02 «‘\Aa 03))('1:7 (yu 2))

=(1—p)(Ca 4A C5)(2,y) (by def. of L)

=(1 —p)Cs(z,y) (by def. of ,A)

=(Cy L, Cs)(x, (y,2)) (by def. of ,LI)

—(C1 g1 C3) b (C1 5 Cs)(a, (1,2)) (by def. of &)
[

Proposition 3.19 (Distributivity for Hidden Choice).

C1p® (C2 4@ C5) = (C1 @ () 4@ (C1 ,® Cs), (3.31)
C1p® (Ca 4A C3) = (C1 @ C2) LA (Ch & (). (3.32)

Proof. (3.31) Forallz € X andy € Yy UV UYVs ,

(C1 @ (C2 ¢® C3)) (2, y)
=pCi(z,y) + (1 = p)gCa(z,y) + (1 —p)(1 = q)Cs(x,y)  (by def. of ,®, ;@)
=pqCi(z,y) + (1 = p)eCa(z,y)

+p(1 —q)Ci(z,y) + (1 —p)(1 — q)Cs(z, y) (rearranging)
=q(C1 @ C2)(x,y) + (1 = ¢)(C1 & Cs)(x,y) (by def. of ,&)

=((C1 ,® Cy) @ (C1 ,® C3))(z,9) (by def. of ;@)

(3.32) Forallz € A,y e Y1 U UY;

(C1 p® (Co 4A C3)) (2, y)

pC(,9) + (1 - P)(Cy 1 C5)(,) (by def. of ,0)
=pCi(x,y) + (1 — p)Ca(z,y) (by def. of 4A)
=(C1 ,® Cy)(x,y) (by def. of ,®)
=((C1 ,® C3) 4A (Cy ,® C3))(z,y) (by def. of 4A)

Forallz € A,y e YUY UYs

(C1 p® (Co 4A C3))(2,y)
=pCi(x,y) + (1 = p)(C2 4A C5)(z,y) (by def. of ,®)



A.3. DISTRIBUTIVE PROPERTIES 93

=pCi(z,y) + (1 = p)Cs(2,y) (by def. of 4A)

=(C1 ,® C3)(z,y) (by def. of ,®)

=((C1 ,® C3) 4A (C1 ,® C3))(z,y) (by def. of ,A)
]

Proposition 3.20 (Distributivity for Visible If-then-else).

C1 4D (Cy || C3)od (C1 A Cy) || (C1 1A C3), (3.33)
Cl AA (Cg p|;| 03) ~ (Cl AA OQ) p|;| (Cl AA 03), (334)
01 AA (CQ p@ 03) == (Cl AA 02) p@ (Cl AA Cg), (335)
Cy 4 (Cy g C5)oD (O 1A Co) A (Cy 4A C3), (3.36)
Cl .AA (CQ BA 03) = (Cl .AA 02) BA (Cl .AA 03) (337>

Proof. (3.33) Let D : (D1 LU Ys) x (V1 UY3)) x (DU (Ve x V3)) — [0, 1] be a channel
given by

1, ifi=j=k=1andy =y,

ifi=j=k=2andy = (y1,y2)

D(((y1,1), (y2,9)), (¢, k) = 7
Vyiu@axys)l, i i #j

0, otherwise
\

We claim that CI AA (02 || Cg) = ((Cl AA 02) H (Cl AA Cg))D
For all x € A, (y1,1) € Q1 U (Ve x I3)),

((Cy 4 Co) || (C1 A C))D)(a, (3, 1))
= 3" ((C1 422 Co) || (C1 42 Co)) (. ((91,1), (92,1)))  (by mult. and def. of D)

Y2€V1

= Z (C1 4D Co)(w, (y1,1))(C1 4A Cs)(, (12, 1)) (by def. of ||)
Y2€V1

= Z Ci(z,y1)Ci(z, y2) (by def. of 4A)
y2EM1

=Cy (7, 1) (C} is a channel)

=(C1 A (Cy || C3))(w, (1, 1)) (by def. of ,A\)
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For all € A, ((y1,2),2) € (V1 U (V2 x I3)),

(((C1 4D Cy) || (C1 4 C3))D)(, (y1,42),2))

=((C1 4D Cy) || (C1 4A C3))(z, ((y1,2), (y2,2))) (by mult. and def. of D)
=(C1 4 Co)(z, (41,2))(Cr 2 Cs)(2, (y2,2)) (by def. of [|)
=Cy(z,y1)Cs(x, y2) (by def. of 4A)
=(Ca [| Cs)(x, (y1,2)) (by def, of ||)
=(C1 4D (G2 || C3))(z, (y1,1)) (by def. of 4A)

For all other pairs (z,7') € X x (V1 U (Y2 x V3)), we have

(Crud (G2 || Cs))(2,y) = (((Cr aAs Co) || (Cr 4D C3)) D) (,y') = 0

(3.34) For all m € DX and all g € GX,

Volm) C1 4L (Co pld C3)]

=Vulm) Ci] + Vi, [m) Co pld Cs] (by Theorem 4.11)
=Voulm) Cil + Vg, [) Co + (1 = p)Vy, [m) Cs] (by Theorem 4.3)
=pVoulm) Ci] + (1 = p)Vy, [m) C1]

+pVyu[m) Co] + (1 = p)Vy, [m) C3] (reorganizing)
=pV,[m) C1 uA Co] + pVy[m) Cy 24 C5 (by Theorem 4.11)
=pV,[m) (Cy 4O Cy) 1 (Cy A Cs)) (by Theorem 4.3)

(3.35) For all 7 € A, (y,1) € Y1 U (Vo U 3),

(C1 4D (Co p® C3))(w, (y, 1))

=C(z,y) (by def. of 4A)
=pCi(z,y) + (1 —p)Ci(z,y) (reorganizing)
=p(C1 4L Co)(, (y,1)) + (1 = p)(Cr 4D C5)(z, (y, 1)) (by def. of 4A)
=((C1 4L C3) ,® (C1 A C3))(z, (y, 1)) (by def. of ,®)

For all z € A, (y,2) € V1 U (Y UYs),

(Cr aBs (C2 @ C3))(x, (y,2))



A.3. DISTRIBUTIVE PROPERTIES

=(C2 ,® C5)(z,y)

=pCa(z,y) + (1 — p)Cs(z,y)

=p(C1 1A C)(z, (y,2)) + (1 — p)(C1 4D C5)(z, (y,2))
=((C1 4D C3) ,® (C1 1A Cs))(, (y,2))

For all other pairs (z,y') € X x (J1 U (2 U Ys)), we have

(by def. of ,A)
(by def. of ,®)
(by def. of 4A)
(by def. of ,®)

(C1 4D (Co p® C3))(,9) = ((C1 A C2) p® (Cr 4A C3))(2,9') =0

(3.36) We have that, for all 7 € DX and g € GX

Vy[m) C1 us (Co s C3)]

=Voulm) Ci] + Vg, [m) Co s A C3] (by Theorem 4.11)
=Voulm) C1] + Vg o m) Co] + V1) Co] (by Theorem 4.11)
Vgulm) Cr s G + Vi 1) Co] + V[ ) G (by Eq. (3.14))
=Vouns[m) C1] + V4, 5lm) Ci]

+ Vians ™) Co] + Vo o lm) O] (by Theorem 4.11)
=Vlm) Cr S Co] + Vi [1) C1 4A Cs) (by Theorem 4.11)
=Vy[m) (C1 aA Cy) A (Cr A C5)] (by Theorem 4.11)

(3.37) Forall z € AN B, (y,1) € Y1 U (Yo UYVs3), we have

(Crals (C2 A C3))(x, (y,1))

:Cl(x7y>
:<Cl AA 02)('177 (y7 1))
=((C1 44 C3) sA (C1 4A C3))(, (y, 1))

For all z € ANB, (y,1) € Y1 U (Yo U Vs), we have

(C1 4 (Cy A C3))(z, (y,1))
=Cy(,y)
=(C1 4D Cs)(z, (y,1))
=((C1 44 C3) sA (C1 4A C3)) (7, (y, 1))

(by def of ,A)
(by def of ,A )
(by def of zA)

(by def of ,A)
(by def of ,A)
(by def of A )
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For all z € AN B, (y,2) € Y1 U (Vo UVs3), we have

(Ol AA (02 BA 03))(I7 (y, 2))

=(Cy s Cs)(2,y) (by def. of ,A\)
=Cy(z,y) (by def of A )
=(C1 AA Cy)(z, (y,2)) (by def of ,A)
=((C1 4D C2) s (C1 4A C))(z, (y,1)) (by def of zA)
For all z € AN B, (y,2) € Y1 LY, UYs, we have
(C1 4D (Cr sA C3)) (2, (y,2))
=(Cy A C5)(z,y) (by def. of 4A)
=Cs(x,y) (by def of zA )
=(C1 4L C5)(z, (y,2)) (by def of A )
=((C1 A Ca) A (Cr A Cs))(z, (y,1)) (by def of sA)

For all other pairs (z,y") € X x (V1 U (V2 U )s)), we have

(C1 s (Ca s Co))(,y) = ((Cy 4D Co) 5 (Cr 4D C))(,y') = 0

O

Proposition 3.21 (Distributivity for Hidden If-then-else).
Ol _AA (02 p@ Cg) — (Ol _AA 02) p@ (Ol AA 03)7 (338)
Ol ,AA (OQ BA 03) - (Ol .AA 02) BA (Ol ,AA 03) (339)

Proof. (3.39) Forallz € A, y € Y1 U)o U Vs,

(C1 A& (Co p® C3)) (7, y)

=C(z,y) (by def. of ,A)
=pC4(z,y) + (1 — p)Ci(z,y) (reorganizing)
=p(C1 & C2)(z,y) + (1 = p)(C1 1A C3)(z,y) (by def. of 4A&)
=((C} 4A C3) ,® (C1 LA C3))(x,y) (by def. of ,&®)
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Forallz € A, y € Y1 UY,UYs,

(C1 4A (Cy @ C3))(w,

=(Cs p® C3))(z, y)

=pCy(r,y) + (1

=p(Cy1 A Cy)(,y) +
)

=((C1 1A C2) ,@ (C1 4A C3))(x,

(339) Forallz €e ANB,y e Y1 UYoUYs,

(C1 ads (Co 5 C))(x

:Cl (xa y)
:<Cl AA C2)<37

For alleAﬂB,y€y1Uy2Uy3y

(Cl AA (C2 BA C3)>(x

:Cl (.T, y)
:(Ol AA 03)(x7

Forallz e ANB,ye Yy UV, UYs,

(Ol AA (02 BA 03))(1‘
Y)

=(Cy A C3))(
=Ch(x,y)
=(Cy 4A Cy)(x

ForallmeﬂﬂB,yEJhUygUyg,

(C1 1A (Cy 5 Cy))(
,Y)

:<C2 BéB CB))<x
:Cg(.I, y)

,Y)
=((Cy 4A Cy) sA (C) A C3))(z

y)
=((C} 1A Cy) A (Cy 1A C3))(z

Y)
=((C1 4 Cy) s (C1 44 C3))(

Y)

—p)Cs(x,y)

( _

p)(Cr A& Cs)(x,y)

)

,Y)

)

)

v)

,Y)

)

,Y)

(by def. of ,A)
(by def. of ,®)
(by def. of ,A)
(by def. of ,®)

(by def. of ,A)
(by def. of ,A)
(by def. of zA)

(by def. of ,A)
(by def. of ,A)
(by def. of zA)

—

by def.
by def.
by def.
by def.

—~ T
% 2 o
= 0®m >

B B B B

~— ~— ~— ~—

o
=
&

(by def. of ,A)
(by def. of zA)
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=(C1 4A C3)(2,y) (by def. of ,A)
=((C1 A& C3) sA (C1 AA Cs))(z,y) (by def. of zA)

]

Proposition 3.22 (Non-distributivity). The following expressions do not, in general,

respect the refinement relation between them, in any direction

(C1pl (G [| C5)) and ((Cr 1) Co) || (Ch pld Cy)), (3.40)
(C1,® (Ca || C3)) and ((Cy @ Ca) || (Ch ,® C)), (3.41)
(01 p@ (CQ q|;| 03)) and ((Cl p@ CQ) (01 p@ Cg)) (342)
(Cl p@ (CQ AA Cg)) and ((Cl p@ 02) (Cl pEB Cg)) (343)
(Cl AAS (CQ H Cg)) and ((Cl AEE Cg) || (Cl Aég 03)) (344)
(01 AA (02 p|;| Og)) and ((Cl AA 02) (01 AA%. 03)), (345)
(Cl AéE (Cg BA Cg)) and ((Cl AA 02) A (Cl AEE 03)) (346)
Proof. (3.40) Let the following be three compatible channels from the set Cxy
Ci | Colyr o Cs |y1 o
Z1 1 T 1 O I 1 0
o | 1 | 1 0 x| 0 1
xg | 1 z3 | 0 1 z3 | 0 1
Then, we have (the output labels were omitted for brevity)
Cr sl (Ca || Cs)
T o 12 0 0 0
To Yo 0 12 0 0
T3 2.0 0 0 12
(C1 yeld ) || (Ch el Cs)
Ty Ya Ys 0 14 14 0 0 0 O
To Yo 0 Y4 s 0 Ya 0 0 O
T3 Va0 Ya 0 0 0 Y4 0 U
Let gia € GX be as in Definition 2.10 and 7 = (%/2,0,1/2).  Then,

‘/Qid[T‘-)Cl 1/, (Cy || C3)] = 3/a, while Vgid[WHC'l 17,0l Cy) || (Ch 1L C3)] = 7s.



A.3. DISTRIBUTIVE PROPERTIES 99

Therefore,
Cy 1yl (Cy || C3) Zo (Cr 1yl Co) || (C 1yl C)

Conversely, we see that there is a column of the matrix representation of
C 1,10 (Cy || Cs) given by (0,1/2,0). It can be easily checked that this column can not
be described as a linear combination of the columns of (Cy 1,4 Cy) || (Cy 1,11 C3) with

coefficients in the range [0,1]. Therefore, there is no channel D such that
((Cy st Co) || (Ch apeld C3)) D = Cy oyl (Co || Cs).

From here on, all the remaining proofs of this proposition will be based on the
following idea. If there is a choice of (', C5 and C3 that make the first channel null
and the second transparent and another choice of C, C; and C5 that makes the second
channel null and the first transparent, the inexistence of a refinement relation that

holds in general is proved

(3.41) Let

Cilyr ye Colyr e Cs|yr e Cu | (y,v1)  (Y2,92)
T 1 0 T1 0 1 T 0 1 T 1 0
i) 0 1 i) 1 0 i) 1 0 i) 0 1

We have that (Cy 1,® (Cs || C3)) is a transparent channel and ((Cy 1.® Cs) ||
(C1 1,® C3)) is a null channel, while (Cy 1,® (Cy || C3)) is a null channel and
((Cy 1@ C3) || (Cy 1@ C3)) is a transparent channel.

(3.42) Let

Cilyr v2| [Colmn 2| [Cslyn w2| [Ca| (1) (2,1) (91,2) (92,2)
1|1 0 x| 0 1 1| 0 1 T /2 0 /2 0
e | 0 1 x| 1 0 e | 1 0 T 0 /2 0 /2

Then, (Cy 1,® (Cy 1l () is a transparent channel and
((Cy 12® C3) 1yl (Cr 1@ Cs)) is a null channel, while (Cy 1,® (Cy 1L Cs))
is a null channel and ((Cy 1/.® C3) 1,11 (Cy 1/,® C3)) is a transparent channel.

(3.43) Let

Cilyi v Colyr v Cs |y 42 Cy (927 1) (3/17 2)
T 1 0 T 0 1 T 0 1 T 0 1
) 0 1 i) 1 0 i) 1 0 i) 1 0




100 APPENDIX A. PROOFS OF CHAPTER 3

Let A = {z1}. Then, (Cy 1,® (Cy 4A C3)) is a transparent channel and
((Cy 1:® Ca) 4A (Cy 1),® C3)) is a null channel, while (Cy 1.@® (Cy 1A Cs)) is a
null channel and ((Cy 1,® C3) 4A (Cy 1/, Cs)) is a transparent channel.

(3.44) Let
Cilyt v2| [Calyr 2| | Cs|yn v |Ca| (1) (y2,92)
T 1 0 T 0 1 T 0 1 T 1 0
i) 0 1 i) 1 0 i) 1 0 i) 0 1
Let A = {x;}. Then, (Ci & (Cy || C3)) is a transparent channel and

((Cy AA Cy) || (Cy A C3)) is a null channel, while (Cy A (Cy || C3)) is a null
channel and ((Cy 4A Cy) || (Cy 4A C3)) is a transparent channel

(3.45) Let
Cily v Cy |y w2 Cs |y v Cy (yh 1) (Z/b 2)
z1 |1 0 x| 0 1 x| 0 1 1 /2 /2
i) 0 1 i) 1 0 i) 1 0 i) 1/2 1/2

Let A = {x1}. Then, (Ci 4A (Cy 1,10 C3)) is a transparent channel and
((Cr 4A C3) 1yl (Cr 4A C3)) is a null channel, while (Cy 4A (Cy 1l C3)) is a
null channel and ((Cy 4A Cy) 17,10 (Cy 1A Cs)) is a transparent channel

(3.46) Let
Cilyr v Cy | 12 Cs |y v Cy| (y2,1) (11,2)
T 1 0 T 0 1 T 0 1 T 0 1
) 0 1 i) 1 0 i) 1 0 T2 1 0

Let A = B = {z1}. Then, (C; A (Cy zA C3)) is a transparent channel and
((C1 AA Cy) s (Cy 4A C3)) is a null channel, while (Cy A (Cy zA Cs)) is a null
channel and ((Cy 4 A Cy) A (Cy 4A C3)) is a transparent channel. O

A.4 Properties regarding cascading
Proposition 3.23. Let D, € Czll, D, € CJZ,;Q be channels. Then,

(C1Dy) || (CoDs) = (C || Co) DI,
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where DI (V1 x Vo) x(Z1x2y) — [0,1] is defined as
DU((y1,2), (21, 22)) = Di(y1, 21) Da(yo, 22)
for all y1 €Y1, Y2€Ys, 21€21, and 29E€2s.
Proof. For all x € X, z; € Z; and zy € Z5,
((C1D1) || (CoDs))(z, (21, 22))
=(C1D1)(x, 21)(CaDs) (z, 29) (by def. of ||)
= ( Z Ch(@, y1) D1 (1, Zl)) ( Z Co(@, y2) D2 (y2, Zz)) (by matrix mult.)
y1€V1 Y2€)2
= Z Z Ci(@, y1)Ca(, y2) D1 (y1, 21) Da(ye2, 22) (rearranging)
Y1EV1 y2€Y2
= > D (Crll Ca), (y1,12) D (w1, 92), (21, 22)) (by def. of |, DI
Y1EV1 y2€Y2
=((C} || C2) DV (, (21, 22)) (by matrix mult.)
]
Proposition 3.24. Let D, € Cjz,ll, Dy € Cf; be channels. Then,
(ClDl) p|;| (CQDQ) = (Ol p|;| CQ)DU,
where DY:(Y1UYs) X (21U25)—[0,1] is defined as
Dl(y7z>a ZfZ:.]:L
D*((y,1), (2,5)) = { Da(y,2), ifi=j=2,
0, otherwise.
for all y1 €V, y2€X2, 21€21, 2€2,.
Proof. For all x € X and (z,1) € 2, Ll 2,
((C1D1) pld (CoD2))(, (2,1))
=p(C1Dy)(x, z) (by def. of ,LJ)
=p Z Ci(z,y)D1(y, 2) (by matrix mult.)

yeEV
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- Z (pCi(z,y))Di(y, 2) (by matrix mult.)
yeEN

=Y (C1 I Co)(, (y, 1)) Daly, 2) (by def. of L)
yeEN

=D (C1 1 Co)(x, (y,1))D (9, 1), (2,1)) (by def. of DY)
yeN

= > (Cr O (x, (y,1)) D ((yi,4), (2,1) (D¥((y,9), (2,1)) = 0 when i # 1)
(Y1) EV1 LY
=((Cy ,lJ Cy) DY) (z, (2,1)) (by matrix mult.)
Similarly, for all x € X and (z,2) € Z; U 25,

((C1Dy) U (CoDy))(x, (2,2))

=(1 = p)(C2Ds)(x, 2) (by def. of ,LI)
—=(1—p) Y Co(,y)Da(y, 2) (by matrix mult.)
=) ((lyiy;)Cz(x, Y)Da(y, 2) (by matrix mult.)
:yg(c1 U Co)(, (4,2)) Daly, 2) (by def. of ,L1)
g(a ol Ca)(x, (4,2)) D ((,2), (2, 2)) (by def. of D*)

= Z (Cl pu 02)(1’,(y,i))Du((yi,i),(z,Q)) (Du((y,i),(z,Q)) :OWhenZ‘#2>
(y,))€V1LY2

=((Cy pld Co)D¥)(x, (2,2)) (by matrix mult.)
[

Proposition 3.25. Let Dy € C5', Dy € C5? be channels. Then,
(C1D1) 4 (CoDy) = (Cy 4 Co) D",

where DY is as defined in Proposition 3.2/.

Proof. For all x € A and (z,1) € 21 U 2y,

((CLD1) 4 (C3Ds))(, (2,1))
=(C1D1)(z, 2) (by def. of ,A)
= Z Ci(z,y)D1(y, 2) (by matrix mult.)

yeEN
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= (Ch 4L Co)(x, (y,1))Di(y, 2) (by def. of LA)
yeEN

= (G4l Ca)(a, (y, 1)DH((y, 1), (=, 1)) (by def. of DY)
yeN

= Y (Gl G, (y,0) DY ((y,0), (2,1) (D™((y,4), (2,1)) = 0 when i # 1)
(Y1) V1LY
=((Cy 1A Co)D")(w, (2,1)) (by matrix mult.)
Similarly, for all z € A and (z,2) € 2, U 2y,

((C1D1) A (CoDs)) (2, (2, 2))

=(C2Ds)(z, 2) (by def. of ,A)

= Z Cé(x) y)Dz(y’ Z) (by matrix mult.)
Y€V

= 37 (€1 a2 G, (4:2) Dy, 2) (by def. of 44)
Y€V

= Z(Cl AA C)(x, (y,2))D((y,2), (2,2)) (by def. of DY)
Y€V

= Eyjy (C1 4> Co)(w, (y,) D ((y,1), (2,2)  (D*((y,4),(2,2)) = 0 when i # 2)

2(@(121 :A 202)D”)(567 (2,2)) (by matrix mult.)
For all pairs = € X, (z,1) € Z, LU Z, not contemplated above, we have
((C1D1) D (CoDs))(w, (2,7)) = (((Ch 1> Co) D) (x, (2,i)) = 0

]

Proposition 3.26. Let C;,Cy € CY be channels of the same type, let D € CJZ, and let
pE [0, ].] Then, (ClD) p@ (CQD) = (Cl p@ CQ)D

Proof. For all x € X and z € Z,

((C1D) @ (C2D))(z, 2)

=p(C1D)(z,z) + (1 — p)(CyD)(z, 2) (by def. of ,®)

zpz Ci(z,y)D(y,2) + (1 —p) Z Csy(z,y)D(y, 2) (by matrix mult.)
yey yey

= (pCi(,y) + (1 = p)Cs(w, ) D(y, 2) (rearranging)

yey
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=Y (1, Co)(z,y)D(y, 2) (by def. of ,)
yeY
=((C1 ,® C2)D)(x, 2) (by matrix mult.)

[

Proposition 3.27. Let C;,Cy € CY be channels of the same type, let D € C§ and let
A C X. Then, (ClD) AA& (CQD) == (Cl AA CQ)D

Proof. For all z € A and z € Z,

((C1D) 4& (Co2D))(z, 2)

=(C\D)(z, 2) (by def. of 4A)

— Z Ci(z,y)D(y, 2) (by matrix mult.)
yey

- Z(Cl AéE 02)($a y)D(yv Z) (by def. of AA)
yey

=((Cy 4A Cy)D)(z, 2) (by matrix mult.)

Similarly, for all z € A and z € Z,

((C1D) A& (C2D))(z, 2)

:(C2D) ([L’, z) (by def. of AEE)

= Z Cy(z,y)D(y, 2) (by matrix mult.)
yey

:Z(Cl AA Cy)(z,y)D(y, 2) (by def. of JA&)
yey

=((Cy 4A Cy)D)(z, 2) (by matrix mult.)



