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Resumo

Desde a eleicdo presidencial dos Estados Unidos em 2016 e o escandalo Cambridge Analyt-
ica, o conteudo patrocinado politico tornou-se uma forma eficaz de campanha politica. No
entanto, essa eleicao foi marcada pelo abuso de publicidade direcionada em Redes Sociais On-
line (RSOs). Preocupados com a possibilidade de abuso semelhante nas elei¢cdes brasileiras de
2018, desenvolvemos e implementamos um framework computacional para instanciar sistemas
de auditoria de publicidade direcionada a fim de detectar antincios politicos em RSOs.

Primeiramente, em resposta ao abuso de publicidade direcionada no Facebook durante
as eleicOes presidenciais dos Estados Unidos em 2016, selecionamos a plataforma do Facebook
para validar nosso framework. Para alcangar isso, adaptamos um plugin de navegador para
coletar antincios nas linhas do tempo de voluntarios que utilizam o Facebook. Conseguimos
contar com o apoio de mais de 2000 voluntdrios para 0 nosso projeto, que instalaram nossa
ferramenta. Posteriormente, utilizamos uma Rede Neural Convolucional (CNN) para a detec¢ao
de antncios politicos no Facebook usando incorporagdes de palavras.

Para avaliar a eficicia de nossa abordagem, rotulamos manualmente um conjunto de
dados com 10.000 antincios como politicos ou ndo politicos. Em seguida, realizamos uma avali-
acdo extensiva de nossa abordagem proposta para identificagdo de antncios politicos, comparando-
a com métodos cléssicos de aprendizado de maquina supervisionado.

Em conclusio, nés desenvolvemos um framework computacional para auditoria de pub-
licidade direcionada e instanciamos esse framework em diferentes cendrios (por exemplo, antn-
cios do Facebook, postagens publicas de grupos e paginas). Notavelmente, no Facebook, obser-
vamos que nem todos os antincios politicos que detectamos estavam presentes na Biblioteca de
Antncios do Facebook para andncios politicos. Também aproveitamos o modelo treinado no
Facebook para identificar propaganda politica antecipada no Twitter. Mesmo que as postagens
no Twitter, assim como as postagens em grupos e paginas no Facebook, ndo sejam impulsion-
adas, ainda podem ser orquestradas para criar um efeito de amplificacdo. Nossas descobertas
destacam a importancia de mecanismos de fiscalizag¢do para declarar antncios politicos e a ne-

cessidade imperativa de plataformas de auditoria independentes.

Palavras-chave: desinformacao; propaganda politica; redes sociais; mecanismos de transparén-

cia.



Abstract

Since the 2016 United States presidential election and the Cambridge Analytica scandal, polit-
ical sponsored content has become an effective form of political campaigning. However, this
election was marred by the abuse of targeted advertising on Online Social Networks (OSNs).
Concerned about the potential for similar abuse in the 2018 Brazilian elections, we designed
and deployed a computational framework to instantiate targeted advertising audit systems to
detect political ads on OSNGs.

Firstly, in response to the abuse of targeted advertising on Facebook during the 2016
United States Presidential elections, we selected the Facebook platform for validating our frame-
work. To achieve this, we adapted a browser plugin to collect ads from the timelines of vol-
unteers using Facebook. We successfully enlisted the support of over 2,000 volunteers for our
project who installed our tool. Subsequently, we employed a Convolutional Neural Network
(CNN) for the detection of political Facebook ads using word embeddings.

To assess the effectiveness of our approach, we manually labeled a dataset of 10,000
ads as either political or non-political. We then conducted an extensive evaluation of our pro-
posed approach for political ad identification by comparing it with classical supervised machine
learning methods.

In conclusion, we designed a computational framework for auditing targeted advertising
and we instantiate this framework in different scenarios (e.g., Facebook ads, public posts from
Facebook groups, Facebook page posts, and Twitter posts). Notably, on Facebook we observed
that not all political ads we detected were present in the Facebook Ad Library for political ads.
Even though Twitter posts, as well as posts in groups and pages on Facebook, are not promoted,
they can still be orchestrated to create an amplification effect. Our findings underscore the
significance of enforcement mechanisms for declaring political ads and the imperative need for

independent auditing platforms.

Keywords: misinformation; political ads; social networks; transparency mechanisms.
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Chapter 1

Introduction

Online Social Networks (OSNs), serving as a platform for political discourse, have ushered
in novel challenges, including the imperative of regulating the exploitation of these networks
for the dissemination of electoral propaganda. As voters employ social media as a means of
engagement, information dissemination, and consumption of content pertaining to their chosen
candidates, conversely, candidates have harnessed digital platforms as veritable electoral arenas
for disseminating their ideologies, countering adversaries, and soliciting votes. Given the ex-
tensive reach afforded by these tools, candidates are now able to leverage these platforms to ask
for votes during elections through sponsored content.

In practice, advertising platforms on OSNs arose providing information about their
users for all advertisers, and the advertising market currently is a multi-billion dollar indus-
try. In 2023, Meta’s advertising revenue worldwide amounted to 134.9 billion U.S. dollars',
and Google Ad generated almost 237.8 billion in revenue’. These ads commonly were used for
commercial, brand promotion or increasing content reach purposes [5, 6]. Basically, social net-
works infer a huge amount of attributes about their users and provide these data to advertisers.
Not surprisingly, malicious advertisers use the platform to spread ideas, misinformation, and
fake news. The OSNs’ Ads Platform is complex and gives advertisers a wide range of options
to target users. For example, on Meta® is possible to spread opinions or perform discrimina-
tory advertising without using sensitive attributes directly, but by leveraging other attributes that
Meta Ads has inferred for users. Thus, political ads can spread content about hate speech, fake
news, or discrimination against minorities [180].

As an example of election influence and misusing political ads on OSNs, the 2016
United States presidential election was marked by an information war that took place on differ-
ent OSNs [10, 118]. In particular, the election was marked by the abuse of targeted advertising
on Meta Ads; a group of Russian citizens and companies were indicted by U.S. authorities for
trying to influence the 2016 U.S. election through the Meta Ad Platform [167, 35]. A recent

study characterized a set of ads released by the House of Representatives posted by the Russian

'mttps://investor.fb.com/financials/?section=annualreports

https://abc.xyz/investor

*Meta is the newly adopted nomenclature for what was formerly known as Facebook Inc., while the core social
media platform, Facebook, retains its original name. Furthermore, Facebook Ads has undergone a rebranding and
is now referred to as Meta Ads.
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company named Internet Research Agency (IRA) [162]. Their findings show that these ads
received a click-through rate about ten times higher than the one for typical ads on Facebook,
which ads were ran along two years and not only during the 2016 election and that the content
of these ads was on polarizing topics (e.g., immigration, race-based policing), usually targeting
vulnerable sub-populations. The case of the IRA ads clearly raised numerous concerns about
external interference in elections through targeted advertising. Beyond that, it showed how an
ad platform could be used for posting illicit political ads targeting people susceptible to false
stories, stoking grievances, and inciting social conflict. In other words, a platform of this kind
could be abused to engineer polarization in a country, which could end up favoring a political
campaign.

In fact, OSNs such as Twitter (or X, since July 2023) [195] and TikTok [184] took coun-
termeasures banning political ads from their platforms. However, researchers from the Mozilla
Foundation have asserted that this assertion may not be universally applicable, particularly in
the context of TikTok, where the absence of transparency mechanisms renders it nearly impos-
sible to discern the origins, motivations, and geographical reach of political advertisements on
this influential platform [136]. On the other hand, Snapchat*, YouTube’, Instagram and Face-
book® have all built ad databases where anyone can check and see what ads are running on the
platform, especially political ads.

Due to the Meta Ad Platform being at the center of external influence in 2016 U.S. Pres-
idential Elections, the company implemented several countermeasures as an answer to prevent
new threats. On May 24, 2018, Meta changed its ToS (Term Of Service) policy to allow the
launching of political ads only by advertisers that reside in the same country as the people tar-
geted (this requirement does not apply to non-political ads) [113]. Also, all election-related ads
must be clearly labeled as such, including a “Paid for by” disclosure from the advertiser at the
top of the ad. On June 28, 2018, Meta launched a page to show the ‘“active campaigns” of adver-
tisers that send political ads that are accessible from their corresponding Facebook Pages [54].7
Finally, in June 2018 Meta launched the Meta Ad Library [164, 55], a service that allows people
to see all the ads declared as political by the advertisers posting them as well as information
about who paid for the ad, the amount spent, the number of impressions delivered, and the
audience. A few weeks after that, Meta launched the Ad Library to Brazilian citizens [164].

While these measures were welcomed, many people including researchers, journalists,
and organizations pointed out that they are not sufficient [135, 134, 185]. First, advertisers
have to declare themselves, on a voluntary basis, whether they are sending political ads. This
is problematic because dishonest political parties and presidential candidates can avoid scrutiny

of their ad messages by not declaring them as political. Second, beyond public opinion manip-

*https://snap.com/en-US/political-ads

Shttps://transparencyreport.google.com/political-ads/home

Ohttps://www.facebook.com/ads/library

"this service was a test pilot only available in Canada before the Brazilian elections between Aug. 16 — Oct.
28,2018
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ulation and the spread of fake news, the Meta ads platform can also be used for slush funds.
In short, slush funds is a sum of money or a pool of financial resources set aside or used for
discretionary, often secretive, purposes, typically beyond the scrutiny of formal budgeting or
accounting processes. Such funds can be used for a variety of purposes, including political
contributions, illicit activities, or personal expenditures, and they often lack transparency and
accountability [30]. Consequently, Brazilian electoral law states that companies are prohibited
from making donations to any political party or candidate during the election period. Currently,
dishonest companies can spend an unlimited amount of undeclared money in favor of a political
agenda through the OSNs’ ads platform [191]. Third, the Facebook Ad Library does not offer
information regarding the targeting used by advertisers. A recent study found out that Facebook
makes available to advertisers more than 240,000 interests that it has inferred about its users,
such as “Yoga”, “Gluten-free”, or “Adult Children of Alcoholics” [180]. Combinations of these
interests can result in uncontrollable ways of reaching very specific sub-populations vulnerable
to specific messages.

Advertisers of political content are supposed to comply with Facebook’s Terms of Ser-
vice as well as the election legislation in their respective countries. In October 2017, Brazilian
authorities demanded that political figures that are advertising on OSNs political content during
the electoral period, an established period near the elections, they have to give information about
their Register of Individuals, namely CPF, and National Register of Legal Entities (CNPJ), for
companies. Facebook responded by creating an interface that allows advertisers of political
content to include disclosure information in their ads related to elections and also their CNPJs
or CPFs (see Figure 1.1). However, on Facebook, we are unsure whether they deployed any
enforcement mechanisms for tagging political ads that try to run without the right disclaimer in
Brazil.

Concerned by the eminent high potential misuse of OSNs ads and imminent risks to
Brazilian electoral laws, we designed and deployed a framework to monitor political ads, named
Ad Monitor®®. Then, we selected Facebook as our case study. Our tool is a Chrome and
Firefox extension that users can install on their computers and that collects the ads users see
when they check their Facebook timeline as well as the corresponding explanations from the
“Why am I seeing this ad?” feature that reveals some information about the targeting used
by the advertisers [5]. Our tool is similar to the tools provided by [154] and [129], but it is
customized for collecting and analyzing ads in Portuguese. In addition, we developed a web
application that runs our political ad classifier and allows Brazilian authorities and citizens to
monitor the Facebook ads that our browser extension has collected. The classifier calculates
the political probability score for each ad we collect. Our web application has a search engine
where anyone can search and perform filters over our data. Our goal was that the detection of a

single illegal ad is enough to incur strict penalties by regulatory bodies and, hopefully, to inhibit

dhttps://www.eleicoessemfake.dcc.ufmg.br/anuncios
9The extension has been forked from adanalyst .mpi-sws.org.
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Figure 1.1: Example of an official political ad posted during the election period in Brazil.

Deputada Federal Carmen Zanotto

9 Patrocinado « Propaganda Eleitoral - CPF/CNPJ
=*  31.243.466/0001-41 » Carmen Zanotto Deputada Federal

‘inha luta & para gue a Lei dos 60 Dias seja cumprida e que
todos os pacientes tenham acesso a0 seu tratamento em até
dois meses!

cARM

ﬁzs.

.f}ﬁ Sanle (wlavns

Deputada Federal Carmen Zanotto-2323
Folivician

Source: https://www.facebook.com.

the proliferation of such ads.

To disseminate the tool our research team’s members wrote and published opinion arti-
cles on the media disclosing ways in which online systems can be exploited to influence elec-
tions, and what we can do about them [30, 183]. These threats also was presented in the Brazil-
ian senate.'®!! Our tool was installed by more than 2,000 users, out of which 715 users actively
used the tool during the election period, providing us all the ads they received while navigating
on Facebook. This collaborative effort provided us with a dataset containing 239k ads from 40k
advertisers during the period of March 14, 2018 to October 28, 2018.

Onttps://wwwl2.senado.leg.br/noticias/materias/2018/05/11/impacto-das-mid
ias—-sociais—-para-o-legislativo-sera-discutido-em—-seminario—no-senado
Upttps://www.youtube.com/watch?v=eGScrdi5hhUst=3450s
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We implemented nine machine learning-based techniques for detecting political ads on
Facebook. We tested supervised classifiers such as Naive Bayes, Random Forest, Logistic Re-
gression, SVM, and Gradient Boosting. Furthermore, we also evaluated neural networks such
as CNN, RNN, LSTM and HAN. To evaluate our algorithms we created a golden standard test
collection with 20k ads labeled as political or non-political.!?> Our results show that the CNN-
based model is able to achieve an AUC of 97% and accuracy of 97% in a nearly balanced dataset
or an 89% true positive rate for a 1% false positive rate.

We tested the CNN classifier over a dataset of 38k ads containing ads in Portuguese
during the electoral period (August 16, 2018, to October 28, 2018), and we found 1, 133 (approx
2.6%) of the ads to be political. We manually investigated these 1, 133 ads and our findings show
that there are many ads with political content that were detected by our algorithm and were not
labeled as such on Facebook.

Our study emphasizes the importance of enforcement mechanisms for declaring political
ads. The big open questions, however, are (i) who is responsible for identifying advertisements
and advertisers that do not comply with Brazilian Electoral Legislation on OSNs? Companies or
policymakers?; and (ii) how can authorities be able to enforce laws if they do not have access to
detailed ad data (e.g., full advertisers’ information, detailed micro-targeting attributes, accurate
amount of money spent running the ad, and accurate reach breakdown)? While companies
and policymakers are debating how to regulate political ads [195, 45], we believe one potential
solution could be independent auditing platforms such as ours that collect ads from volunteers
and search for undeclared political ads. We show that it is feasible to build such a platform and

have a positive impact in the real world.

1.1 Motivation

Techniques to prevent or mitigate the side effects of misuse of political ads on social net-
works are necessary. Indeed, Facebook recently implemented a mechanism where advertisers
put their Brazilian tax id, to track all the money they are spending with ads [164]. In addition,
political advertisers have to tag their ads as political ads. Advertisers that place political ads
without tagging them and providing their tax id go against the law and could even go to jail.
On the other hand, malicious advertisers are always willing to break the law and spread mis-
information through sponsored content on social networks. Thus, computational mechanisms
are necessary to detect and warn authorities about illegal and suspicious ads. Some tools reflect
this need already; [77] is a crowdsourcing browser extension that gathers Facebook ads for the

public to label them as political or non-political, and AdAnalyst is a browser extension that col-

2Dataset and code available at ht tps://lig-membres.imag. fr/gogao/political_ads.html.
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lects ads and investigates how the Facebook ads ecosystem works, how advertisers target users
and makes the system more transparent to the users.

Still, the challenge of gathering and identifying political ads is far from being solved [78,
178]. The main problem is that these ads mostly do not ask for votes directly, but instead
try to influence political opinion by targeting controversial subjects that are clearly associated
with the political agenda of a given candidate, such as LGBTQI+ rights, gun control, abortion,
immigration and race [167]. Additionally, there is a need for the development of techniques
that cover languages beyond English. Machine learning models must capture linguistic, social,
cultural, and discursive aspects from text containing political discourse [189, 132, 158, 2].

Beyond micro-targeted advertising, malicious advertisers can pulverize tiny incomes in
multiple fake accounts. This technique aims to make money tracking hard and avoid attracting
authorities’ attention. All money not declared to authorities during elections is called slush fund.
Generally, this money is an advance payment to receive any bribe, contract, kickback, or other
illicit payment or benefit in violation of the law after elections. In short, OSNs such as the Meta
ad platform do not provide any public interface for authorities, lawmakers, regulators, journal-
ists, or any civil society stakeholder to detect misuse of the platform. Thus, nobody knows how
many ads are running for each time window. Also, there is not any way to measure how many
likes, shares, comments, targeted audience, or interactions an ad received. Recently, a web
search interface for political ads was deployed by Facebook, but it contains only a few informa-
tion about these ads such as text, image, or video. Finally, automated political ad identification
is a hard task due to language nuances.

Indeed, sponsored political content during elections has many issues and it is the main
focus of this thesis. But, we need to shed some light on pre-election content. Voters started to
use social networks as a means of interacting, informing themselves, and consuming content
about their candidates, on the other hand, candidates turned digital platforms into true electoral
platforms to spread their ideas, fight opponents and ask for votes. Given the reach of these tools,
pre-candidates can use these platforms to request votes outside the electoral period, a practice
known as early election propaganda. Although there is legislation about using social networks
for electoral purposes, pre-candidates can exploit the lack of digital tools and detection method-
ologies for combating out-of-season electoral advertisements on social networks, in order to

obtain advantages over their opponents (attracting followers, content spreaders, etc.).

1.2 Hypothesis and Goals

Social networks propose countermeasures to curb the misuse of political ads. However,

these actions may be insufficient and may not prevent all aspects and tactics of malicious ad-
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vertisers. Overall, we believe that, by providing a framework to build independent auditing
systems based on a machine learning approach, our work is a first step towards designing better
techniques for ad identification issues. Consequently, these systems can identify irregular polit-
ical ads during national and local elections, early electoral propaganda, and misleading ads as
a political weapon on events of large social and humanitarian impact (e.g., pandemics). Hence,
this general objective can be divided into four specific goals, defined by the following research

questions:

* Research Question 1 (RQ1): How to gather ads from real users and why? Studying the
content, targeting, and effectiveness of ads can provide insights into advertising strate-
gies and user behavior. Besides that, Understanding the types of ads users are exposed
to can help in investigating ad content and strategies to better target specific audiences.
Initially, the primary challenge of this study is to establish a database comprising adver-
tisements obtained from real Brazilian users at the moment they receive the ad in their
timelines. Fundamentally, our objective is to gather these advertisements while users’
are scrolling their respective feeds. Despite the undeniable importance of the existing
efforts in this direction [150, 9, 129], they are mostly concurrent work that collects ads,
but their tools or methods were built for non-Portuguese users and do not provide a Gold
Standard Portuguese dataset for download. For this task, we built a strategy to gather ads
through crowd-sourcing. Basically, it is necessary that a collector (browser plugin) in the
users’ browser collects the ad and also additional data about the advertisers, and what the
targeting used by them. Collecting ads from users makes it possible to identify possible
slush funds performed by badly-intentioned advertisers. Besides that, creating strategies

to encourage real users to use it.

* Research Question 2 (RQ2): How to detect political ads on sponsored content over time?
There are research efforts aiming to understand political content phenomena [128, 91,
201, 14, 109, 138, 54, 84, 97, 42, 179]. Howeuver, this detection is a hard task due there
is no consensus even among labelers on classify text as political or not [178]. Given the
enormous volume of data produced by the advertisers, there is a need to identify which ads
are most likely to contain electoral content. Additionally, we collected ads placed during
the 2018 Brazilian electoral campaign that you have available on Facebook Ad Library, in
order to improve the classification models’ performance. The identification of electoral
ads in Portuguese is challenging due to: (i) restrictions of tools for the language (i.e.,
limited availability of natural language processing tools) [63]; (i7) differences in narratives
across platforms (e.g., more concise content on Twitter and long posts on Facebook), (ii7)
large presence of text related to other (non-political) voting processes that do not ask for
votes, but are intense debates in divisive issue ads [103, 167], and (iv) political campaigns
might adopt adversarial strategies over time that change their marketing strategies in order

to exploit false negative [167, 35, 162, 211]. How to track discourse changing and new
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topics related to political or electoral trends, and keep machine learning models up to
date?

* Research Question 3 (RQ3): Can an independent audit system help to identify early
electoral campaigns on Social Networks? A common practice among political advertisers
is to boost political content before the elections. Depending on the content and content
of these contents, they can be considered unlawful by electoral justice. Our objective
in this research question is to be able to supply a Framework for policymakers to build
their own audit systems. Consequently, National authorities competent to enforce election

obligations can identify misuse of political ads beyond the electoral timeframe.

1.3 Thesis Organization

We organize this thesis mainly focusing on the delimitation of the problem and posi-
tioning in relation to the state of the art. The chapter’s order also reflects the order in which we

investigated the respective issues.

Chapter 2 [Background and Related Work]. We present the background we used to tackle
our problem, namely gathering live ads from users’ timeline, political ads in social media,
and misinformation during elections using OSNs. We studied previous work that worked with

political ads in social media and their impacts on the elections.

Chapter 3 [Framework to Gather Users’ Data]. In this chapter, we present how we collect
Facebook ads by Crowdsourcing. We have a crowdsourcing browser extension that collects
ads and investigates how the Facebook ads ecosystem works, how advertisers target users, and

makes the system more transparent to the users.

Chapter 4 [Detecting Political Ads]. We trained and evaluated nine machine learning tech-
niques to detect political ads, as well as a complete methodology to label them. Here we for-

mally describe how we train, test, and evaluate the best classifier performance.

Chapter 5 [Case Study: 2018 Brazilian Elections]. In addition, we deploy our framework
and run our political ad classifier, allowing Brazilian authorities and citizens to monitor the
Facebook ads that our browser extension has collected. Our classifier calculated the political
probability score for all ads in the database (ADCOLLECTORDATASET2018).

Chapter 6 [Case Study: Early Electoral Advertising in Unsponsored Content]: The Su-
perior Electoral Court (TSE) is the governmental institution responsible for establishing such
period and enforcing it is respected by all individuals (candidates or not). The sharing of elec-

toral ads in any media platform (including social media) before the period defined by TSE,
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referred to as early electoral ads, 1s a crime provided for by Law n°® 9.504/1997 in the Brazilian
Electoral Code [193, 191]. Then, in this chapter, we investigated how our methodology can

help to uncover early unsponsored electoral propaganda.

Chapter 7 [Conclusion]. In this Chapter, we present the conclusion, future work, main contri-

butions, and bibliographical contributions.
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Chapter 2

Background and Related Work

This Chapter offers background information on the Brazilian election, legal requirements go-
verning the advertising of political content, as well as an exploration of how targeted advertising
functions on Online Social Networks (OSNs). Additionally, it delves into the Terms of Service
(ToS) established by these platforms concerning political content and the transparency mecha-
nisms they provide. It’s important to note that a distinction exists between legal requirements
outlined in state legislation that advertisers must adhere to and the requirements imposed by
OSNSs’ ToS that advertisers need to respect.

We have also compiled a list of relevant studies focusing on transparency in advertise-
ments on social networks. In general, many of these research efforts underscore the necessity
of external auditing mechanisms to ensure user safety. However, it is notable that these studies

tend to emphasize the problem without providing concrete solutions.

2.1 Whatis a political ad?

There is no consensus on what is a political ad. Different platforms have different defini-
tions for what they consider as political ads [195, 74], while at the same time, political scholars
and regulators are debating about what would be a good definition [146]. Our goal in this work
is not to provide the best definition for a political ad but to operationalize one that is able to
identify ads that are similar to self-declared political ads. More specifically, our approach con-
sists of investigating to which extent we can build machine-learning algorithms that are able to
accurately identify similar ads from those available in the Facebook Political Ad Library[55].
Furthermore, the definition proposed in Definition 2.1 is important to labelers following the
same guideline to label our data as political or not. This definition also is aligned with TSE

definition of Electoral Propaganda '.

Thttps://www.tse.jus.br/institucional/escola-judiciaria-eleitoral/publicacoes/revistas-da-
eje/artigos/propaganda-politico-eleitoral
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Definition 2.1. A political advertisement is a sponsored message posted on OSN page whose
content expresses subjects related to state, politics, governance, and justice. Specifically, such
messages may cover one or more of the following topics: political campaign; human rights;
political activism; political news; federal programs projects and laws; politician public agenda;

judicial decisions; public expenditures and crimes against public administration.

2.1.1 Political Ad Detection

In the literature, there are efforts to detect propaganda in a general context [37, 38,
14, 177], for specific topics (e.g., COVID-19 [99]), and cross-domain [205]. In the political
context, ad detection is a critical research area due to its important societal and political impli-
cations [78, 116, 201, 128]. Furthermore, due to the growth of polarization observed in Brazil
and worldwide over the last decade, supporters of the left-wing and right-wing engage in a
battle of passions, ideologies, and narratives on OSNs. Topics that were not polarized before,
now serve as weapons and agendas for both political spectrums. The advent of digital platforms
and social media has transformed the landscape of political advertising and discourse, making
it increasingly challenging to monitor, regulate, and maintain transparency. Thus, unchecked
dissemination of political ads can lead to the spread of disinformation, manipulation, and fake
news, jeopardizing the integrity of democratic processes [64, 173]. The inability to effectively
distinguish between genuine political communication and misleading or harmful content poses
a serious threat to informed decision-making by voters.

Next, the impact of political advertising is not confined to traditional media (i.e., TV
and Radio). It extends into the digital realm, where ads can be highly targeted, personalized,
and rapidly amplified. As a result, political ad detection becomes more intricate, as it requires
real-time monitoring of a vast and diverse array of content across multiple online platforms.
Moreover, the increasing sophistication of adversarial tactics, employed by political actors to
circumvent automated detection systems, increases the challenge. Detecting and countering
these evasive measures is essential for maintaining the credibility of the electoral process [107].

Lastly, the lack of standardized techniques and cross-platform solutions further exacer-
bates the problem. Research efforts in this field are essential to develop robust, adaptable, and
transparent models and frameworks that can be adopted by regulatory bodies, social media plat-
forms, and the wider public to ensure the accountability of political advertising. So, political
ad detection remains an unsolved problem, demanding rigorous scientific research to address
its evolving complexities. The need for solutions bypasses academic curiosity; it pertains to the
preservation of democratic principles, the safeguarding of public discourse, and the assurance

of fair and transparent electoral processes in the digital age [178, 78, 116].
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2.1.1.1 Problem Definition

In the previous section, we introduced the definition of a political ad on digital platforms.
Now, we explore the problem definition and current approaches for political ad detection. For-

mally, we can define political ad detection as follows:

Definition 2.2. Political Ad Detection Given an unlabeled piece ad (caption text) a € A, a
model for political ad detection assigns a score S(a) € [0, 1] indicating the extent to which
a is believed to be political ad. For instance, given two unlabeled pieces of text’ a and o', if
S(a’) > S(a), a’ is more likely to be political than a according to the model. A threshold 7 can
be defined such that the prediction function F : A — {political, not political} is

litical If S(a) > T,
Fla) = potiet (@)>7 2.1)

not political otherwise.

In addition, there are related efforts that explored the detection of political ad detection as a
binary task [125, 83, 196, 84, 102, 138], however these works use single classifiers and English-
related corpora. Thus, based on these main reasons, we also define political ad detection in this
work as a binary classification problem where the classifier’s task is to distinguish a political ad

from others (i.e., non-political).

2.2 Brazilian Electoral Legislation

In Brazil, the elections occur every four years and they are divided between national
and local elections. In national elections, Brazilian citizens choose their president, governors,
state representatives, senators, and federal congressmen in all 26 states and the Federal District.
Local elections are for choosing mayors and councilors.

According to Brazilian electoral legislation, a candidate for the Presidency should have
at least 50% valid votes to win the election directly in the first round, which was not the case
in 2018. The voting period for both rounds has only a single day. In 2018, the first round was
on October 7, and the second round was on October 28. From August 16 onward, electoral
advertising, such as rallies, caravans, distribution of graphic material, and advertising on the

Internet was permitted.

2This text can be extracted from ad caption on Facebook ads, Facebook page and group posts, or Twitter
messages.
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For electoral advertisements on the Internet, the Resolution No. 23,610° of the Superior
Electoral Court of Brazil (TSE) published a set of rules to ensure greater transparency for cam-
paign spending. For advertisements on social networks, such as on Facebook, chapter IV of the

resolution stipulates that they can be made or edited by:
* candidates, political parties, or coalitions;

* any natural person (e.g. a bot or a fake profile is not a natural person), as long as they do
not pay for content promotion. Meaning that they can only promote candidates through

regular posts and not sponsored ads.

In addition, any promoted content must contain, in a clear and legible form, the registration
number in the National Register of Legal Entities (CNPJ) # or the registration number in the
Register of Individuals (CPF) 3 of the responsible person, in addition to the expression “Elec-
toral Advertising” (in Portuguese: Propaganda Eleitoral). Additionally, Paragraph 6 of Article
29 of the resolution prescribes that the Internet application provider (e.g., Facebook, Google)
facilitating the promotion of paid political content must effectively communicate this fact to its
user base. Furthermore, all corresponding expenditures associated with these advertisements

must be duly disclosed to the Superior Electoral Court.

2.3 Targeted Advertising on Online Social Networks

Essentially, online advertising is a powerful tool to reach new customers, branding, and
building audience. In 2022 and 2023, Meta’s advertising revenue worldwide amounted to 116.6
and 134.9 billion U.S. dollars® respectively, and Google Ad generated 224.4 and 237.8 billion’.
The great success of these platforms is related to their online advertising ecosystem is based on
targeted advertising, where advertisers hire an ad broker to deliver ads to potentially interested
users by analyzing users’ online profiles. Indeed, Google Ad has the main focus on users’

browsing behaviors on the Internet, but Facebook’s marketing platform uses profile information,

Shttps://www.tse.jus.br/legislacao/compilada/res/2019/resolucao-no-23-610
—de—-18-de-dezembro-de—-2019

4 An identification number issued to Brazilian companies by the Department of Federal Revenue of Brazil.

>The Brazilian individual taxpayer registry identification.

Shttps://investor.fb.com/investor-news/press-release-details/2023/Meta-R
eports—Fourth-Quarter—-and-Full-Year—-2022-Results/default.aspx

"Thttps://abc.xyz/assets/c4/d3/fbl142c0f4a78a278d96ad5597ad9/2022g4—alphabe
t-earnings-release.pdf
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users’ behaviors, and interests to target ads. Another OSNs such as LinkedIn 8 TikTok ?, and
Twitter '° also provides targeting ads on their ad platform.

When an user sets up a user profile on a social network the information supplied is
collected, stored, and then used by advertisers for easier reach specialized segments of the target
audience. Although access to the data in question is not direct, an online profile will supply
indirect info about the user’s location, preferences, and interests. However, OSNs increasingly
offer transparency tools such as preference managers [5, 6, 101] for users to understand why
they are seeing that ad, and ad libraries for political ads [55, 75, 176]. Nevertheless, some
researchers showed that the information presented on the user’s interface is different from those
available for advertisers [157, 39, 6, 207].

Typically, OSNs provide mechanisms through which users can discern the rationale be-
hind their exposure to an advertisement. However, Birdsey et al. [21] investigated ad expla-
nations from 231 Twitter users and evaluated the users’ perception about these explanations.
They concluded that users have difficulties understanding Twitter’s explanations and found tar-
geting strategies including advertiser-uploaded lists of specific users, lookalike audiences, and
retargeting campaigns [21]. Interestingly, Matic et al. [127] showed that highly-personalized
ads may offset the concerns that people have about sharing their personal data. These findings
offer valuable insights into the evolving dynamics of privacy, user preferences, and the com-
plex interplay between data-sharing practices and advertising strategies within social network
ecosystems.

Among OSNs previously cited, we chose to scrutinize the Meta Ads Platform for an
exhaustive examination and case study. This choice is predicated on its significant influence
on the 2016 U.S. Elections, its wide array of targeting attributes for users, and its potential
outreach within Brazil. In contrast, both Twitter [195] and TikTok [184] have taken measures

to proscribe political advertisements from their platforms.

2.4 Regular Advertising on Facebook

Any user with an active profile and Facebook page can become an advertiser. All they
need to do is activate their ad account, select a targeting audience, fine-tune parameters such as

bidding, and they can automatically send ads to their desired audience [58]. This means that

8https://www.linkedin.com/help/lms/answer/a424655/targeting-options—for-1
inkedin-advertisements?lang=en

*https://www.theverge.com/2021/3/17/22336093/tiktok-mandatory-personalize
d-ads—-privacy-tracking

Onttps://business.twitter.com/en/help/ads-policies/campaign-consideration
s/targeting-of-sensitive-categories.html
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everyone with a Facebook account can spread content about products, ideas, or even malicious
information and fake news.

Facebook offers a multitude of audience selection options that can enable advertisers
to target in a way that is considerably more fine-grained than traditional online advertising
platforms like [73]. Apart from traditional targeting options, like age, gender, location, and
language, advertisers can use - and combine in formulas - a variety of attributes to target users.
Advertisers can target users that have their birthday next month, or are interested in common
subjects like Games or Food, but they can also target users interested in much more sensitive
interests such as Homosexuality, or Fascism. In fact, there exist more than 240,000 available
attributes for advertisers to choose from [180], including at least 2092 potentially sensitive
attributes [28]. Additionally, advertisers can target users through custom audiences [180] by
uploading to Facebook lists of users’ Personally Identifiable Information (PII), such as phone
numbers, emails, or names and physical addresses. Or, they can target lookalike audiences,
users that resemble some another desired user group according to Meta [60]. These targeting
options are naturally not only at the disposal of benign advertisers, but also malicious advertisers
with ill intentions.

Ad explanations look like as shown in the Figure 2.1: Every ad includes this button, and

Figure 2.1: Ad explanation sample.

About This Facebook Ad

Why Am | Seeing This Ad? Options +

One reason you're seeing this ad is that BarkBox wants to reach people who may be similar to
their customers. Learn more.

There may be other reasons you're seeing this ad, including that BarkBox wants to reach men ages
22 to 34 who live in the United States. This is information based on your Facebook profile and
where you've connected to the internet.

£¥ Manage Your Ad Preferences

Tell Us What You Think

Was this explanation useful? Yes No

Source: https://www.facebook.com.

when users click on it, they get an explanation on why they are seeing the particular ad. Ad
explanations typically have two parts: the first part presents one reason on why a user received
an ad. Its wording is usually indicative of the type of attribute that it presents.

The second part lists potential attributes that might have been used by the advertiser in

the targeting of an ad. It usually includes a limited set of information such as age, gender, and
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location used as targeting options.

Ad preferences page The Ad preferences page is a customized page that provides users with
information about the several attributes that influence the ads they consume, as well as it pro-
vides them with a certain level of control over them. First, users can view the interests that
Facebook has inferred about them, such as whether they are interested in things like “Video
Games”, “Pizza”, or even “Homosexuality”. Interests are also accompanied by a description of
how they were inferred. These descriptions can be statements like “You have this preference be-
cause you clicked on an ad related to Interest”, or “You have this preference because you liked
a page related to Interest”. The overwhelming majority of these explanations are vague without
providing a lot of details [6]. Additionally, Facebook provides users with information on be-
havioral and demographic information that the platform has inferred about them, like whether
they are expats, or whether they are using Gmail, as well as information from their profile that
can be used to target them such as their education level or their employer. Moreover, the Ad
preferences page includes information about advertisers that the user has interacted with. These
can be (i) advertisers that have created a list with the contact info of a user, (ii) advertisers
whose website or app the user has visited, (iii) advertisers whose ads the user has clicked and
(iv) advertisers whose store the user has visited.

The Facebook page of advertisers contains plenty of information such as: categories
that the advertiser belongs to, a dedicated “about” section where the advertisers describe their
page, a webpage that the advertiser has provided, the number of people who have liked the
page, or checked in there, a verification badge (if the advertiser is verified), etc. Additionally,
there exist other types of customized information that depend on the category of an advertiser.
For example, a restaurant might specify information such as attire, food style, or services the
restaurant provides. Most of these pieces of information are not required by Facebook when
someone is creating a page, with the exception of a name and one category for the advertiser.
All of this information can be extracted through the Facebook Graph!!. In total, there are 124
different fields about a Page that can be extracted by the API.

Finally, users can remove specific interests, behaviors, demographics, profile data, and
advertisers that they do not wish to be used in their targeting. However, this doesn’t affect the
number of ads users are going to receive. Instead, it affects only the type of ads that will appear
to them. These targeting options are naturally not only at the disposal of benign advertisers, but

also malicious advertisers with ill intentions.

https://developers.facebook.com/docs/graph-api
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2.4.1 Political Advertising on Facebook

Regardless of Brazilian (or any other country) regulations, advertisers who want to send
political ads on Facebook are subject to higher levels of scrutiny and the corresponding ads are

subject to higher levels of transparency. Facebook defines an ad as political when [57, 56]:

(i) it is made by, on behalf of or about a current or former candidate for public office, a political
party, a political action committee or advocates for the outcome of an election to public office;

or

(ii) it relates to any election, referendum or ballot initiative, including "get out the vote" or
election information campaigns; or (iii) it relates to any national legislative issue of public

importance in any place where the ad is being run;
(iv) it is regulated as political ad.

(v) it is related to issues of public importance: abortion, budget, civil rights, crime, economy,
education, energy, environment, foreign policy, government reform, guns, health, immigration,

infrastructure, military, poverty, social security, taxes, and terrorism

Note that this is not the only definition for what is a political ad and scholars and regulators are
currently debating about definitions [53].

To sponsor political content on Facebook, advertisers need to first verify their accounts,
declare that their ad is about political or social issues and put a disclaimer that mentions who
paid for the ad.'?. Finally, as part of Meta’s effort to solve the problem of advertisers exploiting
the Meta ad ecosystem, in June 2018 was launched the Meta Ad Library. The ads declared by
advertisers as containing political content are part of the historical Meta Ad Library.

2.5 Related Work

Social networks rise as a new battlefield during elections and the Facebook ad platform
was shown to be quite effective in many marketing segments, including political advertising.'?
However, the abundance of targeting attributes that Facebook provides to advertisers have been
raising concerns about its use for political campaigns [167] as well as its potential to create

discriminative ads [180].

Phttps://www. facebook.com/business/help/20894957655005121d=28876210190900
5
Bhttps://www.wordstream.com/blog/ws/2017/02/28/facebook-advertising-benchmarks
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Indeed, advertising platforms have started to provide users with privacy controls and
transparency mechanisms where they show users what data they have inferred about them, why
they received a particular ad, or even provide the public with Political Ad Archives. However,
transparency mechanisms in general pose a big challenge for the research community: ad trans-
parency mechanisms are made by the advertising platforms themselves, so they require auditing
to ensure that they deliver what they promise to the public without any issues. Subsequently,
researchers have tried to audit transparency mechanisms. Such studies usually look into two
different dimensions; first, they look into whether transparency mechanisms show users all the
attributes they have inferred about them and can be targeted with. Second, they study the at-
tributes present in these mechanisms, trying to understand how they are inferred, how sensitive,
and how accurate they are.

In the realm of automatic detection of political ads on online social networks, it is crucial
to consider the comprehensive landscape of related research. Then, we examine related efforts
along seven distinct axes to justify their relevance and interconnectedness with our research

focus:

(i) Advertiser Exploitation of Ad Preference Managers: Understanding of how advertisers
exploit Ad Preference Managers is relevant to our research. This axis delves into the mecha-
nisms and tactics used by advertisers to target their political content. This knowledge forms the
basis for comprehending how political ads are disseminated and the potential challenges in their

automatic detection.

(ii) Detection of Political Content on Social Media: Detection of political content on social
media platforms is the core of our research. Investigating this axis is vital, as it informs the
development and enhancement of detection methods and algorithms. A thorough understanding

of existing techniques in this domain is essential for advancing our own capabilities.

(iii) Facebook Ads Micro-targeting: Facebook is an important platform for political adver-
tising, making this axis directly related to our research. Exploring the targeting of interests in
Facebook Ads reveals the intricacies of tailoring political content to specific audience segments,

thus influencing the relevance and reach of these advertisements.

(iv) Influence of Social Media on Public Opinion: The influence of social media on public
opinion is a central theme in our research domain. Investigating this axis provides insights into
how political ads can potentially shape public sentiment and the implications for democratic

processes.

(v) Social Media Influence on Election Results: Elections are a critical context for political
advertising. Research related to the impact of social media on election outcomes is highly
relevant to our work, as it underscores the significance of accurate political ad detection in

preserving the integrity of the electoral process.

(vi) Facebook Ads and Misinformation: The intersection of political ads and misinformation
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on platforms like Facebook is a pertinent area of investigation. This axis highlights the need
not only to detect political ads but also to assess their veracity and potential for misinformation

dissemination, a crucial aspect of our research focus.

(vii) Other Online Threats to Elections: Broader online threats to elections, such as the misuse
of platforms like WhatsApp and influencer marketing on TikTok, are closely intertwined with
our research. Understanding these threats allows us to contextualize the challenges and risks
associated with political ad detection and its role in safeguarding electoral integrity in the digital
age.

These seven axes of related research topics collectively create an interconnected land-
scape. They emphasize the importance of our work in advancing the field of automatic political
ad detection and its critical role in preserving the transparency, authenticity, and fairness of

democratic processes in the digital age.

2.5.1 Auditing Ad Preference Managers

The Ad Preference Managers are intended to provide information about what informa-
tion social networks are using to target ads to their users, and generally, platforms provide
user mechanisms to give permission to use such information. Several studies have looked
into whether Ad Preference Managers show inferences to users that can be used to target
them [190, 198, 210]. The works of Wills et al. [210] and Tschantz et al. [190] suggested that
the information provided in the Google Ad Settings page might not be complete as they found
cases of targeted ads related to information that was not shown in the respective Ad Settings.
Similarly, Facebook’s Ad Preferences page fell under scrutiny after ProPublica [7] pointed out
that Facebook did not show users data broker attributes that has collected about them.

Venkatadri et al. [197, 198] studied in detail how Data Broker ' pieces of information
were used by Facebook to target their users. They found that 90% of Facebook accounts in the
US are linked to some kind data broker information. However, 40% of attributes about the users
were "Not at all accurate". On the other hand, if the lack of attributes is an issue, their existence
can cause concerns. Cabanas et al. [28] showed that the Facebook Ads API had sensitive inter-
ests for 73% European users. Degeling et al. [43] identified that Oracle’s BlueKai !° inferred
attributes from users’ navigations, but identical navigations behavior generated different interest

attributes.

4“Data brokers are companies that provide rich attributes to Facebook linking at their users (e.g., Serasa Expe-
rian).

I5The Oracle BlueKai Data Management Platform, formerly known as BlueKai, is a cloud-based data man-
agement platform that is part of Oracle Marketing. It enables the customization of online, offline, and mobile
marketing campaigns.
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2.5.2 Detection of Political Content on Social Media.

Political ad detection on Online Social Networks is a hard task [78]. Vera et al.[178] cre-
ated an empirical approach to analyze what kind of ads are deemed political by ordinary people
and what kind of ads lead to disagreement, they concluded that the main disagreement comes
from diverging opinions on which ads address social issues. Durant et al. [47] implemented
automatic techniques that identify the political sentiment of web blog posts and help bloggers
categorize and filter this exploding information source. Bakliwal et al. [11] also implemented
a classifier for sentiment analysis, but they did not detect political content, only sentiments. In
contrast, Oliveira et al. [140] built a CNN (Convolutional Neural Network) for detecting politi-
cal tweets from a collection of 2, 000 congressmen tweets labeled as political and non-political.
Pochat er al. [112] found that Meta’s detection of political ads is flawed: Meta misses more ads
than they detect, and over half of those detected ads are incorrectly flagged, they estimated a
precision of 0.45, a recall of 0.22, and subsequently an F1 score of 0.29, all indicative of insuf-
ficiently accurate classification, and calling into question whether Meta’s enforcement is truly
effective. Therefore, the weaknesses of Meta’s automatic political ads detection mechanism
presented by Pochat, highlight the need for independent transparency mechanisms like ours.

Diana et al. [128] investigated how to identify political opinions on tweets. However,
they analyzed only aspects related to sentiment analysis, using NLP techniques without machine
learning approaches. lyyer et al. [91] proposed a recursive neural network (RNN) framework for
the task of identifying the political position evinced by a sentence. Thus, they did not perform
political or non-political classification. Vijayaraghavan et al. [201] presented a system for the
detection and categorization of election-related tweets using a small dataset of tweets. However,

they did not run their classifier on real elections and they did not present the confidence score.
Approaches for detection typically fall into three categories:

Dictionary-based - Dictionary-based techniques rely on lists of terms associated with the spe-
cific construct to be identified [119]. In contrast to more intricate techniques rooted in machine
learning and neural networks, dictionary-based methods adhere to a relatively straightforward
principle: if the content includes a specified number of terms found within the dictionary, it is
categorized as political in nature. The simplicity and transparency of dictionaries have fostered
their widespread use in political content detection, based on the presence of discernible features,
such as the names of politicians or political parties [13, 187], or terms linked to distinct political
phenomena (e.g., , migration) [86]. Such dictionaries have also been employed to identify po-
litical information in content originating from various platforms, including news websites [22]

and social media [187].

Supervised Machine Learning - Supervised Machine Learning techniques rely on the prob-

ability that individual terms serve as indicators of a specific content category [22]. Utilizing
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manually annotated corpora (e.g., sentences or documents), these techniques employ statistical
models [84] to forecast whether a given piece of content exhibits certain characteristics (e.g.,
those associated with politics). Despite their relative opacity in comparison to dictionaries, su-
pervised machine Learning-based techniques entail less preliminary effort: instead of a list of
terms representative of a particular issue, they necessitate only a collection of labeled data (e.g.,
obtained through manual annotation or metadata) [41, 181]. Coupled with their superior perfor-
mance when juxtaposed with dictionaries, the ease of implementation has led to the increased
utilization of supervised machine learning in the detection of politics-related information (e.g.,

on social media) [42].

Neural Network - In contrast to supervised machine learning, Neural Network-based tech-
niques exhibit superior utilization of contextual information and a heightened capacity for pro-
cessing unstructured data [32]. Specifically, convolutional neural networks (CNN) and long
short-term memory networks (LSTM) have demonstrated noteworthy performance in text clas-
sification [122, 138, 174]. The efficacy of neural networks in recognizing sequential patterns is
further enhanced by transformer networks, such as bidirectional encoder representations from
transformers (BERT) [179, 83, 98], which rely on a substantial corpus of contextual infor-
mation [44]. Despite their reputation for a lack of transparency [100], recent investigations
highlighted the significant advantages of neural networks in terms of performance in political
detection tasks related to social media [156] and journalistic content [109].

Indeed, a substantial portion of research endeavors focused on political content inves-
tigation within social networks is dedicated to various areas, including the detection of vote
prediction [126], sentiment analysis [11, 145, 194], political bias [110], multi-class classifica-
tion [201, 182, 179], hate speech on elections [64], political leaning [91], and the assessment
of social networks’ influence on voter behavior [126, 95, 15]. These research domains are vital
components in understanding the dynamics of digital political discourse and its impact on elec-
toral processes. However, despite the considerable efforts in non-Portuguese languages, there is
a notable gap of significant research initiatives in Portuguese that specifically target Brazil. This
gap extends to the objective of fostering collaboration between academia and society to com-
bat irregular electoral campaigns. Certainly, extending political content detection to multiple

languages and adapting to diverse cultural and political contexts is a complex task.

2.5.3 Analysis of Facebook ads

Andreou et al. [6] investigated the level of transparency of Facebook explanations and
showed that the Facebook ad explanations are often incomplete and sometimes misleading,

while data explanations are often incomplete and vague. In addition, Andeou et al. [5] charac-
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terized advertisements on Facebook. They found that a non-negligible fraction of advertisers
belong to sensitive categories such as news and politics and that there exist many niche, unver-
ified advertisers whose trustworthiness is difficult to estimate in an automated way. Also, their
analyses revealed that a significant amount of advertisers use targeting strategies that can be
characterized as invasive or opaque. Finally, malicious advertisers can create highly discrimi-
natory ads without using sensitive attributes [180].

Recent papers studied how Russian ads were able to affect U.S. citizens. Ribeiro et
al. [162] investigated how malicious Russian advertisers were able to run ads with divisive or
polarizing topics (e.g., immigration, race-based policing) at vulnerable subpopulations. Authors
have analyzed the divisiveness of the ads based on topics that caused different reactions among
different social groups. Kim ef al. [103] used an ad tracking app that enabled them to trace
the sponsors/sources of political campaigns and unpack targeting patterns. Their empirical
analysis identified “suspicious” groups, including foreign entities, and operating divisive issue
campaigns on Facebook. Etudo et al. [51] also investigated the effects of Russian ads and what
is the relation with Black Lives Matter Protests. The study found that Russian ads related to

police brutality were issued to coincide with periods of higher unrest.

2.5.4 Influence of Social Media on the Public Opinion

Boosting content makes ideas circulate more quickly within OSNs, reaching users who
can change their opinions or be affected by misinformation. Concerning the role of social me-
dia on the general public, Wang et al. [206] studied how college students engage with political
and social issues on Facebook and found that impression management and disclosure concerns
strongly influence some people to refrain from commenting or sharing content. However, there
is evidence that social media can create a public sphere that enables discussions and delibera-
tions [126]. For instance, Kou et al. [106] analyzed the public discourses about Hong Kong’s
Umbrella Movement on two distinct social media sites, Facebook and Weibo. They show how
people on these two sites reasoned about the many incidents of the movement and developed
sometimes similar but other times strikingly different discourses.

Despite enabling public discourse, social media can leverage some problems such as
biased content. For example, Kulshrestha er al. [110] proposed a framework to quantify bias in
politics-related queries on Twitter. They found that both the input data and the ranking system
contribute significantly to produce varying amounts of bias in the search results, what can have
a significant impact on the impression that users form about the different events and politicians.
Similarly, Gao et al. [65] conducted a controlled experiment to study how stance labels to

separate news articles with opposing political ideologies help people explore diverse opinions.
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Results show that stance labels may intensify selective exposure - a tendency for people to look
for agreeable opinions — and make people more vulnerable to polarized opinions and fake news.

These latter two topics are problems analyzed by Che et al. [33], who compared and
contrasted the ways left- and right-wing news organizations treat the concept of fake news in the
context of the highly polarized nature of U.S. news media as well as the evolving and nebulous
nature of fake news. They found some key differences: while left-leaning sources discuss
specific examples of fake news, the narrative in right-leaning sources focuses on mainstream
media as a whole. Moreover, Garimela et al. [66] showed that people who try to bridge the
echo chambers, by sharing content with diverse leaning, have to pay a “price of bipartisanship”,

which is a latent phenomenon that effectively stifles mediation between the two sides.

2.5.5 Influence of Social Media on Election Results

There is already evidence that the action and interaction of voters in social media can
influence their inclination to vote or not for a candidate. Maruyama et al. [126] found a relation
between Twitter use and voting choice. They investigated how using a social network while
watching a political event could influence the experience of a voter, especially when the user
actively participates by posting messages about the event. Pal et al. [144] examined the func-
tion and public reception of critical tweeting in online campaigns of four nationalist populist
politicians during major national election campaigns. They found that cultural and political
differences impact how each politician employs their tactics. However, politicians are not only
the ones who try to influence the elections. Hemphill ez al. [87] examined hundreds of citizen-
authored tweets and the development of a categorization scheme to describe common strategies
of lobbying on Twitter. Contrary to past research, they found that assumed citizens used Twitter
to merely shout out their opinions on issues and utilize a variety of sophisticated techniques to
impact political outcomes. Finally, Tumasjan et al. [194] investigated whether Twitter is used
as a forum for political deliberation and whether online messages on Twitter validly mirror of-
fline political sentiment. They concluded that the mere number of messages mentioning a party
reflects the election result in the German federal election.

Regarding the behavior of politicians in social media, Hwang et al. [88] analyzed how
Korean young adults evaluate the use of Twitter by South Korean politicians, perceive politi-
cians’ credibility, and evaluate politicians who use Twitter. The author concludes that politicians
who actively use Twitter are seen as more credible and, as a consequence, are more positively
evaluated by young adults. Still in South Korea, Lee ef al. [114, 115] designed experiments
to investigate how the level of interactivity in politicians’ Twitter communication affects the

public’s cognitive and affective reactions. They found that exposure to high-interactivity Twit-
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ter pages induce a stronger sense of direct conversation with the candidate, which, in turn, led
to more positive overall evaluations of the candidate and a stronger intention to vote for him.
Persily et al. [148] discussed about the 2016 USA Election and heavy use of social networks
which led Donald Trump winning votes. Indeed, social networks rise as important tools for
candidates connect with their voters. Additionally, Facebook ads is a good way to stick the
social bubble and spreading political content to specific set of users, by micro-targeting.

Towards this direction, Ansolabehere et al. [8] investigated how negative advertising
drives down voter turnout - in some cases dramatically - and that political consultants intention-
ally use ads for this very purpose. In the 1992 presidential election, by the authors’ calculation,
over 6 million votes were lost to negative campaigns.

Our work is novel in many aspects and provides complementary insights to the discussed
studies. We focus on detecting political content in advertisement with the aim of providing a
framework to deploy system to detect the misuse of OSNs ads platform on top of our Frame-
work. Our research highlights the importance of independent auditing platforms for political

ads and our effort provides all the necessary framework to make it feasible.

2.5.6 Facebook Ads and Misinformation

Recent studies investigated how russian ads affected 2016 U.S. Election [48, 10, 167, 4,
162]. Zollo et al. [213] studied why user tend to join in polarized communities (echo chambers)
and concluded these users acquire information confirming their beliefs (confirmation bias) even
if containing false claims, and ignore dissenting information. However, Facebook ads are used
to spread misinformation massively beyond these communities. Mejova et al. [130] and Marcio
et al. [172] detected several ads in Facebook Ad Library that contains wrong information about
COVID-19 (Coronavirus), Mejova et al. found several instances of possible misinformation,
ranging from bioweapons conspiracy theories to unverifiable claims by politicians. In this di-
rection, in 2019 Jamilson et al. [92] investigated fake news in Facebook Ad Library focused on
vaccine-related ads. Jamilson sucessfully identified 309 advertisements included in the anal-
ysis with 163 (53%) pro-vaccine advertisements and 145 (47%) anti-vaccine advertisements.
Similarly, Chiou et al. [34] compared fake news between Facebook ads and posts in Facebook
groups. They concluded that groups work as ‘echo chambers’ and after Facebook’s ban on
advertising by fake new sites, the sharing of fake news articles on Facebook fell by 75% on
Facebook compared to Twitter in 2018.

Edelson et al. [49] analyzed ads from the Facebook Ad Library and found inauthen-
tic communities that spent a total of over four million dollars on political advertising. They

proposed a clustering-based method to detect advertisers engaged in undeclared coordinated
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activity. Ryabtsev et al. [165] investigated the pros and cons of micro-targeting. He highlighted
that micro-targeting helps voters to keep more closely connected to politics. However, micro-
targeting political campaigns can widespread misinformation. Thereafter, through collecting
personal data and other information about citizens, political candidates can conduct psycholog-

ical analyses of the population and anticipate citizens’ political views and choices.

2.5.7 Influencer Marketing

Influencer marketing is the digital equivalent of word-of-mouth marketing. It is defined
as a type of marketing that focuses on using key leaders to drive a brand’s message to the larger
market [26]. Even though the Twitter and TikTok has banned political ad from their marketing
platform, Influencer Marketing is a new kind of political advertising. Mozilla [136] showed
that influencers are the new trend for political ads. The BBC uncovered two weeks before the
2020 U.S. Presidential Election dozens of anti-Trump get-out-the-vote TikTok posts in which
left-wing content creators did not disclose they had been paid by the progressive agency Bigtent
Creative, which receives funding from Democratic political organizations and non-partisan or-
ganizations [16]. Similarly, The Washington Post uncovered that TURNING POINT USA Inc
(TPUSA) was recruiting and paying young people on social media to pump out false messages
about voter fraud, the coronavirus, and Joe Biden in order to bolster Trump’s re-election cam-
paign. In this case, young people were paid to engage in spam-like behavior, repeatedly posting
the same messages on Twitter and Facebook [151].

Recently, Weismueller et al. [208] found that authority (i.e., a dominant language style
and a high number of followers) can lead to increased shares. Additionally, they provide insights
into how influencers in social media networks can be utilized for political campaigning. For
example, influencer content should avoid providing extensive information on why a candidate
is the best choice for voters. Instead, influencer content should arouse emotions, for example,
messaging that appeals to voters’ feelings of belongingness, expressing their happiness about

being part of a political movement that supports a specific cause or a specific politician.

2.5.8 Other Online Threats to Elections

Social networks have played a very important role in elections in several countries, as

well as in the organization and communication for social movements. Beyond Facebook politi-
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cal ads, other threats can be used to manipulate and widespread misinformation and fake news.
In the United States Twitter had great influence in the 2016 elections [20]. However in Brazil
46% of the population uses WhatsApp to find, share or discuss news [31], and more recently the
Telegram are used to spread political content [94].

WhatsApp uses end-to-end encryption that makes any analysis of your content difficult,
which makes it a black box. Accessing to the content of public policy groups in the application
can help stakeholders such as opinion makers and public security agents to identify possible
social movements, campaigns, rumors, and even advance information on public opinion at the
national level. However, WhatsApp is harder to track and perceived by recipients as fundamen-
tally more trustworthy.

Some authors have characterized public groups on WhatsApp, identifying patterns of
behavior. Garimela, et al. [67] presented a database of public groups from WhatsApp from
different countries. Caetano et al. [29] characterized political and non-political groups, based
on messages and sections from users and groups, but did not analyze media messages separately,
such as messages containing images, audio, and videos.

Specifically in Brazil, Resende et al. [161] presented an analysis of the content posted
by 6,314 users in 127 Brazilian public groups from WhatsApp with themes related to politics.
In addition, a system is presented that displays the most shared content in such groups, in order
to bring relevant information to opinion makers (e.g., journalists and communicators) [160].
During the 2018 Brazilian Elections, the Whatsapp was widely used by political parties to
disseminate political content. However, malicious groups spread fake news and misinformation
about opponents [18, 131].

In January 2019, after an opinion article published in the New York Times [183] in
the run-up to the 2018 Brazilian election, in which WhatsApp powered misinformation was
widely thought to have affected the result, the Whatsapp introduced the five recipient limit
globally [81, 40]. On the other hand, Facebook chief executive Mark Zuckerberg has defended
the company’s decision to not take down political advertising that contains false information
— and compared the alternative to censorship, he said that people should be able to judge for
themselves the character of politicians’ and compares alternative to censorship [80]. In the face
of this declaration, there is room for approaches and independent auditing systems for detecting

political ads.

2.6 Research Gaps

In this Chapter, we discussed Brazilian Election Legislation and related works that in-

vestigated how online social networks may influence Elections. To the best of our knowledge,
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this is the first work that explores strategies with practical potential for detecting political ads in
OSN:ss, assessing multiple classifiers using real ads. Furthermore, to the best of our knowledge,
we also proposed a first cross-platform effort to classify content not extracted from ads (e.g., X
posts) using transfer learning [123].

Initially, the main challenge was to obtain data from real users and real ads exactly
at the moment these users saw them. Even before the emergence of ad libraries, we already
gathered about 1,000,000 real ads for model training process. Next, after the Facebook Ad
Library became available, there was no official Ad Library API, but we still built web crawlers
for data scrapping. Finally, we labeled and built a dataset of 20,000 ads, then evaluated nine
classifiers for the task of classifying ads as political or non-political. So, this methodology was
documented and described in our paper titled "Facebook Ads Monitor: An Independent Auditing
System for Political Ads on Facebook", which inspired dozens of other articles that followed.

We highlight Vera [178, 179], using our methodology to gather and label ads, which
showed the difficulty of detecting political ads when they talk about social issues. Similarly,
Gkiouzepi [70] highlighted that ad transparency remains an open task. Interestingly, after our
initial effort in the Brazilian context, numerous others emerged worldwide to address issues
of political ad detection in their local contexts, taking into account the social, language, and
cultural aspects of each country [149, 137, 36, 108, 27], or assessing the performance of other
machine learning techniques [90, 182, 112, 98, 83, 141]. But, sometimes these works has lower
performance or did not train multiple classifiers compared to ours. For example, Vera [177]
implemented two BERT classifiers, however the best classifier had a 0.79 precision score and
0.59 recall score.

Several researchers have shown how to exploit social media to infer sensitive users’ at-
tributes and target them with ads containing misleading information. Additionally, advertisers
can use these attributes for micro-targeting campaigns with political agendas. Despite other
online threats such as WhatsApp, social media ads can use slush funds to spread ideas, misin-
formation, fake news, and toxicity content about candidates quickly and on a wide scale. Even
OSNs such as TikTok and Twitter that have banned political ads from their marketing platform
can be facing a novel marketing strategy. The new strategy consists of using influencers for
political ads. Furthermore, OSNs Ad Library has no guarantee of completeness and accuracy
regarding political ads or sponsored political content published by influencers.

Despite several efforts that explore solutions to automatic political ad detection, there is

still space for improvements. Next, we describe the research gaps that guided our work:

1. A large-scale and cross-platform framework for political ad detection. Research often
focuses on English-language content, but political discourse occurs in various languages
and across different cultures. There is a need for research that covers a broader range of
languages and cultural contexts. In the literature review, we found several efforts to tackle

this. Our efforts are to improve machine learning models for the Portuguese language.
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2. Building Real-Time Political ad Detection still remain a challenge. The ability to detect
political discourse in real-time, especially during elections or critical events, is an ongoing
research challenge. Real-time detection aims to identify political ads as soon as they are
published, allowing for early response to potential violations or misinformation. Our
Framework enables to building real-time detection integrated with OSNs APIs or data

streaming sources.

3. Previous efforts did not create a gold standard dataset in the Portuguese language and
conduct comprehensive training, testing, and performance evaluations for nine classifiers.
Additionally, exploring a hybrid approach that integrates a dictionary-based data collec-
tion method as input for machine learning models can offer advantages in classification

quality, particularly when deploying these models in cross-platform environments.

4. We do not find efforts that explore automatic political ad detection focusing on investigat-
ing different election periods. Furthermore, expanding this detection from in-election to
pre-election, in order to detect early electoral ads. Thus, we are able to identify political
ads disseminated on digital platforms considering different scenarios. In this thesis, we
explore data from the 2018, 2020, and 2022 Brazilian elections.

5. Lack of policymakers acting as main actors to fine-tune machine learning models for
political ad detection. One of the significant challenges in scientific research, especially
in areas that may not have immediate and direct social impact or practical applicability,
is the need for scientific and social validation. In the context of political ad detection, it is
crucial for regulatory bodies to actively engage in the model refinement process, enabling
them to learn the nuances of political discourse. Additionally, the model must be equipped
to address new adversarial tactics employed to evade automated political content detection
systems. In the context of this thesis, our proposal involves integrating the scientific
and computational model into the daily operations of regulatory bodies to combat the
dissemination of irregular political content and policies. This integration serves to bridge
the gap between scientific research and real-world societal impact, ultimately contributing

to the effectiveness of regulatory efforts in maintaining the integrity of political discourse.

In this research, we proposed a framework to collect, label, and classify data as political
ads. Next, building machine learning classifiers for independent audit systems and uncovering
undeclared political ads on OSNs during elections. Certainly, the Russian ads scandal was an
important milestone in addressing the Facebook ad platform as the main concern about political
ad misuse. In the next chapter, we present our framework to collect ads from users using

crowdsourcing and other data sources.
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Chapter 3

ADCOLLECTOR- A Collaborative Strategy
to Gather Ads

In this chapter, we delineated the pivotal components of our framework’s design, addressing our
research question, denoted as RQ1. Furthermore, our framework can be customized to any so-
cial network. Initially, we constructed our dataset by scrapping live advertisements from users’
feed timelines, a process facilitated by a browser plugin named ADCOLLECTOR, compatible
with browsers such as Chrome and Firefox. In this research, we gathered advertisements from
the advertising platform operated by Meta, namely Facebook Ad Library.

In summary, Figure 3.1 provides an overview of the principal tasks integrated into our
Framework, enabling the continuous handling of political advertisements while adapting the
model to assimilate the most up-to-date knowledge and trends concerning political discourse
on OSNGs.

Figure 3.1: Framework key tasks.
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Source: created by the author.

3.1 Framework to Gather Ads’ Data

Firstly, our main objective was to collect ads directly from the user’s feed timeline.
Therefore, we need to build a browser extension whose goal is to collect ads while the user is
browsing their OSN page. Despite of historical characteristics of these ads, they contain real
ads placed by political advertisers. ADCOLLECTOR gathers data from various sources. Initially,
it collects the advertisements users receive, along with their corresponding ad explanations.
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Additionally, it acquires information from each user’s Ad Preferences page [61]. Lastly, it
compiles the hashes of users’ Facebook user IDs and email addresses intending to anonymize
them. These three types of information constitute the primary data collected from users.

We also collected the Ad Preferences page that contains details about users’ Interests,
Behaviors, Demographics, and Profile data that Facebook has compiled about them. Specif-
ically, for Interests, Facebook provides explanations for their inferences regarding individual
interests. Furthermore, the page offers users information about the following categories of ad-
vertisers: (i) those who possess Personally Identifiable Information (PII) about them, (i) whose
websites or apps the users have interacted with, (iii) places that users have visited, (iv) advertis-
ers whose ads users have clicked, and (v) advertisers that the user has chosen to hide.

Furthermore, to facilitate our analytical processes and provide users with meaningful
statistics, we also retrieve supplementary data from the Facebook Advertising Interface [62],
the Facebook pages of advertisers, and the Google Maps API [76].

Generally, the collected data from OSNs without an official API can lead and unstruc-
tured data that have to be pre-processed for feeding the machine learning processing. In fact,
the gathering process can duplicate data, or data missing, or else a lot of extra data that is not
needed. The data could be formed from various sources which may also eventually end up
being duplicated or redundant. Then, all data is pre-processed and stored in a structured data

format. This entire process is shown in Figure 3.2.

Figure 3.2: ADCOLLECTOR framework.
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Our collaborative methodology for collecting ads from actual users starts when a crowd-
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sourcing user consents to install our browser plugin tool. Subsequently, our plugin tool system-
atically scrapes all the advertisements displayed on the user’s feed timeline. Concurrently, the
tool compiles attributes inferred by Facebook, which are employed for user targeting. These
data are then transmitted to our server backend via our data receiver API.

Upon arrival at the server, our metadata extractor assumes the responsibility of extract-
ing all metadata from the ads, including targeting attributes, images, and "why am I seeing
this?" explanations. Subsequently, our tokenizer pre-processor eliminates any unnecessary to-
kens to prepare the data for model training. Both the micro-targeting metadata and tokenized ad
captions (e.g., ad’s text) are subsequently stored in the database. Next, once our database was
populated, we executed our strategy to label ads and build our GOLDSTANDARDDATASET2018

dataset as shown in Figure 3.3.

Figure 3.3: Methodology to build GOLDSTANDARDDATASET2018 dataset.
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In short, we randomly selected 10,000 ads from ad ADCOLLECTOR and three inde-
pendent researchers labeled these ads as political or non-political. Additionally, we randomly
selected 10,000 ads from our FBADLIBRARYDATASET2018 dataset, this additional dataset
was collected from Facebook Ad Library in 2018. This entire process and how we collected the
FBADLIBRARYDATASET2018 is fully detailed in Section 3.6.

3.1.1 Human-in-the-Loop (HITL)

Political speech varies over time and prediction models need to adapt to the changes
inherent to this topic. In this context, we added the continuous labeling process called Human-
in-the-loop (HITL) into our methodology. HITL is a concept in machine learning and Artificial
Intelligence (Al) that emphasizes the active involvement of human experts or annotators in the
training and deployment of Al systems [105, 121, 188, 96, 203, 72]. The core idea behind HITL
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is to leverage human expertise to improve the performance, accuracy, and reliability of machine
learning models, especially in situations where fully autonomous machine learning systems
may struggle to achieve desired outcomes. HITL can be crucial for various tasks, including
data labeling, model evaluation, and ongoing model refinement. The importance of HITL in
the training process, particularly over time, can be better understood by breaking down its key

components:

Data Labeling: In many machine learning applications, labeled data is the foundation for
model training. Humans are essential for creating high-quality training datasets by accurately
annotating or labeling data points, such as images, text, or audio. Human annotators can provide
domain expertise and context that automated labeling systems may lack, which is especially

important when dealing with complex or ambiguous data.

Model Evaluation and Validation: After training a machine learning model, it’s critical to
assess its performance. Humans play a vital role in defining evaluation metrics, conducting
testing, and comparing model predictions to ground truth data. This process is necessary to

ensure that models are making accurate and meaningful predictions.

Handling Edge Cases and Ambiguity: Al models can struggle with handling edge cases,
unexpected scenarios, or ambiguous inputs. Human experts are instrumental in identifying and
handling such situations, making critical decisions, and improving the model’s generalization

capabilities. Over time, they can continually update the model to address novel challenges.

Feedback Loop: The HITL concept introduces a feedback loop where human experts continu-
ously interact with the Al system. They can identify model errors, provide corrective feedback,
and retrain the model with updated data. This iterative process helps the model improve its

performance and adapt to changing environments and requirements.

Ethical Considerations: Human involvement is crucial in ensuring that Al systems adhere to
ethical and social standards. Humans can help to detect and mitigate biases, monitoring for
unintended consequences, and make decisions on how the Al system should respond to specific

situations.

Continuous Learning and Adaptation: As new data becomes available, human annotators
can help in adapting the model to incorporate the latest knowledge and trends. This adaptability
is vital in dynamic environments, such as natural political content detection.

In summary, HITL is indispensable in the machine learning process, not only for initial
training but also for ongoing model improvement and adaptation. Over time, the interaction
between humans and Al systems ensures that models remain accurate, reliable, and aligned
with the intended objectives. The collaboration between human expertise and machine learning
algorithms is a powerful approach to tackling political content detection challenges effectively
and responsibly. Figure 3.4 shows our HITL architecture for fine-tuning political ad detection.

Additionally, in political ad detection, besides HITL we need to adapt the Human in Re-
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Figure 3.4: Reinforcement Learning from Human Feedback (RLHF) using HITL architecture
for model fine-tuning.
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inforcement Learning from Human Feedback (RLHF) can include policymakers and Prosecutor
Offices to improve the model accuracy. Consequently, over time, the model will progressively
refine its understanding of what the institutions responsible for overseeing Brazilian elections
deem as irregular political advertisements. Figure 3.4 illustrates the stage where our framework
trains an initial model that serves as the input for the RLHF process. Following the training of
the model, the model deployment phase commences, initiating the classification of previously
unseen documents. Subsequently, the human component begins the feedback process, during
which they indicate agreement or disagreement with the classifier’s labels. The new labeled
documents are then utilized to initiate a new round of model refinement, followed by a new

deployment, thus restarting the entire process.

3.1.1.1 Model Fine-tune and Reinforcement Learning from Human Feedback

Languages on social media platforms are constantly evolving, with the emergence of
new slang and terminology. Staying up-to-date with these linguistic changes and adapting detec-
tion models is an ongoing challenge [140]. In HITL, humans and models work collaboratively,
with humans providing initial annotations and machines assisting in repetitive or straightfor-
ward labeling tasks. The iterative loop of human validation and machine learning ensures data
accuracy, and the AI model continually improves as more labeled data becomes available.

As defined in Section 2.1.1.1, in this thesis the user feedback is binary. In short, feedback
consists of two typically opposing categories such as like and dislike, can be gathered through
both graphical user interfaces (GUI) and natural language interfaces. In the case of GUI, it can

be obtained by users adding or removing labels [175] and features [72]. Similarly, natural lan-
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guage interfaces can facilitate binary user feedback collection using simple, concise responses
like agree or reject [120, 117]. While binary user feedback is relatively easy to collect, it may
oversimplify users’ intentions by not accounting for potential intermediate scenarios. Nonethe-

less, it serves as explicit feedback to update training datasets or directly manipulate models.

3.2 ADCOLLECTOR design

From this point forward, we detailed how to instantiate our framework on the Facebook
Platform starting from the live data-gathering process. This plugin should extract the informa-
tion directly from ad HTML. From Facebook, we extract information such as the advertiser’s
name, advertiser identifier, ad captions, ad images, urls, and mainly the information provided
by Facebook about “Why am I seeing this?”.

Our plugin was also able to collect information about the advertisers who advertised for
the user, as well as the attributes used by advertisers to target campaigns. Besides that, it does
not do any local processing except sending all gathered ads to the server through an API. We
forked ADCOLLECTOR from AdAnalyst!, and we added support for collecting and analyzing
ads in the Portuguese language as well as an interface in Portuguese where users can browse
the ads we collect.

To capture the ads that users receive on Facebook, we scrape the Facebook’s HTML and
look for the tag “Sponsored” (“Patrocinado” in Portuguese). This tag is used by Facebook to
help users distinguish sponsored content from the rest. The captured frame contains the media
content of the ad (either a video, an image, or a collection of images), the text of the ad, and
a link to the advertiser’s page. Our browser extension does not collect ads that appear when a
user is watching a video on Facebook.

Furthermore, Facebook provides explanations to users on why they have received a spe-
cific ad. To obtain such explanations, users need to click on the “Why am I seeing this?” button
that is in the upper right corner of every ad. These explanations provide some information re-
garding the parameters set by the advertisers, but not all [6]. We also instrument the browser

extension to collect these explanations.

'https://adanalyst.mpi-sws.org/
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3.3 Ethical considerations

We only collect information about the ads and clearly state what we collect to the Brazil-
ian volunteers who install the extension and accept our terms. We do not collect any information
about friend’s lists, likes, photos, videos, or regular timeline posts. Furthermore, the code of
our extension is open source and publicly available '2.

All data collection that takes place in ADCOLLECTOR, and the subsequent experiments
that are presented in this thesis were reviewed by the Ethical Review Board of the University
of Saarland and approved; they were also reviewed and approved by the Institutional Review
Board of Northeastern University. We took special precautions to protect and secure our users’
data and inform them clearly about the experiment, the data we collected, and the possible risks
for them. We limited our data collection to just what was necessary to measure the ad and data
explanations and did not record other user behavior both inside and outside of Facebook. Due to
IRB restrictions, and in order to minimize any risk of exposure of users’ sensitive information,
we will not share our data or make them publicly available. Moreover, our extension did not
fetch any additional ads that the user would not have otherwise been shown or click on any ads;

thus, we did not affect advertisers in any way.

3.4 Dissemination strategy

The initial users who installed our browser extension were friends and family. Later, our
browser extension was widely adopted after our project was cited by popular national and inter-
national news media outlets such as BBC, El Pafs, Financial Times, and Folha de Sdo Paulo?.
Additionally, to disseminate the tool, Fabricio et al. published opinion articles to disclose ways
to exploit online systems to influence elections and what we can do about them [30, 183]. These

risks were then exposed by Fabricio in the Brazilian senate and in multiple national TV shows®.

http://www.eleicoes-sem-fake.dcc.ufmg.br/?section=midia
3https://www.youtube.com/watch?v=eGScrdi5hhUst=3450s.
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3.5 ADCOLLECTOR Dataset

We used ADCOLLECTOR to monitor ads from March 14, 2018 to October 28, 2018.
This period covers the electoral period, including the two voting rounds. Overall, more than
2,000 users volunteered to install our browser extension and share the ads they received while
navigating on Facebook with our plugin. We noted, however, that many users only installed the
browser extension but did not use it. Nevertheless, a total of 715 users actively used our tool in
this period.

Figure 3.5 shows the number of active users per day. We consider a user as active in
a day if they received at least one Facebook ad. The number of daily users increased rapidly
when several news media outlets published articles about our system and stayed relatively stable
afterward. The sudden decrease in active users in mid-June can be attributed to frequent HTML
changes on the Facebook ad frame in the feed timeline, resulting in the loss of ads for some
days. We also notice that user activity on weekends decreases, which may indicate that some

users have installed our plugin on their computers at work.

Figure 3.5: Number of daily active users.
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Out of the 715 users, 682 are from Brazil. We inferred this targeting information by
parsing the data from the "Why am I seeing this?" explanations that were collected by our
extension. We collected in total 239k unique ads sent by 40k advertisers. Each ad is identified
by an unique id provided by Facebook. Out of the 239k unique ads, 166k were sent during the
pre-electoral period (March 2018 to August 15, 2018) and 74k were sent during the electoral
period (August 16, 2018 to October 28, 2018). For each ad we have information about the
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advertiser, the text of the ad, the text in the political ad disclaimer, the image (when available),
and the landing URL. We refer to this dataset as the ADCOLLECTORDATASET2018.

In Brazil, electoral propaganda on the Internet through social media channels has been
regulated by the TSE (Superior Electoral Court). Consequently, Facebook has introduced a fea-
ture designed to distinguish the duly regulated Electoral Advertisements from other advertise-
ments disseminated on the Facebook platform. Official political ads are different than regular
ads. Besides the “Sponsored” tag, the disclaimer also contains the tag “Electoral Propaganda’.
Then, our regular expression searches by ads on the user’s feed is not able to collect "Electoral
Propaganda". Because of that, our extension did not collect these ads, i.e., the dataset collected
with our browser extension does not contain any official political ad. The Figure 3.6 illustrates

a sample ad containing electoral propaganda regulated by TSE..

Figure 3.6: Electoral Propaganda regulated by TSE.

Patrocinade - Fropaganda Eleiton! — CFF/
CHF.| 0D0,000.000-00 - XYZ Party

ropagands Eleitoral - CPF/CNPJ

P
000.000.000-00 « XYZ Party

Source: https://www.facebook.com.

In every ad, Facebook embeds a “Why am I seeing this?” button explaining to the
users some of the reasons on why they received an ad. Facebook ad explanations have been
investigated in detail by [5]. Such explanations may offer the location of the user as one of
the reasons why they might have received an ad. For example, an explanation might mention
“There may be other reasons you're seeing this ad, including that Siberiancms wants to reach
men ages 23 and older who live in Brazil. This is information based on your Facebook profile
and where you’ve connected to the internet.”. ADCOLLECTOR collects ad explanations as

well. In total, we collected and parsed explanations from 212/ unique ads. By looking at the
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Table 3.1: Geographical distribution of users in our dataset.

Location Users | Unique Ads | Unique Advertisers
Brazil 682 224K 36K
United States 5 4K 2K
Canada 3 2K 831
Other 11 9K 878
Unknown 14 514 291
Total 715 239K 40K

locations mentioned in the explanations and parsing them using the Google Maps v3 API*, we
can infer the locations of 701 out of the 715 users in ADCOLLECTORDATASET2018. Table 3.1
presents the geographical dissemination of the users in ADCOLLECTORDATASET2018 across
continents, as well as the top 3 countries. As we see, the overwhelming majority of our data
comes from Brazil, with 682 users from there, contributing 224K unique ads and 36K unique
advertisers, making our dataset very relevant to the Brazilian elections.

For advertisers that have targeted less than two countries, the mean number of likes is
453.62 K, with a standard deviation of 4.14 M, while for the rest the mean and standard deviation
are 2.46 M and 7.73M, respectively. For advertisers that have targeted less than two countries,
the median number of likes is 7.44K, while for the rest the median is 222.52K. Finally, for
advertisers that have targeted less than two countries the percentage of users that have been
verified is 18.5%, while for the rest it is 52.3%.

3.5.1 Breakdown of targeting types

By looking at the patterns of ad explanations as well as information in the Facebook

Advertising Interface, we have identified several broad targeting types:

Age/Gender/Location — when advertisers target users based on their age, gender and location.

Attribute-based — when advertisers target users that satisfy a precise list of targeting attributes.
We split this into five subcategories based on the source of data: Behaviors, Demographics
and Interests — which corresponds to attributes inferred by Facebook from the user’s activities
on the platform; Data Brokers [24] — when the targeting is based on attributes inferred by

external data brokers and not by Facebook®; and Profile data — when attributes correspond to

“https://developers.google.com/maps/documentation/geocoding/start
>The data brokers that have partnered with Facebook in Europe, US, and Brazil are [1], [50], [52] and [142]
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information users provided in their Facebook profiles such as marital status, employer or degree

and university attended.

PlII-based (Personally Identifiable Information) — basically, PII is information that, when used
alone or with other relevant data, can identify an individual. On Facebook, advertisers send their
ads via Custom Audiences that consist of lists of emails, names along with other identifiable
information such as birth date or gender, phone numbers or physical addresses of users, and
Facebook IDs.

Retargeting — we group here advertisers that want to target users who already interacted with
their business such as users that visited their page, liked the advertiser’s page, responded to an

event, or used their mobile app.

Lookalike audiences or retargeting — where advertisers let Facebook choose their audience
based on past results and the characteristics of previous audiences. Note that, the algorithm

used by Facebook to create such audiences is unknown.

Location-based targeting — when advertisers target users that were or passed by a precise GPS

location.

Social neighborhood — when advertisers target users whose friends liked their Facebook page.

Each advertiser can target users using a wide variety of targeting attributes, such as
interests, behaviors, demographics, custom audiences, efc.In this Chapter, we show the different
broader categories of attributes we see in the explanations of our dataset. Table 3.2 provides

somes examples for each targeting types.

3.5.2 Data limitations

There are two sources of biases and limitations in our dataset, one that comes from
users that installed ADCOLLECTOR and one that comes from the way Facebook provides ad
explanations.

Representativeness is an important but challenging issue in any empirical study such as
ours. We designed a methodology to gather Facebook ads that are as thorough as possible, given
our practical constraints. We used two different strategies to disseminate ADCOLLECTOR. The
first consisted of disseminating it in our social and family circles as well as in the conferences
we attended. The second dissemination strategy consisted of providing ADCOLLECTOR as part
of a system focused on bringing transparency to the Brazilian 2018 elections, our browser was
publicized on news media outlets. In order to inspect possible biases in our dataset, we leverage

information that we can infer about the users in our dataset from their ad explanations (i.e.,
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Table 3.2: Examples of ad explanations provided by Facebook.

Explanation type

Example of explanations

LANGUAGE

One reason why you’re seeing this ad is that Boredom
Therapy wants to reach people who speak “English (US)”.
This is based on information from sources such as your
Facebook profile.

DEMOGRAPHICS

One of the reasons why you’re seeing this ad is because we
think that you may be in the “Millennials” audience. This
is based on what you do on Facebook.

BEHAVIORS

One of the reasons why you’re seeing this ad is because we
think that you may be in the “Gmail Users” audience. This
is based on what you do on Facebook.

INTERESTS

One reason why you’re seeing this ad is that Acer wants
to reach people interested in Electronic music, based on
activity such as liking pages or clicking on ads.

DATA BROKERS

One reason you're seeing this ad is that CANAL France
wants to reach people who are part of an audience created
based on data provided by Acxiom. Facebook works with
data providers to help businesses find the right audiences
for their ads.

PII-BASED TARGETING

One reason you’re seeing this ad is that AAAS - The Amer-
ican Association for the Advancement of Science wants to
reach people who have visited their website or used one of
their apps. This is based on customer information provided
by AAAS - The American Association for the Advance-
ment of Science.

PROFILE DATA

One reason you’re seeing this ad is that Atenao - Transla-
tion agency wants to reach people with the education level
“Doctorate degree” listed on their Facebook profiles.

LOOKALIKE AUDIENCE

One reason why you’re seeing this ad is that Autodesk Stu-
dents wants to reach people who may be similar to their
customers.

LOCATION-BASED

One reason why you’re seeing this ad is that CDU
Saarbriicken-Scheidt wants to reach people who were re-
cently near their business. This is based on information
from your Facebook profile and your mobile device.

SOCIAL NEIGHBORHOOD

One reason why you’re seeing this ad is that Cartier wants
to reach people whose friends like their Page.

their age group, gender, and location), and Ads Preferences page (i.e., their interest-, behavior-

and demographic-based attributes), and compare them with the global Facebook population. To

estimate the fraction of users in the global Facebook population with a certain demographic or

interest we use the Facebook Ads Interface and query for monthly active users that satisfy the

respective criteria in Brazil®.

Table 3.3 compares the age, gender and education level of users in our datasets and

%In the query we optimize for reach and leave the default "automatic placements” option selected, which
includes users in the whole Facebook network (e.g., Instagram, mobile users, messenger, and audience network
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Table 3.3: Comparison of age, gender, basic education distribution in Ad Monitor and Facebook
global population.

Facebook ADCOLLECTORDATASET2018
13-17 6.9% 1.8%
18-21 16.5% 7.1%
22-30 32.5% 38.0%
31-40 21.2% 26.6%
41-50 11.3% 6.9%
51-60 6.5% 2.2%
61-65+ 5.2% 0.6%
Not inferred — 16.8%
Men 57.0% 74.4%
Women 43.0% 19.3%
Not inferred | 0.0% 6.3%
No University | 14.8% 7.7%
University 35.9% 73.4%
Unspecified 49.3% 18.9%

the Facebook global population. We see that our dataset is biased towards: young ages, with
38.0% of the users being between 22-30 years old—compared to 32.5% in the Facebook global
population’ ; men, with 74.4% of the users being male—compared to 57% in the Facebook
global population; and educated users, 73.4% of users have indicated tertiary education in their
profile—compared to 35.9% in the Facebook global population. Overall, we observe that the
biases seem closely related to our dissemination strategies and often transcend geographical
boundaries.

To investigate in which aspects our dataset is most biased, Table 3.4 shows the attributes
that have the biggest absolute difference in representation between our datasets and Facebook’s
population in Brazil. We observe that users in ADCOLLECTORDATASET2018 are more biased
towards attributes that might be hinting towards more affluent and educated individuals (e.g.,

People who prefer high-value goods in Brazil, Science, Books, and Engineering).

Table 3.4: Attributes whose distribution in our dataset (ADCOLLECTORDATASET2018) differ
the most (absolute) from the respective Facebook’s attribute distribution (Facebook). Note that
one user can have two or more attributes, then columns sum more than 100%.

Attribute Facebook ADCOLLECTORDATASET2018
Science 27% 7%
People who prefer high-value goods in Brazil | 13% 63%
Books 34% 80%
Engineering 13% 54%
Facebook Page admins 21% 60%

"Given that we could not infer the age group for 16.8% of our users.
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Geographical Limitations: We were not able to collect detailed information about the states
and cities to which these users belong. Then, we do not have data about which Brazilian region

had more ads or what cultural context these users are inserted.

3.5.3 Advertisers’ trustworthiness

In this section, we investigate the advertisers’ trustworthiness. In essence, we conduct a
comprehensive assessment of advertiser reliability, which is based on factors such as popularity,

page verification status, and the category to which the page belongs.

3.5.3.1 Popularity

Facebook offers a platform where anyone with a Facebook account can be an advertiser
without going through any verification process. This means that the platform is open to both
popular and well known advertisers such as Coca Cola as well as more niche advertisers such
as the tattoo shop around the corner. We consider the number of likes advertisers got on their
Facebook Pages as a measure of their popularity and bin advertisers in three different categories:
(7) niche, with 1K likes or less, (¢7) ordinary, with likes between 1 K" and 100K likes, and (i47)
popular, which have more than 100K likes.

Niche advertisers constitute 15% of the Facebook advertisers in our dataset, ordinary
61%, and popular 24%. While there are more ordinary advertisers than popular in our ADCOL-
LECTORDATASET2018, popular advertisers place a larger number of ads: 61% of all unique

ads we collected come from popular, 35% from ordinary, and 4% from niche advertisers.

3.5.3.2 Verification Status

There are two different colored checkmarks that appear next to Pages and profiles on
Facebook. The blue checkmark indicates the confirmed authenticity of Pages, public figures,
and brands. It shows that this is the official account for a brand, business, or person. Both Pages

and personal profiles can get this type of verification.
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Table 3.5: Fractions of advertisers that are verified (Blue = blue badge, Gray = gray badge).

Niche ‘ Ordinary ‘ Popular
Blue: 0.0% Blue: 5.2% Blue: 53.9%
Gray: 2.6% Gray: 12.4% Gray: 11.7%

Not verified: 97.4% | Not verified: 82.4% | Not Verified: 34.4%

The gray checkmarks, on the other hand, indicate a confirmed location for a specific
business. While this one is not quite as difficult to obtain or as noticeable, it can still help your
business gain some credibility on Facebook, which is always a good thing. If the advertiser
belongs to a big chain, franchise, or corporation, the main account run by corporate’s marketing
team will be the one with the blue check mark, and all individual locations could earn the gray
checkmark [59].

Table 3.5 shows the fraction of verified advertisers for niche, ordinary, and popular
advertisers. Niche advertisers tend to be less frequently verified (2.6%) compared to ordinary
(17.6%) and popular advertisers (65.6%).

3.5.3.3 Top categories

To be able to analyze which sectors advertisers come from and to have more homo-
geneous categories for all, we map advertisers in our dataset to categories in the Interactive
Advertising Bureau (IAB) taxonomy [89]. This taxonomy provides categories for advertising
purposes and is the standard in advertising. It is composed of 29 Tier-1 categories such as
News and Politics or Education. For the Facebook categories Public Figure
and Community Organization there is no suitable existing IAB category, so we create
a new category. Also, since IAB does not have a Tier-1 category dedicated to legal issues, we
created a Legal category as well. For advertisers with only coarse-grained categories such as
Company or Website we do not assign to them any IAB category. In total, we managed to
map 82% advertisers to an IAB category.

For example, the category “Media/News Company” includes 9 other categories, such
as “Publisher” or “Social Media Company”. Advertisers can also use a free-text mode where
they can type something and Facebook can return a category. Advertisers can also report more
than one category on their Facebook page.

Amidst this plethora of categories, we can pick some that might be of bigger interest to
users. Apart from a large number of Products and Services, or E-commerce websites, there exist
advertisers dealing with more specialized issues, such as Education, Media/News, Travel &

Transportation, Finance, and Law. Finally, there exist advertisers that belong to more sensitive
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categories, like Health & Medical, Religion, or Politics. Categories on Facebook are not ideal
for our purposes because their categorization leans towards business functions and not topics.
For example, the “News Website” category falls under the “Website” category, and not under a
news-related category.

Because of that, we used the content taxonomy of the IAB, which provides categories
for advertising purposes and is the standard in advertising. IAB provides 29 Tier 1 categories,
such as News and Politics or Religion and Spirituality. We manually classified each Facebook
category to a Tier 1 IAB category. For the Facebook category “Public Figure” which we could
not classify in one IAB category, we created a new category. Additionally, we will not focus on
more general categories like “Company” or “Website”, as they do not offer any useful infor-
mation about the nature of the advertiser. Table 3.6 show the Top 10 IAB advertiser categories

for Ad Monitor.

Table 3.6: Popular and sensitive (in bold) IAB advertiser categories for Ad Monitor.

IAB category Advertisers Ads
Education 10.2% | 10.9%
Food and Drink 8.1% | 6.3%
Music and Audio 72% | 3.0%
News and Politics 72% | 8.5%
Shopping 6.7% | 6.6%
Style & Fashion 59% | 4.9%
Technology and Computing 5.5% | 6.9%
Public Figure 53% | 4.0%
Community Organization 4.6% | 2.9%
Healthy Living 31% | 2.1%
Medical Health 21% | 0.9%
Business and Finance 1.6% | 2.5%
Legal 04% | 0.2%
Religion and Spirituality 0.3% | 0.1%

Figure 3.7, we analyzed the use of the various types of targeting during the pre-election
and election period that extended until October 2018. It is observed that the proportion between
the types of targeting remained stable throughout this period. This is because the techniques
for targeting potential voters are very similar to the techniques used to find perfect customers,
already widely used by the digital marketing industry to sell focused on the product (parties,
candidates, or government platforms), on sale (campaign promises) or on the market (dissemi-
nation of ideas). In the majority, advertisers adopt primarily targeting attribute-based strategies

to target users.
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Figure 3.7: Breakdown of targeting types across time wrt number of ads (across all users).
Above: daily number of active users.
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Source: created by the author.

3.6 Facebook Ad Library Dataset

Facebook provides an Ad Library that includes all ads that were declared as containing
political content by the advertisers 8 and all active regular ads. The Ad Library offers a search
engine where given a keyword, the engine returns matching advertisers and their ads. Facebook
lists the top 30 results for the query and provides a token for the next page. We implemented
a crawler to perform automatic searches and scrape the results provided by this application.
In August 2018, the search engine allowed to query empty strings and returned a long list
of ads sorted by the publish time. We collected all the returned results until the last page.
Unfortunately, the Facebook Ad Library changed a lot during the past 2 years, which might
make this collection method not possible anymore °.

We tried to collect close to all ads declared as political. To do that, we repeated the task
of querying for an empty string periodically during the period of Aug 2018 to December 2019,
a total of 11 complete crawls. Each additional crawl increased our dataset by an average of
2.63%. Additionally, to measure how many ads we missed, we performed a hundred searches
with distinct random words selected from a Wikipedia dataset [209]. This experiment revealed
that our dataset increased, in total, by 2.59%, or by an average of .0259% for each search. While
we believe we are close to have the entire dataset of political ads, there is not a systematic way

to assess the amount we of ads we did not gathered. As also observed by others, the Facebook

dhttps://www.facebook.com/politicalcontentads
9The task of building and maintaining this crawler is not straightforward. Facebook constantly updates the
URL parameters of search queries and implements countermeasures to detect and block crawlers.
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Ad Library is unstable and there are ads that appear and ads that disappear each day which
makes it impossible to know for sure how many ads we miss [134].

However, on March 2019 the Ad Library, which was previously called the Ad Archive
in the U.S., includes all active ads running on a Facebook page—mnot just politics or issue ads
and rolled out an API. The library will now serve as a central location for viewing ads and
related information, which was previously only available on a Facebook page in the Info and
Ads section.n. But, only self-declared political ads are available to search on Facebook Ad
Library API. Although we identify that our collector is not able to collect the entire ad library,
it manages to gather non-political ads on a daily basis. This becomes useful when we want to
find political ads that are not disclosed as political or social issues. Then, we built a dataset
containing all ads collected by our web crawler and Facebook Ad Library API.

For each ad, Facebook returns the advertiser’s name, the advertiser’s Brazilian tax ID,
the ad text, the ad media (video or images), how much money was spent on the ad, information
about the age, the gender, and the location of the users reached. We filter out ads that did not
reach people in Brazil and are not marked as being about political, election, or social issues.'”
Our curated dataset contains 100,778 unique ads from 5,292 advertisers during the electoral
period and all ads gathered are specific to Brazil. We refer to this dataset as the FBADLIBRARY-
DATASET2018 dataset. The political speech is hard to label even for researchers [178, 71], all
political bias must be set aside during the labeling process. Furthermore, the labeler must have
a deep understanding of the broader social, political, and economic context surrounding the
content at the time it was posted. Not surprising that political agendas and social issues are of-
ten intertwined with topics that polarize society, for example, the COVID-19 Pandemic [172].
Then, for this hard task, we selected 10k ads from FBADLIBRARYDATASET2018 (political)
and 10k from ADCOLLECTORDATASET2018 (non-political) in order to train our models which
will be deeply explained in Chapter 4.

3.6.1 Understanding the FBADLIBRARYDATASET2(018 Dataset

Now, we characterized FBADLIBRARYDATASET2018 dataset to evaluate its usefulness
for the training process discussed in Chapter 4. Firstly, we conducted a basic analysis of the
most frequently used words in the ads using word cloud. As expected, the most prevalent words
are directly related to the discourse found in political advertising. This word cloud is shown in
Figure 3.8.

Key Political Actors: Words like "Deputado" (Congressman), "estadual" (state), and "federal"

10The new version of the Ad Library also returns active campaigns of advertisers that can include ads that are
not political. We exclude these ads from the dataset as well.
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Figure 3.8: FBADLIBRARYDATASET2018 wordcloud.
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suggest a strong presence of political actors at different government levels in the ads. This
indicates that politicians at both state and federal levels are actively using Facebook for political

advertising.

Political Collaboration: The word "junto" (together) suggests an emphasis on collaboration
and unity among political figures or parties. This might indicate a trend of forming alliances or

working together for common goals.

Election Focus: The presence of words like "candidato" (candidate), "voto" (vote), and "eleicoes"
(elections) highlights a clear focus on electoral politics. This could indicate that a significant

portion of these ads is related to political campaigns or election-related content.

Healthcare and Campaigns: The term "saizide" (health) suggests that healthcare and related
issues are prominent in these ads. Many politicians are likely using health-related topics as a

key aspect of their campaign messaging.

Local Focus: Words such as "cidade" (city) and "amigo" (friend) suggest a local and social
approach to campaigning. Politicians may be using Facebook to connect with constituents on a

more personal level.

Policy and Commitment: Terms like "proposta" (proposal) and "compromisso" (commitment)
indicate that these ads are likely focusing on policy-related matters and the promises or commit-

ments made by candidates. This reflects the desire to communicate specific plans and objectives.

National Identity: The words "brasil" (Brazil), "educagdo" (education), and "politica" (pol-
itics) demonstrate the broader national context in which these political discussions are taking

place. These terms highlight key areas of concern and debate in Brazilian politics.
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Next, we investigated how many ads were placed by advertisers during the 2018 Brazil-
ian federal election. Figure 3.9 shows that advertisers were gradually placed more ads. How-
ever, during the last week of 2018 September, there was a sudden and significant burst in the
number of advertisements. This behavior can be attributed to the fact that politicians tend to
channel a significant portion of their energy and financial resources into the days immediately
leading up to elections. In this scenario, the aim is to imprint themselves in the voter’s memory
by consistently appearing in their feed.

Interestingly, after the first round, only 1,992 (1.9%) new advertisements were added be-
tween October 8, 2018, and October 26, 2018. Indeed, the first round witnesses a much larger
number of candidates running campaigns, including candidates for state and federal deputies,
senators, governors, and the presidency. In contrast, during the second round, only two presi-
dential candidates compete, along with two governor candidates per state (in states that had a

second round).

Figure 3.9: Political ad volume over time in 2018 Brazilian Election.
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3.6.1.1 Topic Modeling

Subsequently, we conducted an in-depth investigation into the content of the advertise-

ments contained within ADCOLLECTOR. During this phase, we employed BERTopic [79], a
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topic modeling technique that utilizes transformers and c-TF-IDF to create dense clusters, thus
facilitating the generation of easily interpretable topics while retaining crucial terms within the
topic descriptions. This analysis enabled us to comprehend the specific topics that were pro-
moted throughout the electoral campaign. We identified a total of 658 topics (i.e., excluding
outliers), of which 121 topics are above the mean (67, 0%) of ads by topic and the median is 24
ads by topic.

Additionally, we delved into the evolution of the number of advertisements by topic
over time. Figure 3.10 illustrates the top 10 topics in ADCOLLECTOR. Notably, all of these
topics are centered around politics or electoral matters, with a majority either soliciting votes
in topics such as Bolsonaro Support, Candidates, Mayor, and Political Renewal, or discussing

social issues at the local or national level (e.g., Urban Mobility, Teachers Support, and Hospitals

Issues).
Figure 3.10: Top 10 ADCOLLECTOR topics over time.
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3.7 Discussion

In this chapter, we presented our framework architecture and instantiated our case study
on Facebook. Then, we gave an overview of its implementation, the services it provides to
users, what data we collect, dissemination strategy, and impact. In fact, collecting live ads
from users is a hard task, due to the main issue is disseminating the plugin across users. But,
by disclosing information through the communications media, we seek to lend visibility to our
project. Apart from the current and future research that ADCOLLECTOR has and will enable, we
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envision its widespread adoption by the public assisting greatly towards the effort to bring more
transparency to political advertising. In the following Chapter, we describe how to use these

ads to build a machine learning model and create a transparency mechanism during elections.



65

Chapter 4

Detecting Political Ads

In this chapter, we elucidate our methodology for the identification of political advertisements.
This methodology encompasses three key steps. Initially, we establish a gold standard collection
of advertisements, which serves as the training and testing dataset for our machine learning
classifiers. Subsequently, we train nine supervised classifiers that receive the text within an
advertisement (referred to as ad caption) as input and provide an output indicating whether
it pertains to a political or non-political context. Finally, we assessed the metrics FI-score,
AUC and Accuracy to pick the best model. As mentioned in the review of literature, there
are many studies that show how the automatic detection of political content represents a hard
challenge [178, 78, 140, 201, 112].

4.1 Gold standard collection

To train and test our machine learning models we need a labeled set of political and
non-political ads. Next, we describe our assumptions and how we create a set of political and

non-political ads.

Political ads: As political ads, we choose a uniformly distributed random sample of 10, 000
ads from the FBADLIBRARYDATASET2018 dataset. As political candidates or political par-
ties made these ads as part of their official political campaigns, they are good representative
instances of political ads for training our machine learning-based methods. Our rationale is
that independent of the definition of a political ad, our data-driven approach might be able to
properly recognize an ad that is similar to those self-declared political ads made by real political

agents.

Non-political ads: There are no available existing labeled datasets for non-political ads in
Portuguese. Thus, we need to label such ads ourselves. We selected a uniformly distributed
random sample of 10, 000 ads from the ADCOLLECTORDATASET2018. Although most of the
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ads in this dataset are not about politics, there are a few political ads among them. So, we
asked three independent volunteers ! to label the ads as political or non-political. We instructed
the volunteers to consider as political ads the ads declared on Facebook as Political and Issue
ads, as well as ads that correspond to the definition adapted from [138] seen in Chapter 2. The
volunteers took three weeks to complete this task remotely.

We evaluated the inter-rater reliability among the independent volunteers using the agree-
ment percentage and the Cohen’s Kappa coefficient (x) [143, 111, 166]. This coefficient mea-
sures the agreement between two volunteers who each classify a predefined number of ads as
one of the two mutually exclusive categories: political or non-political. From Table 4.1, the
agreement among the three volunteers is consistently very high, 99.7% for volunteers 1 and
2, with kK = 0.93, and 99.5% for volunteers 1 and 3, with x = 0.88. For volunteers 2 and 3
the agreement is 99.5%, with k = 0.89. According to Landis ef al. [111], these Kappa scores
fall into the range of scores referred to as “Almost Perfect” agreement, which is a satisfactory
result that validates our gold standard collection. The labeled data contains 233 political ads
and 9, 767 non-political ads. We added the 233 political ads as part of our political ads dataset.
Our final GOLDSTANDARDDATASET2018 collection is a nearly balanced dataset containing
10,233 political ads and 9,767 non-political ads.>

Table 4.1: Cohen’s Kappa and Agreement percentage among researchers over labeled training
set.

Researchers
1 and 2 1and 3 2and 3
Kappa coefficient x ~ 0.93 0.88 0.89
Agreement % 99.7% 99.5% 99.5%

4.2 Experimental Setup

According to the reasons previously mentioned and to our definition of Political Ad in
Section 4.1, in this thesis, we explore a binary classification version task. Thus, the algorithm
learns a classification model from a set of previously labeled (i.e., pre-classified) data and then
applies the acquired knowledge to classify new (unseen) ads into two classes: political and non-
political. Based on that, we describe in the next subsections details of the experimental setup

adopted in this work.

! All volunteers are computer science researchers.
2This dataset is publicly available to download at https://lig-membres.imag.fr/gogao/polit
ical_ads.html.
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4.2.1 Classifiers

For this step, nine machine learning approaches were investigated in order to find one
(or more) alternative(s) with satisfactory performance in the task of detecting an advertisement
containing a political ad. In short, five of these explored algorithms are known as traditional (or
classic) machine learning approaches: Logistic Regression [147], Random Forest [23], SVM
(Support Vector Machine) with RBF kernel [204], Gradient Boosting and Naive Bayes [163]. In
addition, four other algorithms explore deep learning techniques (or Deep Learning):Recurrent
Neural Network (RNN) [169], Long Short-Term Memory (LSTM) [169] and Hierarchical At-
tention Networks (HAN) [212]. Particularly, this group of machine learning algorithms deals
with Artificial Neural Networks, an area that seeks to computationally simulate the brain as a
learning machine. These networks have the basic characteristic of having a high number of
neurons and inner layers in order to improve the quality of learning. For a better understanding
of the machine learning algorithms explored during this stage of the project, a brief description
of each of them and a complete experimental setup are presented in Appendix A.

We also implemented a Convolution Neural Network (CNN) [3] architecture recently
proposed for a similar task: identifying political tweets posted by politicians [138]. Figure 4.1
presents an overview of our implementation. We represent each word of a Facebook ad as a
dense vector retrieved from Word2Vec C-BoW with 300 dimensions, pre-trained over a large
Portuguese data set, which is able to produce an embedding matrix for a vocabulary of 1.3
trillion terms [133, 85]. Thus, the input layer is a matrix n X 300, where n is the number of
words in a particular ad and 300 is the vector representation of each word of this message.
Subsequently, there is a 25% rate dropout regularization layer connected to a convolutional
layer with 120 different filters and sizes (3,4,5), activated by a ReLLU function. Then, the output
of the previous layer is connected to a global max-polling layer, whose output is in turn, fully
connected to a ReLLU activation and to another 25% rate dropout layer. Finally, the last dense
layer is a single neuron with a sigmoid activation function that outputs 1 if the message is
political, and 0 if non-political. We optimized the neural network by means of cross-entropy

loss function using the Adam optimization algorithm [104].

Finally, we use 10-fold cross-validation to train and test the nine classifiers. We partition
the GOLDSTANDARDDATASET2018 dataset into ten random sub-samples, out of which nine
are used as training data, and the remaining one is used for testing the classifier. The results
reported are averages of the 10 runs along with their 95%-confidence intervals.

We used textual features and trained models over nine machine learning approaches:
SVM, Logistic Regression, Gradient Boosting, Random Forest, Naive Bayes, CNN (Convo-
lutional Neural Network), LSTM (Long Short-Term Memory), HAN (Hierarchical Attention

Networks) and RNN (Recurrent Neural Network) to investigate the best metrics of machine
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Figure 4.1: Convolutional Neural Network architecture for political ads classification.
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learning approach.

4.2.2 Evaluation Metrics

For each combination between machine learning approach and textual feature, we used
as evaluation measures precision (P), recall (R), fl-score (F'1) by class, accuracy, AUC and
Macro-F1. The Table 4.2 shows a generic confusion matrix for the political ad classification

problem.

Table 4.2: Generic confusion matrix for experiments with two classes (political and non-
political).

Predicted
political non-political
political a b
non-political c d

Real

Formally, P, R and F'1 are given by:

R = 4.1
a+b a-+c “.D
2%« Px R
F1l=——
P+ R
Thus, we calculate F'1 score for political class is
2 % P(pol) x R(pol)
P(pol) + R(pol)

4.2)

P(pol) = 4.3)
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and similarly for non-political ones. Additionally, we also use Macro-F1 score, which is cal-
culated by averaging all FI scores for each class, and accuracy to provide complementary as-
sessments of the classification effectiveness. Macro-F1 is especially important when the class
distribution is very skewed, to verify the capability of the method to perform well in the smaller
classes.

Intuitively, precision calculates how many of the ads that were predicted positive are
actually positive. Precision is a good measure to determine, when the cost of having false
positives is high. In political ad classification problem, a false positive means that an ad that is
non-political (actual negative) has been identified as political (predicted political). In this case,
this ad could be selected for audit.

Recall calculates how many of the actual positives our model is able to capture through
the prediction. Overall, Recall is used to select the best model when there is a high cost as-
sociated with false negatives. In political ad detection, if a fraudulent ad (actual positive) is
predicted as non-political (predicted negative), the consequence can be that a slush fund or mis-
information will not be detected. In order to calculate these metrics, the training process we
used 10-fold cross-validation with Grid Search for SVM, Logistic Regression, Gradient Boost-
ing, Random Forest, and CNN.

To evaluate the classifiers we considered three classic metrics: accuracy, Macro-F1,
and the area under the ROC curve (AUC). Accuracy considers equally important the correct
classification of each ad, independently of the class, and basically measures the capability of the
method to predict the correct output. As the GOLDSTANDARDDATASET2018 dataset is nearly
balanced, the results for accuracy are meaningful. The resulting AUC is the probability that
a model will rank a randomly chosen political ad higher (e.g., more political) than a randomly
chosen ad. The AUC is especially relevant for political ad detection since the decision threshold
can be used to control the trade-off between true and false positive rates. Finally, Macro-F1
values are computed by first calculating F1 values (a metric that captures both precision and
recall for a 0.5 threshold) for each class in isolation, then averaging over all classes. This
way, Macro-F1 considers equally important the effectiveness in each class, independently of
the relative size of the class. Besides that, the Macro-F1 score is the harmonic mean of the

precision and recall.

4.2.2.1 Winning Number

Additionally, we employ a performance metric introduced by Qin Tao et al. [155], re-
ferred to as the Winning Number, to evaluate the most competitive classifiers or methods among

the candidates. In our specific context, the task at hand involves the classification of Face-
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book ads as either electoral or non-electoral. In this regard, the winning number of a method i

concerning a performance metric M is defined as:

Si(M) =3 L) (4.4)

j=1 i=1
where j is the index of a dataset, i and k are the indices of a classifier, M;(j) is the
performance (position) of the 7 - th method on j - th dataset in terms of measure M, and

Las,(j)> () 18 the indicator function:

L If Mi(j) > My(j)
Lag,(5)> i (5) , (4.5)
0 otherwise

However, we trained our models on a single gold-standard dataset. Thus, the Winning
Number is given by:
Si(M) = 1w, (4.6)
i=1

Consequently, the greater the value of S;(M), the more effectively the "i-th" classifier

outperforms the rest. The outcomes of this analysis will be detailed in the subsequent sections.

4.3 Experiment Results

Table 4.3 presents the accuracy, AUC and Macro-F1 score for the nine classifiers we
consider. The accuracy of CNN, HAN and RNN is 97% in a nearly balanced dataset for detect-

ing both political and non-political ads.

Table 4.3: Accuracy, AUC and Macro-F1 from different classifiers.

Classifier Accuracy AUC Macro-F1

CNN 0.97(#£0.01) 0.97(#0.01) 0.97(40.01)
G. Boosting 0.93(+0.01) 0.96(+0.01) 0.93(+0.01)
HAN 0.97(£0.01) 0.97(%0.01) 0.97(40.01)
LSTM 0.94(40.01) 0.96(40.01) 0.94(40.01)
N. Bayes 0.96(+£0.01) 0.97(%£0.01) 0.96(40.01)
R. Forest 0.94(+0.01) 0.96(+0.01) 0.94(+£0.01)
RNN 0.97(#£0.01) 0.97(#0.01) 0.97(40.01)

L. Regression  0.96(+0.01)  0.96(40.01)  0.96(%0.01)
SVM 0.96(£0.01)  0.96(£0.01)  0.96(%0.01)
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Figure 4.2: ROC curves for our classifiers.
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While our classifiers achieve an impressive accuracy in a nearly balanced dataset, in
the real-world the number of non-political ads is much higher than the number of political
ads. Hence, it is important to study the ROC curves of classifiers and what true positive rates
(detection of true political ads) they achieve for small false positive rates (false detection of
non-political ads as political ads). Figure 4.2 and 4.3 shows the corresponding ROC curves for
all classifiers, we calculated the average of ROC Curves over the 10 folds. In addition, Table 4.4
shows the true positive rate for a false positive rate of 1% and 3%. We observe that CNN and
Naive Bayes classifiers are the most accurate with true positive rates of 89% and 91% for a 1%

false positive rate.

4.3.1 Winning Number

After calculating the training and test metrics, we proceeded to compute the winning
number, as indicated in Section 4.2.2.1. Interestingly, neural networks outperformed clas-
sic machine learning approaches in terms of the winning number. Additionally, Naive Bayes

demonstrated strong performance when considering its AUC, but when looking at the overall
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Figure 4.3: ROC curves in detail.
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Table 4.4: True Positive Rate (TPR) for 1.0% and 3.0% False Positive Rate (FPR).
Classifier FPR=1% FPR 3%

CNN 89% 97%
G. Boosting 67% 86%
HAN 85% 95%
LSTM 74% 88%
N. Bayes 91% 98%
R. Forest 69% 88%
RNN 85% 96 %
L. Regression 68% 91%
SVM 68% 92%

comparison of other metrics (e.g., Accuracy and Macro-F1), it did not perform as strongly in
other metrics. The advantage of using the winning number lies in its ability to comprehensively
assess the classifier’s performance compared to others, considering all metrics, rather than fo-
cusing on a single isolated metric. Table 4.5 shows the winning score (WS) ranking for all nine
classifiers.

On the other hand, LSTM, Random Forest, and Gradient Boosting are the worst clas-
sifiers in our experiment. It is noteworthy that they have the lowest scores in all metrics, and

Gradient Boosting didn’t even score in any of the training metrics.
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Table 4.5: Winning score (WS) ranking for Accuracy, AUC and Macro-F from different clas-

sifiers.

Classifier

Accuracy WS AUC WS Macro-F1 WS

CNN
HAN
RNN
N. Bayes

L. Regression

SVM
LSTM

R. Forest
G. Boosting

6
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Table 4.6: Overall Experimental results detailed by class.

Political Non Political
Method P R F1 P R F1
CNN 0.97(£0.03) | 0.97(£0.02) | 0.97(£0.01) | 0.97(£0.02) | 0.97(%£0.03) | 0.97(£0.01)
G.Boosting | 0.94(£0.01) | 0.94(%0.02) | 0.94(£0.01) | 0.93(£0.02) | 0.93(£0.02) | 0.93(£0.01)
HAN 0.97(4£0.02) | 0.97(+0.02) | 0.97(£0.01) | 0.97(£0.02) | 0.97(£0.02) | 0.97(40.01)
LSTM 0.95(£0.02) 0.92(£0.02) 0.94(+£0.01) 0.92(+£0.02) 0.95(£0.02) 0.94(+£0.01)
N. Bayes 0.93(40.02) | 1.00(+0.00) | 0.96(£0.01) | 1.00(£0.01) | 0.92(£0.01) | 0.96(40.01)
R. Forest 0.96(£0.01) | 0.91(£0.01) | 0.94(£0.01) | 0.91(£0.01) | 0.96(£0.01) | 0.94(%0.01)
RNN 0.97(£0.01) | 0.97(£0.02) | 0.97(£0.01) | 0.97(£0.02) | 0.97(£0.01) | 0.97(£0.01)
L. Regression | 0.96(+0.01) | 0.96(£0.01) | 0.96(£0.01) | 0.96(£0.01) | 0.95(+0.01) | 0.96(40.01)
SVM 0.95(40.01) | 0.97(40.01) | 0.96(£0.01) | 0.97(£0.01) | 0.95(£0.01) | 0.96(40.01)

4.4 Discussion

In this Chapter, we presented our labeling process for building the GOLDSTANDARD-

DATASET2018 dataset. This dataset was used to train nine classifiers, and after that, we selected

the best model based on the best winning number to deploy on a real scenario (explained in de-
tail in the Chapter 5).

After we trained our model, we selected the CNN model for deploying in the wild and
classifying the rest of the data from ADCOLLECTORDATASET2018. Although Naive Bayes

has a narrow advantage at the true positive rate and false positive rate metric, CNN has better

winning number. Even though HAN and RNN tied with CNN on winning number, we chose
the CNN due the best performance of 3% of FPR (97% TPR).
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Chapter 5

Case Study: Political Ad in 2018 Brazilian
Elections

In the 2018 elections, for the first time, content produced by candidates and their parties can be
boosted in the social networks that offer the service, including the prioritization of material on
search engines. This is perhaps the biggest push for the use of data in this election. Now, we
have an important definition: all political ads asking for votes or making claims that can with-
draw votes from opponents are named as Electoral Propaganda. Basically, a correctly-placed
and designed ad energizes a politician’s base and depresses the opponent’s. In general, some
Electoral Propaganda highlight political issues and positions, while others focus on candidates’
non-political traits — either emphasize the positive personal traits of the preferred candidate or

attack the negative attributes of the opponent (e.g., ideology, lawsuit, scandals, etc.).

5.1 Brazilian Election Legislation

In 2018, the candidate, political party, or coalition can use Online Platforms and create
hotsite hosted in addresses previously informed to the Electoral Justice; they can send Electronic
messages to voters, granting the voter the right to opt-out from the mailing list to stop receiving
messages from a determinate Candidate, Political Party, or Coalition (in 48 hours max). It is
also allowed to create Blogs, Social Media (profiles, fan pages), and instant messaging websites
as long as the content is produced by the Candidate, Political Party, or Coalition; and Electoral
content boosting on Social Media Platforms unequivocally identified as such and contracted
exclusively by parties, coalitions and candidates and their representatives.

But, on another hand, it is not allowed electoral advertisement in legal entities’ websites,
Official/Governmental websites, or the ones hosted by public administration bodies, advertising
through telemarketing, at any time, unfair attribution of electoral advertising authorship to other
candidates, parties, or coalitions, commercialization of mailing lists of e-mails, use of fake

profiles and bots for posting or boosting electoral content [191].
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With the advent of Political Reform, the 2018 elections are the first in Brazilian history
in which candidates, political parties, and coalitions will be able to hire electoral content in
platforms. Thus, there is a need to build independent auditing systems to investigate ads that
would be placed on social networks independently of the interests of large platforms such as
Facebook.

Finally, electoral advertising options on the Internet encompass various aspects, includ-
ing the prohibition of online advertising insertion or promotion on the actual election date, as
stipulated by electoral laws. Nonetheless, the legislation allows promotions and content that

were contracted and scheduled before the election date to remain online.

5.2 Analysis of political ads

In this section, we investigate how many political ads our classifier identifies in the
ADCOLLECTORDATASET2018. From ADCOLLECTORDATASET2018 we removed the ads
that are part of the GOLDSTANDARDDATASET2018 dataset and were used for training the
models, as well as the ads that we collected outside the election period (March 14, 2018, to
August 15, 2018). We also removed ads that were not in the Portuguese language, resulting in
a set of 58, 235 unique ads. Finally, some advertisers create sets of ads that have the same text
but with different images. In order to not over-represent them we only kept one ad for each set
of ads with multiple images and the same caption. Hence, this leads us to a set of 38,110 ads.
Remember that this dataset does not contain any official political ad as our browser extensions
did not collect these ads (see Chapter 3).

We used the CNN model to assign to each ad a probability of being political. In practice,
there is a significantly higher number of non-political ads then political ads (i.e., we have an un-
balanced dataset scenario). To limit the number of false positives (i.e., ads that are misclassified
as political by our model but are actually non-political) we choose a threshold (7) for declaring
an ad as political that corresponds to a 1.0% false positive rate (instead of choosing the typical
0.5 threshold for the probability of being political, which corresponds to a false positive rate
of 8.0% and true positive rate of 96.0%). Using a threshold of 0.97, our CNN model classifies
1, 133 ads as political out of the 38,110 ads we tested — 2.6% of the ads are political. The 1, 133
ads were posted by 739 advertisers. We named the set of political ads we detect as the FACE-
BOOK POLITICAL ADS. Figure 5.1 shows an example of such ad. We see that the ad mentions
the name of a candidate and his identification number during the election.

We found 115 ads that are not political. The ads that were wrongly classified as political
had captions that could mostly be easily confused by an algorithm; for example, an ice-cream

shop was presenting their products as mock-candidates in the election. Another ad was pro-
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Figure 5.1: Ad text posted together with this ad image translated to English: I am meeting
friends, making new friends and bringing my message as a state deputy candidate to all residents
of Marmel6polis (MG). Let’s go together! A NEW LOOK FOR MINDS Political Advertising:
CNPJ 31.208.669/001-05 #Marmel6polis #ANewLooking ForMines #DrRobertoBob20200.
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Source: https://www.facebook.com.

moting a film with political synopsis: “From political prisoner to the presidency of the country.
The story of the imprisonment of former Uruguayan president Pepe Mujica and his companions
during the Uruguayan military dictatorship is available in #UmaNoitede12Anos , which opens
in cinemas on September 27th.”

These results suggest that at least 2.6% of the ads in our dataset contain political content
and are not part of the Facebook Ad Library. Note that our threshold for declaring political ads
was very high and there might be many other political ads we do not detect due to this high
threshold. This means that although a law exists to enforce the disclosure and registration of
political ads on Facebook during the elections, there is still a considerable amount of political

ads being broadcast that are not disclosed properly.

5.2.1 Characterizing Detected FACEBOOK POLITICAL ADS

We manually checked who posted each ad from our sample of 1,133 ads. Out of the

739 advertisers who posted clear political ads. In this process, we labeled each ad with tags to
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identify what kind of content from each ad. We define the following 14 tags:

(T1) Asking for votes for the Advertiser: We labeled all ads with contains explicit intention to
ask people to vote in the advertiser. Candidates can present their number in the electronic ballot
box, as well as asking for votes using jargon: "I count on your support", "Vote for me", "I want

to be your deputy/president/senator", and so on.

(T2) Asking for votes to another candidate: We label all ads with the explicit intention of asking
people to vote for another candidate. Even though these advertisers were candidates, they asked

for votes from other candidates in their party.

(T3) Asking to do not vote for specific candidate(s): In this case, the advertiser advise the voter

to do not vote in specific candidate(s) or political party.

(T4) Complaint or accusation: This kind of the ad the advertiser expose any complaint or
accusation about other candidates to spoil adversaries. Here, the candidate attacks the negative

attributes of the opponent (e.g., ideology, lawsuit, scandals, efc.).

(T5) Divisive Societal Issues: In these ads are discussed controversial topics where advertisers
incite social conflict or discussion by publishing ads on divisive societal issues (e.g., , LGBTQ+,

Abortion, Racism, Feminism).

(T6) Electoral Propaganda Disclaimer: With the Brazilian Political Reform, the 2018 elections
are the first in Brazilian history in which candidates, political parties and coalitions will be able
to hire electoral content in the Facebook. But, they have to put a disclaimer to identify electoral

propaganda from a regular ad.

(T7) Political Ad: These types of ad include any boosted post whose purpose is to directly or

indirectly promote or denigrate any candidate or political party.

(T8) News Advertisement: During the elections, several media outlets carried out news cam-
paigns involving candidates. Some of these news items had a biased tone, but we cannot claim

with absolute certainty what the real intention of this news.

(T9) Political Debate: The debates between candidates was widely publicized through adver-
tisements on social networks. This type of publication is not intended to promote any candidate.

However, it is totally correlated with the electoral environment.

(T10) National or Local Issues: Any advertisement that reports problems with government ser-
vices that are poorly delivered to citizens and reach the cities, states, or country as a whole. For
example, basic sanitation, lack of doctors in the hospitals, and public security issues. Some-
times, candidates do not criticize their opponents directly, but they criticize citizens’ living
conditions. In this way, they end up criticizing the previous management for having done a

poor job.

(T11) Miscellaneous Elections: This type of ad is also a campaign asking for votes, but not
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for an electoral campaign. In this case, they are campaigns to vote for positions in universities,

associations, or any kind of position elected by votes.

(T12) Elected Candidate: It is a common behavior in Brazil that elected candidates also publish
ads on facebook after their victory. In addition, as there was a second round in the Brazilian
presidential elections, elected senators and deputies returned to social media to ask for support

from their presidential candidate.

(T13) Miscellaneous Campaigns: This type of ad is also a campaign asking for votes, but not
for an election campaign. In this case, they are campaigns to vote in the poll for the best film of

the week, election of the best dish of the week, among other polls that ask for votes.

(T14) Cross Reference: In this type of ad, advertisers can place ads targeting users who are
voters of their opponents. In this case, advertisers target users who follow their opponents’
facebook page.

We identified 49.3% out of 1,133 ads as asking for votes for the Advertiser, asking for
votes for another candidate (8.4%) and asking to do not vote for a specific candidate or political
party (2.3%). In addition, 3.3% are complaints or accusations for a specific candidate and they
do not have a political disclaimer to identify who paid for them. Then, we observed that these
advertisers who placed ads with complaints or accusations did not declare their ads as political
on Facebook.

Compliance with the Brazilian election law:

Disclosure: We observed that some advertisers, even if they do not declare their ad as political
on Facebook, these ads put in the text of their ad the keywords ‘“Propaganda Electoral” or
“Propaganda Politica”, and their CPF or CNPJ tax id numbers, as required by the Brazilian law.
We identified 112 such ads coming from 67 advertisers in FACEBOOK POLITICAL ADS. While
these advertisers comply with the Brazilian election law, their ads are not declared to Facebook
and, hence, are not part of the Facebook Ad Library, thus evading future scrutiny. Note that,
we have not checked if any of these advertisers declared their spending to the electoral court, to

verify if the whole process is compliant.

Type of advertiser: Only political parties and politicians were allowed by law in Brazil to launch
political ads during the electoral period, which is the period considered in our analysis.

Many of these advertisers —especially news organizations— frequently covered news,
debate events, and interviews. However, we also identified 1,006 ads (from 589 advertisers)
whose message was directly related to politics, often clearly advocating political agendas. For
example, an NGO named Sou Da Paz was advocating through 24 ads for several agendas re-
lated to reducing gun violence, crime rates e.t.c., while a community named Esquerda Marxista
placed 2 ads with heavy ideological undertone, one of which directly criticized Jair Bolsonaro.
Table 5.2 shows a (translated) ad for each of the two advertisers (ADS5 and AD®6, respectively).

Facebook lets advertisers target users based on sensitive interests: Facebook allowed the ad-
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vertiser GauchinhodeDeus to target users it thinks are interested in subjects Jesus, thus allowed
to target Christianity. Inpecting the ad explanation collected from Facebook, the reason why
users saw this ad is the fact that Gauchinho de Deus wants to reach people interested in Jesus,
based on activities like liking Pages or clicking on ads. Additionally, the advertiser Agripino
Magalhdes 40780 and Sonder succeed in targeting users who are interested in LGTB.
Machines votes accuracy and security: The following ad placed by advertiser Cristian Paulo
de Oliveira Alves, puts under suspicion the Brazilian voting machine. His claims are based
on Diego Aranha’s conclusions after public security tests for electronic voting machines at
the invitation of the Superior Electoral Court (TSE). At the time, Diego Aranha reported the
team that coordinated found weaknesses in the equipment. See the full ad caption translated to
English:

Do you trust electronic voting machines? If your answer is yes this video is for
you. Diego Aranha is mobilizing for people to participate in the action of "Vocé Fis-
cal", aimed at inspecting the ballot boxes through images obtained from cell phones
Professor at the University of Campinas (UNICAMP), Diego Aranha, developed an
application for cell phones with the purpose of supervising the results of the elec-
tronic voting machines of each polling station at the end of the ... poll, that is, at 5
pm. He is calling the action Vocé Fiscal”, because he wants to mobilize voters to
help with inspections through images obtained from cell phones. Diego Aranha is
a professor in digital security. In 2012, he participated in public security tests for
electronic voting machines at the invitation of the Superior Electoral Court (TSE).
At the time, he was a professor at the University of Brasilia (UnB). According to
the academic, the team that coordinated found weaknesses in the equipment. For

this reason, it questions the effectiveness of the same electronic voting machines.

Cross Reference/Cross Targeting: Two advertisers used this technique that consists of targeting
adversaries’ potential voters. Professora Dayane Pimentel ran an ad with the caption “Jair
Bolsonaro 17 Presidente e Professora Dayane Pimentel 1717 Deputada Federal.” and targeted
users interested in Geraldo Alckmin. O Bom do Dia ran an ad with ironic tone with the caption
“Leonardo Quintdo, federal deputy of the MDB, is an example of a successful congressman.
Between 2002 and 2010, ’his assets were multiplied from R$ 314 thousand to R$ 2.6 million.
He got rich 8 times in eight years. He is linked to Eduardo Cunha, the leader of the PMDB’.”.
Interestingly, they targeted users on Facebook interested in MDB (Political Party).

Representation in the Ad Library: The ads in FACEBOOK POLITICAL ADS were not declared
as political on Facebook and hence are not part of the Ad Library. To check whether there
might be versions of these ads that are part of the Ad Library, for each ad in FACEBOOK Po-
LITICAL ADS we extract the text of the ad and we check if the text matches any of the ads in
the FBADLIBRARYDATASET2018 dataset. Only 34 of the 1, 133 ads have a corresponding ad
in FBADLIBRARYDATASET2018. This shows that for a small fraction of ads, the advertisers
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had some ads that were compliant with Facebook’s ToS but also similar versions of the same ad

that were not.

Differences between ads in FACEBOOK POLITICAL ADS dataset and the FBADLIBRARY-
DATASET2018 dataset: In Table 5.2 we show (translated) examples of ads from FBADLI-
BRARYDATASET2018 and FACEBOOK POLITICAL ADS. We do not see a clear distinction
among ads of each group as they both contain explicit publicity material for candidates as well
as ads related to the elections but not to particular campaigns. This sample of examples illus-
trates the importance of having collaborative systems that enable the participation of society in

the process of uncovering (potentially suspicious) political campaign actions.

5.2.2 FACEBOOK POLITICAL ADS over time

Now, we investigate how advertisers behaved during 2018. Firstly, we expanded the
time window of the analysis to understand the behavior of advertisers in the pre-election period,
during the campaign on the first and second rounds, and after the election. However, our AD-
COLLECTOR plugin has data starting in March 2018, when it was released. Thus, our analysis
is comprised between March 1, 2018 and December 31, 2018.

In this analysis, all ads have political probability above or equal to the probability thresh-
old 0.97. In 2018, political campaigns asking for votes on the Internet were allowed between
August 16 and October 6, and we named the time window from January 1 until August 16 of
the Pre-election. During Pre-election is totally prohibited placing ads to ask for votes. In the
Firure 5.2 we show how many ads were scored greater than equal 0.97 by month.

Clearly, there was a distinguished volume of ads during the Pre-election period which
suddenly decreased when electoral propaganda was allowed. However, is not prohibited to
speak about politics or elections on Pre-election, thus a detailed analysis is required by TSE.
Besides that, neither non-sponsored post can not be published on the Pre-election time window.

In general, the pre-candidates published ads about social issues, their qualities, and crit-
icisms of the current government as shown in Table 5.1.

Similarly, we calculated how consistent the advertiser is weekly and monthly. First,
we summed the amount of ads by advertisers weekly in FACEBOOK POLITICAL ADS. Let us
define P(z;) as the probability of one advertiser publishing at least one ad on week ;. We also
defined n as a number of weeks in ADCOLLECTORDATASET2018 (n = 39). Therefore:

P(z;) = 1/n = P(1/39) ~ 0.02 (5.1)

Given the Shannon’s entropy formula [124]:
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Figure 5.2: Number of Ads with a probability above the threshold 7 = 0.97 in the ADCOLLEC-
TORDATASET2018 over time.
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Table 5.1: Sample of ad in the Pre-election period.

Last Thursday, the 22nd, I was at the Legislative Assembly of Minas Gerais, making my
pre-candidacy for state deputy official. A moment that I want to share with all of you
so that together we can participate in this new chapter in the political history of Nova
Serrana and of the entire Midwest region. Marcos Fonseca pre-candidate for state deputy
and Willian Barcelos pre-candidate for federal deputy for the PTB! #RenovacaoJa
Advertiser Name: Marcos Fonseca

Date: Sunday, 25 March 2018

Advertiser ID: 661486223913435

n

H(X) ==Y P(x;)log:P(x;) (5.2)

i=1

Thus, 0 < H(X) < 4.39, where advertisers that ran ads consistently over the weeks
have H (X)) greater than others. If an advertiser did not ran ads on week x;, then P(z;) = 0. On
the other hand, advertisers that ran many ads in one week have lower entropy. Figure 5.3 shows
the top 30 advertisers with the highest entropy.

Comparatively, we also calculated monthly entropy likewise weekly entropy. Interest-
ingly, this analysis, as shown in Figure 5.4, reinforces that advertisers talk a lot about politics
in Pre-election, and suddenly stop due to any boosted political propaganda during the election
should be declared to TSE.



5.3. Discussion

82

Figure 5.3: Top 30 advertisers with higher weekly entropy in ADCOLLECTORDATASET2018.
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Figure 5.4: Top 30 Advertisers with higher monthly entropy in ADCOLLECTORDATASET2018.
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In this Chapter, we answered our research question RQ2 and found 1, 006 political ads,

some of them have the potential of being Electoral Propaganda. The main culprit for this

situation is that advertisers need to self-declare their political ads as such for them to appear in

the Ad Library. It is not clear whether Facebook has any mechanism to enforce compliance.

The Brazilian election legislation stipulates that ads during the electoral period need to

be disclosed with the Electoral Propaganda tag displaying the national identification number
(CPF for individuals and CNPJ for institutions) of the advertiser. Only 112 such ads coming

from 67 advertisers in our dataset have the right disclaimer stipulated in the Brazilian election
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law but they did not declare their ads as political to Facebook, hence, they do not appear in the
Ad Library.

Moreover, we detected evidence of early propaganda before the 2018 Brazilian Elections
(RQ3). Then, this topic will be studied more deeply in Chapter 6.
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Table 5.2: Sample of ads in FBADLIBRARYDATASET2018 and FACEBOOK POLITICAL ADS.

| # [ AdText | Ad and Advertiser Info |
FBADLIBRARYDATASET2018
ADI The candidate Romeu Zema, tried once again, to hitch | Public Figure
a ride in the campaign of Jair Messias Bolsonaro. This | fb.com/deputadomarcosmontes
time he didn’t make it, because people have already
started to discover who he really is. #eleicoes2018
AD2 3 days to go! It was an incredible journey to get here | Public Figure
receiving affection and support from so many people. | fb.com/FlavioCavalcantiJunior
Check out the retrospective of my campaign and do not
forget: on October 7, vote 2332 for Deputado Federal
RJ. I count on you! bit.ly/2P8kkxz
AD3 It is a great satisfaction to receive the support of Carlos | Politician
Roberto Osorio. He will not run for reelection, but he | fb.com/RenanFerreirinha/
demonstrates that he has better security in Rio. Vote
40021 for state deputy - Renan Ferreirinha
AD4 Friends, in this final phase, I need your support! Any- | Politician
one who has always followed my work knows that I did | fb.com/fabiomanfrinatobauru/
a lot, but as #DeputadoEstadual I can do even more.
Have you ever chosen11222 help me share it with your
friends and family? #AForcaDolnterior #NewPolicy
#WellPolicy #CleanFile
FACEBOOK POLITICAL ADS
AD3 Proposal of Agenda #SegurangaPublicaESolu¢do: end | NGO
impunity! Only increasing penalties does not solve im- | fb.com/institutosoudap
punity: of what use a hundred years worth if the person | az/
responsible for the crime is not arrested? The work to
change that is to invest in research well made, which
identifies criminals, dismantle gangs and arrest those
who commit violent crimes such as murder and rape.
#NaoTdTudoBem #VamosResolver? Meet this and
other proposals to improve public security in Brazil:
http://bit.ly/ResumoSegurancaPiblicaESolugio
AD@ The fight against Bolsonaro can only be effective if seen | Community
as part of the struggle of the working class against the | fb.com/EsquerdaMarxist
current system. Come to know the fight of the Commu- | a/
nists. #ElesNdo: Bolsonaro and other representatives of
capital.
AD7 [ELECTIONS 2018 - INTERVIEW WITH BISHOP | News Media
DAMASCENO] Continuing the interviews of the | fb.com/observatorioluz
Luziense Observatory with candidates from Santa | iense/
Luzia in the 2018 Elections, we talked with the city
candidate for Senate, Bishop Damasceno, of the PPL.
Check out! #elections2018 #interview #senado #bispo-
damasceno #politics #T VOL #santaluzia #observatori-
oluziense #luziar
ADS§ Hi, Hi Dear People! For state representative, vote Luiz | Politician
Carlos Martins - 11550! fb.com/luizcarlosmarti
nsoioi/
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Chapter 6

Case Study: Early Electoral Advertising in

Unsponsored Content

In Brazil, any electoral advertisement published before the electoral timeframe can be classified
as Early Electoral Advertising by TSE. But the justice is reactive and expects the political parties
or any other interested parties to point out potential irregular advertising to judge them, a logic
that becomes hard to tackle given the difficulty of monitoring and identifying microtargeting
ads in non-sponsored electoral content from influencers and "echo chambers". On political
issues, the influencers and "echo chambers" do an impact on citizens’ views and, in turn, on
their voting behavior. Anticipating this influence during election campaigns, parties potentially
need to change how they devise policies. In this context, we made a first effort to identify early
election-related advertisements within organic content on social media platforms. "Organic
content" refers to content that is not part of regular, paid advertising campaigns but is created

and shared by users or pages without direct financial promotion.

6.1 Case Study: Facebook Posts

Faced with political polarization, Facebook groups and pages have become places where
political campaigns can be organized and promoted without the use of paid advertisements. Fur-

thermore, influencers are starting to become an important part of early electoral campaigns [208].
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6.1.1 Facebook posts dataset (Pages and Groups)

We collected historical public posts from pages and groups using CrowdTangle API'.
This tool is Meta’s transparency initiative to bring public scrutiny. It tracks the public content
from influential or verified Meta profiles, public groups, and pages. It does not provide in-
sights into private user content. In short, CrowdTangle offers the typical set of metadata like
timestamps, page likes, engagement metrics (number of likes, shares, and comments), and in-
formation on linked URLSs in the posts (including embedded headlines and teaser texts of the
linked sites or articles). For our analysis, we filtered the Election-related posts based on regular
expressions covering different spellings and technical terms for “elections”, “mayor” and ‘““can-
didates”. As a result, our election-related consisted of 2,475,519 pages posts and 1,640, 811
groups’ public posts, from 136, 829 pages and 75, 214 groups, respectively. All posts included
in this data set were posted between January 1, 2020, and September 26, 2020, in this period
is prohibited to ask for votes or any electoral advertisement (neither unsponsored content) in
Brazil. We named pages’ posts as FBPAGESDATASET2020 and groups’ posts as FBGROUPS-

DATASET2020. Our strategy is presented in Figure 6.1.

Figure 6.1: Strategy to collect and classify public Facebook page and group posts using Crowd-
Tangle.

Group posts

1 political
Q
Dictilcj)irayry- classiﬁgaltion
based mode
T non-political
Page posts

Source: created by the author.

As part of our independent auditing effort, we first identify ads with the potential to be
irregular among those donated by volunteers who installed our plugins. Posts referring to the
electoral process, praising one’s own qualities, and asking for votes, or praising the qualities
of the pre-candidate, but not asking for votes, are both types of posts that can be characterized
as early electoral propaganda. In short, asking for votes is not essential for propaganda to
be considered illegal [192]. Now, we collected data from the Crowdtangle Platform to better

understand this issue on non-sponsored posts from Facebook public posts (pages and groups).

'"https://crowdtangle.com



6.1. Case Study: Facebook Posts 87

6.1.2 Influencer Marketing on Unsponsored Political ad Context

As reported on related work, influencer marketing can significantly impact elections in
various ways. The use of digital influencers in politics has become increasingly common due
to their reach and influence over specific audiences. Influencers often have a large number of
highly engaged and loyal followers. When they endorse a candidate or a cause, they can reach a
substantial audience and mobilize it to support a particular electoral campaign. Many followers
trust influencers and perceive their opinions as authentic and impartial. Therefore, when an
influencer expresses support for a candidate or a party, it can enhance the candidate’s credibility
in the eyes of their followers. Influencers often have specific follower niches. This allows
candidates to effectively target demographic groups and key voters, tailoring their message to
the concerns and interests of these groups. Influencers can create personalized and engaging
messages that resonate with their audience. This is especially useful for conveying a political
message more effectively than generic ads.

However, using influencer marketing in politics also poses challenges, and one of the
primary challenges is the difficulty of tracking the money paid to influencers for the dissemina-
tion of political propaganda. Indeed, many political campaigns and influencers do not openly
disclose the financial arrangements involved in promoting candidates or political causes. This
makes it challenging to track the money spent on this activity. In many cases, the money paid
to influencers may pass through intermediaries or marketing companies, making it more com-
plicated to trace the flow of money. Furthermore, regulation around the use of influencers in
politics is often insufficient, allowing activities to occur with minimal oversight or financial
disclosure. Finally, influencers often switch platforms or use multiple social media platforms
to reach different audience segments. This makes it difficult to consolidate information about
their political marketing efforts.

In summary, the lack of transparency and regulation regarding payments to influencers
for political propaganda raises concerns about hidden influence and potential undue impact
on elections. To address these challenges, it is important to have stricter regulations and trans-
parency in political influencer marketing activities to ensure the integrity of the electoral process

and financial accountability.

6.1.3 Facebook Political Echo Chambers

Echo chambers, i.e., situations where one is exposed only to opinions that agree with

their own, are an increasing concern for the political discourse in many democratic countries,



6.1. Case Study: Facebook Posts 88

including Brazil [66]. Our tendency to surround ourselves with others who share our perspec-
tives and opinions about the world - is both a part of human nature and an organizing principle
underpinning many of our digital social networks. However, when it comes to politics or cul-
ture, can amplify tribal mindsets and produce "echo chambers" that degrade the quality, safety,
and diversity of discourse online [69, 93].

In this context, the coordinated behavior of Facebook pages and Facebook groups can
play a significant role in promoting election campaigns and influencing election outcomes [49,
68]. This phenomenon is often associated with disinformation and manipulation strategies that
can impact voters’ perceptions and shape public discourse. In short, Facebook pages and groups

can organize to boost election campaigns in these contexts:

Amplification of Political Messages: Coordinated pages and groups can be used to amplify
specific political messages. This involves the mass dissemination of political content favoring a

candidate or party, as well as the disparagement of opponents.

Audience Targeting: Pages and groups can be used to target groups of voters based on their in-
terests, beliefs, and political opinions. This allows messages to be tailored to specific audiences,

making them more persuasive.

Dissemination of Disinformation: Unfortunately, some malicious actors use pages and groups
to spread false information and disinformation. This can include fake news, conspiracy theories,

and misleading information designed to influence public opinion.

Coordination of Support Activities: Pages and groups can be used to coordinate support
activities, such as organizing rallies, fundraising, and mobilizing volunteers on behalf of a can-
didate.

Creation of Echo Chambers: Groups can become "echo chambers" where members share
similar opinions and information, reinforcing existing beliefs. This can create an environment
in which cognitive dissonance is minimized, making political messages more persuasive.

To mitigate these challenges, it is important for social media platforms, regulators, and
society at large to work together to promote transparency, regulate online political advertising,
and educate voters about the risks and strategies used. Additionally, vigilance and fact-checking
are essential to ensure that elections are conducted fairly and informed.

Indeed, a technological approach to detecting political content is essential, especially
given the massive volume of data generated by OSNs. The vast amount of information and
the speed at which it spreads on platforms like Facebook, Twitter, and others make manual

monitoring and content moderation impractical.



6.1. Case Study: Facebook Posts 89

6.1.4 Detecting unsponsored early electoral content

Given this scenario, we used our model to identify political content posted before the
official campaign period. The main purpose of this analysis is to understand how unsponsored
content was used in the 2020 Brazilian elections. We emphasize that only regulatory bodies of
the Brazilian electoral process can classify any content posted on social media as early electoral
propaganda. First, we classified the entire CROWDTANGLE2020 dataset using our model. All
posts with duplicated content were filtered in the following analyses to avoid bias. Figure 6.2
shows the number of posts on pages and groups (solid lines), and how many of these posts were
classified as political by our model (dashed lines) across the timeframe. Our model classified
414, 874 posts from 38, 341 groups and 924, 589 posts from 80, 719 pages as political content
(political score > 0.97). Posts in groups are more consistent at posting, on the other hand,
pages vary their content across the time. Politician pages represent 24.2% of posts, News Sites
(12.4%), Media News Companies (11.0%), Person (7.5%), Government Organizations (4.3%),
Topic Newspaper (4.0%), Activity General (3.7%), Political Organization (2.6%), and other
categories (30.3%).

Figure 6.2: Weekly Facebook posts on Pages and Groups. Solid lines show the total number of
posts by week and dashed lines represent posts with 7 > 0.97.
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Source: created by the author.

Interestingly, groups and pages have similar probability distributions (See Figure 6.3a
and 6.3b). Furthermore, we also found a high similarity between FBPAGESDATASET2020 and
FBGROUPSDATASET2020 in all percentiles (See Figure 6.4). This finding was unexpected as,
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Figure 6.3: Political score distribution. According to the analyzed data, the probability of
finding political content on Facebook pages is proportionally equal among the evaluated groups.
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Figure 6.4: ECDF for political score distribution on FBPAGESDATASET2020 and FBGROUPS-
DATASET2020 dataset.
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according to the analyzed data, the probability of finding political content on Facebook pages
is proportionally equal among the evaluated groups. However, in absolute terms, the groups
present a higher intensity of political engagement.

From the data in Table 6.1, we observed these data can be compared with those in
Table 5.2, which, for example, presents FACEBOOK POLITICAL ADS such as AD8 and AD6
(Table 5.2) similar tone to P2 and P3 in Table 6.1. The most striking observation to emerge from
the data analysis was our model is able to predict political content in sponsored and unsponsored
data. But, one of the larger issues emerging from these findings is about private Facebook
Groups, which can adopt a strong aggressive approach against opponents, and are harder to
investigate.

Table 6.1 shows examples of posts from FBGROUPSDATASET2020 that was classified
as political by our classifier. We see that these posts mention the candidates’ identification num-

ber before the election or ask for the voters not to vote in some political parties (P1 and P2). It
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1s important to highlight this group of posts, as, during the period we considered in this analysis,
it is not allowed by law to make electoral propaganda from January 2020 until September 26,
2020. Such posts, which potentially bypass the related legislation, can be observed frequently
in Table 6.1.

Negative Campaigns: This type of campaign consists of asking to not vote for a specific candi-
date(s) or political party. In this case, this kind of propaganda exposes any complaint or accu-
sation about candidates to spoil adversaries. Here, the candidate attacks the negative attributes

of the opponent (e.g., ideology, lawsuit, scandals, efc.). See posts P1 and P2 in Table 6.1.

Militarism and Intervention: 74 groups support the military intervention in Congress and
unseat the Brazilian supreme court. Additionally, 3 groups explicitly are asking for a new AI-5
(Institutional Act No. 5 - this act was the beginning of the military dictatorship’s worst period
in Brazil), e.g., ‘Inter. AI-5 FFAA e Rest Sist Parlamentarista Mondrquico Democr const’, ‘Al-5
JA PRESIDENTE’, ‘Al-5... Ato Institucional N°5°. See post P4 in Table 6.1.

Asking for Votes: Some groups ask for votes directly by placing candidates’ numbers in the
group title. For example,“VOTE 33 - CESAR AUGUSTO PREFEITO DE MARICA”, “COUN-
CILOR DAYANE SIMIONI Vote 551237, “I’m with you Flavio Farias. Vote 15.222”. Notably,
these groups published possible early electoral advertisements in 2020. See post P3 and PS5 in
Table 6.1.

Campaigns against electronic voting machines: The electronic vote was a hot topic in groups
and pages. Overall, the effectiveness of the electronic voting machines was placed under suspi-
cion. For example, hundreds of groups claimed that these machines were unsafe and impossible
to audit. In summary, this issue would be solved using paper ballots, even though TSE claimed
there was not any threat in electronic voting machines.

We also observed a common pattern during the 2020 Brazilian local elections based on
coordinated behavior of publishing the same or highly similar content across many pages or
groups. This coordinated unnatural activity is prohibited by the Facebook platform. Then, we
investigated the most shared content on FBGROUPSDATASET2020 and FBPAGESDATASET2020
and built a graph of co-sharing.

Firstly, we selected the top 50 most shared content on FBGROUPSDATASET2020. In-
terestingly, we observed that 936 groups shared the top 50 most shared content 7, 394 times, on
average each piece of content was posted on 147.88 other group. The content posted is mostly
related to right or far-right political leaning. Therefore, we concluded that there is a huge co-
ordinated behavior between the political groups with content that supports the “President Jair
Bolsonaro”, conservatives, and far-right political leaning agenda.

On the other hand, the pages in FBPAGESDATASET2020 are equally distributed over
different political leaning or talk about politics with a non-polarized tone. In this case, each
piece of content was shared on average across 55.20 posts by 339 pages. Finally, we also check

whether there is sharing coordinated between pages and groups. Again, far-right pages stood
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out from other regular pages/groups (news or comedy pages/groups) and left or far-left pages.
These suggest that our approach is able to find cases of early electoral advertising, but it might

also be used to identify entire organized campaigns to disseminate illegal ads.

6.1.5 Strong sharing behavior

We observed a common pattern during the 2020 Brazilian local elections based on coor-
dinated behavior of publishing the same or highly similar content across many pages or groups.
This coordinated inauthentic activity is prohibited by Facebook platform. Then, we investigated
the most shared content on FBGROUPSDATASET2020 and FBPAGESDATASET2020 and built
a graph of co-sharing.

Firstly, we selected the top 50 most shared content on FBGROUPSDATASET2020. Next,
we defined the graph G = (V, E), where V' is a set of nodes that represents groups in FB-
GROUPSDATASET2020 and E is a set of edges between two nodes u and v, if and only if, u
and v posted at least one post with the same content. Similarly, we also built another graph for
content sharing between pages.

Interestingly, we observed on Figure 6.5a one tightly connected component and another
eight tiny components. In total, the graph represented on Figure 6.5a has 936 groups that share
the top 50 most shared content 7,394 times, on average each content was posted on 147.88
another group. This giant component represents a highly coordinated behavior between several
groups.

However, why are these groups so connected? We detected that tiny connected subgraph
are left or far-left political leanings and the giant component are right or far-right groups. In
Figure 6.5d is shown the highly connected component with nodes that have degree d(v) > 100.
Now, we calculated the modularity for this filtered graph resulting in 13 classes (436 groups),
and for each classes we plotted the group name that have biggest degree d. Therefore, we
concluded that there is a huge coordinated behavior between the political groups that support
“President Jair Bolsonaro”, conservatives and far-right political leaning groups. Additionally,
we selected all higher degree nodes in each class, all respective groups support the president.

On the other hand, in Figure 6.5b we show that pages do not have a giant component, but
a sparse graph with 13 subgraphs disconnected. We can see in Figure 6.5d that each component
are different political leaning, or talk about politics with a non-polarized tone. In this case, each
piece of content was shared on average across 55.20 posts by 339 pages. Finally, we also check
whether there is sharing coordinated between pages and groups. Again, far-right pages stood
out from other regular pages/groups (news or comedy pages/groups) and left or far-left pages.
This new graph has 12,643 nodes and 39, 865 edges. Out of 12, 643 nodes, 54, 76% are groups
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Figure 6.5: Sharing network of top 50 most shared content in Groups and Pages.

(a) Groups sharing network. (b) Pages sharing network.

(d) On pages nodes, degrees are near
(c) Highlighting nodes with the highest degrees. balanced.

© Crcsprse
L SR e it T L ST .. ® e (:} e ®
[ & e o o 9.9 °
° ° % . Ve 8
® A ) e °
. e ©0g0 0 °

® ° e e @ ®

e o S Liaag 2. s 00.30'.. Ciro da Massa
PATRIOTAS SAO BOLSONARO 2.23' o _?ﬂl:ASlL. ATRIA AMADA,'SOMOS TODOS BRASIL® e (°]

oo natzonace ©
»

°
)
e

Bolsonaro 2022 . .
i L ® ° e o = .
> ° W e ;

s o et ©

®
_BOLSGNARO ATE 2026
. o

@ °
Mulheres Unidas Com Bblsonar.o.' o .
Alianca pelo Brdsil --".". [ _, °
Tl e G

Source: created by the author.

and 45, 24% are pages, composing a graph with a high number of components (908). These
suggest that our approach is able to find cases of early electoral advertising, but it might also be

used to identify entire organized campaigns to disseminate illegal ads.

6.2 A Large-scale Cross-Platform Political Classification on

Twitter Messages

In this section, we detailed our cross-platform investigation in collaboration with the
Minas Gerais Public Prosecutor’s Office (MPMG). The primary objective of this research part-

nership is to uncover evidence of early political propaganda on Twitter. This collaboration
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represents an innovative investigation that bridges scientific research with a real electoral poli-
cymaker, potentially leading to the initiation of inquiries into irregular propaganda.

Firstly, running our CNN-based model on the entire Twitter database or via streaming
would be impractical. Therefore, to mitigate this problem we execute a dictionary-based strat-
egy to search tweets via Twitter API. The complete list of words used is in the appendix. Our
dataset is made up of tweets from Twitter’s historical database. Unlike the Search API which
searches a sample of tweets published in the last 7 days, the Historical API provides access to
posts made since 2006.2. Secondly, we extracted all hashtags found in tweets in the first round

and performed a new search using those hashtags. We illustrated our strategy in Figure 6.6.

Figure 6.6: Strategy to collect and classify public Tweets as political.
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Source: created by the author.

We gathered a total of 2,448, 060 tweets during the period spanning from January 1,
2022, to August 15, 2022, referred to as the Pre-Electoral Period. Next, we eliminated du-
plicated tweets with identical text, resulting in a total of 1,131,154 tweets. Similarly to the
previous datasets (e.g., ADCOLLECTORDATASET2018, FBADLIBRARYDATASET2018, FB-
GROUPSDATASET2020, and FBPAGESDATASET2020), we performed a content characteriza-
tion of this TWITTERDATASET2022. To avoid introducing bias in the word cloud, we also
removed hashtags, thereby primarily working with Portuguese words.

The key distinction between writing a post on Twitter and a post on Facebook lies in the
character limit imposed by each platform. On Twitter, the character limit is notably concise,
with users traditionally allowed up to 280 characters per tweet, although Twitter has expanded
it to 280 characters. This brevity encourages succinct and to-the-point messages, often char-
acterized by the use of abbreviations and hashtags to maximize the use of limited space. In
contrast, Facebook offers users significantly more room to express themselves, with a substan-
tially larger character limit for posts, which is typically around 63,206 characters. This extended
space on Facebook enables users to share more comprehensive and detailed content, including

longer narratives, multimedia elements, and in-depth discussions, fostering a more extensive

https://developer.twitter.com/en/docs/twitter—api/search-overview
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and versatile style of communication compared to the concise and condensed nature of tweets
on Twitter.

Then, we measure this important key distinction between Twitter and Facebook. On
TWITTERDATASET2022, the mean text length is approximately 105.2 characters, with a stan-
dard deviation of approximately 32.7, indicating the degree of variation in text length. The
range of text length spans from a minimum of 16 characters to a maximum of 155 characters,
with the 25% of tweets having 80 characters or less, and the 75% containing 137 characters or
fewer. The median text length, which represents the middle value in the dataset, is approxi-
mately 114 characters. These statistics provide a comprehensive overview of the distribution of

text lengths in your dataset. Figure 6.7a is shown a violin plot that summarizes these results.

Figure 6.7: TWITTERDATASET2022

(a) Messages length analysis. (b) Most common words.
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Next, we detected a huge number of election-related words in Figure 6.7b. Notably, we
observe the dominance of the terms Lula and Bolsonaro, who were central figures in the intense
polarization of the 2022 Brazilian elections. Additionally, other terms such as stf, thief, bandit,
left, and corrupt (in Portuguese: STF, ladrdao, bandido, esquerda) are used to underscore the
polarization and political orientation of messages posted by right-wing users.

Before, we executed a full classification of TWITTERDATASET2022 using our CNN-
based model. Then, our model identified 409, 985 tweets with a political score greater than the
threshold (7 = 0.97). Interestingly, our approach dictionary-based before classification demon-
strated greater effectiveness, due to select more instances with high political scores. Figure 6.8
shows the close similarity between CDFs.

We observed that the utilization of a dictionary-based approach for collecting both
tweets and Facebook groups and pages led to a notable similarity in the proportion of politi-
cal advertisements identified by the classifier, particularly when this filtering dictionary-based

took place within the same platform.
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Figure 6.8: ECDF for case studies scores (e.g., ADCOLLECTORDATASET2018, TWITTER-
DATASET2022, FBGROUPSDATASET2020, and FBPAGESDATASET2020). The red vertical
line represents 7 = 0.97.
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6.3 Discussion

In this chapter, we present the primary case studies for our framework. Most signif-
icantly, we successfully carried out an unprecedented implementation within the regulatory
body overseeing Brazilian elections. By testing our framework in a real-world environment and
validating the proposal as a whole, we obtained invaluable insights directly from prosecutors at
the Minas Gerais Public Prosecutors Office (MPMG).

The system faithfully embodies our framework, particularly the RLHF process with
Human-in-the-Loop. It’s important to note that the project’s objective doesn’t include assessing
user satisfaction with the interface’s quality. According to RLHF literature, the interface only
needs to provide a straightforward method for humans to agree or disagree with the classifier’s
output. Thus, this simple choice mechanism was integrated into the MPMG system, with our
developed Framework serving as its core component.

Ultimately, through a series of meetings and presentations, the entire process outlined
in this thesis was implemented within the MPMG servers and validated by prosecutors and
judicial technicians. These stakeholders are responsible for enforcing Brazilian electoral laws,

underscoring the real-world applicability and significance of our work.
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Table 6.1: Sample of posts in FBGROUPSDATASET2020 detected by our classifier.

Post

Info

P1

Want real change? From now on, make organized propaganda
not to elect PSOL, DEM, PCdoB, MDB, PSDB, PTB, PDT,
PV, PT, PSB, etc. The municipal elections are here, that is,
next year is the first opportunity to give back to these bandits.
Municipalities serve as a thermometer for Congress. So do
something useful for the country! There is no other demo-
cratic way to govern.

Negative Campaign
https://www.facebo
ok.com/groups/2428
288054153548 /perma
1ink /2555626201419
732

P2

Municipal elections are coming and the cleanup should begin.
Ignore candidates who are not aligned with the Bolsonaro
government, as this only serves to delay the smooth running
of this administration. We post this indignation on social
media daily. When we say no to DEM, PSDB, MDB,
PSOL, PDT, PT, PV, PCdoB, PSB, Sustainability, etc., we
will certainly be contributing to the cleanup and progress
of Brazil. #FechadoComBolsonaro #NaoVoteNoPSDB
#NaoVoteNoPDT  #NaoVoteNoPSOL  #NaoVoteNoDEM
#NaoVotemNoMDB #NaoVotemNoPT #NaoVoteNoPCdoB
#NaoVoteNoPSD #NaoVoteNoSustainability Avante Brasil!
Are we or are we not Bolsonaro’s Army?

Negative Campaign

https://www.facebo
ok.com/groups/5245
49744945193 /permal
ink/742692689797563

P3

In 2020 VOTE only for candidates from the LEFT, for MAY-
ORS and COUNSELORS, let’s end FASCISM, and the BOL-
SONAZISTAS of Brazil, this RACIST RIGHT, BAND OF
MILITIAN THIEFS, CORRUPTION GROUPS, these unfor-
tunates have nothing to do with charisma, and the joy of the
Brazilian people, LET’S RESCUE BRAZIL FROM THESE
CRIMINALS. PT13 #PSOLS50 #PCdoB65 These are the par-
ties that voted against the GOVERNMENT, and in favor of
its RETIREMENT. OBS: Before you fill the comments with
HATE and FAKE NEWS, see the shit YOU are doing against
Brazil, and you can be aware that the strategy of HATE, and
LIES, will not work in the next elections.

Asking for votes

https://www.facebo
ok.com/groups/1580
11154841672 /permal
ink/579066936069423

P4

INTERVENTION OF THE ARMED FORCES ALREADY
WITH IMPLEMENTATION OF THE AI-5!!! History of In-
stitutional Acts. The AI-5 has a birthday on December 13th.
But what, after all, did that decree say? And what would hap-
pen to Brazil if it were decreed TODAY? Two Als were very
important (...)

Asking for military inter-
vention
https://fb.com/gro
ups/18482778254482
80/permalink/25854
19498400772

P5

The people of Recife cannot miss the chance to have the
first woman mayor, still the granddaughter of Miguel Arraes!!
Vote 13.

AsKing for votes
https://fb.com/gro
ups/23611761575213
89/permalink/24083
06072808397
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Chapter 7

Conclusion

In this chapter, we summarize the main contributions of this thesis (Section 7.1). Moreover,
we also present a discussion on future research directions (Section 7.2), as well as the list of

publications derived from this thesis (Section 7.3).

7.1 Summary of Results

In this thesis, we studied the practical potential of automatic solutions to identify politi-
cal ads disseminated on ONSs. Particularly, (i) we surveyed Portuguese datasets for political ad
detection. However, by lacking of good quality dataset in Portuguese we decided to build our
dataset. (if) We also developed a framework for detecting political ad leveraging policymakers’
user expertise, by applying reinforcement learning from human feedback with Human-in-the-
loop. Subsequently, (ii1) we proposed case studies on three different elections (e.g., 2018, 2020,
and 2022). At the same time, (iv) last we investigated our model performance on the detection
of cross-platform messages on Twitter. Although there are some initiatives that study politi-
cal ad detection in different languages, to the best of our knowledge, this is the first work that
explores strategies in Portuguese, using large-scale datasets, assessing the performance of nine
classifiers, and finally, performing a real deployment in the wild on the Minas Gerais Public
Prosecutor’s Office (MPMG). Such studies are categorized in research goals, which are sum-

marized in Sections 7.1.1 to 7.1.3.

7.1.1 RQI1: How to gather ads from real users?

We first surveyed a large number of recent and related works as an attempt to imple-

ment political ad detection. However, the studies we found were primarily focused on specific
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languages, particularly English. Moreover, a dataset that would be sufficiently representative
would need to be collected during an election year to capture the nuances of language in political
discourse on social media.

As aresult, we created a dataset collected from crowdsourcing users (ADCOLLECTORDATASET201
collected by a browser plugin called ADCOLLECTOR. Collecting data from social media
users through crowdsourcing, where users themselves provide information about the ads on
their Facebook timelines. Afterward, we built a new labeled dataset with 20k Facebook ads
(GOLDSTANDARDDATASET2018). Before the training process, we undertook the difficult task
of labeling a gold-standard Facebook ads dataset. Our primary focus revolved around the cost-
effective implementation of this task, specifically aiming to minimize the resources necessary
for labeling, including time and computational resources. This emphasis stemmed from our
acknowledgment that numerous academic projects may encounter constraints concerning fi-
nancial and temporal resources for in-house NLP technique development. Hence, adopting a
crowdsourcing marketplace for the labeling process is prohibitive (e.g., Amazon Mechanical
Turk).

In summary, our study on RQ1 offers an initial step towards automatic political ad
detection on OSNs. We hope it motivates follow-up efforts covering other datasets, scenar-
ios/contexts, time periods, and languages. Also, by sharing our new dataset built in this thesis,
we hope other researchers can provide other perspectives of understanding of the irregular po-

litical ad phenomena, triggering new countermeasures in the upcoming elections.

7.1.2 RQ2: How to detect political ads on sponsored content?

We also developed a framework for detecting political ad leveraging policymakers’ user
expertise, by applying reinforcement learning from human feedback with Human-in-the-loop.
In fact, there are efforts to detect political ad on OSNs. However, these efforts are designed for
the English language or were inspired by this thesis. Section 7.3.2 we provided a comprehensive
account of the impact of this thesis on other research efforts.

Our framework is extensible to training and deploying models for long-term political ad
detection. Political content detection is a hard task to deal with changes in political discourse.
Thus, the labeling process is not only for initial training but also for ongoing model improve-
ment and adaptation. Over time, the interaction between humans and Al systems for political
ad detection ensures that models remain accurate, reliable, and aligned with political speech
evolution.

Certainly, in the event of a system employing our framework being implemented on a

large scale, political campaigns might potentially adopt adversarial tactics aimed at altering their
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marketing strategies to capitalize on our false negative rate. Nevertheless, our reinforcement
learning process, guided by human feedback with Human-in-the-Loop involvement, compels
the model to assimilate textual characteristics and adapt to the evolving landscape of political
discourse.

Finally, we assess nine qualifiers to choose the best one based on metrics such as Ac-
curacy, AUC, and Macro-F1. Subsequently, we condense these metrics by employing the Win-
ning Number score to sort the classifiers in descending order, from the most effective to the
least effective. Now, we deployed a CNN-based model to classify unseen data and investi-
gated our ADCOLLECTORDATASET2018 to detect possible irregular political ads. Choosing
3% FPR (1 > 0.97) we detected 1, 133 ads and provided a deep understanding regards of them
in Chatper 5.

7.1.3 RQ3: Can an independent audit system help to identify early

electoral campaigns on Social Networks?

While the results in our thesis are undeniably worrying as there are Brazilian advertisers
that did not disclaimer their political ads as political, there is a positive side to it: we were
able to exploit the ads self-declared as political from compliant advertisers to build machine
learning-based models that can detect other similar ads coming from advertisers that do not
comply with the Facebook’s ToS or electoral laws.

Nevertheless, concerns arise also pre-election period when advertisers can exploit early
electoral campaigns, even non-sponsored campaigns. Then, we build two new datasets from
public Facebook group posts and page posts (2020 pre-election). Using a dictionary-based ap-
proach, our election-related posts consisted of 2,475,519 pages posts and 1,640, 811 groups’
public posts, from 136, 829 pages and 75,214 groups, respectively. All posts included in this
data set were posted between January 1, 2020, and September 26, 2020, in this period is pro-
hibited to ask for votes or any electoral advertisement (neither unsponsored content) in Brazil.
Furthermore, we extended our research to examine early electoral advertisements on Twitter
within the framework of the project with Minas Gerais Public Prosecutor’s Office, marking the
pioneering implementation of a political propaganda detection system as an investigative tool.

As a result, we hope our findings and all the real-world experience of deploying a
real system that inspects the 2018, 2020, and 2022 Brazilian elections will inform debates
around public policies that regulate political advertising on the Internet. We complete the the-
sis’ roadmap with a direct social impact from the consolidation of scientific impacts into real

changes in society, and such changes can make electoral elections safer.
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7.2 Future Research Directions

Since Cambridge Analytica scandal [186], plenty of initiatives have been seeking solu-
tions to mitigate the misuse of targeted advertising. In this context, this thesis is aligned with one
of the most significant European regulatory milestones, the Digital Services Act (DSA) [46].
The DSA represents a significant change in the field of digital marketing, particularly in ad
targeting. The DSA guidelines prioritize enhanced protection of personal data, fundamentally
altering the operations of companies, and comes into effect on February 17, 2024, for all digital
platforms operating in the Europe.

In short, platforms need to ensure that their risk assessments and their compliance with
all the DSA obligations are externally and independently audited. Furthermore, they have to
give access to publicly available data to researchers; later on, a special mechanism for vetted
researchers will be established. They need to publish repositories of all the ads served on their
interface, and platforms need to publish transparency reports on content moderation decisions
and risk management.

Certainly, the implementation of the DSA will enable the use of our framework for new
research efforts. Essentially, the DSA must compel all platforms to be more transparent about
their content and users, requiring more detailed information on targeted advertising. Platforms
that do not provide data on ads or generate reports that are difficult to audit have to adapt to
this new regulatory framework. In fact, with the mandatory provision of data by platforms,
we are entering a new era where researchers can bring more transparency and accountability to
these platforms. Additionally, machine learning models can increasingly be improved with new
sources of data that will emerge.

Consequently, the research field of automatic political ad detection on social media holds
significant importance in the current digital age, characterized by the pervasive influence of
online platforms in shaping public opinion and political discourse. With the growing utilization
of social media for political campaigns and the increasing prevalence of targeted advertising, it
has become imperative to develop robust mechanisms for identifying and scrutinizing political
ads. This research field plays a crucial role in preserving transparency, accountability, and the
integrity of democratic processes.

Indeed, by effectively detecting political ads and distinguishing them from other content,
it empowers regulators, users, and policymakers to address issues of misinformation, manipu-
lation, and the undue influence of political advertisements. Furthermore, it contributes to the
advancement of computational techniques and artificial intelligence, offering innovative solu-
tions to the ever-evolving landscape of online political communication. Ultimately, the research
in this field is instrumental in safeguarding the fundamental principles of democracy and ensur-
ing informed citizenry in the digital era.

Despite the importance of the results achieved in this thesis, including contributions
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provided by concurrent efforts, countering irregular political ads is a typical adversarial issue
that requires continuous studies. In short, this thesis opens a plethora of directions for future

work in a multidisciplinary field where researchers can explore together new specific directions:

Digital Services Act (DSA): Ensuring a safe and accountable online environment. Aligned
with the DSA, the framework of this thesis can be extended to bring more accountability and
transparency using new data that were not previously available. The DSA contains several
obligations for Very Large Online Platforms (VLOPs) and Very Large Online Search Engines
(VLOSE?), with the goal of increasing algorithmic transparency and accountability, addressed
to intermediary and hosting services, with more specific obligations for online platforms, and
with yet further duties for VLOPs.

Identifying Coordinated Disinformation Campaigns: Detecting coordinated efforts to spread
political disinformation or influence elections remains challenging. Developing methods to

identify and counteract such campaigns is an open research area [49].

Real-Time Monitoring: Enabling real-time monitoring and response to political content on so-
cial media is essential for preventing the rapid spread of false information. Developing tools

and techniques for real-time detection is a pressing challenge [12].

Algorithmic Bias: Mitigating algorithmic bias in political content detection is crucial. Ensuring
that algorithms do not favor any political group and have a balanced approach is an important
challenge [168].

Dynamic Language Evolution: Languages on social media platforms are constantly evolving,
with the emergence of new slang and terminology. Staying up-to-date with these linguistic

changes and adapting detection models is an ongoing challenge [ 140].

Contextual Understanding: Understanding the nuanced context of political content, including
sarcasm, humor, and cultural references, remains challenging. Improving the ability of algo-

rithms to grasp the subtleties of language and context is crucial [64, 153].

Multilingual and Cross-Cultural Analysis: Extending political content detection to multiple
languages and adapting to diverse cultural and political contexts is a complex task. Researchers

need to develop models that are effective across different languages and regions.

7.3 Publications and Key Contributions

1. Facebook Ads Monitor: An Independent Auditing System for Political Ads on Face-
book. Madrcio Silva, Lucas S. Oliveira, Athanasios Andreou, Pedro O. S. Vaz de Melo,
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Oana Goga, and Fabricio Benevenuto. In Proceedings of the Web Conference (WWW’20),
Taipei, Taiwan. April 2020.

* Best paper Nominee at WWW’20 (amoung four).
* Winner of the CNIL-INRIA Privacy Protection Prize (2021) - https://www. in

ria.fr/en/Inria-CNIL-award-2020-Privacy-Protection-pri

ze.

2. EarlyAd: A System for Real-Time Surveillance of Brazilian Early Electoral Ads on
Twitter. Marcelo M. R. Araiijo, Samuel Guimardes, Marcio Silva, Josemar Caetano,
Jonatas Santos, Julio C. S. Reis, Ana P. C. Silva, Fabricio Benevenuto, and Jussara M.
Almeida. 2022. In Proceedings of the 33rd ACM Conference on Hypertext and Social
Media (HT ’22). Association for Computing Machinery, New York, NY, USA, 225-227.

3. Characterizing Brazilian Political Ads on Facebook. Cora Silberschneider, Samuel S.
Guimardes, Fabricio Benevenuto, and Mdrcio Silva. 2022. In Proceedings of the Brazil-
ian Symposium on Multimedia and the Web (WebMedia ’22). Association for Computing
Machinery, New York, NY, USA, 47-54.

4. COVID-19 Ads as Political Weapon. Mdrcio Silva and Fabricio Benevenuto. In Pro-
ceedings of the ACM SIGAPP Symposium on Applied Computing (SAC 2021). Virtual
Event. March, 2021.

5. Analyzing the Use of COVID-19 Ads on Facebook. Mdrcio Silva and Fabricio Ben-
evenuto. In Proceedings of the Brazilian Symposium on Multimedia and the Web (Web-
media). Sdo Luiz, Brazil. October 2020.

6. Measuring the Facebook Advertising Ecosystem. Arhanasios Andreou, Mdrcio Silva,
Fabricio Benevenuto, Oana Goga, Patrick Loiseau, and Alan Mislove. Proceedings of
the Network and Distributed System Security Symposium (NDSS’19), San Diego, USA.
February 2019.

7. Early Electoral Advertising: An Analysis of Social Media Posts Mdrcio Silva, Samuel
Guimardes, Josemar Caetano, Marcelo Araiijo, Jonatas Santos, Jiilio Reis, Ana Silva,
Fabricio Benevenuto, and Jussara Almeida . In Proceedings of the X Brazilian Workshop
on Social Network Analysis and Mining. (BrasNAM). Evento Online, 2021.

Due to the rich opportunity for work at the Social Computing Laboratory of UFMG
(LOCUS-UFMQG), along with international institutions collaborations such as the Max Planck
Institute for Software Systems (Germany) and the Centre National de la Recherche Scientifique

(France), has enabled participation in additional scientific publications.



7.3. Publications and Key Contributions 104

1. Anatomy of Hate Speech Datasets: Composition Analysis and Cross-dataset Clas-
sification. Samuel Guimardes, Gabriel Kakizaki, Philipe Melo, Mdrcio Silva, Fabricio
Murai, Julio C. S. Reis, and Fabricio Benevenuto. 2023. In Proceedings of the 34th
ACM Conference on Hypertext and Social Media (HT ’23). Association for Computing
Machinery, New York, NY, USA, Article 33, 1-11.

2. Disinformation on Digital Platforms: Concepts, Technological Approaches, and Chal-
lenges. Jiilio Reis, Philipe Melo, Mdrcio Silva, Fabricio Benevenuto. 2023. Book Learn-

ing Journey on Informatics (JAI). Jodo Pessoa: SBC.

3. Analysis of Early Election Advertisements on Twitter .Guimardes, S., Silva, M., Cae-
tano, J., Araiijo, M., Santos, J., Reis, J., Silva, A., Benevenuto, F., and Almeida, J. (2022).
In Proceedings of XI Brazilian Workshop on Social Network Analysis and Mining, (pp.
85-96). Porto Alegre: SBC.

4. CacaFake: A System for Monitoring and Analyzing Low Credibility Websites in
Brazil. Silva, M., Reis, J., Couto, J., Aratijo, L., Maduro, J., Silva, A., Almeida, J., and
Benevenuto, F. (2022). In Proceedings of the XXVIII Brazilian Symposium on Multime-
dia and the Web. (Webmedia), (pp. 83-86). Porto Alegre: SBC.

5. A System for Monitoring Public Political Groups in WhatsApp. Gustavo Resende,
Johnnatan Messias, Mdrcio Silva, Jussara Almeida, Marisa Vasconselos, and Fabricio

Benevenuto. In Proceedings of the Brazilian Symposium on Multimedia and the Web.
(Webmedia). Salvador. Outubro, 2018.

7.3.1 Artifact Contributions

Below, we present in more detail the key artifacts produced by this thesis, along with
the challenges encountered in obtaining them, the problems they address, and the main insights

gleaned during the study.

1. A dataset collected from crowdsourcing users (ADCOLLECTORDATASET2018). Collect-
ing data from social media users through crowdsourcing, where users themselves provide

information about the ads on their Facebook timelines, is a challenging task for several
reasons (RQ1):

(i) Privacy and Security: Many social media users are concerned about the privacy of their
personal information. Providing data about ads on their timelines can make them feel
vulnerable to excessive data collection, tracking, and misuse of the information provided.

This creates a significant hurdle to obtaining data through crowdsourcing.
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(ii) Lack of Incentives: Users typically do not have significant financial incentives to
share their ad-related data. Unless there is a compelling reason to do so, such as financial
rewards or a clear direct benefit, many users may not be willing to invest their time and

effort in providing this information.

(iii) Lack of Awareness: Many users may not be aware that their ad-related information is
valuable and can be used to assess ad targeting and advertising practices. This may result
in a lack of interest in sharing this information, as they may not understand the purpose

or potential impact.

(iv) Scarcity of Representative Samples: Even if some users are willing to provide data,
it can be challenging to ensure that the sample is representative of the diversity of users
and experiences on social media. This can lead to bias in the collected data. However,
we achieved this goal by conducting awareness campaigns on media outlets to educate
users about the importance of sharing ad-related information and how it can help hold
technology companies and advertisers accountable. Awareness increased voluntary par-
ticipation. Finally, we explain how the data will be used, which helps build user trust and

reduce privacy concerns.

2. A browser plugin to collect political ads. Collecting data from social media involves
significant technical challenges, such as the need to access social media APIs and develop
data collection tools. However, there is no API for gathering Facebook Ads in real-

time that provides information about what attributes advertisers are using to target users (

RQ1).

3. A extensible framework to training and deploy models for long-term political ad detec-
tion. Political content detection is a hard task to deal with changes in political discourse.
Thus, the labeling process is not only for initial training but also for ongoing model im-
provement and adaptation. Over time, the interaction between humans and Al systems
for political ad detection ensures that models remain accurate, reliable, and aligned with
the intended objectives (RQ2).

4. An investigation of the models that can be useful for detecting political ads in different
approaches (Supervised Learning and Neural Networks). In this thesis, we implemented
and evaluated nine classifiers, five of which were classic machine learning algorithms
(e.g., Gradient Boosting, SVM, Naive Bayes, Random Forest, and Logistic Regression)
and four neural network approaches (e.g., CNN, LSTM, HAN, and RNN). In the test
metrics evaluation stage, models based on neural networks proved to be quite competitive,
among them CNN stands out (RQ?2).

5. A new labeled dataset with 20k Facebook ads. Before the training process kick start,
we undertook the difficult task of labeling a gold-standard Facebook ads dataset. Our
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primary focus revolved around the cost-effective implementation of this task, specifically
aiming to minimize the resources necessary for labeling, including time and computa-
tional resources. This emphasis stemmed from our acknowledgment that numerous aca-
demic projects may encounter constraints concerning financial and temporal resources
for in-house Natural Language Processing (NLP) technique development. Hence, adopt-
ing a crowdsourcing marketplace for the labeling process is prohibitive (e.g., Amazon
Mechanical Turk) (RQ1).

6. A new dataset and a first look into COVID-19-related ads as a political weapon. Consid-
ering the emergence of mobility restrictions and social isolation measures imposed due
to the COVID-19 pandemic, digital media, particularly social networks, have become a
fertile ground for the propagation of fake news, political attacks, and widespread misin-
formation on a large scale. The ramifications of this "infodemic" are further exacerbated
when utilizing sponsored content on social platforms, such as Facebook ads. Leveraging
the Facebook ad library, we gathered an extensive dataset comprising more than 391, 000
Facebook ads originating from 90 different countries. Focusing on Brazilian ads for our
research, we identified advertisements containing political attacks, donation solicitations,
medical practitioners advocating the use of vitamin D as a COVID-19 remedy, and other

content with clear indicators of misinformation [173] (RQ1).

7. A new dataset from public Facebook group posts and page posts (2020 pre-election). Us-
ing a dictionary-based approach, our election-related posts consisted of 2,475, 519 pages
posts and 1,640, 811 groups’ public posts, from 136, 829 pages and 75,214 groups, re-
spectively. All posts included in this data set were posted between January 1, 2020, and
September 26, 2020, in this period is prohibited to ask for votes or any electoral adver-
tisement (neither unsponsored content) in Brazil. We named pages’ posts as FBPAGES-
DATASET2020 and groups’ posts as FBGROUPSDATASET2020 (RQ3).

8. A first look into early electoral ads on unsponsored content in Facebook groups’ posts
and public Facebook pages’ posts. Beyond sponsored content, efforts are also required to
address inauthentic and coordinated behavior in regular, unsponsored posts. In this the-
sis, we used a mixed strategy using a dictionary-based and neural network (CNN - Con-
volutional Neural Network) that revealed the existence of highly interconnected groups
disseminating political content across hundreds of groups, and at times, reaching pages.
This behavior raises concerns, particularly with regard to early electoral advertising, and
the need for effective strategies to combat it. Our model successfully identified suspicious
posts during the pre-election period in Brazil in 2020, presenting a promising approach

for enhancing the integrity of Brazilian elections (RQ3).

9. A new Twitter dataset was collected during the 2022 pre-election period. We generated

a Twitter dataset to assess the performance of our CNN model in classifying posts origi-
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nating from a distinct platform compared to the data used in the model’s training. Using
a dictionary-based approach, we collected 1, 130, 169 tweets using the historical Twitter
API. We named this dataset as TWITTERDATASET2022 (RQ3).

10. A novel effort for cross-platform detection of political ad on the pre-election period on X
(old Twitter). Again, we employed a hybrid approach that combined a dictionary-based
method with our CNN, trained using our curated gold-standard dataset. Our strategy
identified a total of 409, 985 tweets with a high probability of being early electoral ads,

since these posts were posted on pre-election timeframe RQ3.

11. A real deployment on a Brazilian policymaker: As the ultimate result of this thesis, our
primary aim has always been the social impact that we could generate, by effectively em-
ploying our framework for regulatory entities engaged in the task of monitoring Brazilian
elections. This objective was achieved when the Public Prosecutor’s Office of Minas
Gerais (MPMG) adopted our framework as a core solution for political content detec-
tion on social networks (firstly on X). This technology solution will be used by dozens
of prosecutors and judicial technicians/analysts who act as Human-in-the-Loop (HITL)
component of our Framework. Consequently, the assessment of post-classification quality
will contribute to the iterative training process, further enhancing the model’s alignment

with Brazilian electoral regulations (RQ3).

7.3.2 Research Impact & Award

This thesis has served as a reference and a source of inspiration for numerous research
endeavors in Brazil and worldwide. Among these, articles were submitted to high-impact in-
ternational conferences, master’s dissertations [199, 200], doctoral thesis [139], demos at con-
ference workshops [123], characterization of advertising datasets [82], Book chapter [17, 202],
mini-course at Conference of Brazilian Computer Society [159], and novel initiatives for the
detection of political propaganda across various languages [72, 149, 36, 27, 152, 25]. Fur-
thermore, other domains within the realm of science have also leveraged our research effort to

advance and enhance their understanding of political advertisements.

Award: The CNIL (French Data Protection Authority) and Inria (French National Institute for
Research in Digital Science and Technology) have awarded the 2020 Privacy Protection prize
to a European research team during the 14th international conference Computers, Privacy and
Data Protection (CPDP) !. The award was given to the article entitled “Facebook Ads Monitor:
An Independent Auditing System for Political Ads on Facebook*.

'"https://www.inria.fr/en/Inria-CNIL-award-2020-Privacy-Protection-prize
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Best paper nominee: This paper also was nominated for best paper at the 2019 International
World Wide Web Conference.

Honorable Mention Article "Facebook Ads Monitor: An Independent Auditing System for
Political Ads on Facebook", WWW Conference 2019 (WWW’19).

Master Dissertation: Silberschneider [170, 171] completed her master’s dissertation, which
stemmed from the unfolding and investigation of data obtained in this thesis. We were directly
involved in the direction, research, and evaluation of the results. Silberschneider analyzed
2,981,807 ads gathered from Meta Ad Library and their metrics for impressions and money
spent, focusing on election periods. Our analysis shows that each year, advertisers spend more
money on ads during election periods, with growth between the first and second rounds of

elections.

COVID-19 Ads as Political Weapon: In light of the mobility restrictions and social isolation
imposed by the coronavirus (COVID-19) pandemic, digital media, especially social networks,
have become fertile grounds for fake news, political attacks, and large-scale misinformation.
The impacts of this "infodemic" can be even more significant when considering sponsored con-
tent on social networks, such as Facebook ads. We proposed a first look into Brazilian ads
during COVID-19 Pandemic on our paper "COVID-19 Ads as Political Weapon". Utilizing
the Facebook ad library, we collected over 391,000 Facebook ads from 90 different countries.
Focusing on ads from Brazil for our research, we discovered ads featuring political attacks,
donation requests, doctors prescribing vitamin D as a weapon against coronavirus, and other

content with indications of misinformation [172, 173].

Book Chapter and Course: We wrote a book chapter and presented a course on Learning
Journeys on Informatics (JAI). JAI has become a reference in presenting relevant topics for
research and development within the Brazilian Computing Society Congress (CSBC). JAI has
contributed significantly to the dissemination of cutting-edge knowledge in computer science to
students, professionals, and researchers in Brazil. In this book chapter, we discussed the current
scenario of studies in the context of disinformation on digital platforms, offering an introduction
to the researcher who intends to explore this topic. To achieve this, initially, we (i) present
and discuss basic concepts, (i) list data repositories helpful in studying this phenomenon, (iif)
summarize the main strategies explored for understanding, as well as technological approaches
to detection and monitoring of disinformation on digital platforms and (iv) present a critical
overview of the area, highlighting challenges and research opportunities in this context. In

short, we described the thesis’ methodology relating to misinformation in a political ad context.
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Appendix A

Supervised learning algorithms

Logistic Regression: In natural language processing, logistic regression is a supervised ma-
chine learning algorithm considered a baseline for the classification task and also has a close
relationship with neural networks. It is a probabilistic method, which can be used for either

binary or multiclass classification tasks. Experimental Setup:
"logistic’: {'max_iter’: [500]},
* max_iter:

— The maximum number of iterations for the solver to converge. This parameter is
used to limit the time taken by the solver to find the optimal solution. Here, the grid

search is setting the maximum number of iterations to 500.

Random Forest: Random Forest is a robust machine learning algorithm used for a variety of
tasks, including regression and classification. It is a method composed of a large number of
small decision trees, called estimators. Each tree produces its own predictions. Random For-
est combines the predictions of the estimators to produce a more accurate prediction. Because
it is extremely robust, easy to use, better suited to heterogeneous data types, and has few hy-
perparameters, Random Forest is often a data scientist’s first resource when developing a new
machine learning system, as it allows one to obtain a quick overview of what kind of precision
can reasonably be achieved in a problem, even if, during the modeling process, the final solution

does not implement Random Forest.

Experimental Setup:

"random_forest’ : {

"bootstrap’: [True],
"max_depth’: [80, 90, 100],
"max_features’: [2, 3],
"min_samples_leaf’: [3, 4, 5],

"min_samples_split’: [8, 10, 12],
"n_estimators’: [100, 200, 300]
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bootstrap:

— Whether bootstrap samples are used when building trees. If True, each tree is built

on a bootstrap sample of the training data (sampling with replacement).

max_depth:

— The maximum depth of the tree. A higher value can lead to overfitting, while a
lower value can lead to underfitting. Here, the grid search is tuning between 80, 90,
and 100.

max_features:

— The maximum number of features to consider when looking for the best split. It can
be an integer (number of features) or a float (percentage of features). Here, the grid

search is tuning between 2 and 3.

min_samples_leaf:

— The minimum number of samples required to be at a leaf node. A smaller value
can lead to overfitting, while a larger value can lead to underfitting. Here, the grid

search is tuning between 3, 4, and 5.
* min_samples_split:

— The minimum number of samples required to split an internal node. Similar to
min_samples_leaf, but applies to internal nodes. Here, the grid search is tuning
between 8, 10, and 12.

* n_estimators:

— The number of trees in the forest. Increasing the number of trees generally improves
performance but also increases the computational cost. Here, the grid search is
tuning between 100, 200, and 300.

Gradient Boosting: In contrast to Random Forest, which combines the results of multiple
independently trained trees, Gradient Boosting uses a cascade of decision trees, in which each
tree helps correct errors made by the previous tree. Gradient Boosting has the advantage of
using a single loss function in training. This means that it can be used for any kind of task
that can be expressed in terms of a loss function, making it more applicable to a wider range of

problem classes than Random Forest.

Experimental Setup:
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"gradient_boosting’ : {
"n_estimators’: [1l6, 32],

"learning_rate’: [0.8, 1.0]

* n_estimators:

— The number of boosting stages to be run. Gradient boosting is fairly robust to over-
fitting, so a large number usually results in better performance, but it also increases

the computational cost. Here, the grid search is tuning between 16 and 32 estimators.
* learning_rate:

— The learning rate shrinks the contribution of each tree. In combination with the
number of trees (n_estimators), it determines the overall complexity of the model.
A lower learning rate requires more trees to model the data effectively. Here, the

grid search is tuning between 0.8 and 1.0.

SVM (Support Vector Machines): SVM is a classic supervised learning algorithm, whose
objective is to classify a certain set of data points that are mapped to a multidimensional feature
space using a kernel function. For the classification task, each input (an ad) is transformed into
a point in n-dimensional space (n is the number of attributes/characteristics of the text) and the
value of each feature is defined as the value of a single coordinate in the hyperplane. Classifica-
tion is determined by finding the hyperplane that results in greater separability between the two
modeled classes. In the context of political ad, the hyperplane divides messages into political

and non-political ad.

Experimental Setup:

"svm’ @ {
"kernel’: ['rbf’, ’'linear’],
rcr: [1, 10],
"gamma’: [0.001, 0.00017,
"probability’: [True, True]

¢ Kkernel:

— Specifies the kernel type to be used in the algorithm. It can be one of ’linear’,
“poly’, rbf’, ’sigmoid’, precomputed’, or a callable. Here, the grid search is tuning

between 'rbf’ and ’linear’.
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— Regularization parameter. The strength of the regularization is inversely propor-
tional to C'. Must be strictly positive. Here, the grid search is tuning between 1 and
10.

* gamma:

— Kernel coefficient for 'rtbf’, poly’, and ’sigmoid’. Higher values of gamma will lead

to overfitting. Here, the grid search is tuning between 0.001 and 0.0001.
* probability:

— Whether to enable probability estimates. This enables the predict_proba method,
which can give probability estimates instead of just class labels. Here, it is set to

True for both cases, though it does not need to be a parameter to tune in GridSearchCV.

Naive Bayes: Naive Bayes classifiers are a family of classifiers based on the application of the
Bayes Theorem [19]. While they are relatively simple to implement, they work surprisingly
well on many real-world problems. Furthermore, they have the advantage of presenting a linear
time complexity with the number of attributes, being suitable for data with high dimensionality.
However, a disadvantage of Naive Bayes classifiers is why they are called Naive (naive): they
assume that all attributes are independent of each other, which is generally not true for real-
world data. This can lead the classifier to make serious mistakes in its internal probability
distribution. Despite this disadvantage, Naive Bayes classifiers exhibit a competitive result

considering the simplicity of their algorithms [163].

Experimental Setup:
Feature extraction: HashingVectorizer using alternate_sign=False,
n_features=500000, ngram_range=(1, 3). Train using GridSearchCV with Multinomial Naive

Bayes, 10-fold crossvalidation, no param_grid, and return_train_score=True.

RNN (Recurrent Neural Network): RNN-based models see the text as a sequence of words
and aim to capture the dependencies between them and text structures, while CNNs learn to
recognize patterns in space, such as keywords or key phrases. RNN is a class of artificial neural
networks in which the connections between nodes form a directed graph along a sequence. It’s
basically a sequence of neural network blocks that are linked together like a chain. Each block
directs a message to the successor block. This architecture allows the RNN to display temporal
behavior and capture sequential data, which makes it a more “natural” approach when dealing

with textual data since the text is naturally sequential.

Experimental Setup:
* Input Layer:

— We use a Word2vec embedding layer.
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* Hidden Layers:
— Three GRU layers are added with gru_node nodes each, all set to return se-
quences.
— A Dropout layer with dropout rate dropout is added after each GRU layer.
* Output Layers:
— Another GRU layer is added with gru_node nodes, but this one does not return
sequences.
— A Dropout layer with dropout rate dropout is added after this GRU layer.
— A Dense layer with 256 units and ReLU activation function is added.
— Finally, a Dense layer with two units and softmax activation function is added as the

output layer.

Overall, this model consists of an embedding layer (or reshape layer), followed by three GRU
layers with dropout, and then a dense layer for classification. The architecture can be adjusted

by modifying the number of hidden layers, number of gru nodes, and dropout parameters.

LSTM (Long Short-Term Memory): LSTM is considered to be a non-neural network classifi-
cation technique (SVM, Random Forest, Gradient Boosting, Naive Bayes), trained with several
words as inputs, with no real meaning as a sentence, and by predicting the class it will give the
output of according to statistics and not according to meaning. This means that each word is
classified into one of the categories. In LSTM, you can use multiple word text to find out which
class it belongs to. This fact is very useful when working with natural language processing. If
good word embeddings are used in LSTM, the model will be able to discover the real meaning

in the input message and will provide the output class more accurately.

Experimental Setup:
* Input Layer:
— Word2vec Embedding layer.
* Hidden Layer:
— An LSTM layer is added with 300 units.
* Output Layer:

— A Dense layer with 2 units and sigmoid activation function is added as the output

layer.
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Overall, this model consists of an embedding layer (or reshape layer), followed by an
LSTM layer and a dense layer for classification. The architecture can be adjusted by modifying

the embedding dimension, LSTM units, and other parameters.

CNN (Convolutional Neural Network): CNNs are deep learning neural networks, initially
designed for computer vision problems [3]. The idea behind using CNNs in Natural Language
Processing (NLP) is to leverage their ability to extract attributes from data. In the context of
NLP, CNNs are applied by receiving as input a numeric vector representing a text in order to
extract useful attributes (such as phrases and relationships between words that are closest in the
phrase) that can be used for text classification. CNN’s NLP model is usually composed of 3 or
more 1D convolutional layers and pooling, which helps to reduce the dimensionality of the text
and acts as a sort of summary, which is then fed into a series of dense layers. This summary
generally captures the relationships and meaning of sentences, benefiting the classification pro-
cess. In the context of election advertising, CNN can identify keywords and phrases that are

most common in election messages.

Experimental Setup:

word_embed_dim=300,
max_seq_length=50,
num_folds=10,

num_classes=2,

seed=42,
initialize_weights_with='"word2vec’,
filter_sizes = (3, 4, 5)
num_filters = 120

dropout_prob = (0.25, 0.25)

* Model Hyperparameters:

— filter_sizes: Tuple of filter sizes for the convolutional layers.
— num_filters: Number of filters in each convolutional layer.

— dropout_prob: Tuple of dropout probabilities for the dropout layers.
* Input Layer:
— graph_in: Inputlayer with shape (max_seq_length, word_embed_dim).

* Convolutional and Pooling Layers:

— Foreachfiltersize (fsz)in filter_sizes,a 1D convolutional layer (ConvolutionlD)

i1s added with num_ filters filters and ReLLU activation.
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— Global max pooling (GlobalMaxPoolinglD) is applied to each convolutional

layer.
* Concatenation or Single Pooling:

— If there are multiple filter sizes, the pooled outputs are concatenated using Concatenate ().

Otherwise, the single pooled output is used.
* Embedding Layer:

— If initialize_weights_with is set to 'word2vec’, an embedding layer
(Embedding)is added with weights initialized using get _embedding_matrix ()

and set to non-trainable. The input length is max_seq_length.

— If not, areshape layer (Reshape) is added to reshape the inputto (max_seq_length,

word_embed_dim).
* Dropout Layers:

— Dropout layers with dropout probability dropout_prob [0] and dropout_prob[1l]
are added after the embedding layer and the graph, respectively.

* Activation and Output Layer:

— ReLU activation is applied after the dropout layer.

— A dense layer (Dense) with 2 units and sigmoid activation is added as the output

layer for binary classification.
* Model Compilation and Return:

— The model is compiled and returned.

HAN (Hierarchical Attention Networks): Finally, we built a HAN (Hierarchical Attention
Neural Network). The main idea behind the HAN is “Words make sentences and sentences
make documents”. The intent is to derive sentence meaning from the words and then derive the
meaning of the document from those sentences. But not all words are equally important, some
of them characterize a sentence more than others. Therefore, we use the attention model so that
sentence vector can have more attention to “important” words. The attention model consists
of two parts: Bidirectional RNN (Recurrent Neural Network) and Attention networks. While
bidirectional RNN learns the meaning behind those sequences of words and returns vector cor-
responding to each word, the Attention network gets weights corresponding to each word vector
using its own shallow neural network. Then it aggregates the representation of those words to
form a sentence vector i.e it calculates the weighted sum of every vector. This weighted sum

embodies the whole sentence. The same procedure applies to sentence vectors so that the final
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Figure A.1: Hierarchical Attention Neural Network architecture for political ads classification.
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vector embodies the gist of the whole document. Since it has two levels of attention model,

therefore, it is called hierarchical attention networks.

We adapted the HAN architecture proposed by [212] (as shown in the Figure A.1) for

political ads classification problem. As proposed in the CNN, we represent each word of a

Facebook ad as a dense vector retrieved from Word2Vec C-BoW with 300 dimensions. For

simplicity, each ad was considered as a document within our HAN model.

Experimental Setup:

word_embed_ dim=300,
max_seq_length=50,

num_folds=10,

num_classes=2,

seed=42,
initialize_weights_with=’"word2vec’,
max_seq_num = 9

pad_sequences = False
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* Word Embedding Layer:

— An embedding layer (Embedding) is created with vocabulary size 1en (vocab)
+ 1, embedding dimension word_embed_dim, weights initialized using
get_embedding matrix (), inputlengthmax_seq length, and set to non-

trainable.
¢ Word Encoder:

— A bidirectional LSTM layer (Bidirectional (LSTM)) is used to encode the
word sequences, with half of the embedding dimension as the number of units, and

set to return sequences.
* Word Attention:

— An attention layer (Attention) is applied to the output of the word encoder to

focus on important words in the sentence.
* Word Model:

— The word model is defined using the above layers and takes a sentence as input,

outputting the attention-weighted representation of the sentence.
* Sentence Encoder:

— Another bidirectional LSTM layer encodes the sentences using the word models as

inputs, also set to return sequences.
* Sentence Attention:

— An attention layer is applied to the output of the sentence encoder to focus on im-

portant sentences in the document.
* Output Layer:

— A dense layer with softmax activation outputs the final prediction based on the

attention-weighted document representation.
* Model Architecture:

— The model is built by connecting the word and sentence models, taking a 3D input

tensor representing the document text and outputting a softmax prediction.
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Appendix B

Additional plots, figures, and tables

In Figure B.1, an interesting behavior is observed when plotting the probability density distri-
bution and ECDF. Datasets constructed using a lexical approach (i.e., FBPAGESDATASET2020,
FBGROUPSDATASET2020, and TWITTERDATASET2022) exhibit similar probability distribu-
tions (i.e., bimodal distribution), with a higher likelihood of encountering political content. In
contrast, content collected in an uncontrolled manner (i.e., ADCOLLECTORDATASET2018) has
fewer instances classified as political. This is most likely to occur when we are using online
social networks.

However, lexical approaches to gathered content from OSNs stand out for their higher
likelihood of finding instances of interest to regulatory bodies (e.g., MPMG and TSE). Addition-
ally, the lexical/dictionary-based approach acts proactively and does not depend on streaming

APIs or browser plugins.

Dataset Purpose Size
ADCOLLECTORDATASET2018 | Train, Test, Validation 239,000 ads
FBADLIBRARYDATASET2018 Train, Test 100, 778 ads
FBPAGESDATASET2020 Validation (case study) 2,475,519 posts
FBGROUPSDATASET2020 Validation (case study) 1,640, 811 posts
TWITTERDATASET2022 Validation (case study) 2,448, 060 tweets

Table B.1: Datasets summary.
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Keyword to build TWITTERDATASET2022.

vote para prefeito, vote no candidato, vote para deputado, vote em quem, conto com o seu
voto, ter o seu voto, vote em candidatos, quero ser o seu vereador, vote para prefeita, vote
para deputada, vote no senador, vote em mim, juntos nessa caminhada, vote nos candidatos,
no dia XX vote, quero ser seu candidato, quero ser o seu prefeito, quero ser o seu deputado,
contamos com o seu voto, quero ser a sua vereadora, contra a velha politica, conto com o
seu apoio, quero ser o seu presidente, vote em candidatas, quero ser sua candidata, vote na
candidata, vote nas candidatas, vote na senadora, ndo vote nele, ndo vote nela, quero ser a sua
prefeita, quero ser a sua deputada, vote em candidato, vote em candidata, vote em mulher,
trabalhador vota em trabalhador, seu eu for eleito, gostaria de pedir seu voto, votar em mim,
votar em candidatos, votar em candidato, votar em candidatas, votar em candidata, votar nos
candidatos, votar no candidato, votar nas candidatas, votar na candidata, posso contar com o
seu voto,

Table B.2: The list of keywords was created in partnership with MPMG, which can potentially
indicate early election propaganda. For more details in Section 6.2.

Hashtags

#CristaoNaoVotaNoPT, #ComunismoNao, #DiaDaMentira, #BASTA, #ApoioDaniel-
Silveira, #SeuVotolmporta, #DoriaPesadelo, #EuapoioDanielSilveira, #Bolsonaro2022,
#PL.2630Nao, #BolsonaroReeleitoNoPrimeiroTurno, #Lulal3Presidente, #BolsonaroPresi-
denteAte2026, #LulaPresidente13, #AbreAsContasBolsoLula, #BolsonaroReeleitoEm2022,
#STFVergonhaNacional, #LulaNoPrimeiroTurno, #BolsonaroReeleito2022, #LulaEoPT-
peloTrabalhador, #Bolsonaro22Ate2026, #Doria2022, #LulaPresidente2022, #Uniao-
PorMoroPresidente, #DoriaPresidente, #PL191Nao, #ForaBolsonaro, #BolsonaroOrgul-
hoDoBrasil, #TaNaHoraDeVoceOlharProCiro, #MovimentoRedel8, #MoroOuNulo, #Bol-
sonaroAte2026, #MoroNaCadeia, #MoroOuNada, #PTNuncaMais, #NoMeuVotoNinguem-
Mexe, #Ciro2022, #CiroUnicaVia, #MoroPorUmBrasilMelhor, #MoroPresidente2022,
#PrefiroCiro, #ToComCiro, #ComMoroPeloBrasil, #BolsonaroReeleito, #MulheresCom-
Ciro, #MoroOuNuloGeral, #CiroNoSegundoTurno, #SouJovemSouBolsonaro22, #CiroPres-
idente, #Lula2022, #Lulal3, #LulaNaCadeia, #partidonovo30, #DerrubaOsVetosALMG,
#NemLulaNemBolsonaro, #Eleicoes2022, #DireitaForte, #TarcisioGovernadorSP, #Ciris-
taSEGUECcirista, #MoroPresidente44, #CiroFichaLimpa, #BivarIndiqueMoro, #Fechado-
ComBolsonaro, #PND, #MoroVenceBolsoLula, #LulaPresidente, #Moro2022, #CiroRe-
beldiaDaEsperanca, #Elei¢oes2022, #ImpeachmentAlexandreDeMoraes, #ConvencaoPDT,
#Sextou, #LulaJa, #VotoNuloSim, #LulalLaJeronimoCa, #Moro, #MDB, #Lula, #Simb-
oraPT, #bolsonaro2022, #BolsonaroVagabundo, #LulaEoPTAmorAoBrasil, #JairBol-
sonaro22, #DiariodoPoder, #ColunaCH, #MoroTransparente, #VamosJuntosPeloBrasil,
#CiroGomes, #DemitaEm2022, #Bolsonaro, #TurmaBoa, #DiarioDoPoder, #MoroPresi-
dente, #FaxinaGeralNaCamara

Table B.3: Hashtags extracted from tweets after the first query to build TWITTER-
DATASET2022. More details in Section 6.2.
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(a) ADCOLLECTORDATASET2018

Figure B.1: Density of probability distribution for each case study.

(b) FBGROUPSDATASET2020
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Source: created by the author.
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